HEEIPi

% County of Los Angeles
DEPARTMENT OF

PUBLIC SOCIAL SERVICES

EBT Card

Skimming
Campaign
Toolkit

'LEHH SL78"

JOHN P CARDHOLIRRT
12345749012 3458 S




%% County of Los Angeles

DEPARTMENT OF
PUBLIC SOCIAL SERVICES

Toolkit Content

Produced by the Communications Section
at the Department of Public Social Services.

In 2022, over $19 million of EBT card benefits were stolen in
Los Angeles County due to card skimming. A skimmer is a
device that thieves place on ATMs or payment machines to
steal EBT card information. The card information is then used
to steal EBT benefits. The purpose of this toolkit is to help
partnering agencies raise awareness and educate their
constituents about EBT card skimming.

This multilingual toolkit contains the following shareable content:

Flyer
Poster
Social Media Graphics
Website Graphic
YouTube Video
Podcast
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Check the
Device
Twice
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Protect Your
EBT Card

Closely inspect ATM or
payment machine for
unusual, loose, or added
equipment such as
skimmer or pinhole
camera.
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N gs=== Report suspicious machines
L to an attendant and local

1234 345 law enforcement.
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Download All Languages



http://file.lacounty.gov/SDSInter/dpss/1143364_EBTFlyer.zip

/ County of Los Angeles

DEPARTMENT OF
PUBLIC SOCIAL SERVICES

Display Instructions: Place the English and multilingual poster
next to each other. The Spanish poster can be displayed independently.
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Download English Download All Languages

u
local law enforcement.

Revise Dos Veces
el Dispositivo
Proteja Su tarjeta de EBT

Inspeccione cuidadosamente los cajeros automaticos
o las maquinas de pago en busca de equipos
inusuales, sueltos o afiadidos, como un detector
(skimmer) o una cdmara oculta.

Reporte maquinas sospechosas a un encargado
y a la policia local.

Download Spanish



http://file.lacounty.gov/SDSInter/dpss/1143365_EBTSkimmingPoster_English.pdf
http://file.lacounty.gov/SDSInter/dpss/1141716_EBTSkimmingPoster_Pt2ALLLanguagesNoSP.pdf
http://file.lacounty.gov/SDSInter/dpss/1143366_EBTSkimmingPoster_Spanish.pdf
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Check the
Device
Twice

Protect Your EBT Card
Closely inspect ATMs or
payment machines for
unusual, loose, or added
equipment such as skimmer

or pinhole camera.

3:1)
A

Report suspicious machines to
an attendant and local law
enforcement.

dpss.lacounty.gov cbm'

.How to
identify
acard
skimmer

If an ATM or payment
machine has unusual, loose,
added equipment, or a
pinhole camera, don’t use it.

Report suspicious machines to
an attendant and local law
enforcement.

dpss.lacounty.gov

Social Media Graphics

What is
_ acard
skimmer?

A skimmer is a device that
thieves place on ATMs or
payment machines to
steal EBT card information
and benefits. For extra
protection, consider
changing your PIN every
month the night before
your benefits are
deposited.

dpss.lacounty.gov

What to
Do if Your
Cardls
Skimmed

If you notice suspicious transactions
on your EBT account:

« Report the incident by calling DPSS at
(866) 613-3777 Monday-Friday,
7:302.m. - 6:30 p.m.

« For service 24/7, call the number on the
back of your EBT card to cancel your card

123y 5678 and requesta new one. Be sure to contact
RS v Rl
R 72001278 e DPSS during normal business hours to

report the incident.

dpss.lacounty.gov

- EBT Card Do’s
and Don’ts

 Check your balance regularly.

© Change your PIN often.

* Check ATMs or payment machines for unusual added equipment.
® Check for hidden cameras.

Don’ts

* Don’t share your PIN or EBT card number with anyone.

« Don’t share your EBT information with any vendor
or third-party application.

* Don’t use ATMs or payment machines that look broken
or that have added equipment.

dpss.lacounty.gov

dpss.lacounty.gov

Avoid Becoming
a Victim of EBT
Card Skimming

* Change Your PIN Every
Month

© Inspect the Payment Device
® Inspect the Keypad
® Look for Hidden Cameras

Report suspicious machines
to an attendant and local
law enforcement.

Where does
EBT Card
Skimmin
happen?
Skimming can occur
anywhere credit or debit

cards can be swiped or
inserted.

Report sus|
to an attendant and local
law enforcement.

dpoo

Use these social media images to capture the attention of your audience and
inform them about EBT card skimming.

Download All Languages



http://file.lacounty.gov/SDSInter/dpss/1143367_EBTSkimmingSMAllLanguages.zip
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Website Graphic

... Check the Device

Twice
Protect Your EBT Card

Closely inspect ATMs or payment machines for
unusual, loose, or added equipment such as

;i = skimmer or pinhole camera.
J 123y 5L

;g;.;g;jﬂ;u% = Report suspicious machines to an attendant and local law enforcement.

Download All Languages



http://file.lacounty.gov/SDSInter/dpss/1143369_EBTWebGraphics.zip
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(EBT Card Skimmi Q)

Click the gear for subtitles in Armenian, Chinese, Tagalog,
Korean, Farsi, Russian, and Viethamese.

Watch Video

Watch Spanish Video

Watch Video - Cambodian Subtitles



https://youtu.be/2v_MxsGFesQ
https://youtu.be/2v_MxsGFesQ
https://youtu.be/IyB7zCwW1ZI
https://youtu.be/P3PqRFcruwg
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Podcast
Listen To Podcast
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https://youtu.be/vcWvx_g3Zsk
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Contact Us

Inquiries about this toolkit can be emailed to
dpss-communications@dpss.lacounty.gov.



mailto:dpss-communications@dpss.lacounty.gov



