Addendum A
[bookmark: _Toc495068109]ADDENDUM A: SOFTWARE AS A SERVICE (SaaS) 

a. [bookmark: _Toc495068110]License: Subject to the terms and conditions set forth in this Contract, including payment of the license fees by to the Contractor, the Contractor hereby grants to County a non-exclusive, non-transferable worldwide County license to use the SaaS, as well as any documentation and training  materials, during the term of this Contract to enable the County to use the full benefits of the SaaS and achieve the purposes stated herein.
b. [bookmark: _Toc495068111][bookmark: _Hlk5114011]Business Continuity: In the event that the Contractor’s infrastructure containing or processing County Information becomes lost, altered, damaged, interrupted, destroyed, or otherwise limited in functionality in a way that affects the County’s use of the SaaS, The Contractor must immediately and within twenty-four (24) hours implement the Contractor’s Business Continuity Plan, consistent with Section 12 OPERATIONAL MANAGEMENT, BUSINESS CONTINUITY, AND DISASTER RECOVERY, such that the Contractor can continue to provide full functionality of the SaaS as described in the Contract.
The Contractor will indemnify the County for any claims, losses, or damages arising out of the County’s inability to use the SaaS consistent with the Contract and Section 18 PRIVACY AND SECURITY INDEMNIFICATION.
The Contractor must include in its Business Continuity Plan service offering, a means for segmenting and distributing IT infrastructure, disaster recovery and mirrored critical system, among any other measures reasonably necessary to ensure business continuity and provision of the SaaS.
In the event that the SaaS is interrupted, the County Information may be accessed and retrieved within two (2) hours at any point in time. To the extent the Contractor hosts County Information related to the SaaS, the Contractor must create daily backups of all County Information related to the County’s use of the SaaS in a segmented or off-site “hardened” environment in a manner that ensures backups are secure consistent with cybersecurity requirements described in this Contract and available when needed.
c. [bookmark: _Toc495068112]Enhancements: Upgrades, replacements and new versions: The Contractor agrees to provide to County, at no cost, prior to, and during installation and implementation of the SaaS any software/firmware enhancements, upgrades, and replacements which the Contractor initiates or generates that are within the scope of the SaaS and that are made available at no charge to the Contractor’s other customers.
During the term of this Contract, the Contractor must promptly notify the County of any available updates, enhancements or newer versions of the SaaS and within thirty (30) Days update or provide the new version to the County. The Contractor must provide any accompanying documentation in the form of new or revised documentation necessary to enable the County to understand and use the enhanced, updated, or replaced SaaS. 
During the Contract term, the Contractor must not delete or disable a feature or functionality of the SaaS unless the Contractor provides sixty (60) Days advance notice and the County provides written consent to delete or disable the feature or functionality. Should there be a replacement feature or functionality, the County will have the sole discretion whether to accept such replacement. The replacement will be at no additional cost to the County. If the Contractor fails to abide by the obligations in this section, the County reserves the right to terminate the Contract for material breach and receive a pro-rated refund.
d. [bookmark: _Toc495068116]Location of County Information: The Contractor warrants and represents that it will store and process County Information only in the continental United States and that at no time will County Data traverse the borders of the continental United States in an unencrypted manner.
e. [bookmark: _Toc495068119]Audit and Certification: The Contractor agrees to conduct an annual System and Organization Controls (SOC 2 type II) audit or equivalent (i.e. The International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) 27001:2013 certification audit or Health Information Trust Alliance (HITRUST) Common Security Framework certification audit) of its internal controls for security, availability, integrity, confidentiality, and privacy. The Contractor must have a process for correcting control deficiencies that have been identified in the audit, including follow up documentation providing evidence of such corrections. The results of the audit and the Contractor’s plan for addressing or resolving the audit findings must be shared with County’s Chief Information Security Officer within ten (10) business days of the Contractor’s receipt of the audit results. The Contractor agrees to provide County with the current audit certifications upon request.
f. Services Provided by a Subcontractor: Prior to the use of any Subcontractor for the SaaS under this Contract, the Contractor must notify County of the proposed subcontractor(s) and the purposes for which they may be engaged at least thirty (30) Days prior to engaging the Subcontractor and obtain written consent of the County’s Contract Administrator.
g. [bookmark: _Toc495068120]Information Import Requirements at Termination: Within one (1) Day of notification of termination of this Contract, the Contractor must provide County with a complete, portable, and secure copy of all County Information, including all schema and transformation definitions and/or delimited text files with documented, detailed schema definitions along with attachments in a format to be determined by County upon termination. 
h. [bookmark: _Toc495068121]Termination Assistance Services: During the ninety (90) Day period prior to, and/or following the expiration or termination of this Contract, in whole or in part, the Contractor agrees to provide reasonable termination assistance services at no additional cost to County, which may include:
i. Developing a plan for the orderly transition of the terminated or expired SaaS from the Contractor to a successor;
ii. Providing reasonable training to County staff or a successor in the performance of the SaaS being performed by the Contractor;
iii. Using its best efforts to assist and make available to the County any third-party services then being used by the Contractor in connection with the SaaS; and
iv. Such other activities upon which the Parties may reasonably agree.
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