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3.0 SaaS Requirements 
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Comments 

 
1 

The system environments shall operate on a 24x7x365 
basis. 

 X      

 
2 System availability shall be ninety-nine percent (99.9%) 

 X      

 

 
3 

The system shall have an average response time of one 
and one half (1.5) second, as measured from the Hosted 
Environments. 

 X      

         

 
3.6 Compatibility and Integration Requirements 

 Requirement Response Form Matrix  How it will be Provided  
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Comments 

 
 
 

 
1 

The system shall provide a secure web-based user 
interface accessible from any web browser (e.g., Edge, 
Chrome, Firefox, Safari, etc.) or from any device and shall 
not require plug-ins or additional installed software (e.g., 
Adobe Flash). 

 X      

 
 
 

 
2 

The system shall provide a user interface that complies 
with recognized usability standards (e.g., the American 
Disabilities Act (http://www.ada.gov/), the Rehabilitation 
Act Section 508 (http://www.section508.gov/, etc.). 

 X      

 
 

 
3 

All system data shall be available to the Districts via web 
services (e.g. REST Application Programming Interface 
(API)) and shall use secure authentication and encryption 
(128-bit or greater). 

 X      

 
 

 
4 

All API integrations must utilize HTTPS with strong TLS 
(e.g., version 1.2 and above) configurations and 
incorporate unique, regularly rotated (e.g., two years or 
less) API keys for authentication. 

 X      

 
 

 
5 

The system shall provide Single Sign On (SSO) capability 
for Districts users using the Districts’s Enterprise Identity 

& Access Management Directory (based on Microsoft 
Azure Active Directory). 

 X      

 
 

 
6 

The System shall transmit sensitive data using secure 
protocols, such as sftp, ssh, https, TLS 1.2 or above, etc., 
or tunneled through an authenticated encrypted 
connection (e.g., VPN). 

 X      

 
 
 
 
 

 
7 

The system sending emails on behalf of Public Works 
(e.g., xxxxx@pw.lacounty.gov or 
xxxxx@dpw.lacounty.gov) or any subdomain shall be 
DMARC (Domain-based Message Authentication, 
Reporting & Conformance) compliant. This will require 
configuring SPF and DKIM to authenticate legitimate 
email messages. 

 X      

         

 

 

http://www.ada.gov/)
http://www.section508.gov/
mailto:xxxxx@pw.lacounty.gov
mailto:xxxxx@dpw.lacounty.gov














EXHIBIT A.2 

   

 

 

Functional Requirement Sample:   

11.29. – Conservation Rate Structure, continues… 
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Functional Requirement Sample:   

11.29. – Continued, Conservation Rate Structure, continues… 
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Functional Requirement Sample:   

11.29. – Continued, Conservation Rate Structure 
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Functional Requirement Sample:   

12.13. – Returned Checks and Disputes – email notification provided 
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Functional Requirement Sample:   

13.6. – Notices, Continues… 
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Functional Requirement Sample:   

13.6. – Continued, Notices, Continues… 
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Functional Requirement Sample:   

13.6. – Continued, Notices, Continues… 
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Functional Requirement Sample:   

13.13. – Write Off Collection Agency Report 
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Functional Requirement Sample:   

15.3. – Backflow Notification 
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CUSTOMER INFORMATION SYSTEM (CIS) AND RELATED SERVICES 

INTEGRATIONS 

Data System 
Provider 

System 
Name 

Type Description 

Meter 
Reading 

Neptune Neptune 360  Export 
and 
Import 
file 
layout 

CIS schedules meters to be read 
are uploaded to Neptune 360.  
Once readings are obtained, the 
information is downloaded to the 
CIS.    

AMI Data Neptune Neptune 360 API 
Two-
way 

Integrate with the new CIS website 
portal to provide customer with 
near real time usage, leak, and 
other available flags.   

Service 
Orders 

CityWorks Maintenance 
Management 
System 
(MMS) 

API  
Two-
way  

Generate CIS service orders that 
will be sent to the County’s MMS.  
Field technicians will access the 
service orders using the County’s 
MMS mobile application installed 
in field tablets.  Field technicians 
will open and close service orders 
in the County’s MMS mobile app 
that will then sync to the CIS in 
near real-time as connectivity 
allows. 

Phone and 
Counter 
Payments 

FIS Credit Card 
and Check 
Payment 
Processor 

API  
One-
way  

Districts' payments made through 
at the counter and phone are 
processed for authorization 
through our payment processor, 
FIS.  FIS provides an approval or 
decline response that is then read 
back to the customer by the phone 
system or by the agent for counter 
payments.  

Website 
Payments 

FIS Credit Card 
and Check 
Payment 
Processor 

API  
Two-
way 
 

Districts' payments made through 
at the website are processed for 
authorization through our payment 
processor, FIS.   

Payments FIS Payment File Import 
File 

FIS provides a daily payment file 
that is imported to the CIS. 

Payments Los 
Angeles 
County 
Treasurer 
and Tax 

Payment File Import 
File 

Remittance Payments received at 
TTC are imported daily to the CIS 
using a file provided by TTC. 
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Data System 
Provider 

System 
Name 

Type Description 

Collector 
(TTC) 

Payments  Paymode – 
Home 
Banking 

Payment File Import 
File 

Customer submitted payments 
through their HomeBanking 
sessions are processed by 
Paymode, our payment 
concentrator.  Paymode provides a 
daily file that is imported to the 
CIS. 

Write-Offs  Los 
Angeles 
County 
Public 
Works 
Fiscal 
Division 

n/a Export 
XLSX 
File 

Unpaid CIS accounts grouped in 
batches in the CIS and an 
excel.xlsx file is generated to be 
used by our collection agency. 

Financial 
Accounting 

Los 
Angeles 
County 
Public 
Works 
Fiscal 
Division 

eCAPS API  
One-
Way 

CIS Financial Data integration with 
Los Angeles County Financial 
System 

APN GIS-
Link  

Los 
Angeles 
County  

Service 
Locator 

Linking Links to a data table that launches 
GIS URL and CIS 
customer/account summary.  See 
Exhibit A.1.1 Sample Documents. 
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CUSTOMER INFORMATION SYSTEM (CIS) AND RELATED SERVICES 

CIS DATA MIGRATION INVENTORY 

The Contractor shall consider the following CIS data to migrate from the source system 
to the target system when completing Task 5 - Data Migration. 

Accounts by Areas 

• Total Number of Opened and Closed by 
o District 
o Cycle 
o Book 
o City 
o Zip Code 

Account Statuses 

• Total Opened 
• Total Closed/Final 
• Total Incoming/New Accounts Pending 
• Total Closing Account Request Pending 
• Total number of other and listed by Account Status 
• Total Number of Accounts all Statuses 

Account Types 

• Total Number of Active/Opened, and  
• Total Number of Closed/Finalled, by 

Account Types 

o Single Residential Accounts 
o Multi-Residential Accounts 
o Commercial Accounts 
o Industrial Accounts 
o Government Accounts 
o Other Account Types with Details 

Attachments 

• Total Number of Attachments by Type  

Mailing Address Types 

• Total Number of Address Types by Type for Active and Closed Accounts 

Customers 

• Total Number of Active/Opened Accounts, and  



EXHIBIT A.4 

Page 2 of 3 
 

• Total Number of Closed/Finalled Accounts, by 

Customer Occupancy Type 

o Tenants 
o Owners 
o Builders 
o Agents 
o Property Management 
o Property Owner 
o Secured 
o Unsecured 

Customer Contact Notes 

• Number of Customer Notes for Active and Closed Accounts by Note Reasons 

Comments 

• Number of Comments by Active and Expired status by Comment Codes 

Letters 

• Total Number of Letters Sent by Type 

Emails 

• Total Number of emails Sent by Type 

Meters 

• Total Bill Codes by Codes 
 

• Total Number of Active Meters 
• Total Number of Inactive Meters 

Provide Details with these Meter Data Combinations 

o Manufacturer/Meter Size/Meter Dials 
 

• Total Active Meters by Cycle and Book 
• Reading Routes Numbering Sequences by Cycle and Book 

Meter Reading 

• Total Metered Accounts Export to Neptune 360  
• Total Metered Accounts Import from Neptune 360 
• Meter Readings Match and Number of Digits in Use Match 
• Total Usage Billed by: 

o District 
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o Cycle 
o Books 

Backflows 

• This data should include the following data combination:   
Manufacturer/Backflow Size/Last Test Date for 

o Total Number of Active Backflows 
o Total Number of Inactive Backflows 

 
• Total Tests for Active Backflow 

Service Orders 

• Total Number of Service Orders by Type with Status 

Transactions 

Current Amounts Due 

• Total Amounts Due by Accounts Receivable/Transaction Codes 
• Total Amount by Aging Dates 
• 0-30 Days 
• 31-60 Days 
• 61-90 Days 
• 90+ Days 

 
• Total Amounts by Transaction Types and Total Line Items 
• Total Transaction  

 
• Active Accounts on AutoPay 

Bills Issued 

• Total Bills Issued by Year and by Type of Bill 
• Total Billed Amounts by Accounts Receivable 

Notices Issued 

• Total Number of Notices Sent by Type with: 
o Total Notice Amounts Due 

Payment Extensions and Payment Agreements 

• Number of Customer Arrangements 

 

P:\brcdpub\Service Contracts\CONTRACT\BEN\CIS\2025\REBID\01 RFP\03 Exhibit A.4 CIS Data Migration Inventory.docx 



EXHIBIT A.5 

ACCEPTANCE CERTIFICATE 
 

 

(Name and Address) 

 

 

 

 

TRANSMITTAL DATE 

 

 

 

 

ACCEPTANCE CERTIFICATE 
 

AGREEMENT NUMBER 

 

 

TITLE 

 

 

FROM:  

        

  Contractor’s Project Director 

  (Signature Required) 

TO:  

 Districts’ Project Director 

 Department of Public Works 

Contractor hereby certifies to Districts that as of the date of this Task/Deliverable Acceptance Certificate, it has satisfied all conditions 

precedent in the Agreement, including the Exhibits thereto to the completion of the Tasks and delivery of the Deliverables set forth 

below, including satisfaction of the completion criteria applicable to such Tasks and Deliverables for Districts’ approval of the Work 

performed in connection with the achievement of such Task. Contractor further represents and warrants that the Work performed in 

respect of such Tasks and Deliverables has been completed in accordance with the Exhibit A (Statement of Work). Districts’ approval 

and signature constitutes an acceptance of the Tasks and Deliverables listed below.   

TASK DESCRIPTION 

(including Task and subtask numbers as set forth in the  

Statement of Work) 

 

 

 

 

 

 

 

 

 

 

DELIVERABLES 

(including Deliverable numbers as set forth in the 

Statement of Work) 

 

 

Comments: 

 

 

Attached hereto is a copy of all supporting documentation required pursuant to the Agreement and Exhibit A (Statement of 

Work), including any additional documentation reasonably requested by the Districts. 

Districts’ Acceptance: 

 

NAME   SIGNATURE    DATE   

 Districts’ Project Director 

Distribution: 

Original – Financial Services   Copy 2  - Districts’ Project Director 

Copy 1  - Contractor    Copy 3  - DPW Master Contract File 
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EXHIBIT A.6 

 

CONTRACT DISCREPANCY REPORT 

 

TO:_____________________________________________________________ 

FROM:__________________________________________________________ 

DATES:__________________________________________________________ 

Prepared:_______________________________________________________________ 

Returned by Contractor:___________________________________________________ 

Action Completed:________________________________________________________ 

 
DISCREPANCY PROBLEMS:___________________________________________________________________ 
 
___________________________________________________________________________________________ 
 
___________________________________________________________________________________________ 
 

_________________________________________________                  _______________________________ 

        Signature of Districts Representative                                             Date 

 

CONTRACTOR RESPONSE (Cause and Corrective Action): ________________________________________ 
 
___________________________________________________________________________________________ 
 
___________________________________________________________________________________________ 
 

_________________________________________________                  _______________________________ 

       Signature of Contractor Representative                                             Date 

 

DISTRICTS’ EVALUATION OF CONTRACTOR RESPONSE: ___________________________________________ 
 
___________________________________________________________________________________________ 
 
___________________________________________________________________________________________ 
 

_________________________________________________                  _______________________________ 

       Signature of Contractor Representative                                             Date 

 
DISTRICTS’ ACTIONS:__________________________________________________________________________ 
 
___________________________________________________________________________________________ 
 
___________________________________________________________________________________________ 
 

CONTRACTOR NOTIFIED OF ACTION: 

Districts’ Representative’s Signature and Date _______________________________________________________ 

Contractor Representative’s Signature and Date _____________________________________________________ 

 



 

EXHIBIT B 
 

PAYMENT SCHEDULE 
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EXHIBIT B 

 PAYMENT SCHEDULE 

 
1.0 IMPLEMENTATION FEES FOR CIS 

 

Deliverable 
# 

Statement 
of 

Work 

Deliverable Name Price 10% Withhold(s) 

Task 1: PROJECT INITIATION, PLANNING, AND ONGOING MANAGEMENT 

1.1.1 3.1 Project Kick-off Meeting Minutes $ 32,950.00  $ 3,295.00  

1.1.2 3.1 Weekly Project Management Meeting Minutes  $ 141,750.00 $ 14,175.00 

171.1.3 3.1 Presentation Materials and Handouts  $ 900.00  $ 90.00 

1.1.4 3.1 Project Control Document  $ 33,750.00  $ 3,375.00 

1.1.5 3.1 Monthly Progress Reports  $ 33,750.00  $ 3,375.00 

1.2 3.1 Ongoing Project Administration  $ 150,300.00  $ 15,030.00 

1.3 3.1 Validos Quality Assurance Inspector -  
Monthly QA Assessment Reports 
 
Monthly  Assessment Report #1 
Monthly  Assessment Report #2 
Monthly  Assessment Report #3 
Monthly  Assessment Report #4 
Monthly  Assessment Report #5 
Monthly  Assessment Report #6 
Monthly  Assessment Report #7 
Monthly  Assessment Report #8 
Monthly  Assessment Report #9 
Monthly  Assessment Report #10 
Monthly  Assessment Report #11 
Monthly  Assessment Report #12 
 

 
 

$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 
$15,500.00 

 
 

$          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 
 $          1,550.00 

   
Task 1 Totals:  $ 579,400.00  $ 57,940.00 

 

Task 2: DISCOVERY AND BUSINESS PROCESSES ASSESSMENT 

2.1.1 3.2 Requirements Gathering Schedule  $ 77,713.00  $ 7,771.30 

2.2.1 3.2 Draft Systems Requirements Document (SRD)  $ 19,125.00  $ 1,912.50 
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2.3.1 3.2 Requirements Verification Schedule  $ 20,925.00  $ 2,092.50 

2.4.1 3.2 System Requirements Document (SRD)  $ 20,925.00  $ 2,092.50 

2.4.2 3.2 Requirements Traceability Matrix and Report  $ 20,925.00  $ 2,092.50 

2.5.1 3.2 Business Process Assessment Report  $ 20,925.00  $ 2, 092.50 

   
Task 2 Totals:  $ 180,538.00  $ 18,053.80  

 
 
 
 
 
 
  

Task 3: SYSTEM DESIGN 

3.1.1 3.3 System Design Document $ 20,813.00 $2,081.30 

  
Task 3 Totals:   $ 20,813.00 $2,081.30 

 

Task 4: SYSTEM CONFIGURATION AND DEVELOPMENT 

4.1.1 3.4 
Working System, configured based on the System 
Design Document. 

$ 121,275.00 $12,127.50.00 

  Task 4 Totals:  $ 121,275.00 $12,127.50 

  

Task 5: INTEGRATIONS  

5.1 3.5 Integrations Documentation and Report $ 86, 850.00 $ 8,685.00 

5.2 3.5 CIS Integrations $ 177,400.00 $ 17,740.00 

  Task 5 Totals: $ 264,250.00 $ 26,425.00 

  

Task 6: DATA MIGRATION  

6.1 3.6 Data Migration Plan. $ 5,850.00 $ 585.00 

6.2 3.6 Data Migration Log. $ 214,650.00 $ 21,465.00 

6.3 3.6 Data Migration Completion Report. $ 8,100.00 $ 810.00 

  Task 6 Totals: $ 228,600.00 $ 22,860.00 

  

Task 7: TESTING  

7.1 3.7 Test Plan. $ 38,250.00 $  3,825.00 
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7.2 3.7 Test Materials. $ 5,625.00 $ 562.50 

7.3 3.7 Conduct Tests & Test Completion Report. $ 89,525.00 $ 8,952.50 

  
Task 7 Totals: $ 133,400.00 $ 13,340.00 

    

Task 8: TRAINING  

8.1 3.8 Training Plan.  $ 7,650.00   $ 765.00  

8.2 3.8 Training Materials.  $ 7,650.00   $ 765.00 

8.3 3.8 Conduct Training & Training Log.  $ 139,025.00   $ 13,902.50 

8.4 3.8 Monitoring and Operations Guide.  $ 7,200.00   $ 720.00 

  Task 8 Totals:  $ 161,525.00  $ 16,152.50 

  

Task 9: GO-LIVE IMPLEMENTATION PLANNING 

9.1 3.9 
Implementation Master Plan 

 $ 13,500.00   $1,350.00 

  Task 9 Totals:  $ 13,500.00  $1,350.00 

  

Task 10: GO-LIVE IMPLEMENTATION AND SUPPORT  

10.1 3.10. Dry Run Reports.  $ 40,500.00   $ 4,050.00 

10.2 3.10. Go-Live Report.  $ 8,325.00   $ 832.50 

10.3 3.10. Post Go-Live Support Report. $ 64,500    $ 6,450  

10.4 3.10. Final Acceptance Certification.  $ 8,325.00   $ 832.50 

  Task 10 Totals:  $ 121,650.00  $ 12,165.00 

  

Task 11: CONTRACT DISCREPANCY REPORT  

11.1.1 3.11 
Contract Discrepancy Report 

 $ 33,750.00  N/A 

  
Task 11 Totals:  $33,750.00  
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Task 12: Outgoing Transition Services  

12.1.1 
12.1.2 

3.12 Outgoing Transition Services Plan 
Transition Services 

$ 0.00  N/A 

  
Task 12 Totals:  $ 0.00  

 
 
 

 

Task 13: SEW SmartCX Customer Website / Portal  

13.1.1   
One-Time Implementation Fee  
(12-month project) 

 $ 73,500.00  $ 7,350.00 

  Task 13 Totals:  $ 73,500.00 $ 7,350.00 

  

Task 14: Additional Language Pack Implementation  

14.1.1  One-Time Implementation Fee (12-month project) 
 $ 17,500.00  $ 1,750.00 

  
 

Task 14 Totals: 

 
$ 17,500.00 

 
$ 1,750.00 

 Total Price 
(Tasks 1-14) 

10% Withhold(s) 
(Tasks 1-10, 13, 

14) 

  
 

$1,949,701.00 

 
 

$194,970.00 
 

Discount  $ (275,616.00)  

Total IMPLEMENTATION Fees 
(Tasks 1-14+Hansen Discount) 

$                     1,674,085.00   

  

 2.0  ANNUAL SUBSCRIPTION FEES  
 

Annual Subscription Fees for the CIS are set forth below. Subscription Fees do not start until the CIS is successfully 

implemented and has achieved Final Acceptance. Following Final Acceptance, the Contractor will be compensated 

on a fixed yearly Subscription Fee based for use of the CIS based on the pricing below. 

 

A. Hansen CIS & HIT – 80,000 Metered Accounts:  

o Years 1-6: $384,400 per year 

o Years 7-11 $403,620 per year 

B. SEW SmartCX Customer Website / Portal - 80,000 Metered Accounts: 

o Years 1-6: $69,500 per year 

o Years 7-11: $72,975 per year 

C. Add-On Services: Additional Language Pack  

o Years 1-11: $18,000 per year (Languages included in SEW Customer Portal: English, Spanish & 

Chinese (Simplified))  

(AI Virtual Agent Grace can also support the following languages and is included in price: English, 

Spanish, Chinese, Filipino, Japanese, Korean, Persian, Thai, and Vietnamese)  
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D. Automatic Call Distribution System (ACD System) and Call Attendant Work – Hansen AI Virtual Agent & 

Hansen AI ACD System & Call Attendant 

o Year 1: $100,506 

o Year 2: $122,706 

o Year 3: $144,906 

o Year 4: $167,106 

o Year 5: $189,306 

o Year 6: $211,506 

o Years 7-8: $214,311 per year 

o Years 9-11: $236,511 per year 

o For outbounds calls, the first 280,000 calls on a yearly basis are included. For each call over 280,000 

yearly, it will be charged to District at $0.10 a call.  
 

Year Annual Subscription Fee 

(A-D included) 

Year 1 of Subscription Fees (Initial Term)  $                                       572,406.00 

Year 2 of Subscription Fees (Initial Term)  $                                       594,606.00 

Year 3 of Subscription Fees (Initial Term)  $                                       616,806.00  

Year 4 of Subscription Fees (Initial Term)  $                                       639,006.00  

Year 5 of Subscription Fees (Initial Term)  $                                       661,206.00  

Year 6 of Subscription Fees (Initial Term)  $                                       683,406.00  

Year 7 of Subscription Fees (Optional Year, If Exercised by 

County)  $                                       708,906.00  

Year 8 of Subscription Fees (Optional Year, If Exercised by 

County)  $                                       708,906.00 

Year 9 of Subscription Fees (Optional Year, If Exercised by 

County)  $                                       731,106.00  

Year 10 of Subscription Fees (Optional Year, If Exercised by 

County)  $                                       731,106.00 

Year 11 of Subscription Fees (Optional Year, If Exercised by 

County)  $                                       731,106.00  

Total Cost for Subscription Fees for 11 Years   
 $                                     7,378,566.00  
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3.0 OPTIONAL WORK 
 

Professional Services: Contractor's Fixed Hourly Rate is set forth below, which is fully burdened and includes, but is 

not limited to, all labor and administrative costs, supervision, overhead, materials, travel, taxes, benefits, and profit. 

The Fixed Hourly Rate will be used to implement Districts' requested Optional Work, and a Cost-Of-Living Adjustment 

will be permitted as provided in the Sample Agreement. Optional Work may include, but is not limited to, additional 

interface programming, database programming, workflows, software modifications, System configurations, data 

migration, automation script development, report development, New Software and/or components and/or 

Professional Services, etc. The proposed Fixed Hourly Rate for the term of the Agreement for twelve (12) years, if it 

includes the optional years, is proposed at: 

 

Optional Work For Entire Term of 

Contract 

Fixed Hourly Rate* $200 / hour  

*The Fixed Hourly Rate is subject to COLAS as provided for in Section 3.f of the Agreement   

 
4.0 POOL DOLLARS 

 

Pool Dollars will be used to pay for Professional Services and/or Optional Work, when requested by the County.  The 
rates for services will be paid based on the Firm Fixed Hourly Rate for Optional Work.   

 

Services Detail Total Cost 

Pool Dollars 
$          905,265.10 

 

5.0 MAXIMUM AGREEMENT SUM 

 

Customer Information System and Related Services 

Year 
Implementation Costs / Annual 

Subscription Fee 

One Time Implementation Fees (1-Year Implementation)  $                                    1,674,085.00  

Total Cost for Subscription Fees for 11 Years (If all Option Years 
exercised by the County): 

 $                                    7,378,566.00  

Pool Dollars $                                        905,265.10 

Maximum Agreement Sum  $                                    9,957,916.10  
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6.0 Payment Terms 

 

Payment by the County shall be made within sixty (60) days from when the invoice is received by the County. All 

payments shall be made to Contractor at its address as notified in writing by Contractor to the County or made directly 

to a nominated Contractor bank account. 

 



 

EXHIBIT C 
 

CONTRACTOR 

ACKNOWLEDGEMENT AND 

CONFIDENTIALITY AGREEMENT 
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CONTRACTOR ACKNOWLEDGEMENT AND CONFIDENTIALITY AGREEMENT 

(Note: This certification is to be executed and returned to Districts with Contractor's executed Contract.  Work cannot 
begin on the Contract until Districts receive this executed document.) 

Contractor Name: Click or tap here to enter text. Contract No Click or tap here to enter text. 

GENERAL INFORMATION: 

The Contractor referenced above has entered into a contract with the Districts to provide certain 
services to the Districts.  The Districts require the Corporation to sign this 
Contractor Acknowledgment and Confidentiality Agreement. 

CONTRACTOR  ACKNOWLEDGEMENT: 

Contractor understands and agrees that the Contractor employees, consultants, Outsourced Vendors 
and independent contractors (Contractor’s Staff) that will provide services in the above referenced 
agreement are Contractor’s sole responsibility.  Contractor understands and agrees that Contractor’s 
Staff must rely exclusively upon Contractor for payment of salary and any and all other benefits 
payable by virtue of Contractor’s Staff’s performance of work under the above-referenced contract. 

Contractor understands and agrees that Contractor’s Staff are not employees of the Districts for any 
purpose whatsoever and that Contractor’s Staff do not have and will not acquire any rights or benefits 
of any kind from the Districts by virtue of my performance of work under the above-referenced 
contract.  Contractor understands and agrees that Contractor’s Staff will not acquire any rights or 
benefits from the Districts pursuant to any agreement between any person or entity and the Districts. 

CONFIDENTIALITY AGREEMENT: 

Contractor and Contractor’s Staff may be involved with work pertaining to services provided by the 
Districts and, if so, Contractor and Contractor’s Staff may have access to confidential data and 
information pertaining to persons and/or entities receiving services from the Districts.  In addition, 
Contractor and Contractor’s Staff may also have access to proprietary information supplied by other 
vendors doing business with the Districts.  The Districts have a legal obligation to protect all such 
confidential data and information in its possession, especially data and information concerning health, 
criminal, and welfare recipient records.  Contractor and Contractor’s Staff understand that if they are 
involved in Districts work, the Districts must ensure that Contractor and Contractor’s Staff, will protect 
the confidentiality of such data and information.  Consequently, Contractor must sign this 
Confidentiality Agreement as a condition of work to be provided by Contractor’s Staff for the Districts.  

Contractor and Contractor’s Staff hereby agrees that they will not divulge to any unauthorized person 
any data or information obtained while performing work pursuant to the above-referenced contract 
between Contractor and the Districts.  Contractor and Contractor’s Staff agree to forward all requests 
for the release of any data or information received to Districts’ Project Manager. 

Contractor and Contractor’s Staff agree to keep confidential all health, criminal, and welfare recipient 
records and all data and information pertaining to persons and/or entities receiving services from the 
Districts, design concepts, algorithms, programs, formats, documentation, Contractor proprietary 
information and all other original materials produced, created, or provided to Contractor and 
Contractor’s Staff under the above-referenced contract.  Contractor and Contractor’s Staff agree to 
protect these confidential materials against disclosure to other than Contractor or Districts’ employees 
who have a need to know the information.  Contractor and Contractor’s Staff agree that if proprietary 

Francesca Schultz
Cross-Out



 EXHIBIT C
Page 2 of 2 

information supplied by other Districts’ vendors is provided to me during this employment, Contractor 
and Contractor’s Staff must keep such information confidential. 

Contractor and Contractor’s Staff agree to report any and all violations of this agreement by Contractor 
and Contractor’s Staff and/or by any other person of whom Contractor and Contractor’s Staff become 
aware.   

Contractor and Contractor’s Staff acknowledge that violation of this agreement may 
subject Contractor and Contractor’s Staff to civil and/or criminal action and that the Districts 
may seek all possible legal redress. 

Contractor and Contractor’s Staff acknowledge that violation of this agreement may subject them 
to civil and/or criminal action and that the Districts may seek all possible legal redress. 

SIGNATURE: Click or tap here to enter text. DATE: Click or tap here to enter text. 

PRINTED NAME: Click or tap here to enter text. 

POSITION: Click or tap here to enter text. 

Francesca Schultz
Cross-Out
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FORM PW-16 

CUSTOMER INFORMATION SYSTEM (CIS) AND RELATED SERVICES 
RFP NUMBER: BRC0000578 

THIRD-PARTY PRODUCTS 

 

 

Please note: Proposer is to provide the below information and identify all Third-Party Software in the 
CIS. 

 
As of the Effective Date of this Agreement, the following Third-Party Software will be provided by 
Proposer. Should this change during the term of the Agreement, this Exhibit will be updated to reflect 
any additional Third-Party Software. 

 
Third Party Software 

 Name Vendor Purpose / Function 
1 JasperSoft Tibco Business Intelligence / Reporting 

2    

3    

4    

5    

6    

7    
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PERFORMANCE REQUIREMENTS SUMMARY 
 
The items listed under this Performance Requirements Summary (PRS) are not all encompassing, and any conflict or discrepancy between the 
requirements specified in Exhibits A through L, inclusive, of this Contract (Exhibits A-L) and this PRS, Exhibits A-L shall control. The Districts reserve 
the right to modify this PRS at any time consistent with the requirements set forth in Exhibits A-L, to clarify Performance Requirements, or to monitor 
of any part of this Contract. 

Required Service/Tasks Performance 
Indicator 

Deductions for Failure 
to Meet Performance 

Indicator* 

Compliance Comments 
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A. SCOPE OF WORK     

1. Fines by Regulatory and 
Governmental Agencies 

Fined by a local, regional, 
State, or Federal regulatory or 
governmental agency as a 
result of the Contractor's 
negligence or failure to comply 
with any Federal, State, or local 
rules, regulations, or 
requirements. 

$500 per occurrence 
plus any fine(s) charged 
to the Districts by a 
regulatory or 
governmental agency. 

 
 

☐Yes   

☐No 

☐N/A 

 
 
 
 

 

 
 
 
 
 

2. Project Schedule  
 

Contractor fails to complete 
work within the time specified 
in the project schedule. 

$200 for each calendar 
day that the Contractor 
fails to complete work 
within the time specified 
unless otherwise 
provided in this Contract.   

☐Yes   

☐No 

☒N/A 

 

3. Change in Project Manager Contractor shall notify the 
Districts in writing of any 
change in name or address of 
the Project Manager. 

$100 per occurrence. ☐Yes   

☐No 

☐N/A 

 

4. Respond to complaints, 
requests, and discrepancies. 

Contractor fails to respond 
within one business day of a 
reported complaint, request, 
and/or discrepancy for non-
SLA issues. 

$100 per complaint not 
responded to within the 
time frame outlined in 
the specifications. 

☐Yes   

☐No 

☐N/A 
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PERFORMANCE REQUIREMENTS SUMMARY 
 
The items listed under this Performance Requirements Summary (PRS) are not all encompassing, and any conflict or discrepancy between the 
requirements specified in Exhibits A through L, inclusive, of this Contract (Exhibits A-L) and this PRS, Exhibits A-L shall control. The Districts reserve 
the right to modify this PRS at any time consistent with the requirements set forth in Exhibits A-L, to clarify Performance Requirements, or to monitor 
of any part of this Contract. 

Required Service/Tasks Performance 
Indicator 

Deductions for Failure 
to Meet Performance 

Indicator* 

Compliance Comments 
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5. Respond to bugs or security 
incidents. 

Contractor fails to respond 
within one business day of a 
reported bug or security 
incident for non-SLA issues. 

$100 per complaint not 
responded to within the 
time frame outlined in 
the specifications. 

☐Yes   

☐No 

☐N/A 

 

B. CONTRACT ADMINISTRATION     

1. Insurance Certifications Certifications submitted before 
implementation of contract and 
on a timely basis there-after. 

$200 per day; 
work/contract 
suspension; possible 
termination for default of 
contract. 

☐Yes   

☐No 

☐N/A 

 
 
 

2. Record Retention & 
Inspection/Audit Settlement 

Maintain all required 
documents as specified in 
contract. 

$200 per occurrence. ☐Yes   

☐No 

☐N/A 

 

3. Use of Subcontractor without 
Approval and/or 
Authorization. 

Obtain Districts's written 
approval prior to subcontracting 
any work. 

$500 per occurrence; 
possible suspension; 
possible termination for 
default of contract. 

☐Yes   

☐No 

☐N/A 

 

4. License and Certification All license and certifications 
required to perform the work, if 
any. 

$200 per day; 
suspension; possible 
termination for default of 
contract. 
 

☐Yes   

☐No 

☐N/A 

 

5. Assignment and Delegation Contractor shall not assign its 
rights or delegate its duties 

$200 per day the 
Districts are not informed 

☐Yes    
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PERFORMANCE REQUIREMENTS SUMMARY 
 
The items listed under this Performance Requirements Summary (PRS) are not all encompassing, and any conflict or discrepancy between the 
requirements specified in Exhibits A through L, inclusive, of this Contract (Exhibits A-L) and this PRS, Exhibits A-L shall control. The Districts reserve 
the right to modify this PRS at any time consistent with the requirements set forth in Exhibits A-L, to clarify Performance Requirements, or to monitor 
of any part of this Contract. 

Required Service/Tasks Performance 
Indicator 

Deductions for Failure 
to Meet Performance 

Indicator* 

Compliance Comments 
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under this Contract, or both, 
whether in whole or in part, 
without the prior written 
consent of Districts.  

of this change; 
suspension; possible 
termination for default of 
contract. 

☐No 

☐N/A 

6. Safety Requirements Comply with all applicable 
State of California 
Occupational Safety and 
Health Administration 
(Cal/OSHA). 

$500 per occurrence; 
suspension; possible 
termination for default of 
contract. 

☐Yes   

☐No 

☐N/A 
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EXHIBIT F 
ADDITIONAL INFORMATION TECHNOLOGY (IT) PROVISIONS 

 
1. DEFINITIONS 

 
The headings herein contained are for convenience and reference only and are not 
intended to define the scope of any provision thereof.  Terms not defined where they 
first appear in the Agreement and its various exhibits and attachments, shall be 
construed to have the following meaning, unless otherwise apparent from the 
context in which they are used.  
 
1.1 Acceptance 

 
The Districts' written approval of any tasks, subtasks, Support Services, 
other Services, Deliverables, the CIS and milestones (if applicable). 
 

1.2 Districts Data 
 

All of the Districts information, data, records, and information of Districts to 
which Contractor has access, or is otherwise provided to Contractor under 
this Agreement, during the use and/or provisioning of the CIS, including any 
data entered/stored/accessed during use of the CIS by users of the CIS.  
Such users include County and District's employees, its contractors, 
subcontracts, and agents, and the District's customers and/or their 
authorized representatives and agents.   
 

1.3 Deliverable(s) 
 

Whether singular or plural, shall mean software, items and/or services 
provided or to be provided by Contractor under this Agreement identified as 
a deliverable, by designation, number, or context, in the Scope of Services, 
Exhibits, or any document associated with the foregoing, including all 
Deliverable(s) in Exhibit A (Scope of Services).  
 

1.4 Documentation 
 

All of Contractor's training course materials, CIS specifications and 
technical manuals, and all other user instructions regarding the capabilities, 
operation, and use of the CIS, including, but not limited to, online help 
screens contained in the CIS, existing as of the Effective Date and any 
revisions, supplements, or updates thereto.  Documentation does not 
include anything created by Districts that may be included in the 
Documentation. 
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1.5 Error 
 

With respect to the CIS, Subscription Services that include Support Services, 
Maintenance Services, other Services, or Deliverables, a failure of the CIS, 
Subscription Services, other Services, or Deliverables to conform to its 
specifications, or with respect to the CIS, a failure that impairs the 
performance of the CIS when operated in accordance with the Agreement.  
 

1.6 Hosted Services 
 

Services required from Contractor that includes Contractor supplying the 
hosted hardware, hosted network and hosted operating software for the 
CIS. 
 

1.7  CIS or System 
 

The Subscriptions Services that includes Support Services, Maintenance 
Services, all related services, equipment, hosting, and any other item 
required for the Contractor to deploy and provide the CIS from its facilities 
and to Districts as a "software as a service" in accordance with this 
Agreement. 

   
1.8 CIS Software 

 
Individually each, and collectively all, of the computer programs provided by 
Contractor under this Agreement (including Third-Party Products), including 
as to each such program, the processes and routines used in the 
processing of data, the object code, Interfaces to be provided hereunder by 
Contractor, and Revisions, and any and all programs otherwise provided by 
Contractor under this Agreement.  All Software and the components thereof 
shall be release versions, and shall not be test versions (e.g., alpha or beta 
test version), unless otherwise agreed to in writing by Districts.  
 

1.9  Maintenance Services 
 

The provision of maintenance and continued management and operation 
services for the CIS as part of Subscription Services, as required by the 
Agreement, including Exhibit A (Scope of Services) and this Exhibit F 
(Additional Information Technology), which includes Hosted Services. 

 
1.10 Optional Work  

 
New Software and/or Professional Services, which may be provided by 
Contractor to Districts upon Districts' request and approval. 
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1.11 Production Use 
 

The actual use of the CIS in the production environment to (a) process 
actual live data in Districts' day-to-day operations and (b) use the CIS.  
 

1.12 Professional Services 
 

Services, including but not limited to, consulting services, additional training 
and/or customizations, which Contractor may provide upon Districts' 
request therefore in the form of Optional Work. 
 

1.13 Specifications 
 

 All specifications, requirements, and standards specified in Exhibit A 
(Scope of Services), including Exhibit A.1 (Functional and SaaS 
Requirements ); all performance requirements and standards specified in 
this Agreement, Documentation for the Software, to the extent not 
inconsistent with any of the foregoing; all specifications for the Software 
provided or made available by Contractor under this Agreement, but only to 
the extent: (i) not inconsistent with any of the foregoing; and (ii) acceptable 
to Districts in its sole discretion; and all written and/or electronic materials 
furnished or made available by or through Contractor regarding the CIS, 
including functionality, features, capacity, availability, response times, 
accuracy, or any other performance or other CIS criteria or any element of 
the CIS, but only to the extent not inconsistent with any of the foregoing. 
 

1.14 Revisions 
 

Changes to the System, including but not limited to: (a) a bug fix, patch, or 
redistribution of the Software that corrects an error as well as addresses 
common functional and performance issues, including Error corrections; (b) 
an aggregation of fixes, updates, or significant new features, functionality or 
performance improvements; or (c) any modifications to the Software 
designed to improve its operation, usefulness, or completeness that is made 
generally available by Contractor to its other customers.  
 

1.15 Services  
 

Collectively, all functions, responsibilities, tasks, Deliverables, goods, and 
other services: (a) identified in Exhibit A (Scope of Services) and this 
Exhibit F (Additional Information Technology Provisions), including 
Subscription Services that includes Hosting Services, Maintenance 
Services and Support Services; (b) identified in this Agreement as being 
Contractor's responsibility; and (c) otherwise necessary to comply with the 
terms of this Agreement.  These services include any implementation 
services, maintenance services, support services, and training. 
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1.16 Subscription Services 

 
 Collectively includes Hosting Services, Maintenance Services, and Support 

Services as provided in Exhibit A (Scope of Services) and this Exhibit F 
(Additional Information Technology Provisions). 

 
1.17 Support Services 

 
 As described in Exhibit A (Scope of Services) and this Exhibit F (Additional 

Information Technology Provisions). 
 

1.18 Third Party Product 
 

All software and content licensed, leased or otherwise obtained by 
Contractor from a third-party, and used with the CIS or used for the 
performance of the Services and which is expressly identified as Third Party 
Product in Exhibit H (Third Party Product). 
 

1.19  Users 
 

All Districts authorized users of the CIS, including but not limited to Districts 
and County's employees and its authorized agents, contractors, 
subcontractors, consultants, and District's customers. 

 
1.20 Work Product 

 
All Deliverables and all concepts, inventions (whether or not protected 
under patent laws), works of authorship, information, new or useful art, 
combinations, discoveries, formulae, algorithms, specifications, 
manufacturing techniques, technical developments, systems, computer 
architecture, artwork, software, programming, applets, scripts, designs, 
procedures, processes, and methods of doing business, and any other 
media, materials, plans, reports, project plans, work plans, documentation, 
training materials, and other tangible objects produced by Contractor under 
this Agreement.  However, Work Product does not include (a) any 
intellectual property, including, without limitation, concepts, ideas, methods, 
methodologies, procedures, processes, know-how, techniques, models, 
templates, the generalized features of the structure, sequence and 
organization of software, user interfaces and screen designs, utilities, 
routines, and tools, which may constitute or be contained in Work Product 
that are derivatives of pre-existing intellectual property or were developed 
by Contractor prior to performance or independent of this Agreement 
("Background Intellectual Property") or (b) the CIS, which includes the 
Software, whether created before or after the Effective Date of this 
Agreement, or any modifications thereto made by Contractor.  
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2.  RIGHT TO ACCESS.  

 

2.1 Access Grant. Subject to payment of the recurring Annual Subscription Fees 

described in Exhibit B (Payment Schedule) and further subject to Districts’ ongoing 

compliance with the terms of this Agreement, Contractor grants to the Districts a 

non-exclusive, non-transferable right to access the System, in order to utilize the 

Services for its own internal business activities, subject to the usage conditions, 

for the Term (except where this Agreement is terminated in accordance with the 

Agreement). For non-Software Deliverables consisting of Contractor's preexisting 

materials and training materials created for the Districts, and derivates thereof, 

Contractor shall own such non-Software Deliverables, and will provide to Districts 

an irrevocable license to use and maintain such non-Software Deliverables for its 

internal governmental purposes.    

 

2.2 Other Restrictions. Except as permitted by law, the Districts will not copy, alter, 

modify, reverse engineer, decompile, sub-license or reproduce the CIS without 

Contractor’s prior written consent or create derivative works of the CIS. Except as 

otherwise permitted herein, in no event shall the Districts be permitted, or permit 

any third party to use the CIS or the services for time-sharing, rental, or service 

bureau purposes.  

 

2.3 Districts understands that the Third Party Hosting Service is provided by a third 

party, and is subject to its own terms and conditions, which are linked in Schedule 

1 (the “Third Party Hosting Service Terms”). Districts hereby agrees to be bound 

by the Third Party Hosting Service Terms, and in the event of a conflict between 

the terms of this Agreement and the Third Party Hosting Service Terms with 

respect to the Third Party Hosting Service, then the Third Party Hosting Service 

Terms shall prevail. Districts further agrees that Contractor shall not be liable for 

Districts’ breach of the Third Party Hosting Service Terms. 

 
 

2.1.1 Documentation.  
 
At no additional charge to Districts, Contractor shall provide or make 
available to Districts all Documentation relating to the CIS pursuant 
to a fully-paid, worldwide, non-exclusive, license during the term of 
this Agreement for its business purposes.  If the Documentation for 
the CIS is revised or supplemented at any time, Contractor shall 
promptly provide or make available to Districts a copy of such revised 
or supplemental Documentation, at no additional cost to Districts. 
Districts may, at any time, reproduce copies of all Documentation 
and other materials provided or made available by Contractor, 
distribute such copies to Districts personnel or Districts designees 
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and users of the CIS, and incorporate such copies into its own 
technical and user manuals, provided that such reproduction relates 
to Districts' and users' use of the CIS as permitted in this Agreement, 
and all copyright and trademark notices, if any, are reproduced 
thereon. Contractor shall provide or make available to Districts all 
Documentation in electronic form. 
 

2.1.3 Additional License Restrictions 
 

Upon termination of expiration of this Agreement, unless otherwise 
provided herein, the Access Rights shall terminate, and Districts will 
discontinue use of the CIS, but may maintain any records or 
materials needed to meet Districts' public records or audit 
requirements. 
 
Districts acknowledges that the unauthorized disclosure of 
Contractor's CIS and Documentation may result in irreparable harm 
to Contractor for which monetary damages would be an inadequate 
remedy and agrees that disclosure outside of the permitted license 
grants shall not be made to anyone without receiving the written 
consent of Contractor.  Districts further acknowledges and agrees to 
respect the copyrights, registrations, and other proprietary rights of 
Contractor to the CIS and Documentation, during and after the term 
of this Agreement. 
 
Upon expiration or termination of this Agreement, Contractor shall 
provide all Districts Data in a form accessible by a standard database 
program such as XML, JSON or CSV, or as may be specified by 
County. 
 

2.2 Revisions.  
 

2.2.1 Notice of Revisions.  
 
Contractor may from time to time make material revisions to the 
System.  All Revisions and related notices will be handled like 
updates in accordance with Exhibit A (Scope of Services), including 
Section 6.5.2.2 (Continued Management and Operation Services). 
During the term of this Agreement, all Revisions  shall be provided 
to Districts at no additional charge beyond the fees payable 
hereunder, regardless of whether Contractor charges other 
customers for such Revisions. Districts shall adhere to Contractor’s 
standard release schedule for all Revisions.  Failure by Districts to 
timely accept and implement all Revisions may result in additional 
billable services required to restore Districts to the current release 
level, which shall be charged at the Firm Fixed Hourly Rate provided 
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for in Exhibit B (Payment Schedule). Additionally, if during the term 
of this Agreement, if (a) the Software is displaced in Contractor's 
product line by another product or (b) a renamed product containing 
substantially similar functionality to the  Software is distributed by 
Contractor (even if the renamed product contains additional features, 
functionality, or other capabilities) (each a "Displaced/Renamed 
Product"), Districts shall receive such Displaced/Renamed Product 
as a Revision if this Displaced/Renamed product is replacing the 
existing product. 
 

2.3 Third Party Product.  
 

The Contractor shall not use any Third Party Product in the CIS, except for 
those identified in Exhibit D (Third Party Product) without the prior written 
approval of the Districts to be granted or withheld in its sole discretion.  
In the event Contractor provides any Third Party Product to Districts in 
connection with this Agreement, Contractor shall obtain, at Contractor's sole 
cost and expense, a fully paid-up, royalty-free, worldwide, perpetual,  
non-exclusive license for Districts and Districts' agents and assigns, to use 
the Third Party Product for Districts' business purposes and activities. 
 

3. SERVICES.  
 
3.1 Services Generally.  

 
The Contractor will provide and implement the CIS as specified in this 
Agreement.  The Contractor will provide the Services, fulfill the obligations 
to Districts, produce and deliver the Deliverables, and retain the 
responsibilities set forth in this Agreement, and more specifically, Exhibit A 
(Scope of Services).  Contractor shall use best efforts to provide the 
Services without causing a material disruption of Districts' operations.  If the 
Contractor provides any tasks, deliverables, goods, services, or other work, 
other than as specified in this Agreement, the same shall be deemed to be 
a gratuitous effort on the part of the Contractor, and the Contractor shall 
have no claim whatsoever against the Districts. 
 

3.2 Training.  
 

As part of the Services, Contractor shall provide the training to Districts, 
County and their personnel set forth in Exhibit A (Scope of Services) at no 
additional charge to Districts.  In addition, Districts may participate, at no 
additional charge, in any training seminars that may be held, at Contractor's 
discretion, for the benefit of all customers and/or licensees. 
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3.3 Support Services and Maintenance Services. 
 

Contractor shall provide the Support Services and Maintenance Services 
described in Exhibit A (Scope of Services) and this Exhibit F (Additional 
Information Technology Provisions) as part of Subscription Services.  
The Support Services and Maintenance Services shall commence on the 
Final Acceptance of the CIS.  There shall be no additional charge to Districts 
for on-site Support Services or Maintenance Services to remedy a breach 
of this Agreement, to correct a failure of the CIS to conform to the 
Specifications, or to fulfill Contractor's obligations.  
 

4. ACCEPTANCE 
 
4.1 Acceptance Criteria 

 
The CIS, Services, Deliverables, and milestones (if applicable) may be 
subject to acceptance testing consisting of a review session for a time period 
determined by the Districts, in its sole discretion, to verify that they satisfy the 
acceptance criteria mutually agreed to by the parties and this Paragraph 
(Acceptance) (the "Acceptance Criteria").  Such Acceptance Criteria shall be 
based, at a minimum, on conformance of the CIS, Services, and 
Deliverables, to the Specifications.  In the event the parties fail to agree upon 
Acceptance Criteria, the acceptability of the CIS, Services, Deliverables, and 
milestones, and the CIS as a whole, shall be based on Districts' reasonable 
objective satisfaction therewith.  
 

4.2 Acceptance Tests 
 

When Contractor notifies Districts that the CIS has been implemented as 
required in Exhibit A (Scope of Services) or that a Service, Deliverable, or 
milestone (if applicable) has been completed, Districts may, in their sole 
discretion, elect to test or evaluate the related CIS, Services, Deliverables, 
and/or milestones to determine whether they comply in all material respects 
with the Acceptance Criteria and the CIS, as a whole, is operating in 
accordance with the Specifications.  Testing may be performed at various 
stages of the Implementation Services as set forth in Exhibit A (Scope of 
Services), or otherwise deemed appropriate by Districts.  
 
For each test, Contractor shall provide Districts testing scenarios consistent 
with Contractor's best practices for the applicable CIS, Service, Deliverable, 
and/or milestone.  
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4.3 Production Use 
 

The CIS shall be ready for Production Use when the Districts Project Director, 
or his/her designee, approves in writing the CIS for use.  
 

4.4 Final Acceptance 
 

4.4.1 Conduct Performance Verification 
 

Following successful transitioning of the CIS to Production Use, 
Districts will monitor for Errors and Contractor shall maintain the CIS 
in Production Use for a minimum of thirty (30) consecutive days. 
Upon occurrence of an Error, Contractor shall provide Districts with 
a diagnosis of the Error and proposed solution(s), and Contractor 
shall correct such Error by re-performance pursuant to, and subject 
to, the provisions of this Agreement.  Districts and Contractor shall 
agree upon each such proposed solutions to be used to correct an 
Error(s) prior to its implementation.  

 
Commencing with Final Acceptance and continuing through the 
Warranty Period, any problems encountered by Contracting Entity in 
the use of the CIS shall be subject to the applicable terms under the 
Agreement as more fully described in Exhibit A (Scope of Work).  

 
4.4.2 Final Acceptance 

 
The CIS shall achieve "Final Acceptance" when (a) the Contractor's 
Project Director provides Districts written confirmation that the CIS 
has been successfully delivered; and (b) Districts' Project Director 
provides Contractor with written approval.  The request for Final 
Acceptance shall not be used by Contractor until all Errors 
discovered during the thirty (30) day period following the successful 
transitioning of the CIS to Production Use have been corrected.   

 
4.5 Failed Testing 

 
4.5.1 If the Districts' Project Director makes a good faith determination at any 

time that the CIS (as a whole, or any component thereof), Services, 
Deliverables, and/or milestones has not successfully completed an 
Acceptance Test or has not achieved Final Acceptance (collectively 
referred to for purposes of this Sub-paragraph (Failed Testing) as 
"Designated Test"), the Districts' Withholds will not be released until 
Final Acceptance has  been achieved. 
 

4.5.2 County shall also promptly notify Contractor in writing of such failure, 
specifying with as much detail as possible the manner in which the CIS, 
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Services, Deliverables, and/or milestones failed to pass the applicable 
Designated Test.  Contractor shall immediately commence all 
reasonable efforts to complete, as quickly as possible, such necessary 
corrections, repairs, and modifications to the CIS, Services, 
Deliverables, milestones, and/or CIS as will permit the CIS, Services, 
Deliverables, milestones, and/or CIS to be ready for retesting. 
Contractor shall notify the Districts' Project Director in writing when such 
corrections, repairs, and modifications have been completed, and the 
applicable Designated Test shall begin again.  Such procedure shall 
continue until such time as Districts notify Contractor in writing either: (i) 
of the successful completion of such Designated Test. 

 
 5. Reserved.  

 
 6. Disabling Device 
 

Contractor represents and warrants that Contractor shall not intentionally cause 
any unplanned interruption of the operations of, or accessibility to the CIS or any 
component through any device, method or means including, without limitation, the 
use of any "virus", "lockup", "time bomb", or "key lock", "worm", "back door" or 
"Trojan Horse" device or program, or any disabling code, which has the potential 
or capability of compromising the security of Districts Confidential Information or 
of causing any unplanned interruption of the operations of, or accessibility of the 
CIS or any component to Districts or any user or which could alter, destroy, or 
inhibit the use of the CIS or any component, or the data contained therein 
(collectively, "Disabling Device(s)"), which could block access to or prevent the use 
of the CIS or any component by Districts or users.  Contractor represents, 
warrants, and agrees that it has not purposely placed, nor is it aware of, any 
Disabling Device in any CIS component provided to Districts under this Agreement, 
nor shall Contractor knowingly permit any subsequently delivered or provided CIS 
component to contain any Disabling Device.  In addition, Contractor shall prevent 
viruses from being incorporated or introduced into the CIS or Revisions thereto 
prior to the installation onto the CIS and shall prevent any viruses from being 
incorporated or introduced in the process of Contractor's performance of on-line 
support.  
 

7. Non-Infringement 
 

To the best of Contractor's knowledge, the CIS, Services and the Deliverables shall 
not contain defamatory or indecent matter, and Districts' permitted use of the CIS, 
Services, including Implementation Services, Support Services, and Deliverables 
will not infringe the intellectual property rights of any third party.  
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8. Pending Litigation 
 

There is no pending or threatened litigation that would have a material adverse 
impact on its performance under the Agreement.  In addition, Contractor also 
represents and warrants that based on pending actions, claims, disputes, or other 
information, Contractor has no knowledge of a failure of the CIS to perform in 
accordance with the requirements of this Agreement.  
 

9. Assignment of Warranties  
 

To the extent permissible under the applicable third-party Agreements, Contractor 
hereby assigns and agrees to deliver to Districts all representations and warranties 
received by Contractor from its third-party licensors and suppliers, including 
hardware vendors.  

 
10. Other Warranties  
 

During the term of this Agreement, Contractor shall not subordinate this Agreement 
or any of its rights hereunder to any third party without the prior written consent of 
Districts, and without providing in such subordination instrument for non-disturbance 
of Districts' use of the CIS (or any part thereof) in accordance with this Agreement. 
This Agreement and the CIS licensed or acquired herein, are neither subject to any 
liens, encumbrances, or pledges nor subordinate to any right or claim of any 
third party, including Contractor's creditors.  Districts is entitled to use the CIS 
without interruption.  As of the date furnished, no statement contained in writing in 
the response to the request for proposals for the CIS contains any untrue statements 
about the prior experience or corporate description of Contractor, or omits any fact 
necessary to make such statement not misleading.  

 
11. Maintenance Services 
 

During the term of this Agreement, Contractor shall provide the Maintenance 
Services and remedy Errors within the Resolution Time Requirements as 
described in Exhibit A (Scope of Services), in accordance with Exhibit A (Scope of 
Services) in exchange for Districts' payment of the applicable fees set forth on 
Exhibit B (Payment Schedule) in accordance with this Agreement.  There shall be 
no additional charge to Districts for on-site support services beyond the applicable 
Subscription Services fees set forth in Exhibit B (Payment Schedule) to remedy a 
breach of this agreement, to correct a failure of the CIS to conform to the 
Specifications, or to fulfill Contractor’s obligations pursuant to this Agreement. 

 
12. CIS Performance Requirements 
 

Contractor represents and warrants that when operated in conformance with the 
terms of this Agreement, the Software and/or Services (as applicable) shall 
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achieve the System Performance Requirements set forth in Exhibit A (Scope of 
Services). 

 
13. Data Destruction 
 

Contractor(s) that have maintained, processed, or stored the Districts data and/or 
information, implied or expressed, have the sole responsibility to certify that the 
data and information have been appropriately destroyed consistent with the 
National Institute of Standards and Technology (NIST) Special Publication  
SP 800-88 titled Guidelines for Media Sanitization, available at:  
http://csrc.nist.gov/publications/PubsDrafts.html#SP-800-88 Rev.%201.  
 
The data and/or information may be stored on purchased, leased, or rented 
electronic storage equipment (e.g., printers, hard drives) and electronic devices 
(e.g., servers, workstations) that are geographically located within the Districts, 
or external to the Districts' boundaries.  The Districts must receive within  
ten (10) business days, a signed document from Contractor(s) that certifies and 
validates the data and information were placed in one or more of the following 
stored states: unusable, unreadable, and indecipherable. 
 
Vendor shall certify that any Districts Data, including confidential information stored 
on purchased, leased, or rented electronic storage equipment and electronic 
devices, including, but not limited to printers, hard drives, servers, and/or 
workstations are destroyed consistent with the current National Institute of 
Standard and Technology (NIST) Special Publication SP-800-88, Guidelines for 
Media Sanitization.  Vendor shall provide Districts with written certification, within 
ten (10) business days of removal of any electronic storage equipment and devices 
that validates that any and all Districts Data was destroyed and is unusable, 
unreadable, and/or undecipherable. 
 

14. Security Breach and Notification 

 Contractor shall take reasonable steps to immediately remedy any security breach 
and prevent any further security breach at Contractor’s expense in accordance 
with applicable privacy rights, laws, regulations and standards.  Contractor shall 
reimburse Districts for actual costs incurred by Districts in responding to, and 
mitigating damages caused by, any security breach, including all costs of notice 
and/or remediation.  Contractor shall also notify the Districts' project manager and 
Districts Information Security Officer within twenty-four (24) hours of any suspected 
security breach. 

http://csrc.nist.gov/publications/PubsDrafts.html#SP-800-88 Rev.%201


 

EXHIBIT G 
 

INFORMATION SECURITY AND 

PRIVACY REQUIREMENTS 

 

  



 

 

 Page 1 of 12 

 

EXHIBIT G 
INFORMATION SECURITY AND PRIVACY REQUIREMENTS  

This Exhibit G (Information Security and Privacy Requirements) ("Exhibit") is attached to and 
forms a part of that certain Agreement for Customer Information System (CIS) and Related 
Services, dated as of the Effective Date (together with all Exhibits, Attachments, and Schedules 
thereto, all as amended from time to time, the "Agreement"), between the Los Angeles County 
Waterworks Districts  (collectively, "Districts") and Hansen Banner LLC ("Contractor").  
Capitalized terms used herein without definition have the meanings given to such terms in the 
Agreement. 
 
The Districts are committed to safeguarding the Integrity of the Districts systems, Data, 
Information, and protecting the privacy rights of the individuals that it serves.  This Exhibit sets 
forth the Districts' and the Contractor’s commitment and agreement to fulfill each of their 
obligations under applicable state or federal laws, rules, or regulations, as well as applicable 
industry standards concerning privacy, Data protections, Information security, Confidentiality, 
Availability, and Integrity of such Information.  The Information security and privacy 
requirements and procedures in this Exhibit are to be established by the Contractor before the 
Effective Date of the Agreement and maintained throughout the term of the Agreement.  
 
These requirements and procedures are minimum standards and are in addition to the 
requirements of the Agreement and any other agreements between the parties.  However, it is 
the Contractor's sole obligation to: (i) implement appropriate and reasonable measures to 
secure and protect its systems and all Districts Information against internal and external 
Threats and Risks; and (ii) continuously review and revise those measures to address ongoing 
Threats and Risks.  Failure to comply with the minimum requirements and procedures set forth 
in this Exhibit will constitute a material, non-curable breach of Agreement by the Contractor, 
entitling the Districts, in addition to the cumulative of all other remedies available to it at law, in 
equity, or under the Agreement, to immediately terminate the Agreement.  To the extent there 
are conflicts between this Exhibit and the Agreement, the more stringent provision on 
Contractor and protective provision of the Districts shall prevail unless stated otherwise. 

1. DEFINITIONS 

Unless otherwise defined in the Agreement, the definitions herein contained are specific to 
the uses within this exhibit. 
 
a. Availability: the condition of Information being accessible and usable upon demand by an 

authorized entity.  

b. Confidentiality: the condition that Information is not disclosed to system entities (users, 
processes, devices) unless they have been authorized to access the Information. 

c. Districts Information: all Data and Information belonging to the Districts.  The same 
meaning as "Districts Data" under the Agreement. 

d. Data: a subset of Information comprised of qualitative or quantitative values. 

e. Incident: a suspected, attempted, successful, or imminent Threat of unauthorized 
electronic and/or physical access, use, disclosure, breach, modification, or destruction of 
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information; interference with Information Technology operations; or significant violation of 
Districts policy. 

f. Information: any communication or representation of knowledge or understanding such as 
facts, Data, or opinions in any medium or form, including electronic, textual, numerical, 
graphic, cartographic, narrative, or audiovisual. 

g. Information Security Policy: high level statements of intention and direction of an 
organization used to create an organization’s Information Security Program as formally 
expressed by its top management. 

h. Information Security Program: formalized and implemented Information Security 
Policies, standards and procedures that are documented describing the program 
management safeguards and common controls in place or those planned for meeting the 
Districts' information security requirements. 

i. Information Technology: any equipment or interconnected system or subsystem of 
equipment that is used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or reception of Data or 
Information. 

j. Integrity: the condition whereby Data or Information has not been improperly modified or 
destroyed and authenticity of the Data or Information can be ensured. 

k. Mobile Device Management (MDM): software that allows Information Technology 
administrators to control, secure, and enforce policies on smartphones, tablets, and other 
endpoints. 

l. Privacy Policy: high level statements of intention and direction of an organization used to 
create an organization’s Privacy Program as formally expressed by its top management. 

m. Privacy Program: A formal document that provides an overview of an organization’s 
privacy program, including a description of the structure of the privacy program, the 
resources dedicated to the privacy program, the role of the organization’s privacy official 
and other staff, the strategic goals and objectives of the Privacy Program, and the program 
management controls and common controls in place or planned for meeting applicable 
privacy requirements and managing privacy risks. 

n. Risk: a measure of the extent to which the Districts are threatened by a potential 
circumstance or event, Risk is typically a function of: (i) the adverse impacts that would 
arise if the circumstance or event occurs; and (ii) the likelihood of occurrence. 

o. Threat: any circumstance or event with the potential to adversely impact Districts 
operations (including mission, functions, image, or reputation), organizational assets, 
individuals, or other organizations through an Information system via unauthorized access, 
destruction, disclosure, modification of Information, and/or denial of service. 

p. Vulnerability: a weakness in a system, application, network, or process that is subject to 
exploitation or misuse. 

q. Workforce Member: employees, volunteers, and other persons whose conduct, in the 
performance of work for Los Angeles County, is under the direct control of Los Angeles 
County, whether or not they are paid by Los Angeles County.  This includes, but may not 
be limited to, full and part time elected or appointed officials, employees, affiliates, 
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associates, students, volunteers, and staff from third party entities who provide service to 
the Districts. 

2. INFORMATION SECURITY AND PRIVACY PROGRAMS 

a. Information Security Program. The Contractor shall maintain a company-wide 
Information Security Program designed to evaluate Risks to the Confidentiality, Availability, 
and Integrity of the Districts Information covered under this Agreement. 

Contractor’s Information Security Program shall include the creation and maintenance of 
Information Security Policies, standards, and procedures.  Information Security Policies, 
standards, and procedures will be communicated to all Contractor employees in a relevant, 
accessible, and understandable form and will be regularly reviewed and evaluated to 
ensure operational effectiveness, compliance with all applicable laws and regulations, and 
addresses new and emerging Threats and Risks. 
 
The Contractor shall exercise the same degree of care in safeguarding and protecting 
Districts Information that the Contractor exercises with respect to its own Information and 
Data, but in no event less than a reasonable degree of care.  The Contractor will implement, 
maintain, and use appropriate administrative, technical, and physical security measures to 
preserve the Confidentiality, Integrity, and Availability of Districts Information. 
 
The Contractor’s Information Security Program shall: 
 

• Protect the Confidentiality, Integrity, and Availability of Districts Information in the 
Contractor’s possession or control; 

• Protect against any anticipated Threats or hazards to the Confidentiality, Integrity, and 
Availability of Districts Information; 

• Protect against unauthorized or unlawful access, use, disclosure, alteration, or 
destruction of Districts Information; 

• Protect against accidental loss or destruction of, or damage to, Districts Information; and 

• Safeguard Districts Information in compliance with any applicable laws and regulations 
which apply to the Contractor. 

b. Privacy Program. The Contractor shall establish and maintain a company-wide Privacy 
Program designed to incorporate Privacy Policies and practices in its business operations 
to provide safeguards for Information, including Districts Information.  The Contractor’s 
Privacy Program shall include the development of, and ongoing reviews and updates to 
Privacy Policies, guidelines, procedures, and appropriate workforce privacy training within 
its organization.  These Privacy Policies, guidelines, procedures, and appropriate training 
will be provided to all Contractor employees, agents, and volunteers.  The Contractor’s 
Privacy Policies, guidelines, and procedures shall be continuously reviewed and updated 
for effectiveness and compliance with applicable laws and regulations, and to appropriately 
respond to new and emerging Threats and Risks.  The Contractor’s Privacy Program shall 
perform ongoing monitoring and audits of operations to identify and mitigate privacy 
Threats. 
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The Contractor shall exercise the same degree of care in safeguarding the privacy of 
Districts Information that the Contractor exercises with respect to its own Information, but 
in no event less than a reasonable degree of care.  The Contractor will implement, maintain, 
and use appropriate privacy practices and protocols to preserve the Confidentiality of 
Districts Information. 

The Contractor’s Privacy Program shall include: 

• A Privacy Program framework that identifies and ensures that the Contractor complies 
with all applicable laws and regulations; 

• External Privacy Policies, and internal privacy policies, procedures and controls to 
support the privacy program; 

• Protections against unauthorized or unlawful access, use, disclosure, alteration, or 
destruction of Districts Information; 

• A training program that covers Privacy Policies, protocols and awareness; 

• A response plan to address privacy Incidents and privacy breaches; and 

• Ongoing privacy assessments and audits. 

3. PROPERTY RIGHTS TO DISTRICTS INFORMATION 

All Districts Information is deemed property of the Districts, and the Districts shall retain 
exclusive rights and ownership thereto. Districts Information shall not be used by the Contractor 
for any purpose other than as required under this Agreement, nor shall such or any part of such 
be disclosed, sold, assigned, leased, or otherwise disposed of, to third parties by the 
Contractor, or commercially exploited or otherwise used by, or on behalf of, the Contractor, its 
officers, directors, employees, or agents.  The Contractor may assert no lien on or right to 
withhold from the Districts, any Districts Information it receives from, receives addressed to, or 
stores on behalf of, the Districts.  Notwithstanding the foregoing, the Contractor may aggregate, 
compile, and use Districts Information in order to improve, develop or enhance the System 
software and/or other Services offered, or to be offered, by the Contractor, provided that (i) no 
Districts Information in such aggregated or compiled pool is identifiable as originating from, or 
can be traced back to the Districts, and (ii) such Data or Information cannot be associated or 
matched with the identity of an individual alone, or linkable to a specific individual.  
The Contractor specifically consents to the Districts' access to such Districts Information held, 
stored, or maintained on any and all devices Contactor owns, leases, or possesses. 

4. CONTRACTOR’S USE OF DISTRICTS INFORMATION 

The Contractor may use Districts Information only as necessary to carry out its obligations 
under this Agreement.  The Contractor shall collect, maintain, or use Districts Information only 
for the purposes specified in the Agreement and, in all cases, in compliance with all applicable 
local, state, and federal laws and regulations governing the collection, maintenance, 
transmission, dissemination, storage, use, and destruction of Districts Information, including, 
but not limited to, (i) any State and Federal law governing the protection of personal 
Information, (ii) any State and Federal security breach notification laws, and (iii) the rules, 
regulations and directives of the Federal Trade Commission, as amended from time to time. 
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5. SHARING DISTRICTS INFORMATION AND DATA 

The Contractor shall not share, release, disclose, disseminate, make available, transfer, or 
otherwise communicate orally, in writing, or by electronic or other means, Districts Information 
to a third party for monetary or other valuable consideration. 

6. CONFIDENTIALITY 

In addition to the confidentiality provisions contained in the Agreement, Contractor agrees as 
follows: 
 
a. Confidentiality of Districts Information.  The Contractor agrees that all Districts 

Information is Confidential and proprietary to the Districts regardless of whether such 
Information was disclosed intentionally or unintentionally, or marked as "confidential". 

b. Disclosure of Districts Information.  The Contractor may disclose Districts Information 
only as necessary to carry out its obligations under this Agreement, or as required by law, 
and is prohibited from using Districts Information for any other purpose without the prior 
express written approval of the Districts' contract administrator in consultation with the 
Districts' Chief Information Security Officer and/or Chief Privacy Officer.  If required by a 
court of competent jurisdiction or an administrative body to disclose Districts Information, 
the Contractor shall notify the Districts' contract administrator immediately and prior to any 
such disclosure, to provide the Districts an opportunity to oppose or otherwise respond to 
such disclosure, unless prohibited by law from doing so. 

c. Disclosure Restrictions of Non-Public Information.  While performing work under the 
Agreement, the Contractor may encounter Districts Non-public Information ("NPI") in the 
course of performing this Agreement, including, but not limited to, licensed technology, 
drawings, schematics, manuals, sealed court records, and other materials described and/or 
identified as "Internal Use", "Confidential", or "Restricted" as defined in Board of 
Supervisors Policy 6.104 – Information Classification Policy as NPI.  The Contractor shall 
not disclose or publish any Districts NPI and material received or used in performance of 
this Agreement.  This obligation is perpetual. 

d. Individual Requests.  The Contractor shall acknowledge any request or instructions from 
the Districts regarding the exercise of any individual’s privacy rights provided under 
applicable federal or state laws.  The Contractor shall have in place appropriate policies 
and procedures to promptly respond to such requests and comply with any request or 
instructions from the Districts within seven (7) Days.  If an individual makes a request 
directly to the Contractor involving Districts Information, the Contractor shall notify the 
Districts within five (5) Days and the Districts will coordinate an appropriate response, which 
may include instructing the Contractor to assist in fulfilling the request.  Similarly, if the 
Contractor receives a privacy or security complaint from an individual regarding Districts 
Information, the Contractor shall notify the Districts as described in Section 14 SECURITY 
AND PRIVACY INCIDENTS, and the Districts will coordinate an appropriate response. 

e. Retention of Districts Information.  The Contractor shall not retain any Districts 
Information for any period longer than necessary for the Contractor to fulfill its obligations 
under the Agreement and applicable law, whichever is longest. 

https://library.municode.com/ca/la_county_-_bos/codes/board_policy?nodeId=CH6INTE_6.104INCLPO
https://library.municode.com/ca/la_county_-_bos/codes/board_policy?nodeId=CH6INTE_6.104INCLPO
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7. CONTRACTOR STAFF 

The Contractor shall require all employees, agents, and volunteers to abide by the 
requirements in this Exhibit, as set forth in the Agreement, and sign an appropriate written 
Confidentiality/non-disclosure agreement with the Contractor. 
 
The Contractor shall supply each of its employees with appropriate, annual training regarding 
Information Security procedures, Risks, and Threats.  The Contractor agrees that training will 
cover, but may not be limited to the following topics: 
 
a) Secure Authentication: The importance of utilizing secure authentication, including proper 

management of authentication credentials (login name and password) and multi-factor 
authentication. 

b) Social Engineering Attacks: Identifying different forms of social engineering including, but 
not limited to, phishing, phone scams, and impersonation calls. 

c) Handling of Districts Information: The proper identification, storage, transfer, archiving, 
and destruction of Districts Information. 

d) Causes of Unintentional Information Exposure: Provide awareness of causes of 
unintentional exposure of Information such as lost mobile devices, e-mailing Information to 
inappropriate recipients, etc. 

e) Identifying and Reporting Incidents: Awareness of the most common indicators of an 
Incident and how such indicators should be reported within the organization. 

f) Privacy: The Contractor’s Privacy Policies and procedures as described in Section 2b. 
Privacy Program. 

The Contractor shall have an established set of procedures to ensure the Contractor’s 
employees promptly report actual and/or suspected breaches of security. 

8. SUBCONTRACTORS AND THIRD PARTIES 

The Districts acknowledge that in the course of performing its services, the Contractor may 
desire or require the use of goods, services, and/or assistance of Subcontractors or other 
third parties or suppliers.  The terms of this Exhibit shall also apply to all Subcontractors and 
third parties.  The Contractor or third party shall be subject to the following terms and 
conditions: (i) each Subcontractor and third party must agree in writing to comply with and be 
bound by the applicable terms and conditions of this Exhibit, both for itself and to enable the 
Contractor to be and remain in compliance with its obligations hereunder, including those 
provisions relating to Confidentiality, Integrity, Availability, disclosures, security, and such other 
terms and conditions as may be reasonably necessary to effectuate the Agreement including 
this Exhibit; and (ii) the Contractor shall be and remain fully liable for the acts and omissions of 
each Subcontractor and third party, and fully responsible for the due and proper performance 
of all Contractor obligations under this Agreement. 
 
The Contractor shall obtain advanced approval from the Districts' Chief Information Security 
Officer and/or Chief Privacy Officer prior to subcontracting services subject to this Exhibit. 
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9. STORAGE AND TRANSMISSION OF DISTRICTS INFORMATION 

All Districts Information shall be rendered unusable, unreadable, or indecipherable to 
unauthorized individuals.  Without limiting the generality of the foregoing, the Contractor will 
encrypt all workstations, portable devices (such as mobile, wearables, tablets,) and removable 
media (such as portable or removable hard disks, floppy disks, USB memory drives, CDs, 
DVDs, magnetic tape, and all other removable storage media) that store Districts Information 
in accordance with Federal Information Processing Standard (FIPS) 140-2 or otherwise 
approved by the Districts' Chief Information Security Officer. 
 
The Contractor will encrypt Districts Information transmitted on networks outside of the 
Contractor’s control with Transport Layer Security (TLS) or Internet Protocol Security (IPSec), 
at a minimum cipher strength of 128 bit or an equivalent secure transmission protocol or 
method approved by Districts' Chief Information Security Officer. 
 
In addition, the Contractor shall not store Districts Information in the cloud or in any other online 
storage provider other than as authorized in the Agreement, without written authorization from 
the Districts' Chief Information Security Officer.  All mobile devices storing Districts Information 
shall be managed by a Mobile Device Management system.  Such system must 
provide provisions to enforce a password/passcode on enrolled mobile devices.  
All workstations/Personal Computers (including laptops, 2-in-1s, and tablets) will maintain the 
latest operating system security patches, and the latest virus definitions.  Virus scans must be 
performed at least monthly.  Request for less frequent scanning must be approved in writing 
by the Districts' Chief Information Security Officer. 

10. RETURN OR DESTRUCTION OF DISTRICTS INFORMATION 

The Contractor shall return or destroy Districts Information in the manner prescribed in this 
section unless the Agreement prescribes procedures for returning or destroying Districts 
Information and those procedures are no less stringent than the procedures described in this 
section. 
 
a. Return or Destruction.  Upon Districts' written request, or upon expiration or termination 

of this Agreement for any reason, Contractor shall (i) promptly return or destroy, at the 
Districts' option, all originals and copies of all documents and materials it has received 
containing Districts Information; or (ii) if return or destruction is not permissible under 
applicable law, continue to protect such Information in accordance with the terms of this 
Contract; and (iii) deliver or destroy, at the Districts' option, all originals and copies of all 
summaries, records, descriptions, modifications, negatives, drawings, adoptions, and other 
documents or materials, whether in writing or in machine-readable form, prepared by the 
Contractor, prepared under its direction, or at its request, from the documents and materials 
referred to in Subsection (i) of this Section.  For all documents or materials referred to in 
Subsections (i) and (ii) of this Section that the Districts request be returned to the Districts, 
the Contractor shall provide a written attestation on company letterhead certifying that all 
documents and materials have been delivered to the Districts.  For documents or materials 
referred to in Subsections (i) and (ii) of this Section that the Districts requests be destroyed, 
the Contractor shall provide an attestation on company letterhead and certified 
documentation from a media destruction firm consistent with subdivision b of this Section.  
Upon termination or expiration of the Agreement or at any time upon the Districts' request, 
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the Contractor shall return all hardware, if any, provided by the Districts to the Contractor.  
The hardware should be physically sealed and returned via a bonded courier, or as 
otherwise directed by the Districts. 

b. Method of Destruction. The Contractor shall destroy all originals and copies by (i)  
cross-cut shredding paper, film, or other hard copy media so that the Information cannot be 
read or otherwise reconstructed; and (ii) purging or destroying electronic media containing 
Districts Information consistent with NIST Special Publication 800-88, "Guidelines for Media 
Sanitization" such that the Districts Information cannot be retrieved.  The Contractor will 
provide an attestation on company letterhead and certified documentation from a media 
destruction firm, detailing the destruction method used and the Districts Information 
involved, the date of destruction, and the company or individual who performed the 
destruction.  Such statement will be sent to the designated Districts Project Director within 
ten (10) Days of termination or expiration of the Agreement or at any time upon the Districts' 
request.  On termination or expiration of this Agreement, the Districts will return or destroy 
all Contractor’s Information marked as confidential (excluding items licensed to the Districts 
hereunder, or that provided to the Districts by the Contractor hereunder), at the Districts' 
option. 

11. PHYSICAL AND ENVIRONMENTAL SECURITY 

All Contractor facilities that process Districts Information will be located in secure areas and 
protected by perimeter security such as barrier access controls (e.g., the use of guards and 
entry badges) that provide a physically secure environment from unauthorized access, 
damage, and interference. 
 
All Contractor facilities that process Districts Information will be maintained with physical and 
environmental controls (temperature and humidity) that meet or exceed hardware 
manufacturer’s specifications. 

12. OPERATIONAL MANAGEMENT, BUSINESS CONTINUITY, AND DISASTER 
RECOVERY 

The Contractor shall: (i) monitor and manage all of its Information processing facilities, 
including, without limitation, implementing operational procedures, change management, and 
Incident response procedures consistent with Section 14 SECURITY AND PRIVACY 
INCIDENTS; and (ii) deploy adequate anti-malware software and adequate back-up systems 
to ensure essential business Information can be promptly recovered in the event of a disaster 
or media failure; and (iii) ensure its operating procedures are adequately documented and 
designed to protect Information and computer media from theft and unauthorized access. 
 
The Contractor must have business continuity and disaster recovery plans.  These plans must 
include a geographically separate back-up data center and a formal framework by which an 
unplanned event will be managed to minimize the loss of Districts Information and services.  
The formal framework includes a defined back-up policy and associated procedures, including 
documented policies and procedures designed to: (i) perform back-up of data to a remote  
back-up data center in a scheduled and timely manner; (ii) provide effective controls to 
safeguard backed-up data; (iii) securely transfer Districts Information to and from back-up 
location; (iv) fully restore applications and operating systems; and (v) demonstrate periodic 
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testing of restoration from back-up location.  If the Contractor makes backups to removable 
media (as described in Section 9 STORAGE AND TRANSMISSION OF DISTRICTS 
INFORMATION), all such backups shall be encrypted in compliance with the encryption 
requirements noted above in Section 9 STORAGE AND TRANSMISSION OF DISTRICTS 
INFORMATION. 

13. ACCESS CONTROL 

Subject to and without limiting the requirements under Section 9 STORAGE AND 
TRANSMISSION OF DISTRICTS INFORMATION, Districts Information (i) may only be made 
available and accessible to those parties explicitly authorized under the Agreement or 
otherwise expressly approved by the Districts Project Director or Project Manager in writing; 
and (ii) if transferred using removable media (as described in Section 9 STORAGE AND 
TRANSMISSION OF DISTRICTS INFORMATION) must be sent via a bonded courier and 
protected using encryption technology designated by the Contractor and approved by the 
Districts' Chief Information Security Officer in writing.  The foregoing requirements shall apply 
to back-up media stored by the Contractor at off-site facilities. 
 
The Contractor shall implement formal procedures to control access to Districts' systems, 
services, and/or Information, including, but not limited to, user account management 
procedures and the following controls: 
 
a. Network access to both internal and external networked services shall be controlled, 

including, but not limited to, the use of industry standard and properly configured firewalls; 

b. Operating systems will be used to enforce access controls to computer resources including, 
but not limited to, multi-factor authentication, use of virtual private networks (VPN), 
authorization, and event logging; 

c. The Contractor will conduct regular, no less often than semi-annually, user access reviews 
to ensure that unnecessary and/or unused access to Districts Information is removed in a 
timely manner; 

d. Applications will include access control to limit user access to Districts Information and 
application system functions;  

e. All systems will be monitored to detect deviation from access control policies and identify 
suspicious activity.  The Contractor shall record, review and act upon all events in 
accordance with Incident response policies set forth in Section 14 SECURITY AND 
PRIVACY INCIDENTS; and 

f. In the event any hardware, storage media, or removable media (as described in Section 9 
STORAGE AND TRANSMISSION OF DISTRICTS INFORMATION) must be disposed of 
or sent off-site for servicing, the Contractor shall ensure all Districts Information, has been 
eradicated from such hardware and/or media using industry best practices as discussed in 
Section 9 STORAGE AND TRANSMISSION OF DISTRICTS INFORMATION. 

14. SECURITY AND PRIVACY INCIDENTS 

In the event of a security or privacy Incident, the Contractor shall: 
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a. Promptly notify the Districts' Chief Information Security Officer, the Departmental 
Information Security Officer, and the Contracting Entity’s Chief Privacy Officer of any 
Incidents involving Districts Information, within twenty-four (24) hours of detection of the 
Incident. All notifications shall be submitted via encrypted email and telephone. 

Districts Chief Information Security Officer and Chief Privacy Officer email 
CISO-CPO_Notify@lacounty.gov 

Chief Information Security Officer: 
Jeffrey Aguilar 
Chief Information Security Officer 
320 W Temple, 7th Floor 
Los Angeles, CA 90012 
(213) 253-5600 

Chief Privacy Officer: 
Lillian Russell 

Chief Privacy Officer 

320 W Temple, 7th Floor 
Los Angeles, CA 90012 
(213) 351-5363 

Departmental Information Security Officer: 
Paul Lam 
Departmental Information Security Officer 
900 South Fremont Avenue 
Alhambra, CA 91803 
(626) 458-5929 
pslam@dpw.lacounty.gov 

 
b. Include the following Information in all notices: 

i. The date and time of discovery of the Incident, 

ii. The approximate date and time of the Incident, 

iii. A description of the type of Districts Information involved in the reported Incident, and 

iv. A summary of the relevant facts, including a description of measures being taken to 
respond to and remediate the Incident, and any planned corrective actions as they 
are identified. 

v. The name and contact information for the organizations official representative(s), with 
relevant business and technical information relating to the incident. 

c. Cooperate with the Districts to investigate the Incident and seek to identify the specific 
Districts Information involved in the Incident upon the Districts' written request, without 
charge, unless the Incident was caused by the acts or omissions of the Districts.  
As Information about the Incident is collected or otherwise becomes available to the 
Contractor, and unless prohibited by law, the Contractor shall provide Information regarding 
the nature and consequences of the Incident that are reasonably requested by the Districts 
to allow the Districts to notify affected individuals, government agencies, and/or credit 
bureaus.  

mailto:CISO-CPO_Notify@lacounty.gov?subject=Information%20Security%20and/or%20Privacy%20Incident
mailto:pslam@dpw.lacounty.gov
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d. Immediately initiate the appropriate portions of their Business Continuity and/or Disaster 
Recovery plans in the event of an Incident causing an interference with Information 
Technology operations. 

e. Assist and cooperate with forensic investigators, the Districts, law firms, and and/or law 
enforcement agencies at the direction of the Districts to help determine the nature, extent, 
and source of any Incident, and reasonably assist and cooperate with the Districts on any 
additional disclosures that the Districts is required to make as a result of the Incident. 

f. In the case of a material Incident, allow the Districts or its third-party designee at the 
Districts' election to perform audits and tests of the controls which failed this may include, 
but are not limited to, interviews of relevant employees, review of documentation, or 
technical inspection of systems, as they relate to the receipt, maintenance, use, retention, 
and authorized destruction of Districts Information. 

The Contractor shall be (i) liable for all damages and fines, (ii) responsible for all corrective 
action, and (iii) responsible for all notifications arising from an Incident involving Districts 
Information caused by the Contractor’s weaknesses, negligence, errors, or lack of Information 
Security or privacy controls or provisions in accordance with Section 84 of the Agreement. 

15. NON-EXCLUSIVE EQUITABLE REMEDY 

The Contractor acknowledges and agrees that due to the unique nature of Districts Information 
there can be no adequate remedy at law for any breach of its obligations hereunder, that any 
such breach may result in irreparable harm to the Districts, and therefore, that upon any such 
breach, the Districts will be entitled to appropriate equitable remedies, and may seek injunctive 
relief from a court of competent jurisdiction without the necessity of proving actual loss, in 
addition to whatever remedies are available within law or equity.  Any breach of Section 6 
CONFIDENTIALITY shall constitute a material breach of this Agreement and be grounds for 
immediate termination of this Agreement in the exclusive discretion of the Districts. 

16. AUDIT AND INSPECTION 

a. Self-Audits.  The Contractor shall periodically conduct audits, assessments, testing of the 
system of controls, and testing of Information security and privacy procedures, including 
penetration testing, intrusion detection, and firewall configuration reviews.  These periodic 
audits will be conducted by staff certified to perform the specific audit in question at 
Contractor’s sole cost and expense through either (i) an internal independent audit function, 
(ii) a nationally recognized, external, independent auditor, or (iii) another independent 
auditor approved by the Districts. 

The Contractor shall have a process for correcting control deficiencies that have been 
identified in the periodic audit, including follow up documentation providing evidence of such 
corrections.  The Contractor shall provide the audit results and any corrective action 
documentation to the Districts promptly upon its completion at the Districts' request.  With 
respect to any other report, certification, or audit or test results prepared or received by the 
Contractor that contains any Districts Information, the Contractor shall promptly provide the 
Districts with copies of the same upon the Districts' reasonable request, including 
identification of any failure or exception in the Contractor’s Information systems, products, 
and services, and the corresponding steps taken by the Contractor to mitigate such failure 
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or exception.  Any reports and related materials provided to the Districts pursuant to this 
Section shall be provided at no additional charge to the Districts. 

b. Districts Requested Audits.  At its own expense, the Districts, or an independent  
third-party auditor commissioned by the Districts, shall have the right to audit the 
Contractor’s infrastructure, security and privacy practices, Data center, services as it relates 
to the customer information system contracted for by the District and/or systems storing or 
processing Districts Information via an onsite inspection at least once a year.  Upon the 
Districts' request the Contractor shall complete a questionnaire regarding Contractor’s 
Information Security and/or program.  The Districts shall pay for the Districts requested audit 
unless the auditor finds that the Contractor has materially breached this Exhibit, in which 
case the Contractor shall bear all costs of the audit; and if the audit reveals material non-
compliance with this Exhibit, the Districts may exercise its termination rights underneath the 
Agreement. 

Such audit shall be conducted during the Contractor’s normal business hours with 
reasonable advance notice, in a manner that does not materially disrupt or otherwise 
unreasonably and adversely affect the Contractor’s normal business operations.  
The Districts' request for the audit will specify the scope and areas (e.g., Administrative, 
Physical, and Technical) that are subject to the audit and may include, but are not limited 
to physical controls inspection, process reviews, policy reviews, evidence of external and 
internal Vulnerability scans, penetration test results, evidence of code reviews, and 
evidence of system configuration and audit log reviews.  It is understood that the results 
may be filtered to remove the specific Information of other Contractor customers such as 
IP address, server names, etc.  The Contractor shall cooperate with the Districts in the 
development of the scope and methodology for the audit, and the timing and 
implementation of the audit.  This right of access shall extend to any regulators with 
oversight of the Districts.  The Contractor agrees to comply with all reasonable 
recommendations that result from such inspections, tests, and audits within reasonable 
timeframes. 

When not prohibited by regulation, the Contractor will provide to the Districts a summary of: 
(i) the results of any security audits, security reviews, or other relevant audits, conducted 
by the Contractor or a third party; and (ii) corrective actions or modifications, if any, the 
Contractor will implement in response to such audits. 
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EXHIBIT H 
CUSTOMER INFORMATION SYSTEM (CIS) AND RELATED SERVICES 

INDEMNIFICATION AND INSURANCE PROVISIONS 
 
I. Indemnification 

Contractor must indemnify, defend, and hold harmless the Districts, the County 
of Los Angeles, their Special Districts, elected officials, appointed officers, 
agents, employees, and volunteers ("Districts' Indemnitees"), from and against 
any and all third party liability including, but not limited to, demands, claims, 
actions, fees, costs, losses, damages, liabilities, and expenses of any nature 
whatsoever (including attorney and expert witness fees), arising from and/or 
relating to this Agreement, including for Contractor's failure to comply with any 
laws, rules, regulations or ordinances, and breaches of confidentiality, except for 
loss or damage arising from the sole negligence or willful misconduct of the 
Districts' Indemnitees.  Further, if it is finally held by a court of competent 
jurisdiction or if the parties agree  that Districts' Indemnitees were partially at 
fault for any third party liability for which an indemnity obligation arises 
hereunder, then Contractor shall be liable only to the extent of the percentage of 
its own fault as finally held by a court of competent jurisdiction or as agreed to by 
the parties. Any legal defense pursuant to Contractor’s indemnification 
obligations under this Section shall be conducted by Contractor and performed 
by counsel selected by Contractor.  Notwithstanding the preceding sentence, 
Districts and County shall have the right to participate in any such defense at its 
sole cost and expense, except that in the event Contractor fails to provide 
Districts and County with a full and adequate defense, as determined by Districts 
and County in their sole judgment, Districts and County shall be entitled to retain 
their own counsel, including, without limitation, County Counsel, and 
reimbursement from Contractor for all such costs and expenses incurred by 
Districts and County in doing so.  Contractor shall not have the right to enter into 
any settlement, agree to any injunction, or make any admission, in each case, 
on behalf of Districts or County without Districts’ and County's prior written 
approval.  
 

II. Intellectual Property Indemnification 

1.1.1 Contractor shall indemnify, hold harmless, and defend Districts' 
Indemnitees from and against any and all claims, demands, damages, 
liabilities, losses, costs, and expenses, including, but not limited to, 
defense costs and legal, accounting, and other expert, consulting, or 
professional fees and attorney’s fees, as such are incurred, for or by 
reason of any actual or alleged infringement of any third party’s patent, 
copyright, or other Intellectual Property Right, or any actual or alleged 
unauthorized trade secret disclosure or misappropriation, arising from or 
related to the Solution, Third Party Products, Services, Background 
Intellectual Property, Work Product, and/or Deliverables (collectively, the 
"Indemnified Items") (collectively referred to for purposes of this  



 

 Page 2 of 8 

 

Sub-paragraph as "Infringement Claim(s)"), provided that the Indemnified 
Item has not been altered, revised, or modified by Districts in a manner 
that causes the alleged infringement.  Notwithstanding the foregoing, 
Contractor shall have no indemnity obligation for infringement claims 
arising from (A) the development of custom software code required by 
Districts and based on specifications provided by Districts when 
Contractor has advised Districts of potential infringement in writing; (B) 
use of the Indemnified Items in excess of the rights granted hereunder; or 
(C) Districts failure to implement an update or enhancement to the 
Indemnified Items, provided Contractor provides the update or 
enhancement at no additional charge to Districts  and provides Districts 
with written notice that implementing the update or enhancement would 
avoid the infringement.  Any legal defense pursuant to Contractor’s 
indemnification obligations under this Sub-paragraph shall be conducted 
by Contractor and performed by counsel selected by Contractor and 
approved by Districts.  Notwithstanding the foregoing, Districts shall have 
the right to participate in any such defense at its sole cost and expense. 

 
1.1.2 Districts shall notify Contractor, in writing, as soon as practicable of any 

claim or action alleging such infringement or unauthorized disclosure.  
If any Indemnified Item hereunder becomes the subject of an Infringement 
Claim under Section II (Intellectual Property Indemnification), or after 
Districts’ review and reasonable opinion it is likely to become the subject 
of such a claim, then, in addition to defending the claim and paying any 
damages and attorneys’ fees as required in Section II (Intellectual 
Property Indemnification), Contractor shall, at its option and in its sole 
discretion and at no cost to Districts, as remedial measures, either:  (i) 
procure the right, by license or otherwise, for Districts to continue to use 
the Indemnified Items or affected component(s) thereof, or part(s) thereof, 
pursuant to this Agreement; or (ii) replace or modify the Indemnified Items 
or component(s) thereof with another software, service, item, or 
component(s) thereof of at least equivalent quality and performance 
capabilities, in Districts’ determination, until it is determined by Districts 
that the Indemnified Items and all components thereof become non-
infringing, non-misappropriating, and non-disclosing (hereinafter 
collectively for the purpose of this  
Sub-paragraph “Remedial Act(s)”). 

 
If Contractor fails to complete the Remedial Acts described in  
Sub-section 1.1.2 above within forty-five (45) days of notice of the claim 
(and such time has not been extended by Districts in writing) then, 
Districts shall have the right, at its sole option, to elect to (i) terminate this 
Agreement with regard to the infringing Indemnified Items for default 
pursuant to the Termination for Default provision, in which case, in 
addition to other remedies available to Districts, Contractor shall 
reimburse Districts for all Implementation Fees paid by Districts to 
Contractor under the Agreement, and/or (ii) take such remedial acts as it 
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determines to be commercially reasonable to mitigate any impairment of 
its use of the infringing Indemnified Items or damages (hereafter 
collectively referred to as "Districts’ Mitigation Acts"). Failure by Contractor 
to pay such amounts within sixty (60) Days of invoice by Districts shall, in 
addition to, and cumulative of all other remedies, entitle Districts to 
immediately withhold all payments due to Contractor under this 
Agreement up to the amount paid by Districts in connection with Districts’ 
Mitigation Acts.  
 

III. General Insurance Requirements 

Without limiting Contractor's indemnification of Districts, and in the performance 
of this Agreement and until all of its obligations pursuant to this Agreement have 
been met, Contractor must provide and maintain at its own expense insurance 
coverage satisfying the requirements specified in this paragraph and paragraph F 
of this Section.  These minimum insurance coverage terms, types, and limits (the 
"Required Insurance") also are in addition to and separate from any other 
contractual obligation imposed upon Contractor pursuant to this Agreement.  
The Districts in no way warrants that the Required Insurance is sufficient to 
protect the Contractor for liabilities which may arise from or relate to this 
Agreement. 

A. Evidence of Coverage and Notice to Districts 

• A certificate(s) of insurance coverage (Certificate) satisfactory to 
Districts, and a copy of an Additional Insured endorsement 
confirming the Districts, the County of Los Angeles, their Special 
Districts, Elected Officials, Officers, Agents, Employees, and 
Volunteers has been given Insured status under the Contractor's 
General Liability policy, must be delivered to Districts at the 
address shown below and provided prior to commencing services 
under this Agreement.  

• Renewal Certificates must be provided to Districts not less than five 
days prior to Contractor's policy expiration dates.  The Districts 
reserves the right to obtain complete, certified copies of any 
required Contractor and/or Subcontractor insurance policies at any 
time. 

• Certificates must identify all Required Insurance coverage types 
and limits specified herein, reference this Agreement by name or 
number, and be signed by an authorized representative of the 
insurer(s).  The Insured party named on the Certificate must match 
the name of the Contractor identified as the contracting party in this 
Agreement.  Certificates must provide the full name of each insurer 
providing coverage, for US insurers its NAIC (National Association 
of Insurance Commissioners) identification number, its financial 
rating, the amounts of any policy deductibles or self-insured 
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