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AGENDA 

Members of the Public may address the Public Safety Cluster on any agenda item by submitting a 
written request prior to the meeting. Two (2) minutes are allowed per person in total for each item. 

 
1. CALL TO ORDER 
 
 
2. GENERAL PUBLIC COMMENT  
 
 
3.  INFORMATIONAL ITEM(S) [Any Information Item is subject to discussion and/or presentation 

at the request of two or more Board offices with advance notification]:  
 

A. NONE 
 
4.  PRESENTATION/DISCUSSION ITEM(S): 

 
A. Board Briefing: 
 CIVILIAN OVERSIGHT COMMISSION AND OFFICE OF INSPECTOR GENERAL 

MONTHLY BRIEFING  
 Speaker(s): Brian Williams (COC) and Max Huntsman (OIG) 

 
B. Board Briefing: 
 DJJ TRANSITION COMMITTEE BRIEFING  
 Speaker(s): Tom Faust and Brandon Nichols (Probation) 
 
C. Board Briefing: 
 LOS ANGELES SHERIFF DEPARTMENT’S FACIAL RECOGNITION BRIEFING  
 Speaker(s): Derek Sabatini (Sheriff’s) 

 
 

5. PUBLIC COMMENTS 
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CLOSED SESSION: 
 
CS-1 CONFERENCE WITH LEGAL COUNSEL – EXISTING LITIGATION 
 (Subdivision (a) of Government Code Section 54956.9) 
 
 Alvaro Jimenez v. County of Los Angeles, et al. 
 United States District Court Case No. 2-19-CV-08680 
 
 Departments: Sheriff’s  
 
 
6. ADJOURNMENT 
 
 
7. UPCOMING ITEMS:  

 
A. Board Letter: 
 APPROVAL OF AMENDMENT NUMBER THREE TO SCHOOL LAW ENFORCEMENT 

SERVICES AGREEMENT FOR THE SCHOOL RESOURCE DEPUTY PROGRAM  
 Speaker(s): Brian C. Aguilera and Rudy P. Sanchez (Sheriff) 
 
B. Board Briefing: 
 REOPENING COUNTY JAIL VISITATION  
 Speaker(s): Hugo Macias (Sheriff) 
 

 

IF YOU WOULD LIKE TO EMAIL A COMMENT ON AN ITEM ON THE PUBLIC SAFETY 
CLUSTER AGENDA, PLEASE USE THE FOLLOWING EMAIL AND INCLUDE THE 

AGENDA NUMBER YOU ARE COMMENTING ON: 
 

PUBLIC_SAFETY_COMMENTS@CEO.LACOUNTY.GOV 



Facial Recognition Brief
Board of Supervisor’s Cluster Agenda Review 

04/21/2021



TABLE OF CONTENTS

• Who is LACRIS
• What is Facial Recognition 
• Authorization and Accountability
• LACRIS Newsletters 
• Open Discussion



Who is LACRIS

• A Department Of Justice program (Cal-ID) established in the California Penal Code to assist local 
law enforcement agencies with biometric collection and identification of arrested individuals.  

• The Sheriff of each county is directed to oversee the Cal-ID program, known as the Los Angeles 
County Regional Identification System (LACRIS) in the county of Los Angeles. 

• LACRIS manages the Digital Mugshot System (DMS) which uses Facial Recognition Technology 
(FRT) to help develop investigative leads; while saving time and resources when searching 
through the over seven million booking photos we have stored in the DMS.  

• We have expert personnel on our staff such as Mark Dolfi who is the Chair of the Facial 
Identification Scientific Working Group (FISWIG), a member of the International Association for 
Identification (IAI) and a member of the Organization of Scientific Area Committees (OSAC).  



WHAT IS FACIAL RECOGNITION
It is the automated searching of a probe image

(from a crime scene) in a biometric database to generate
an investigative lead

• Measurements of facial features – automates previous practices
• Not identification – It’s a lead
• Two parts to a Facial Investigation

• Facial Recognition – computer driven list of potential candidates 
• Suspect Identification – human investigation generating probable cause for an arrest



WHAT IS FACIAL RECOGNITION
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WHAT IS FACIAL RECOGNITION



AUTHORIZATION AND ACCOUNTABILITY

IN USE SINCE 2009
• Criminal Offender Records Information (CORI)

• Right to know and need to know
• Criminal penalties when not followed

• Policy in place
• Purpose 
• Identify source and content of database
• Training prior to utilization

• The DMS does not have connectivity to public records (DMV photos, social 
media accounts, etc.)



AUTHORIZATION AND ACCOUNTABILITY
Criminal Offender Records Information (CORI)



AUTHORIZATION AND ACCOUNTABILITY
Criminal Offender Records Information (CORI)

11075 PC defines CORI as “records and data compiled by criminal justice 
agencies for the purpose of identifying criminal offenders.



AUTHORIZATION AND ACCOUNTABILITY
Criminal Offender Records Information (CORI)

11105 PC identifies who has access to CORI based on a “right to know” 
and a “need to know.”



AUTHORIZATION AND ACCOUNTABILITY
Criminal Offender Records Information (CORI)

Numerous Penal Code sections and Government Code sections identifying 
penalties for misuse and unauthorized access to CORI records.  



AUTHORIZATION AND ACCOUNTABILITY
Local Policy 



AUTHORIZATION AND ACCOUNTABILITY
Local Policy 

It is the purpose of this policy to provide Los Angeles County law enforcement personnel with standards, 
guidelines, and recommendations for the collection, access, use, dissemination, retention, and purging 
of images and related information applicable to the implementation of an FR program.   This policy will 
ensure that all FR uses are consistent with authorized purposes while not violating the privacy, civil 
rights, and civil liberties (P/CRCL) of individuals.

Further, this policy will delineate the manner in which FR requests are received, processed, catalogued, 
and responded to.  The California Criminal Offender Records Information (CORI) Information Bulletin 13-
04-CJIS and the United States Federal Trade Commission’s Fair Information Practice Principles (FIPP) 
form the core of the privacy framework for this policy



AUTHORIZATION AND ACCOUNTABILITY
Local Policy 

The result of an FR search is provided by LACRIS only as an investigative lead and IS NOT TO BE 
CONSIDERED A POSITIVE IDENTIFICATION OF ANY SUBJECT. Any possible connection or involvement of 
any subject to the investigation must be determined through further investigation and investigative 
resources.

LACRIS does not connect the DMS system to any interface that performs live video surveillance, 
including but not limited to, surveillance cameras, license plate readers, drone footage, and body-worn 
cameras. The DMS system is configured to conduct FR analysis from a recorded video or still image(s).  



AUTHORIZATION AND ACCOUNTABILITY
Local Policy - Training

LACRIS provides an FR training course and follows the recommendations of the Facial Identification 
Scientific Working Group’s (FISWG.ORG) Minimum Training Criteria for Usage of Facial Recognition 
Systems.  If an agency creates their own additional training it cannot conflict with LACRIS’s policies or 
training, and it is recommended they follow the above document. 

Before access to LACRIS’s DMS is authorized, the Cal-ID Manager requires the following individuals to 
participate in training regarding implementation of and adherence to this face recognition policy: 

All authorized LACRIS personnel
All authorized participating agency personnel 
All authorized contractor personnel 



AUTHORIZATION AND ACCOUNTABILITY
Local Policy – Auditing 

LACRIS maintains an audit trail on the use of the DMS.  This audit trail includes user activity within the DMS (i.e. 
searches conducted, photos views, photos printed, etc.). The audit trail is maintained separately for each photo in 
the DMS.  

LACRIS conducts random audits of user activity to ensure the use of the DMS is justified and a reason for 
access is provided to follow the CORI act and LACRIS policy. In addition to the audits LACRIS conducts on all 
users activity, each agency is assigned a local administrator who is responsible for auditing their users in their 
agency/bureau for compliance of the laws and policies in regards to use of the DMS.  

All audits and audit trails are kept for a minimum of three (3) years.
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Facial Recognition Technology: Ensuring 
Transparency for LEA in Los Angeles County 
Statement for the Record 

The following is a statement from the Los Angeles County Regional Identification System 
(LACRIS) on the use of Facial Recognition Technology (FRT) being used by all Law Enforcement 
Agencies (LEA) in Los Angeles County (County). 

Facial Recognition (FR), when used properly, can greatly enhance law enforcement capabilities 
to better protect public safety.  However, if used carelessly and improperly, may negatively 
impact privacy and infringe on civil liberties.  LACRIS has made FRT available to the LEA 
community within the County since 2006.  The current software solution, Los Angeles 
PhotoManager (LAPH) was implemented in 2009. 

LACRIS is committed to the protection of privacy and civil liberties when our systems are 
utilized by LEA.  We provide some of the most comprehensive training for all of the systems we 
procure and support, FR among them.  The training program required users to attend training 
and successfully pass before they can utilize FRT.  This is in line with the Federal Bureau of 
Investigation’s (FBI) standards and procedures.  The FBI’s training program was co-developed 
by Mark Dolfi, who is a LACRIS employee.  Mr. Dolfi also chairs the Facial Identification Scientific 
Working Group’s (FISWG) Training Task Group.  The FISWG Training Task Group created the 
training standards adopted by the FBI.  LACRIS’ training program is known throughout the 
country as one of only a few class offerings that meet/exceed the requirements put forth by the 
FBI when it comes to using FRT. 

Key points of FRT that LACRIS provides to the LEA community: 

 LACRIS policy strictly governs the circumstances in which FR may be utilized, including 
what probe images may be used. 

 FRT is provided strictly for law enforcement purposes with human review and additional 
investigation needed for each search.  

 The use of FR produces a potential investigative lead and requires investigative follow-up 
to corroborate the lead before any action is taken. 

 LACRIS is committed to ensuring that the FRT capabilities are regularly tested, evaluated, 
and improved.  

 FR is not identification, nor can it be the sole basis of an arrest or detention. 
 Audits of user activity within the system are routinely audited to prevent misuse, and to 

identify potential training topics for future users. 
 FR tools offered to the Los Angeles Law Enforcement community is not surveillance.  The 

system does not have the capability to record, ingest, process, scan, or save live video 
feeds. 



 

It is important to mention that from a technical and information security perspective; FRT 
operates as a subsystem within LACRIS systems.  All LACRIS subsystems (i.e. FR, Mobile ID, etc.) 
must follow security protocols and receive the appropriate security testing and authorization to 
operate within the Sheriff’s Data Network (SDN).  

The Los Angeles PhotoManager (LAPH) is a photograph repository that is known as the Digital 
Mugshot System (DMS). In the DMS, all criminal mugshots are associated with criminal 
tenprint fingerprints and a criminal history record.  The DMS allows automated FR searches by 
trained and authorized users.  The user submits an unknown or “probe” photo that is obtained 
pursuant to an authorized law enforcement investigation, to be searched against the mugshot 
repository.  The DMS then returns a gallery of “candidate” photos.  During the second step of 
the process, the user manually reviews the candidate photos and performs a more thorough 
one-to-one investigation to determine if any of the candidate photos are potentially the same 
person as the probe photo. 

In March 2020, LACRIS enacted policy that required all law enforcement users to have 
completed training prior to conducting FR searches within the DMS.  The training is conducted 
by LACRIS personnel and is consistent with the Guidelines and Recommendations for Facial 
Comparison Training to Competency, as outlined by FISWG. This document provides the 
recommended elements of training to achieve competency in facial comparisons. 

As FR use expands, it is necessary for law enforcement agencies to ensure that comprehensive 
policies are developed, adopted, and implemented.  Having such policies will guide the agency 
and its personnel in the day-to-day access and use of FRT.  Once the policies are implemented, 
full compliance of the Criminal Offender Record Information (CORI) act and LACRIS policies will 
be achieved.  

LACRIS performs audits of user activity within the DMS as they serve an important role in 
identifying and mitigating risks associated with users of information systems not meeting policy 
requirements.  In addition, LACRIS requires all participating LEA to conduct their own audits of 
their employees. 

LACRIS continues to identify and use new biometric criminal investigative technologies, such as 
new algorithms for FRT, to meet the high expectations of the law enforcement community 
when investigating crimes.  The LACRIS mission is to collect criminal biometrics for the 
California Department of Justice, while providing biometric technology for safer communities.  
In order to comply with our mission, we embrace technologies such as FRT, while ensuring 
strong policies and auditing are in place to safeguard the public’s civil liberties. 
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