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SUBJECT: DEPARTMENT OF CHILDREN AND FAMILY SERVICES – SYSTEM 

DEVELOPMENT REVIEW    
 
 
With the support and active participation of the Department of Children and Family 
Services’ (DCFS or Department) management, we evaluated the design of DCFS’ 
system development processes and controls to determine whether they provide 
reasonable assurance to management that systems and applications are developed 
and implemented in accordance with County Fiscal Manual requirements and County 
Information Technology Standards.    
 
We noted opportunities to improve DCFS’ system development processes, controls, 
and control monitoring, which management has agreed to strengthen.  For example: 
 

▪ DCFS management will strengthen their system development processes by 
establishing documentation controls to provide evidence and assurance that 
staff identified and management approved and implemented all applicable 
system security requirements in new systems. 

 
▪ DCFS management will enhance their end user training processes to ensure 

training is documented/logged to support all system users complete training 
prior to obtaining full system access. 
 

These enhancements will strengthen system development operations and reduce the 
potential for exposure of sensitive County data, including protected health information.   
 
For details of our review, see Attachment I.  The Department’s response, 
Attachment II, indicates general agreement with our findings and recommendations.    
 

FAST FACTS 

 

DCFS reported 23 

systems in 

development 

(e.g., systems 

being developed 

in-house or 

acquired from 

third-party 

vendors), including 

the Incident 

Tracking System 

and Application. 

 

DCFS also 

reported six critical 

systems that 

access, store, 

and/or transmit 

sensitive County or 

client data and are 

currently in 

operation. 

PRIORITY 1 

PRIORITY 2 

PRIORITY 3 
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We thank DCFS management and staff for their cooperation and assistance during our review.  If you 
have any questions please call us, or your staff may contact Zoran Penich at 
zpenich@auditor.lacounty.gov.  
 
OV:CY:RGC:ZP:mh 
 
Attachments 
 
c: Fesia A. Davenport, Chief Executive Officer 
 Edward Yen, Executive Officer, Board of Supervisors 
 Brandon T. Nichols, Director, Department of Children and Family Services

mailto:zpenich@auditor.lacounty.gov


 

Priority Ranking:  Recommendations are ranked from Priority 1 to 3 based on the potential seriousness and likelihood of negative 
impact on the Agency’s operations if corrective action is not taken. 
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Robert G. Campbell Zoran Penich 
ASSISTANT AUDITOR-CONTROLLER CHIEF ACCOUNTANT-AUDITOR 

AUDIT DIVISION Report #K23FC 
  
 

DEPARTMENT OF CHILDREN AND FAMILY SERVICES 
SYSTEM DEVELOPMENT REVIEW 

 

BACKGROUND 
The Department of Children and Family Services (DCFS or Department) is responsible for ensuring the safety 
and well-being of more than two million children across Los Angeles County.  DCFS staff rely on their systems 
to provide children and family support services and specialized programs, including six critical systems that 
maintain sensitive information, such as protected health information (PHI) and personally identifiable 
information (PII).  At the time of our review, DCFS reported 23 systems in development to enhance and support 
critical departmental operations.  This includes customized systems being developed internally, such as DCFS’ 
Education Specialist Referral System (ESRS) and Incident Tracking System and Application (iTrack), and 
systems acquired from third-party vendors. 
 
We evaluated the design of DCFS’ system development processes and controls to determine if they provide 
reasonable assurance to management that systems are developed and implemented in accordance with 
County Fiscal Manual (CFM) requirements and County Information Technology (IT) Standards and Directives.   
We reviewed processes and controls, including management monitoring, for defining system requirements, 
including County IT and security requirements; designing systems, including developing, testing, and 
approving systems for implementation; and implementing systems, including providing end-user training and 
employing appropriate deployment strategies.  Our review was not intended or designed to ensure the 23 new 
systems were being properly developed, but only to assess whether DCFS’ processes and controls for 
developing systems provide reasonable assurance in that regard. 
 
Based on our interviews, walkthroughs, and review of documentation, we noted DCFS established processes 
and controls to reasonably ensure systems are appropriately tested and approved prior to deployment. 
However, we also identified opportunities for improvement as noted in the table below. 
 

 

 TABLE OF FINDINGS AND RECOMMENDATIONS FOR CORRECTIVE ACTION 

ISSUE RECOMMENDATION 

1 System Security Requirements - Departments 
need processes to identify and document system 
security requirements for new systems to ensure 
systems and their data are properly protected.  
These processes are required by County Fiscal 
Manual (CFM) Section 8.5.0 and the Chief 
Information Security Office’s (CISO) Application 
and Database Security Standard. 
 
We noted DCFS has various processes to help 
ensure systems in development meet County 
security requirements.  However, the Department 
needs to improve their processes to ensure that all 
security requirements are properly identified and 
addressed.  Specifically: 

 

Priority 1 - DCFS management strengthen their 
processes to ensure systems in development meet 
County security requirements by establishing 
documentation controls, such as requirements to 
maintain annotated checklists, to provide evidence 
and assurance that staff identified and 
management approved and implemented all 
applicable security requirements in the new 
system. 
 
Department Response: Agree 
Implementation Date: March 31, 2025 
 



Attachment I 
Page 2 of 5 

 

Priority Ranking:  Recommendations are ranked from Priority 1 to 3 based on the potential seriousness and likelihood of negative 
impact on the Agency’s operations if corrective action is not taken. 

 TABLE OF FINDINGS AND RECOMMENDATIONS FOR CORRECTIVE ACTION 

ISSUE RECOMMENDATION 

• DCFS requires staff to review departmental 
security policies in the planning phase to 
identify security requirements applicable to the 
new system, and for management to ensure 
the new system includes these requirements 
before approving the next phase of system 
development.  Examples of system security 
requirements could include user access 
controls and end-to-end encryption. 
 
However, DCFS does not have documentation 
controls, such as a security requirements 
checklist, e-mails, and/or memos, to provide 
evidence and assurance that staff identified 
and management approved all security 
requirements. 
 

• DCFS requires staff to work with the Internal 
Services Department to perform vulnerability 
scans that ensure the newly developed 
systems include the security requirements 
identified in the planning phase.  While DCFS 
management maintains documented 
vulnerability scan results, they do not have 
documentation controls, such as requirements 
to compare and annotate security requirements 
checklists with scan results, to provide 
evidence and assurance that they 
implemented all security requirements 
identified during the planning phase. 

 
Impact: While vulnerability scans typically address 
standard County security requirements, these 
weaknesses increase the risk that not all 
applicable County and/or departmental security 
standards are implemented in new systems, 
including the 23 systems DCFS currently has in 
development.  This may lead to system 
vulnerabilities and the potential exposure of 
sensitive DCFS data the systems may use. 
 

2 End-User Training - Departments need 
processes to ensure system users are adequately 
trained on their assigned functions before being 
granted system access.  Training should be 
formalized and documented to support training 
completion.  These controls are required by CFM 
Sections 8.3.1, 8.5.0, and 8.5.2.4.   
 
We noted DCFS has a process to develop training 
programs and materials, and conduct end-user 

Priority 2 - DCFS management enhance their 
training processes by establishing controls, such 
as a mechanism to track training assignments and 
participation, to ensure all system users complete 
training before being granted system access. 
 
Department Response: Agree  
Implementation Date: July 31, 2025 
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 TABLE OF FINDINGS AND RECOMMENDATIONS FOR CORRECTIVE ACTION 

ISSUE RECOMMENDATION 

training for new systems.  Specifically, DCFS 
requires system development staff to develop 
formal system training upon completion of the 
system and provide the training materials and any 
technical assistance to the Training Division.  
DCFS also requires the Training Division to train 
users on their assigned functions/capabilities 
before being granted system access.  However, 
the Department does not have controls to ensure 
users complete training.  Controls could include a 
mechanism to track training assignments and 
participation, such as a sign-in log of all required 
users. 
 
Impact: This weakness increases the risk that 
users will not be adequately trained to perform 
system tasks/functions, potentially resulting in 
erroneous actions, loss of information, and/or 
delay of services to DCFS’ clients and related 
agencies. 
 

3 System Deployment Strategy - Departments 
need processes to evaluate and select system 
deployment strategies that minimize risk and 
ensure a successful transition, as required by 
CFM Section 8.5.0.  These processes help ensure 
departments compare the benefits and costs of 
each system deployment approach 
(e.g., immediately replacing the old system with 
the new, or gradually implementing the new 
system in stages) with the risks and costs of 
potential deployment issues.  They also help 
document a clear roadmap for transitioning a new 
system into operation.  
 
DCFS requires management to evaluate and 
approve deployment strategies for new systems 
during system development.  Department 
management indicated that they work with 
stakeholders to determine the most appropriate 
deployment method and timeline, but typically 
employ a direct deployment strategy 
(i.e., immediate full implementation of new system 
and processes) and perform system rollbacks if 
they encounter issues (i.e., restore previous 
systems and files).  Management also verbally 
approves the deployment strategy during project 
meetings.  However, there is no documented 
evidence or assurance to support the evaluation, 
selection, and approval.   
 

Priority 2 - DCFS management strengthen their 
system deployment process by establishing 
documentation controls, such as meeting minutes 
and/or e-mails, to support: 
 
a) Their deployment strategy evaluation and 

selection, including factors considered, such 
as deployment risk/cost, stakeholder input, and 
rollback plans. 

b) Management’s review and approval of the 
system deployment strategy. 

 
Department Response: Agree 
Implementation Date: April 1, 2025 
 
The Department’s response does not directly address 
the portion of our recommendation related to 
documenting consideration of factors such as 
deployment risk/cost and stakeholder input, in their 
deployment strategies.  However, we confirmed with 
DCFS management that their corrective action will 
incorporate these factors.  We will assess and report 
on the details of the Department’s implementation 
during our six-month follow-up review.  
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 TABLE OF FINDINGS AND RECOMMENDATIONS FOR CORRECTIVE ACTION 

ISSUE RECOMMENDATION 

DCFS should establish documentation controls to 
provide evidence and assurance of this activity.  
Controls could include requirements to document 
in meeting minutes, e-mail, and/or project 
documents: 
 

• Their deployment strategy evaluation and 
selection, including factors considered, such as 
deployment risk/cost, stakeholder/end-user 
input, and plans to perform rollbacks in the 
event of any issues during deployment. 

• Management’s review and approval of the 
deployment strategy. 

 
Impact: These weaknesses increase the risk of 
ineffective and/or inefficient system deployment, 
which may result in system malfunction and 
downtime, and delays or interruptions in services.   
 

4 Management Monitoring of Controls - DCFS 
needs to develop ongoing self-monitoring 
processes to regularly evaluate and document that 
the following processes and controls are working 
as intended, as required by Board of Supervisors 
Policy 6.100 and CFM 1.0.2: 
 

• Documenting system security requirements, as 
noted in Issue No. 1. 

• End-user training, as noted in Issue No. 2, and 
that training programs are established for all 
systems developed. 

• System deployment strategies, as noted in 
Issue No. 3. 

  
Effective self-monitoring processes could include 
tests or observations examining an adequate 
number of transactions on a regular basis  
(e.g., 5 -10 weekly, quarterly, semi-annually) to 
ensure adherence to County policy, rules, and/or 
generally accepted control principles, and 
documenting and retaining evidence of this review 
in a manner that a third-party can subsequently 
validate.   
 
The monitoring process should also ensure 
material exceptions are elevated timely so 
management is informed of control risks and can 
take appropriate actions. 
 
 

Priority 2 - DCFS management develop ongoing 
self-monitoring processes that include: 
 
a) Examining process and control activities, such 

as reviewing an adequate number of 
transactions on a regular basis to ensure 
adherence to County information technology 
rules. 

b) Documenting the monitoring activity and 
retaining evidence so it can be validated.  

c) Elevating material exceptions timely so 
management is aware of control risks and can 
take appropriate corrective actions. 

 
Department Response: Agree 
Implementation Date: July 31, 2025 
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 TABLE OF FINDINGS AND RECOMMENDATIONS FOR CORRECTIVE ACTION 

ISSUE RECOMMENDATION 

Impact: Weaknesses in management  
self-monitoring processes prevent management 
from having reasonable assurance that important 
departmental and County system development 
objectives are being achieved.  This also increases 
the risk for not promptly identifying and correcting 
process/control weaknesses or instances of 
non-compliance with County rules. 
 

5 Standards and Procedures - DCFS needs to 
develop written standards and procedures to 
adequately guide supervisors and staff in the 
performance of their duties for the following 
processes, as required by CFM Section 8.3.0: 
 

• Defining system security requirements, as 
noted in Issue No. 1. 

• End-user training, as noted in Issue No. 2. 

• System deployment strategies, as noted in 
Issue No. 3. 

• Self-monitoring processes, as noted in Issue 
No. 4. 

 
Standards and Procedures should provide detailed 
guidance to staff and supervisors in the 
performance of their day-to-day duties and 
describe how processes are performed.   

 
Impact: The lack of written standards and 
procedures increases the risk that staff will perform 
tasks incorrectly or inconsistently and prevent 
management from effectively evaluating processes 
and controls.  
 

Priority 2 - DCFS management develop written 
standards and procedures to guide supervisors 
and staff in performing system development 
duties. 
 
Department Response: Agree 
Implementation Date: July 31, 2025 

 

 

We conducted our review in conformance with the International Standards for the Professional Practice of Internal 

Auditing.  For more information on our auditing process, including recommendation priority rankings, the follow-up 

process, and management’s responsibility for internal controls, visit auditor.lacounty.gov/audit-process-information. 

  

https://auditor.lacounty.gov/audit-process-information
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Priority Ranking:  Recommendations are ranked from Priority 1 to 3 based on the potential seriousness and likelihood of negative 
impact on the Agency’s operations if corrective action is not taken. 
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Priority Ranking:  Recommendations are ranked from Priority 1 to 3 based on the potential seriousness and likelihood of negative 
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