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You Will Learn About... Y6
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0O Registration process for first time users
o Steps to follow when you receive an encrypted email
0 Creating or replying to an encrypted email

0 Who to contact if you have guestions
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Why Encrypt Email Messages? b
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0 Regular emall is sent as clear text that could
potentially be compromise if intercepted

0 Encrypted email is secure and only authorized and
enrolled users to the system can send and receive
secure messages and attachments

0 Sender and recipient can communicate about private
Information while following state and federal
privacy laws
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STEP 1: You Have Recelved an S

- DMH

An encrypted message will look like the example below

You have received a secure message from the County of Los Angeles.

If you hawve concerns about the walidity of this message, contact the sender directly.

Read your secure message by opening the attachment, "securedoc.html”™. You will be
prompted to open (view) the file or save (download) it to your computer. For best results, save
the file first, then open it in @ Web browser.

First time users — need to register after opening the attachment. For more information, click the
following Help link. Help - https://res.cisco.com/websafe/help?topic=RegEnvelope

Use - for communication of confidential information and/or personal information =olely between
the County of Los Angeles and the intended recipient.

Cisco Register Envelope Service (CRES) - is used by the County of Los Angeles, but is a
commercial service owned and operated by Cisco Systems, Inc. About Cisco Registered
Envelope Service - https://res.cisco.com/websafe/about

Disclaimer: This email and any files transmitted with it are confidential and intended solely for
the use of the individual or entity to whom they are addressed. If you hawve received this email in
error, please immediately contact the sender and permanently delete this email.
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STEP 2: Open The Attachment Qb

[ RE: Dictionary Test - Message (HTML)
- Fle Edt Wiew Insert Format Tools Actions Help
[ uBoply | LgReplytoAl | (pForyard  cf da | D T I XK e - - N g!

“*" Sender will have "dmh.lacounty.gov" or "lacounty.gov" address **<?"% "

Ce:
Subject: RE: Dictionary Tect
Attachments: £  securedoc.htmi (105 KB)

Open the
attachment

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You will be prompted to

open (view) the file or csave (download) it to your computer. For hect reculte, cave the file firct, then open it
named in & Web browser. For access from a mobile device, forward this message to mobile@res.cisco.com to
receive a mobile login URL.
" d ht |”
secure OC. m If you have concerns about the validity of this message, contact the sender directly.
.

to go to a S'te First timeo usors - nood to rogistor aftor oponing the attachment, For more information, click the following

Help link,

"e'n - H - - 2 = v,

With instructions About Cisco Ro‘gistorod Envelope Sorv\ico
for opening the
message

Link to Help




STEP 3: Click On REGISTER b

County of Los Angeles N ————
To Ennch Lives through Effective and Caring Service | ﬁ e f———
lksu.ge Soclu‘r-‘ty 'b;-gh
Help
l From: -
‘i Click on
To:
11 b}
e (seme]  Pw(semelTes REGISTER
To open this message, first click the button to  |REGISTER tO create
register, After registering, come back to -
continue opening the message. you r
account

Cisco Registered Envelope Service cisco
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STEP 4: Complete Registration

=

LT 0 s hipeires cis oo comjweh safeds gistar L id=12 dbh 7697 00 0001 29932017 o o fe ffe ] 454904

W alE g mlaw User Fagistehon | I
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3~ K - o=~ [ Page ~ ©F Tools =
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I NEVY USER REGISTRATION

Entzer Personal Information

Email Addrase

Language IEnghsn 'I

First Name®* I

Create
password —

=e1 Nama® I

Create a Password

Password® I

Corfirm Passwerd® |

security phrase — e o

Salact 3 Security Quastions

.

I¥ Enakle my Personzal Security Fhrasze.

* = required fiald

The languagpe cetting will be ctored for frturs iogin
and amat notifications,

iope=s when
Lol ki

Morm infip

e logging

Vaur will be ssked thess gquestions in the future i you forget your passwoerd

and three
security

Qu=stion 1 ISEiEC[ 2 quesbon

Answer 1% I

Confirm Angwar

[ |

Question 2% IS&!ECI: a quesnon

gquestions

Answer 2% I

Confirm Angwar

Question 3% IS&!ECI: a quesnon

Ansywer 3% I
57 I

Confirm Angwar

=

Cisco Registered Envelope Service
=1-1. 18, 4

Terms of Service Provacy Policy

Copyright @ 2001-2009 Cisco S

vat=ms. [ne. All rights res=reed.




STEP 5: You Recelve Registration

: : W5
Confirmation e
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/= New User Regisiration - Windows intemmet Explorer provided by W1 DOR

| Fie Bt Vew Favoles Toos Heb
|Links #§ Google 4 MapQuest {8 Scrooge Scraper [H] The Tech Tene Computer Dictionary %) Google Desktop g Dictionary @) hielicast - Weather Actve Map

m - I.'.'s'.!c: htips//=8.cisC0 . com/wehsafe, custom aciion omd=enmlstaus ji |'_| |£| I'E::-:-:Ie |£_
v e o
=l

NI Engish 3|
CISCO

I NEW USER REGISTRATION

Thanks! You've created 3 Cisco Registered Envelope
Service account. To complete your registrabion,
plzase activate your account.

How to Activate Your Account

Check Your Email
You will soon receive an email message at:

@ .com. Follow the instructions in the
email to activate your account.

To exit this page, close your browser window.

Shout Terms of Service Privacy Policy Copyright & 2001-2009 Ciscn Systams, Inc. All nights reserved,




STEP 6: Click on “Click here to

° ° [3) S T

- Windows Intermet Explorer provided by Wi DOR

Edt Mew Fovortes Toos  Help :
*§ Google 4l MepQuest @ Scrocgie Scraper 1 The Tech Terms Computer Dictorary (%) Google Deskicp (£g Dictonary @ Intalicast - Westher Actve Wap

G.'\ ~ [ hip:rimat /WMo EN ELVRY Fidsew ECFEw CLEGT Bl Bl x| G0

From:  CRES Do Not Reply <DoNotReply@res. cisco.com>

2010.08.12 09.02

Subjécts [ Please activate with CRES

Activation

Click on :

Thank you for registering with Cisca Registerad Envelope Service. To complets your registration, you must canfirm your intent to register and your acceptance of the Terms of
“ C I = t Service by acivating your 3ccount.
k h ~
I c e re o A Click here to actvate this account.
You can slso activate this sccount by going to =https://res.cisco.com/websafe/activate> and =ntering this confirmation number: 0736b54c0000012266568862claf6e8cabe2d1lld

- -
actl Vate th ' S To stop the registration process you can cancel this account,

3 SO .
0736b54c00000122a6596826eclagse8cd6e2dlld
IMPORTANT

To help keep your perzonal information zafe, Cizco racommends that vou never give your CRES pazsword to anyane, including Cizco employzes.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see bips;//razciscocom/ webzafe/about
Terms of S e hitps://res.osco.comy wabsafe/termsOfService
Privacy Policy: http://vew irongort. com/pnvacy)/

--=-= Content & Policy Scan by M+ Guardian ----
Hi1llicna of safe & clean measages delivarsd daily =

Dore [T (et [Hwei




STEP 7: Enter Your Password Ob

HHHHHHHHH

County of Los Angeles N —
To Ennch Lives through Effective and Caring Service 2 £l ) feea———

Halo
I From:

T

o:
E nte r yo u r Subject: [SECURE]FW: Please activate with CRES Personal Security Phrase
: Your persoral phrasze is
Password i

[ not enabled on thic
T Remember me on this computer.

| machine,

argot password? Morz infa

™ Enanla my Parsanal Samirity Phrasa
IOPENI

Select o different sddress
If you experience problems opening this message, try te Qoan Qnling

AT Ty " ey p— . - wtnrn e g ollcllo
Cisco Registered Envelope Service cls;‘,

If you forgot your password, click on the link
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STEP 8: Open the Email Message v
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Gecurr Mesaage [STND STCUNT M necuoon Tost for Mresent shion Maposes - Windoss rdemnes Daploser peavidied by Wi DOR

& o Vew W Taxz  Mep
Lryo *§ Google K UsoTuew (@ Scxcegie Sormaer  of Tow Teh Town Compurer Detanary ) Googla Demop 7] Dietenns, € besknaw - Weahar Actae Man

r ¥ 'O MRS / Awww catwr ol et/ 0N Sel e sl nel W wsal. vecuedoc My et el IV 0w Bso T Y0NS EAN | FOdh A0 _COIL2S rdon S vecurwocs Mevl _'J é A I aw Lok &

Lt Gy Tpeeme

County of Los Angeles
To Ennich Lives through Effective and Caning Service

Secured Message mophy | mashyax | rerwnss |

e
August 4, 2010 1033 AM COY

oot (SECURE - nouous Test for Prasentiastcn Purposos

Flaase wrote this alter opening

For future emails, you will only need
to click on securedoc.html, the
attachment or View...and then enter
your password.

COMAIDEMTIALIT Y NOTICE  Tine slaamurnd muss | Waners seas ahd a8y Sumsrg s .‘-uroos sloet A w e et henng og b P se e wihih ey e e ilert sl e agely pes beges TH Somrmiannr i iy G 1he sne of P Al il o ety v
~rv~ri..l‘u.'k.~-l|.v1-u~-o.ht.w T yow 098 A NG MO fede el ey o.w FHINg CRW B don, of S0 Wher In Rl AN o0 1N O NENS ¢ e b la~ wies we U\w FOANG YW et s A oo NS T v Peve

MAPAAE R A FACAT RS (8 LSRN RS NSNS ) N 5N AL WA AN SN e L80e e ”'W TRese y5,
o R . A 5% 0 &




REPLYING TO AN ENCRYPTEDx
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2 Secuwe Messape . [SEND SLCUNL bnroocuous Test Tor Mesert sion Muposes - Windoss itermet Daplorer prowded by Wi DO
| Do Ex Vew Faweiss Tock  Heo

Hl‘.’!
| ks 24 Goccle 98 MapCuest (i Scroccle Scracer (7 The Tech Teene Compurer Dictonay 2 Soode Deskdon 173 Dictor © risficas - Wehe Ackve Mao
G-—\. w |8 hae /Awwr sato il net cg-on Sate-wal retshonmal mcusdoc hirt atachh_SEiow SLor 2 S0ERGTVL SHEAN T R SaANG_CER 24 jnnosdd/measscoo b =] & #+ 1a || G Lo~
T R R
County of Los Angeles

bl | Facoet me on this coreuder 2
To Enrich Lives through Effective and Caring Service

Secured Message
From
fo:

Doty

Reply | ReatyAll |  forwerd |
August 4, 2010 10:12:41 AN COT
e (SECUREjin-nacunus Tes for Prasentatien Purpases

Plaase anore this atsr cpening

Click on “Reply”

CONFIDENTIALITY NOTICE THl Shectioo i mall 3orimiision 0N &ny 00oTpaning Joaent SONN InfOmacion LEcngiog I1C INS WA whid! ray De Contioendal 400 KNgally vl Kad. This INGMESa & o0ly ¢ 16 Wt Of NG ICIid ol o anlity Lo
ATON NS BISCRIOAS MBI DESITIINON =AY IMEASSE 1T yOu e RO NS MIEAGS0 NEPIENT SRy G AN S GOOYING. HATIRGEDN, OF ACHON ISAER |% FREANDS O TAE COMANT OF INe IPIWATIAN SONTSINES (R TS TRALY RGN I8 WDy CeOninnea i you Fave
- AT T e e e e ey e et e s e Gl e Tesssge

ard pon
Oare

wepy | | Keshyal | vorwsed |
- SO

| RIE v =



REPLYING TO AN ENCRYPTED S

MESSAGE:

The sender will receive a secure reply

m' F=i reps fires. ciszo comMweba eta/secua reply ;ITE;:'?_ «\ JCioas -_‘V"A"
w S wl'l 24 Reply to Sandar x Iabhm-l&;iwml I’_‘S-anﬁ-g’:hmdﬁm.l I PR v v M ov MPegovijTookey *

ll'ltl'll e ghsh ¥
CIsScoO - :l"

[ | REPLY TO SENDER Reset Cancel

YOUI’ reply Wl” ;:;‘;M'RE‘I::IE;UHE?:& mez90ge /
be sent through

the Cisco
encryption
syStem When A otcely SCC me Mo

you hit send [ 5o e o e vt ecpent hascpend i e

Thia ochion docs not guarartce a rococt wall Be sents reacient emad apckcations can scmchirmes block roas receipt

,,,,,,,,, xiginal Meaaage:

=

Send Reswl Candel

Cisco Registered Envelope Service
Aot Tarmg of Service PAvasy Polity Copyright © 200L-2009 Cisco Sycteme, Int, &l rights recerved




CREATE AN ENCRYPTED
MESSAGE:

> Login - Windows Internet Explorer provided by Wil DOR
File Edit Yiew Favorites Tools Help

%LAC
You can create a secure encrypted email through the Cisco system.
@T Ia‘x': Mpszﬁﬂee:.;g:ogn;ﬁzab;;f;)
N

54 Login

cisco

STEP1:

Go to the Cisco system website:

;’;;%: E’: ! j‘ ITZIII ogie

res.cisco.com/websafe

fp > E] « v >Paga ¥ o Tools »
| ACCOUNT LOGI!

wzlcoms, please

Emal addrass I
Password I

r Remember me on this computar,

Engiish ] N

STER 2
Enter your email address
. N and password
Forgot password?
Cisco Registered Envelope Service

Copynght @ 200

Cisco System



CREATE AN ENCRYPTED
MESSAGE:

You are now ready to compose an email to a state email address.

W
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/2 Compose Message - Windows Intemnet Explorer provided by Wi DOR
Fin Edit View Fowvoites Tools Heip

G‘fq' - I‘.‘.‘.‘ Mps f‘h'.nr e comMwa b sala/ous'om =ob onTomd= compo sehds g &b lankMsg sy ;! Q o ~ [ CE | )‘ =
s Compors Massoge J | Fp ~ B3 < owh v sFmge~ J Tock > *
=
|l|‘0|||| < ;Zn:jnh -
ciSco = B
| '™ E ME = E“‘]
- MamAze Messeges J |
£ : ¢ ' - |'
- [ 5
S Click“Send” when you have
ARthmemts (none . .
LAl o Lo s >y B o T — completed composing your email
e T and attached any pertaining
= documents.
Note: Attachments will also be sent
= securely.
1 v ' - ) -
o ™~ e - n 5 recpiont has cpaned rm
o oo =
Cisco Reaqistered Envelo Service
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WHERE TO GO FOR HELP ~gg
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O Forgot your password? Answer your secret questions at the
LOGIN screen (https://res.cisco.com/websafe). Your
password will be sent to you by email.

0 For Support - please email your question to
(support@res.cisco.com). You should expect to receive a
response within 24 business hours of submitting your
question.

0 For Urgent Support Only- call CISCO at: (866) 412 - 6113.



