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A. INTRODUCTION

A.1. Purpose

The purpose of this guide is to provide information to Contract Providers and their respective EHR
vendors regarding the IBHIS process for securely exchanging files with Los Angeles County Department
of Mental Health (LACDMH). This document contains all the necessary information pertaining to the site
location, Digital Certificate configuration and the folder location where the files need to be uploaded or
received.

B. TEST Environment Configuration Details

B.1. Site Address and Configuration for Test
1. Open the File Transfer Protocol (FTP) client you are using at the organization.
2. Create a new site connection.
3. In order to connect to the IBHIS Electronic File Transfer (EFT) site, please configure the settings
below:
e Host address: b2befttst.dmh.lacounty.gov
e Username: Legal Entity Number (e.g., 00999) Note: Leading 0’s must be included.
FFS Network Provider Number — DMH Issued ID Note: Number can be
obtained in the TPA Request Application field “Provider Number”.

e Password: Password is not required
e Protocol: FTPS TLS/SSL Implicit
e Port: 4990

NOTE: The following screenshots are provided for your reference. However, the screen layout and
configuration may vary depending on the type of FTP Client you are using.
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4. Select the certificate issued by Los Angeles County Department of Mental Health

For example, when using CoreFTP:

1. Site Name should be the entry for the connection details (i.e. IBHIS_Test or IBHIS_Prod).

2. Select Windows SSL
3. Click Advanced

P

Site Manager

"0 test_ibhis

Site Mame

| IBHIS_Test

Host /1P # URL

Ibz:m‘ttﬁ.ci'rh lacounty gov

Useiname

| Advanced

iJser LE or FFS Number

FPasswaord

[T Anonymous

!

Part

[~ Don't save password

Timeaut Retiies

|4330

v PASY [ Use Proxy

Connection

(0] [2 [~ Rety On

~ Comments

_I*iewS-&e | |New I:-alegory -I:onnec:t

|FTPS (3SL DIRECT)

=551 Options
¥ SSLListings ¥ SSL Transfer

[ OpenSSL

=)

[T Clear [CCC)

v ‘Windows SSL
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4. Select the SSL/TLS option on the left pane
5. Click Manage Certificates

Advanced Site Settings -— Iﬁ
General OpenS5L Certificates
Conhections :
Privvate Key:
Drrectary/Folder Y | —-J
Encoding Public K.ay: ] ...J
Filkerz
Prosy FPaszword: I
Scrpt/Crids
55H Ca ke | __j

ranzrers whindows Certificates -
YWindows cerfificates are internal ta the operating

M anage Certificates system and are *not* used by OpenSSL. Do not
delete cerificates vou are unfamilar with,

[~ Mo auto PESZ/PROT check

[ Allow seszion reuse

h £

6. Select the certificate appropriate to the environment you are connecting to: (e.g., Select
John Doe Test for the connectivity to the Test Environment, Select John Doe Prod for the
connectivity to the Prod Environment.)

: —— o )
[&] Certificates | =}

= Cument User lzzued To | 135ued By |
' @ by - Perzanal | John Doe TEST |  LosAngeles County Depart...
- Root - Trusted Root Certification Autharities John Doe PROD Los Angeles County Depart...

@ Truszt - Enterprize Trust

@ C4, - Intermediate Certification Authaorities
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7. The following screen will display the certificate name.

8. Click OK.
Advanced Site Settings - — M
Eeharal —Open55L Certificates
Connections .
Frivate Key
Directom/Folder i ] —!
Encoding Public K.ew: 1 J
Filters
Prosy FPazgwiord: ]
Senpt/Crds
55H Cay K ] “!
S5LATLS =
Transfers —windows Cerificates

— Windows certificates are internal to the operating
i Manage Certificates 1 syztem and are *not* used by OpenSSL. Do ot
delete certificates you are unfamilar with.

John Doe TEST

|

[T Mo auto PESZ/PROT check

[ Allow session reuse
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9. Click Connect.

Site Manager | R |
- @ test_ibhis Site Name
| IBHIS_Test
Host /1P / URL
{b2befitst dmh lacounty gov Advanced
Usemame
i.lser LE or FFS Number [T Anorymous
Password
| [ Don't save password
Part Timeout Retrizs
{4990 ] |2 I~ Retry On
I Pasy [ UseProxy
Connection
|FTPS (SSL DIRECT) -l
- Comments - S5L Options
v SSL Listings ¥ SSL Transfer [ Clear (CCC)
™ OpenSSL ¥ \Windows SSL
i New Site | i Mew Category I Canrect rl; onnect Manager | '!_Elas-e I
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B.2. Folder Structure for Test

Once successfully connected to the IBHIS test environment, the following folders will be available:
e Certification: Directory for uploading Client Web Services Certification documents.

e Upload: Directory for uploading EDI files.
e Response: Directory for EDI response files arranged by date of response.
e Processed: Directory for EDI files accepted and processed arranged by date.

@%Trading Partner DUNS%

Certification

Upload

\_\ Response % Date of Responsed:
|
|
| i
I . Processed | Failed %Date Processed¥
| N T Nl

o

SubmissionErrors_%Date Created%
% Date Processed%

Sub Folders under “Response” and “Processed” folders:

To categorize the files processed according to the date, date-specific subfolder(s) are created to help
users navigate to the files easily. For example, if a file was received on 9/5/2013, the system will create a
sub folder named “2013-09-05” under “Processed” and “Response” folders and will place the processed
and response file generated on 9/5/2013 into the respective folders.
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“Failed” sub folder under “Processed” Folder:

If the file is rejected, the file will be placed in the Failed Folder. Submission Errors can be found by
Processing Date in the text file named SubmissionErrors_%Date Processed%. This text file is created as
needed on a daily basis and provides detail as to why the EDI file was rejected. The file is located by
processing date and it is named SubmissionErrors_%Date Created%.

If you experience issues related to directories above, please notify the LACDMH Help Desk at (213) 351-
1335 or LACDMH at TPA@dmh.lacounty.gov.

C. Upload File(s) for Test
1. Navigate to the location of the file to be uploaded.

@erﬂ Desktop b

File Edit View Tools |[Help|

Organize = = Open Burn Mew folder

5 :
: Mame Size
4 UF Favorites -

Bl Decktop
& Downloads

|| test.bxt

=] Recent Places

2. Establish a connection to the appropriate LACDMH IBHIS Electronic File Transfer (EFT) site.

3. Transfer the file to the Upload folder.

4. Once the file has been uploaded, a copy of the file will be displayed in the Upload folder
momentarily.

5. Refresh the view, the file will be moved once it is processed. This may take up to 5 minutes.

6. Please navigate to the Processed directory to see the results of the uploaded file.

h B e =] o f B
| | Hename | Size | Oale ] * | Fename | Size | Date | Pesmizsions
0408414 1550 €3

st /2114 13313 Centiication 0326014 11:38  dragev-
Contacis 05730413 10:38 Processed 031574 0210 drar-r-
Dheskdop 0411714 13:38 Respense 021814 11:34 drar—r—
Dewnizads 03731714 1926 4011 142D dvorwiow-
Favoreas 0402414 12:07

Links 093013 10:38

ChdFies 020614 21:30

RADphus 072914 1452

Saved Games 043013 10:38

Cmarrbas AAATAT 1198
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D. Web Services Certification Directory for Test
1. Navigate to the location of the file to be uploaded.

& = |l Desktop »
S~ g

il Bt View=—Tocls -

Organize = = Open Burn Mew folder

-~

4 .1 Favorites E
B Desktop | || test.bet

& Downloads

Mame Size

15 Recent Places

2. Establish a connection to the appropriate LACDMH IBHIS Electronic File Transfer (EFT) site.
3. Transfer the file to the Certification folder.

4. When the file has been uploaded, a copy of the file will be displayed in the Certification
folder.

E. DETAILS FOR PRODUCTION

E.1. Site Address and Configuration for Production
Open the File Transfer Protocol (FTP) client you are using at the organization.
Create a new site connection.
3. Inorder to connect to the IBHIS Electronic File Transfer (EFT) site, please configure the settings
below:
e Host address: b2beft.dmh.lacounty.gov
e Username: Legal Entity Number (e.g., 00999) Note: Leading 0’s must be included.
FFS Network Provider Number — DMH Issued ID Note: Number can be
obtained in the TPA Request Application field “Provider Number”.

e Password: Password is not required
e Protocol: FTPS TLS/SSL Implicit
e Port: 4990
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E.2. Folder Structure for Production

After connecting to the IBHIS EFT successfully, the window will display the Following folders:

e Upload: Location where files can be uploaded.

e Response: Location for TAl responses to processed files.

e Processed: Location for copies of processed files.

S N r%Trading Partner DUNS%

Upload

) —

\_j " |Respanse %Date of Response%

|
| F
: E | |Processed G Failed "\ | %Date Processed%

|
|
| - -
: %Date Processed%

|
I
I
I
|
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Sub Folders under “Response” and “Processed” folders:

To categorize the files processed according to the date, date-specific subfolder(s) are created to help
users navigate to the files easily. For example, if a file was received on 9/5/2013, the system will create a
sub folder named “2013-09-05” under “Processed” and “Response” folders and will place the processed
and response file generated on 9/5/2013 into the respective folders.

“Failed” sub folder under “Processed” Folder:

If the file is rejected, the file will be placed in the Failed Folder. Submission Errors can be found by
Processing Date in the text file named SubmissionErrors_%Date Processed%. This text file is created as
needed on a daily basis and provides detail as to why the EDI file was rejected. The file is located by
processing date and it is named SubmissionErrors_%Date Created%.

If you experience issues related to directories above, please notify the LACDMH Help Desk at (213) 351-
1335 or LACDMH at TPA@dmbh.lacounty.gov.
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F. Upload File(s) for Production
1. Navigate to the location of the file to be uploaded.

@Uv|’ Desktop  » —

File Edit View Tools

Organize = = Open Burn Mew folder
4 .1 Favorites i et
| B Desktop || test.bxt

& Downloads

15 Recent Places

2. Establish a connection to the appropriate LACDMH IBHIS Electronic File Transfer (EFT) site.

3. Transfer the file to the Upload folder.

4. Once the file has been uploaded, a copy of the file will be displayed in the Upload folder
momentarily.

5. Refresh the view, the file will be moved once it is processed. This may take up to 5 minutes.

Please navigate to the Processed directory to see the results of the uploaded file.

| I B e I d B
[ —— S /

* | Flename | Size | Oale | | [ ] Fename | Size | Date | Pemissions [
I8 0408714 1550 k<>

ot /2114 1393 | Cenfication 0328014 1138 drogr-

). Contacts 05730413 10:38 ). Processed 031574 0210 drar-r-

| Desidep 04/11/14 1338 i 02118414 1138 drarr—

| Downioads 037/14 09.26 & 040118 1420 drworwerw-
| Favortes 0402794 1207

). Linka 09730413 10:38

) OidFilea 020614 21:30

). RADphs 072914 1452

4. Saved Games 043013 10:38

L AAAT 1198
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