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EXHIBIT A

COUNTY’S ADMINISTRATION

MASTER AGREEMENT NO. WORK ORDER NO.

COUNTY MASTER AGREEMENT PROJECT DIRECTOR (MAPD):

Name:
Title:
Address:

Telephone:
Facsimile:
E-Mail Address:

COUNTY PROJECT DIRECTOR:

Name:
Title:
Address:

Telephone:
Facsimile:
E-Mail Address:

COUNTY PROJECT MANAGER:

Name:
Title:
Address:

Telephone:
Facsimile:
E-Mail Address:
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MASTER AGREEMENT NO.

CONTRACTOR’S ADMINISTRATION

CONTRACTOR’S NAME

CONTRACTOR’S PROJECT DIRECTOR:

Name:

WORK ORDER NO.

EXHIBIT B

Title:

Address:

Telephone:

Facsimile:

E-Mail Address:

CONTRACTOR’S AUTHORIZED OFFICIAL(S)

Name:

Title:

Address:

Telephone:

Facsimile:

E-Mail Address:

Name:

Title:

Address:

Telephone:

Facsimile:

E-Mail Address:

Notices to Contractor shall be sent to the following address:

Name:

Title:

Address:

Telephone:

Facsimile:

E-Mail Address:
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EXHIBIT C

CONTRACTOR'S EEO CERTIFICATION

Contractor Name

Address

Internal Revenue Service Employer Identification Number

GENERAL CERTIFICATION

In accordance with Section 4.32.010 of the Code of the County of Los Angeles, the contractor,
supplier, or vendor certifies and agrees that all persons employed by such firm, its affiliates,
subsidiaries, or holding companies are and will be treated equally by the firm without regard to
or because of race, religion, ancestry, national origin, or sex and in compliance with all anti-
discrimination laws of the United States of America and the State of California.

CONTRACTOR'S SPECIFIC CERTIFICATIONS

1. The Contractor has a written policy statement prohibiting Yes O No I
discrimination in all phases of employment.

2. The Contractor periodically conducts a self analysis Yes O No I
or utilization analysis of its work force.

3.  The Contractor has a system for determining if Yes O No
its employment practices are discriminatory
against protected groups.

4.  Where problem areas are identified in employment Yes O No O
practices, the Contractor has a system for taking
reasonable corrective action, to include
establishment of goals or timetables.

Authorized Official’s Printed Name and Title

Authorized Official’s Signature Date
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EXHIBIT D

Title 2 ADMINISTRATION
Chapter 2.203.010 through 2.203.090
CONTRACTOR EMPLOYEE JURY SERVICE
Page 1 of 3

2.203.010 Findings.

The board of supervisors makes the following findings. The county of Los Angeles allows its permanent,
full-time employees unlimited jury service at their regular pay. Unfortunately, many businesses do not
offer or are reducing or even eliminating compensation to employees who serve on juries. This creates a
potential financial hardship for employees who do not receive their pay when called to jury service, and
those employees often seek to be excused from having to serve. Although changes in the court rules
make it more difficult to excuse a potential juror on grounds of financial hardship, potential jurors continue
to be excused on this basis, especially from longer trials. This reduces the number of potential jurors and
increases the burden on those employers, such as the county of Los Angeles, who pay their permanent,
full-time employees while on juror duty. For these reasons, the county of Los Angeles has determined
that it is appropriate to require that the businesses with which the county contracts possess reasonable
jury service policies. (Ord. 2002-0015 § 1 (part), 2002)

2.203.020 Definitions.

The following definitions shall be applicable to this chapter:

A. “Contractor” means a person, partnership, corporation or other entity which has a contract with
the county or a subcontract with a county contractor and has received or will receive an
aggregate sum of $50,000 or more in any 12-month period under one or more such contracts or
subcontracts.

B. “Employee” means any California resident who is a full-time employee of a contractor under the
laws of California.

C. “Contract” means any agreement to provide goods to, or perform services for or on behalf of, the
county but does not include:

1. A contract where the board finds that special circumstances exist that justify a waiver of the
requirements of this chapter; or

2. A contract where federal or state law or a condition of a federal or state program mandates
the use of a particular contractor; or

3. A purchase made through a state or federal contract; or

4, A monopoly purchase that is exclusive and proprietary to a specific manufacturer,
distributor, or reseller, and must match and inter-member with existing supplies, equipment
or systems maintained by the county pursuant to the Los Angeles County Purchasing
Policy and Procedures Manual, Section P-3700 or a successor provision; or

5. A revolving fund (petty cash) purchase pursuant to the Los Angeles County Fiscal Manual,
Section 4.4.0 or a successor provision; or

6. A purchase card purchase pursuant to the Los Angeles County Purchasing Policy and
Procedures Manual, Section P-2810 or a successor provision; or

7. A non-agreement purchase with a value of less than $5,000 pursuant to the Los Angeles
County Purchasing Policy and Procedures Manual, Section A-0300 or a successor
provision; or

PMS RFSQ
Bid No. DMH110918B1



EXHIBIT D

Title 2 ADMINISTRATION
Chapter 2.203.010 through 2.203.090
CONTRACTOR EMPLOYEE JURY SERVICE
Page 2 of 3

8. A bona fide emergency purchase pursuant to the Los Angeles County Purchasing Policy
and Procedures Manual, Section PP-1100 or a successor provision.

D. “Full time” means 40 hours or more worked per week, or a lesser number of hours if:

1. The lesser number is a recognized industry standard as determined by the chief
administrative officer, or

2. The contractor has a long-standing practice that defines the lesser number of hours as full
time.

E. “County” means the county of Los Angeles or any public entities for which the board of
supervisors is the governing body. (Ord. 2002-0040 § 1, 2002: Ord. 2002-0015 § 1 (part), 2002)

2.203.030 Applicability.

This chapter shall apply to contractors who enter into contracts that commence after July 11, 2002. This
chapter shall also apply to contractors with existing contracts which are extended into option years that
commence after July 11, 2002. Contracts that commence after May 28, 2002, but before July 11, 2002,
shall be subject to the provisions of this chapter only if the solicitations for such contracts stated that the
chapter would be applicable. (Ord. 2002-0040 § 2, 2002: Ord. 2002-0015 § 1 (part), 2002)

2.203.040 Contractor Jury Service Policy.

A contractor shall have and adhere to a written policy that provides that its employees shall receive from
the contractor, on an annual basis, no less than five days of regular pay for actual jury service. The policy
may provide that employees deposit any fees received for such jury service with the contractor or that the
contractor deduct from the employees’ regular pay the fees received for jury service. (Ord. 2002-0015 § 1
(part), 2002)

2.203.050 Other Provisions.

A. Administration. The chief administrative officer shall be responsible for the administration of this
chapter. The chief administrative officer may, with the advice of county counsel, issue
interpretations of the provisions of this chapter and shall issue written instructions on the
implementation and ongoing administration of this chapter. Such instructions may provide for the
delegation of functions to other county departments.

B. Compliance Certification. At the time of seeking a contract, a contractor shall certify to the county

that it has and adheres to a policy consistent with this chapter or will have and adhere to such a
policy prior to award of the contract. (Ord. 2002-0015 § 1 (part), 2002)

2.203.060 Enforcement and Remedies.

For a contractor’s violation of any provision of this chapter, the county department head responsible for
administering the contract may do one or more of the following:

1. Recommend to the board of supervisors the termination of the contract; and/or,

2. Pursuant to chapter 2.202, seek the debarment of the contractor. (Ord. 2002-0015 § 1 (part), 2002)
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EXHIBIT D

Title 2 ADMINISTRATION
Chapter 2.203.010 through 2.203.090
CONTRACTOR EMPLOYEE JURY SERVICE

Page 3 0of 3
2.203.070. Exceptions.
A. Other Laws. This chapter shall not be interpreted or applied to any contractor or to any employee
in a manner inconsistent with the laws of the United States or California.
B. Collective Bargaining Agreements. This chapter shall be superseded by a collective bargaining
agreement that expressly so provides.
C. Small Business. This chapter shall not be applied to any contractor that meets all of the following:

1. Has ten or fewer employees during the contract period; and,

2. Has annual gross revenues in the preceding twelve months which, if added to the annual
amount of the contract awarded, are less than $500,000; and,

3. Is not an affiliate or subsidiary of a business dominant in its field of operation.

“Dominant in its field of operation” means having more than ten employees and annual gross revenues in
the preceding twelve months which, if added to the annual amount of the contract awarded, exceed
$500,000.

“Affiliate or subsidiary of a business dominant in its field of operation” means a business which is at least
20 percent owned by a business dominant in its field of operation, or by partners, officers, directors,
majority stockholders, or their equivalent, of a business dominant in that field of operation. (Ord. 2002-
0015 § 1 (part), 2002)

2.203.090. Severability.

If any provision of this chapter is found invalid by a court of competent jurisdiction, the remaining
provisions shall remain in full force and effect. (Ord. 2002-0015 § 1 (part), 2002)
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EXHIBIT E

S d]% l)/ Surrendered

Baby Law

Babies can be safely surrendered
to staff at any hospital or fire station in Los Angeles County

No shame. No blame. No names.

In Los Angeles County: 1-877-BABY SAFE e 1-877-222-9723
www.babysafela.org
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Sdfé {J/ Surrendered

Baéy Law

What is the Safely
Surrendered Baby Law?

ery baby deserves a chance for a healthy

. If someone you know is considering

abandoning a baby, let her know there are

other options. For three days (72 hours)

dafter birth, a baby can be surrendered to

staff at any bospital or fire station in

Los Angeles County.

A babys story

Fa.r]y in the morning on Apri] 9, 2005, a ]'u:a]l:h)r balry boy was saﬁ:]'y surrendered to nurses ar Harbor-
UCLA Medical Center. The woman who brought the baby to the hospital identified herself as the baby's aunt

and stated the baby’s mother had asked her to bring the baby to the hospital on her behalf. The aunt was given a
bracclet with 2 number matching the anklet placed on the baby; this would provide some identification in the event the
mother changed her mind about surrendering the baby and wished to reclaim the baby in the 14-day period allowed by the

Law. The aunt was also provided with a medical questionnaire and said she would have the mother complete and mail back in
the stamped return envelope provided. The baby was examined by medical staff and pronounced healthy and full-term. He was placed

EXHIBIT E

In Los Angeles Gounty: 1-877-BABY SAFE » 1-877-222-9723

How does it work?

A distressed parent who is unable or
unwilling to care for a baby can legally,
confidentially, and safely surrender a
baby within three days (72 hours) of
birth. The baby must be handed to an
cmployee at a hospital or fire station in
Los Angeles County. As long as the
IJSJ))V Sl'laws no si.gj1 DF ﬂbusc' or anlCth
no name or other information is
required. In casc the parent changes his
or her mind ar a later date and wants the
baby back, staff will usc bracelets to help
connect them to cach other. One
braceler will be placed on the baby, and
a matching bracclet will be given to the
parent or other surrendering adult.

What if a parent wants

the baby back?

Parents who change their minds can
begin the process of reclaiming their
baby within 14 days. Thesc parents
should call the Los Angeles County

Department of Children and Family
Services at 1-800-540-4000.

Can only a parent

bring in the baby?

No. While in most cases a parent will
bring in the baby, the Law allows other
people to bring in the baby if they have
lawful custody.

Does the parent or surrendering
adult have to call before
bringing in the baby?

No. A parent or surrendering adult can
bring in a baby anytime, 24 hours a day,
7 days a week, as long as the parent or
Sumndcring adult sLuTcndch t}lc IJa.by
to somconc who works at the hospital

or fire station.

with a loving family that had been approved to adopt him by the Department of Children and Family Scrvices.

www.babysafela.org

Does the parent or surrendering
adult have to tell anything to
the people taking the baby?

No. However, hospital or firc station
personnel will ask the surrendering party
to fill out a questionnaire designed to
gather important medical history
information, which is very uscful in
caring for the baby. The questionnaire
inClleCS a Stampcd return mvtlopc a.rld

can be sent in at a later time.

What happens to the baby?

The baby will be cxamined and given
medical treatment. Upon release from
the hospital, social workers immediately
place the baby in a safe and loving home
and begin the adoption process.

What happens to the parent
or surrendering adult?

Once the parent or surrendering
adult surrenders the baby o hospital
or firc station personnel, they may

leave at any time.

Why is California doing this?
The purpose of the Safely Surrendered
Baby Law is to protect babics from
bcing abandoned, hurt or killed by their
parents. You may have heard tragic
storics of babics left in dumpsters or
public bathrooms. Their parents may
have been under severe emotional
distress. The mothers may have hidden
their pregnancics, fearful of what would
happen if their families found out.
Because they were afraid and had no
onc or nowhere to turn for help, they
abandoned their babics. Abandoning a
baby is illegal and places the baby in
extreme danger. Too often, it results in
the baby’s death. The Safely
Surrendered Baby Law prevents this
tragedy from ever happening again in
California.
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EXHIBIT E

Lf)/ de Entrega de Bebes

Sin Peligro

Los recién nacidos pueden ser entregados en forma segura al personal ‘
de cualquier hospital o cuartel de bomberos del Condado de Los Angeles

Sin pena. Sin culpa. Sin nombres. :
En el Condado de Los Angeles: 1-877-BABY SAFE » 1-877-222-9723 “
www.babysafola.org N
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L@/ de Entrega de Bebés

Sin Peligro

iQué es la Ley de Entrega de
Bebés sin Peligro?

Cada recién nacido se merece la oportunidad
de tener una vida saludable. Si alguien que
usted conoce estd pensando en abandonar a un
recién nacido, informele que tiene otras
opciones. Hasta tres dias (72 horas) después del
ndcimiento, se pm’de entregar un recién nacido
al personal de cualquier hospital o cuartel de
bomberos del condado de Los Angeles.

Historia de un bebé

A la mafana temprano del dia 9 de abril de 2005, sc entregd un recién nacido saludable a las enfermeras del
Harbor-UCLA Medical Center. La mujer que llevé ¢l recién nacido al hospital sc dio a conocer como la tia del
bebé, y dijo que la madre le habia pedido que llevara al bebé al hospital en su nombre.  Le entregaron a la tia un
brazalete con un mimero que coincidia con la pulscra del bebé; esto servirfa como identificacién en caso de que la madre
cambiara de opinién con respecto a la entrega del bebé y decidicra recuperarlo dentro del periodo de 14 dias que permite esta
ley. También le dicron a la tia un cuestionario médico, y clla dijo que la madre lo llenaria y lo enviaria de vuclta dentro del sobre con
franqueo pagado que le habian dado. El personal médico examiné al bebé y se determing que estaba saludable y a término. El bebé fuc
ubicado con una bucna familia que ya habia sido aprobada para adoptarlo por el Departamento de Scrvicios para Nifos y Familias.

EXHIBIT E

En el Condado de Los Angeles: 1-877-BABY SAFE e 1-877-222-9723

¢Como funciona?

El padre/madre con dificultades que no
pucda 0 no quicra cuidar de su recién
nacido puede entregarlo en forma legal,
confidencial y segura dentro de los tres dias
(72 horas) del nacimiento. El bebé debe ser
entregado a un empleado de cualquicr
hospital o cuartel de bomberos del Condado
de Los Angeles. Siempre que el bebé no
presente signos de abuso o ncgli.gcncia. no
scrd necesario suministrar nombres ni
informacién alguna. Si ¢l padre/madre
cambia de opinién posteriormente y desca
recuperar a su bebé, los tmbajadorcs
utilizardn brazaletes para poder vincularlos.
El bebé llevard un brazalete y el
padre/madre o el adulto que lo entregue
recibird un brazaletc igual.

¢Qué pasa si el padre/madre
desea recuperar a su bebé?

Los padres que cambicen de opinién
pucden comenzar cl proceso de reclamar a
su recién nacido dentro de los 14 dias.
Estos padres deberdn llamar al
Departamento de Scrvicios para Nifios y
Familias (Department of Children and
Family Services) del Condado de Los
fmgd:s al 1-800-540-4000.

¢Solo los padres podran llevar
al recién nacido?

No. Si bicn en la mayoria de los casos
son los padres los que llevan al bebé, la
ley permite que otras personas lo hagan

si tienen custodia ;’egaf

¢Los padres o el adulto que
entrega al bebé deben llamar
antes de llevar al bebé?

No. El padrcfrna.drc o adulto pucd: llevar
al bebé en cualquicr momento, las 24
horas del dia, los 7 dias de la semana,
sicmprc y CUBIICIO CTI[ICgI.lCI'l asu b-cbc' aun

cmpleado del hospital o cuartel de
bomberos.

www.babysafela.org

¢Es necesario que el padre/
madre o adulto diga algo a las
personas que reciben al bebé?
No. Sin embargo, ¢l personal del hospital o
cuartel de bomberos le pedird a la persona
que entregue al bebé que llene un
cuestionario con la finalidad de recabar
antecedentes médicos importantes, que
resultan de gran utilidad para cuidar bien
del bebé. El cuestionario incluye un sobre
con ¢l scllo postal pagado para enviarlo en

oo momento.

¢ Qué pasara con el bebé?

El bebé serd examinado y le brindardn
atencion médica. Cuando le den el alta del
hospital, los trabajadores sociales
inmediatamente ubicardn al bebé en un
hogar scguro donde estard bicn atendido, y

se comenzard cl proceso de adopcién.

¢ Qué pasara con el padre/madre
o0 adulto que entregue al bebé?
Una vez que los padres o adulto hayan
entregado al bebé al personal del hospital o
cuartel de bomberos, pucden irse en
cualquicr momento.

iPor qué se esta haciendo esto
en California? ?

La finalidad dc la Ley de Entrega de Bebés
sin Peligro cs proteger a los bebés para que
no sean abandonados, lastimados o
mucrtos por sus padres. Usted
probablemente haya escuchado historias
trigicas sobre bebés abandonados en
basurcros o en bafios piblicos. Los padres
de csos bebés probablemente hayan estado
pasando por dificultades emocionales
graves. Las madres pueden haber ocultado
su embarazo, por temor a lo que pasarfa si
sus familias se enteraran. Abandonaron a
sus bebés porque tenian miedo ¥ no tenfan
nadic a quicn pedir ayuda. El abandono
de un recién nacido es ilegal y ponc al bebé

en una sitnacién de peligro extremo. Muy

a menudo el abandono provoca la muerte
del bebé. La Ley de Entrega de Bebés sin
Peligro impide que vuclva a suceder csta
tragedia en California.
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EXHIBIT F

SAMPLE

WORK ORDER FORMATS

F1 Time and Materials Basis

F2 Fixed Price Per Deliverable Basis

A STATEMENT OF WORK SHALL BE ATTACHED TO EACH INDIVIDUAL WORK ORDER
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Work Order No. County Master Agreement No.

Project Title:

EXHIBIT F1
Page 1 of 2

SAMPLE
SERVICES
WORK ORDER
(TIME AND MATERIALS BASIS)

(CONTRACTOR NAME)

Period of Performance:

County Requesting Department:
County Project Director:

County Manager/Supervisor:

GENERAL

Contractor shall satisfactorily perform all Services detailed in the Statement of Work
attached hereto as Exhibit __, on a time and materials basis, in compliance with the terms
and conditions of Contractor's Master Agreement identified above.

PERSONNEL
Contractor shall provide the below-listed personnel whose labor rates are as shown:
Skill Category

Name @$ .___Ihour.
Name @$ .___Ihour.
PAYMENT

A. The Total Maximum Amount that County shall pay Contractor for all Services to be
provided under this Work Order shall not exceed
Dollars ($ ).

B. Contractor shall invoice County only for hours actually worked, in accordance with the
terms and conditions of Contractor's Master Agreement. Contractor shall be
responsible for limiting the number of hours worked by Contractor Personnel under this
Work Order, not to exceed the Total Maximum Amount in Ill.A, above.

C. Contractor shall satisfactorily perform and complete all required Services in
accordance with Exhibit __ (Statement of Work) notwithstanding the fact that total
payment from County shall not exceed the Total Maximum Amount.

PMS RFSQ
Bid No. DMH110918B1



EXHIBIT F1
Page 2 of 2

Work Order No. County Master Agreement No.

D. CONTRACTOR shall submit all invoices under this Work Order to:

IV. SERVICES

In accordance with Master Agreement Subparagraph 3.3, Contractor may not be paid for
any task, deliverable, service, or other work that is not specified in this Work Order, and/or
that utilizes personnel not specified in this Work Order, and/or that exceeds the Total
Maximum Amount of this Work Order, and/or that goes beyond the expiration date of this Work
Order.

ALL TERMS OF THE MASTER AGREEMENT SHALL REMAIN IN FULL FORCE AND EFFECT.
THE TERMS OF THE MASTER AGREEMENT SHALL GOVERN AND TAKE PRECEDENCE
OVER ANY CONFLICTING TERMS AND/OR CONDITIONS IN THIS WORK ORDER. NEITHER
THE RATES NOR ANY OTHER SPECIFICATIONS IN THIS WORK ORDER ARE VALID OR
BINDING IF THEY DO NOT COMPLY WITH THE TERMS AND CONDITIONS OF THE MASTER
AGREEMENT.

Contractor’s signature on this Work Order document confirms Contractor's awareness of and
agreement with the provisions of Subparagraph 3.3 of the Master Agreement, which establish that
Contractor shall not be entitled to any compensation whatsoever for any task, deliverable, service,
or other work:

A. Thatis not specified in this Work Order, and/or

B.  That utilizes personnel not specified in this Work Order, and/or

C. That exceeds the Total Maximum Amount of this Work Order, and/or
D. That goes beyond the expiration date of this Work Order.

REGARDLESS OF ANY ORAL PROMISE MADE TO CONTRACTOR BY ANY COUNTY
PERSONNEL WHATSOEVER.

CONTRACTOR COUNTY OF LOS ANGELES
By: By:

Name: Name:

Title: Title:

Date: Date:
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EXHIBIT F2
Page 1 of 2

SAMPLE

SERVICES
WORK ORDER
(FIXED PRICE PER DELIVERABLE BASIS)

(CONTRACTOR NAME)

Work Order No. County Master Agreement No.

Project Title:

Period of Performance:

County Requesting Department:

County Project Director:

County Manager/Supervisor:

. GENERAL

Contractor shall satisfactorily perform all the tasks and provide all the deliverables detailed in
the Statement of Work attached hereto as Exhibit __, on a fixed price per deliverable basis,
in compliance with the terms and conditions of Contractor’'s Master Agreement.

II. PERSONNEL
Contractor shall provide the below-listed personnel:
Skill Category:

Name:

Name:

Name:

. PAYMENT

A. The Total Maximum Amount that County shall pay Contractor for all deliverables to be
provided under this Work Order is shown below:

Deliverable Maximum Amount

Total Maximum Amount:

PMS RFSQ
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EXHIBIT F2
Page 2 of 2

Work Order No. County Master Agreement No.

B. Contractor shall satisfactorily provide and complete all required deliverables in accordance
with Exhibit __ (Statement of Work) notwithstanding the fact that total payment from
County for all deliverables shall not exceed the Total Maximum Amount in lll.A, above.

C. Contractor shall submit all invoices under this Work Order to:

IV. SERVICES

In accordance with Master Agreement Subparagraph 3.3, Contractor may not be paid for
any task, deliverable, service, or other work that is not specified in this Work Order, and/or
that utilizes personnel not specified in this Work Order, and/or that exceeds the Total
Maximum Amount of this Work Order, and/or that goes beyond the expiration date of this Work
Order.

ALL TERMS OF THE MASTER AGREEMENT SHALL REMAIN IN FULL FORCE AND EFFECT.
THE TERMS OF THE MASTER AGREEMENT SHALL GOVERN AND TAKE PRECEDENCE
OVER ANY CONFLICTING TERMS AND/OR CONDITIONS IN THIS WORK ORDER. NEITHER
THE RATES NOR ANY OTHER SPECIFICATIONS IN THIS WORK ORDER ARE VALID OR
BINDING IF THEY DO NOT COMPLY WITH THE TERMS AND CONDITIONS OF THE MASTER
AGREEMENT.

Contractor’s signature on this Work Order document confirms Contractor's awareness of and
agreement with the provisions of Subparagraph 3.3 of the Master Agreement, which establish that
Contractor shall not be entitled to any compensation whatsoever for any task, deliverable, service,
or other work:

That is not specified in this Work Order, and/or

That utilizes personnel not specified in this Work Order, and/or

That exceeds the Total Maximum Amount of this Work Order, and/or
That goes beyond the expiration date of this Work Order.

o0 wp

REGARDLESS OF ANY ORAL PROMISE MADE TO CONTRACTOR BY ANY COUNTY
PERSONNEL WHATSOEVER.

CONTRACTOR COUNTY OF LOS ANGELES
By: BY:

Name: Name:

Title: Title:

Date: Date:
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EXHIBIT G

FORMS REQUIRED FOR EACH WORK ORDER
BEFORE WORK BEGINS

CERTIFICATION OF EMPLOYEE STATUS

CERTIFICATION OF NO CONFLICT OF INTEREST

Applicability of the forms below is based on the type of contract. A contract
involving Information Technology (IT) services includes Copyright Assignment
language whereas a non-IT Contract omits the Copyright Assignment language.

Additionally, a determination must be made whether the Contactor will complete a
Confidentiality Agreement on behalf of its employees or whether the Contractor’s
employees and non-employees will complete the Confidentiality Agreements
individually.

NON-IT CONTRACTS

G3 CONTRACTOR ACKNOWLEDGEMENT AND CONFIDENTIALITY
AGREEMENT

G4 CONTRACTOR EMPLOYEE ACKNOWLEDGEMENT AND CONFIDENTIALITY
AGREEMENT

G5  CONTRACTOR NON-EMPLOYEE ACKNOWLEDGEMENT AND
CONFIDENTIALITY AGREEMENT

OR

IT CONTRACTS

G3-IT CONTRACTOR ACKNOWLEDGEMENT, CONFIDENTIALITY, AND
COPYRIGHT ASSIGNMENT AGREEMENT

G4-IT CONTRACTOR EMPLOYEE ACKNOWLEDGEMENT, CONFIDENTIALITY, AND
COPYRIGHT ASSIGNMENT AGREEMENT

G5-IT CONTRACTOR NON-EMPLOYEE ACKNOWLEDGEMENT,
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EXHIBIT G1

SERVICES
WORK ORDER

CERTIFICATION OF EMPLOYEE STATUS

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work
cannot begin on the Work Order until County receives this executed document.)

CONTRACTOR NAME

Work Order No. County Master Agreement No.

| CERTIFY THAT: (1) | am an Authorized Official of Contractor; (2) the individual(s) named
below is(are) this organization’s employee(s); (3) applicable state and federal income tax, FICA,
unemployment insurance premiums, and workers' compensation insurance premiums, in the
correct amounts required by state and federal law, will be withheld as appropriate, and paid by
Contractor for the individual(s) named below for the entire time period covered by the attached
Work Order.

EMPLOYEES

| declare under penalty of perjury that the foregoing is true and correct.

Signature of Authorized Official

Printed Name of Authorized Official

Title of Authorized Official

Date

PMS RFSQ
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EXHIBIT G2

SERVICES
WORK ORDER

CERTIFICATION OF NO CONFLICT OF INTEREST

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work
cannot begin on the Work Order until County receives this executed document.)

CONTRACTOR NAME

Work Order No. County Master Agreement No.

Los Angeles County Code Section 2.180.010.A provides as follows:

“Certain contracts prohibited.

A Notwithstanding any other section of this code, the county shall not contract with, and shall reject any bid or
proposal submitted by, the persons or entities specified below, unless the board of supervisors finds that
special circumstances exist which justify the approval of such contract:

1. Employees of the county or of public agencies for which the board of supervisors is the
governing body;

2. Profit-making firms or businesses in which employees described in subdivision 1 of subsection A
serve as officers, principals, partners, or major shareholders;

3.  Persons who, within the immediately preceding 12 months, came within the provisions of
subdivision 1 of subsection A, and who:

a. Were employed in positions of substantial responsibility in the area of service to be
performed by the contract; or

b. Participated in any way in developing the contract or its service specifications; and

4.  Profit-making firms or businesses in which the former employees, described in subdivision 3 of
subsection A, serve as officers, principals, partners, or major shareholders.”

Contractor hereby declares and certifies that no Contractor Personnel, nor any other person acting on
Contractor’s behalf, who prepared and/or participated in the preparation of the bid or proposal submitted
for the Work Order specified above, is within the purview of County Code Section 2.180.010.A, above.

| declare under penalty of perjury that the foregoing is true and correct.

Signature of Authorized Official

Printed Name of Authorized Official

Title of Authorized Official

Date
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EXHIBIT G3

CONTRACTOR ACKNOWLEDGEMENT AND CONFIDENTIALITY AGREEMENT

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

The Contractor referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services to
the County. The County requires the Corporation to sign this Contractor Acknowledgement and Confidentiality Agreement.

CONTRACTOR ACKNOWLEDGEMENT:

Contractor understands and agrees that the Contractor employees, consultants, Outsourced Vendors and independent contractors
(Contractor’'s Staff) that will provide services in the above referenced agreement are Contractor's sole responsibility. Contractor
understands and agrees that Contractor’'s Staff must rely exclusively upon Contractor for payment of salary and any and all other
benefits payable by virtue of Contractor’s Staff's performance of work under the above-referenced Master Agreement.

Contractor understands and agrees that Contractor's Staff are not employees of the County of Los Angeles for any purpose
whatsoever and that Contractor's Staff do not have and will not acquire any rights or benefits of any kind from the County of
Los Angeles by virtue of my performance of work under the above-referenced Master Agreement. Contractor understands and
agrees that Contractor's Staff will not acquire any rights or benefits from the County of Los Angeles pursuant to any agreement
between any person or entity and the County of Los Angeles.

CONFIDENTIALITY AGREEMENT:

Contractor and Contractor’s Staff may be involved with work pertaining to services provided by the County of Los Angeles and, if so,
Contractor and Contractor’'s Staff may have access to confidential data and information pertaining to persons and/or entities receiving
services from the County. In addition, Contractor and Contractor’s Staff may also have access to proprietary information supplied by
other vendors doing business with the County of Los Angeles. The County has a legal obligation to protect all such confidential data
and information in its possession, especially data and information concerning health, criminal, and welfare recipient records.
Contractor and Contractor’s Staff understand that if they are involved in County work, the County must ensure that Contractor and
Contractor’s Staff, will protect the confidentiality of such data and information. Consequently, Contractor must sign this Confidentiality
Agreement as a condition of work to be provided by Contractor’s Staff for the County.

Contractor and Contractor's Staff hereby agrees that they will not divulge to any unauthorized person any data or information
obtained while performing work pursuant to the above-referenced Master Agreement between Contractor and the County of
Los Angeles. Contractor and Contractor's Staff agree to forward all requests for the release of any data or information received to
County’s Project Manager.

Contractor and Contractor’'s Staff agree to keep confidential all health, criminal, and welfare recipient records and all data and
information pertaining to persons and/or entities receiving services from the County, design concepts, algorithms, programs, formats,
documentation, Contractor proprietary information and all other original materials produced, created, or provided to Contractor and
Contractor's Staff under the above-referenced Master Agreement. Contractor and Contractor's Staff agree to protect these
confidential materials against disclosure to other than Contractor or County employees who have a need to know the information.
Contractor and Contractor’s Staff agree that if proprietary information supplied by other County vendors is provided to me during this
employment, Contractor and Contractor’s Staff shall keep such information confidential.

Contractor and Contractor’'s Staff agree to report any and all violations of this agreement by Contractor and Contractor’s Staff and/or
by any other person of whom Contractor and Contractor's Staff become aware.

Contractor and Contractor’s Staff acknowledge that violation of this agreement may subject Contractor and Contractor’s Staff to civil
and/or criminal action and that the County of Los Angeles may seek all possible legal redress.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:
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EXHIBIT G4

CONTRACTOR EMPLOYEE ACKNOWLEDGEMENT AND CONFIDENTIALITY AGREEMENT

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name Employee Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

Your employer referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services to
the County. The County requires your signature on this Contractor Employee Acknowledgement and Confidentiality Agreement.

EMPLOYEE ACKNOWLEDGEMENT:

| understand and agree that the Contractor referenced above is my sole employer for purposes of the above-referenced Master
Agreement. | understand and agree that | must rely exclusively upon my employer for payment of salary and any and all other
benefits payable to me or on my behalf by virtue of my performance of work under the above-referenced Master Agreement.

| understand and agree that | am not an employee of the County of Los Angeles for any purpose whatsoever and that | do not have
and will not acquire any rights or benefits of any kind from the County of Los Angeles by virtue of my performance of work under the
above-referenced Master Agreement. | understand and agree that | do not have and will not acquire any rights or benefits from the
County of Los Angeles pursuant to any agreement between any person or entity and the County of Los Angeles.

| understand and agree that | may be required to undergo a background and security investigation(s). | understand and agree that
my continued performance of work under the above-referenced Master Agreement is contingent upon my passing, to the satisfaction
of the County, any and all such investigations. | understand and agree that my failure to pass, to the satisfaction of the County, any
such investigation shall result in my immediate release from performance under this and/or any future Master Agreement.

CONFIDENTIALITY AGREEMENT:

I may be involved with work pertaining to services provided by the County of Los Angeles and, if so, | may have access to confidential
data and information pertaining to persons and/or entities receiving services from the County. In addition, | may also have access to
proprietary information supplied by other vendors doing business with the County of Los Angeles. The County has a legal obligation
to protect all such confidential data and information in its possession, especially data and information concerning health, criminal, and
welfare recipient records. | understand that if | am involved in County work, the County must ensure that |, too, will protect the
confidentiality of such data and information. Consequently, | understand that | must sign this agreement as a condition of my work to
be provided by my employer for the County. | have read this agreement and have taken due time to consider it prior to signing.

| hereby agree that | will not divulge to any unauthorized person any data or information obtained while performing work pursuant to
the above-referenced Master Agreement between my employer and the County of Los Angeles. | agree to forward all requests for
the release of any data or information received by me to my immediate supervisor.

| agree to keep confidential all health, criminal, and welfare recipient records and all data and information pertaining to persons and/or
entities receiving services from the County, design concepts, algorithms, programs, formats, documentation, Contractor proprietary
information and all other original materials produced, created, or provided to or by me under the above-referenced Master
Agreement. | agree to protect these confidential materials against disclosure to other than my employer or County employees who
have a need to know the information. | agree that if proprietary information supplied by other County vendors is provided to me
during this employment, | shall keep such information confidential.

| agree to report to my immediate supervisor any and all violations of this agreement by myself and/or by any other person of whom |
become aware. | agree to return all confidential materials to my immediate supervisor upon completion of this Master Agreement or
termination of my employment with my employer, whichever occurs first.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:
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EXHIBIT G5

CONTRACTOR NON-EMPLOYEE ACKNOWLEDGEMENT AND CONFIDENTIALITY AGREEMENT

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name Non-Employee Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

The Contractor referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services to
the County. The County requires your signature on this Contractor Non-Employee Acknowledgement and Confidentiality Agreement.

NON-EMPLOYEE ACKNOWLEDGEMENT:

| understand and agree that the Contractor referenced above has exclusive control for purposes of the above-referenced Master
Agreement. | understand and agree that | must rely exclusively upon the Contractor referenced above for payment of salary and any
and all other benefits payable to me or on my behalf by virtue of my performance of work under the above-referenced Master
Agreement.

| understand and agree that | am not an employee of the County of Los Angeles for any purpose whatsoever and that | do not have
and will not acquire any rights or benefits of any kind from the County of Los Angeles by virtue of my performance of work under the
above-referenced Master Agreement. | understand and agree that | do not have and will not acquire any rights or benefits from the
County of Los Angeles pursuant to any agreement between any person or entity and the County of Los Angeles.

| understand and agree that | may be required to undergo a background and security investigation(s). | understand and agree that
my continued performance of work under the above-referenced Master Agreement is contingent upon my passing, to the satisfaction
of the County, any and all such investigations. | understand and agree that my failure to pass, to the satisfaction of the County, any
such investigation shall result in my immediate release from performance under this and/or any future Master Agreement.

CONFIDENTIALITY AGREEMENT:

I may be involved with work pertaining to services provided by the County of Los Angeles and, if so, | may have access to confidential
data and information pertaining to persons and/or entities receiving services from the County. In addition, | may also have access to
proprietary information supplied by other vendors doing business with the County of Los Angeles. The County has a legal obligation
to protect all such confidential data and information in its possession, especially data and information concerning health, criminal, and
welfare recipient records. | understand that if | am involved in County work, the County must ensure that |, too, will protect the
confidentiality of such data and information. Consequently, | understand that | must sign this agreement as a condition of my work to
be provided by the above-referenced Contractor for the County. | have read this agreement and have taken due time to consider it
prior to signing.

| hereby agree that | will not divulge to any unauthorized person any data or information obtained while performing work pursuant
to the above-referenced Master Agreement between the above-referenced Contractor and the County of Los Angeles. | agree to
forward all requests for the release of any data or information received by me to the above-referenced Contractor.

| agree to keep confidential all health, criminal, and welfare recipient records and all data and information pertaining to persons and/or
entities receiving services from the County, design concepts, algorithms, programs, formats, documentation, Contractor proprietary
information, and all other original materials produced, created, or provided to or by me under the above-referenced Master
Agreement. | agree to protect these confidential materials against disclosure to other than the above-referenced Contractor or
County employees who have a need to know the information. | agree that if proprietary information supplied by other County vendors
is provided to me, | shall keep such information confidential.

| agree to report to the above-referenced Contractor any and all violations of this agreement by myself and/or by any other person of
whom | become aware. | agree to return all confidential materials to the above-referenced Contractor upon completion of this Master
Agreement or termination of my services hereunder, whichever occurs first.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:
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EXHIBIT G3-IT

CONTRACTOR ACKNOWLEDGEMENT, CONFIDENTIALITY, AND COPYRIGHT ASSIGNMENT AGREEMENT

Page 1 of 2

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

The Contractor referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services to
the County. The County requires the Corporation to sign this Contractor Acknowledgement, Confidentiality, and Copyright
Assignment Agreement.

CONTRACTOR ACKNOWLEDGEMENT:

Contractor understands and agrees that the Contractor employees, consultants, Outsourced Vendors and independent contractors
(Contractor’s Staff) that will provide services in the above referenced agreement are Contractor’'s sole responsibility. Contractor
understands and agrees that Contractor's Staff must rely exclusively upon Contractor for payment of salary and any and all other
benefits payable by virtue of Contractor’s Staff's performance of work under the above-referenced Master Agreement.

Contractor understands and agrees that Contractor's Staff are not employees of the County of Los Angeles for any purpose
whatsoever and that Contractor’'s Staff do not have and will not acquire any rights or benefits of any kind from the County of
Los Angeles by virtue of my performance of work under the above-referenced Master Agreement. Contractor understands and
agrees that Contractor’'s Staff will not acquire any rights or benefits from the County of Los Angeles pursuant to any agreement
between any person or entity and the County of Los Angeles.

CONFIDENTIALITY AGREEMENT:

Contractor and Contractor’s Staff may be involved with work pertaining to services provided by the County of Los Angeles and, if so,
Contractor and Contractor’'s Staff may have access to confidential data and information pertaining to persons and/or entities receiving
services from the County. In addition, Contractor and Contractor's Staff may also have access to proprietary information supplied by
other vendors doing business with the County of Los Angeles. The County has a legal obligation to protect all such confidential data
and information in its possession, especially data and information concerning health, criminal, and welfare recipient records.
Contractor and Contractor's Staff understand that if they are involved in County work, the County must ensure that Contractor and
Contractor’s Staff, will protect the confidentiality of such data and information. Consequently, Contractor must sign this Confidentiality
Agreement as a condition of work to be provided by Contractor’s Staff for the County.

Contractor and Contractor's Staff hereby agrees that they will not divulge to any unauthorized person any data or information
obtained while performing work pursuant to the above-referenced Master Agreement between Contractor and the County of
Los Angeles. Contractor and Contractor’s Staff agree to forward all requests for the release of any data or information received to
County’s Project Manager.

Contractor and Contractor's Staff agree to keep confidential all health, criminal, and welfare recipient records and all data and
information pertaining to persons and/or entities receiving services from the County, design concepts, algorithms, programs, formats,
documentation, Contractor proprietary information and all other original materials produced, created, or provided to Contractor and
Contractor's Staff under the above-referenced Master Agreement. Contractor and Contractor's Staff agree to protect these
confidential materials against disclosure to other than Contractor or County employees who have a need to know the information.
Contractor and Contractor’'s Staff agree that if proprietary information supplied by other County vendors is provided to me during this
employment, Contractor and Contractor’s Staff shall keep such information confidential.

Contractor and Contractor’'s Staff agree to report any and all violations of this agreement by Contractor and Contractor’s Staff and/or
by any other person of whom Contractor and Contractor’s Staff become aware.

Contractor and Contractor’s Staff acknowledge that violation of this agreement may subject Contractor and Contractor’s Staff to civil
and/or criminal action and that the County of Los Angeles may seek all possible legal redress.
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EXHIBIT G3-IT

CONTRACTOR ACKNOWLEDGEMENT, CONFIDENTIALITY, AND COPYRIGHT ASSIGNMENT AGREEMENT

Page 2 of 2

COPYRIGHT ASSIGNMENT AGREEMENT

Contractor and Contractor's Staff agree that all materials, documents, software programs and documentation, written designs, plans,
diagrams, reports, software development tools and aids, diagnostic aids, computer processable media, source codes, object codes,
conversion aids, training documentation and aids, and other information and/or tools of all types, developed or acquired by Contractor
and Contractor’s Staff in whole or in part pursuant to the above referenced Master Agreement, and all works based thereon, incorporated
therein, or derived therefrom shall be the sole property of the County. In this connection, Contractor and Contractor’s Staff hereby assign
and transfer to the County in perpetuity for all purposes all their right, title, and interest in and to all such items, including, but not limited
to, all unrestricted and exclusive copyrights, patent rights, trade secret rights, and all renewals and extensions thereof. Whenever
requested by the County, Contractor and Contractor’s Staff agree to promptly execute and deliver to County all papers, instruments, and
other documents requested by the County, and to promptly perform all other acts requested by the County to carry out the terms of this
agreement, including, but not limited to, executing an assignment and transfer of copyright in a form substantially similar to Exhibit H2,
attached hereto and incorporated herein by reference.

The County shall have the right to register all copyrights in the name of the County of Los Angeles and shall have the right to assign,
license, or otherwise transfer any and all of the County's right, title, and interest, including, but not limited to, copyrights, in and to the
items described above.

Contractor and Contractor’'s Staff acknowledge that violation of this agreement may subject them to civil and/or criminal action and
that the County of Los Angeles may seek all possible legal redress.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:
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EXHIBIT G4-IT

CONTRACTOR EMPLOYEE ACKNOWLEDGEMENT, CONFIDENTIALITY, AND COPYRIGHT ASSIGNMENT AGREEMENT

Page 1 of 2

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name Employee Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

Your employer referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services to
the County. The County requires your signature on this Contractor Employee Acknowledgement, Confidentiality, and Copyright
Assignment Agreement.

EMPLOYEE ACKNOWLEDGEMENT:

| understand and agree that the Contractor referenced above is my sole employer for purposes of the above-referenced Master
Agreement. | understand and agree that | must rely exclusively upon my employer for payment of salary and any and all other
benefits payable to me or on my behalf by virtue of my performance of work under the above-referenced Master Agreement.

| understand and agree that | am not an employee of the County of Los Angeles for any purpose whatsoever and that | do not have
and will not acquire any rights or benefits of any kind from the County of Los Angeles by virtue of my performance of work under the
above-referenced Master Agreement. | understand and agree that | do not have and will not acquire any rights or benefits from the
County of Los Angeles pursuant to any agreement between any person or entity and the County of Los Angeles.

| understand and agree that | may be required to undergo a background and security investigation(s). | understand and agree that
my continued performance of work under the above-referenced Master Agreement is contingent upon my passing, to the satisfaction
of the County, any and all such investigations. | understand and agree that my failure to pass, to the satisfaction of the County, any
such investigation shall result in my immediate release from performance under this and/or any future Master Agreement.

CONFIDENTIALITY AGREEMENT:

I may be involved with work pertaining to services provided by the County of Los Angeles and, if so, | may have access to confidential
data and information pertaining to persons and/or entities receiving services from the County. In addition, | may also have access to
proprietary information supplied by other vendors doing business with the County of Los Angeles. The County has a legal obligation
to protect all such confidential data and information in its possession, especially data and information concerning health, criminal, and
welfare recipient records. | understand that if | am involved in County work, the County must ensure that I, too, will protect the
confidentiality of such data and information. Consequently, | understand that | must sign this agreement as a condition of my work to
be provided by my employer for the County. | have read this agreement and have taken due time to consider it prior to signing.

| hereby agree that | will not divulge to any unauthorized person any data or information obtained while performing work pursuant to
the above-referenced Master Agreement between my employer and the County of Los Angeles. | agree to forward all requests for
the release of any data or information received by me to my immediate supervisor.

| agree to keep confidential all health, criminal, and welfare recipient records and all data and information pertaining to persons and/or
entities receiving services from the County, design concepts, algorithms, programs, formats, documentation, Contractor proprietary
information and all other original materials produced, created, or provided to or by me under the above-referenced Master
Agreement. | agree to protect these confidential materials against disclosure to other than my employer or County employees who
have a need to know the information. | agree that if proprietary information supplied by other County vendors is provided to me
during this employment, | shall keep such information confidential.

| agree to report to my immediate supervisor any and all violations of this agreement by myself and/or by any other person of whom |
become aware. | agree to return all confidential materials to my immediate supervisor upon completion of this Master Agreement or
termination of my employment with my employer, whichever occurs first.

COPYRIGHT ASSIGNMENT AGREEMENT

| agree that all materials, documents, software programs and documentation, written designs, plans, diagrams, reports, software
development tools and aids, diagnostic aids, computer processable media, source codes, object codes, conversion aids, training
documentation and aids, and other information and/or tools of all types, developed or acquired by me in whole or in part pursuant to the
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EXHIBIT G4-IT

CONTRACTOR EMPLOYEE ACKNOWLEDGEMENT, CONFIDENTIALITY, AND COPYRIGHT ASSIGNMENT AGREEMENT

Page 2 of 2

above referenced Master Agreement, and all works based thereon, incorporated therein, or derived therefrom shall be the sole property
of the County. In this connection, | hereby assign and transfer to the County in perpetuity for all purposes all my right, title, and interest in
and to all such items, including, but not limited to, all unrestricted and exclusive copyrights, patent rights, trade secret rights, and all
renewals and extensions thereof. Whenever requested by the County, | agree to promptly execute and deliver to County all papers,
instruments, and other documents requested by the County, and to promptly perform all other acts requested by the County to carry out
the terms of this agreement, including, but not limited to, executing an assignment and transfer of copyright in a form substantially similar
to Exhibit H1, attached hereto and incorporated herein by reference.

The County shall have the right to register all copyrights in the name of the County of Los Angeles and shall have the right to assign,
license, or otherwise transfer any and all of the County's right, title, and interest, including, but not limited to, copyrights, in and to the
items described above.

| acknowledge that violation of this agreement may subject me to civil and/or criminal action and that the County of Los Angeles may
seek all possible legal redress.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:
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EXHIBIT G5-IT

CONTRACTOR NON-EMPLOYEE ACKNOWLEDGEMENT, CONFIDENTIALITY,
AND COPYRIGHT ASSIGNMENT AGREEMENT

Page 1 of 2

(Note: This certification is to be executed and returned to County with Contractor's executed Work Order. Work cannot begin
on the Work Order until County receives this executed document.)

Contractor Name Non-Employee Name

Work Order No. County Master Agreement No.

GENERAL INFORMATION:

The Contractor referenced above has entered into a Master Agreement with the County of Los Angeles to provide certain services
to the County. The County requires your signature on this Contractor Non-Employee Acknowledgement, Confidentiality, and
Copyright Assignment Agreement.

NON-EMPLOYEE ACKNOWLEDGEMENT:

| understand and agree that the Contractor referenced above has exclusive control for purposes of the above-referenced Master
Agreement. | understand and agree that | must rely exclusively upon the Contractor referenced above for payment of salary and
any and all other benefits payable to me or on my behalf by virtue of my performance of work under the above-referenced Master
Agreement.

| understand and agree that | am not an employee of the County of Los Angeles for any purpose whatsoever and that | do not have
and will not acquire any rights or benefits of any kind from the County of Los Angeles by virtue of my performance of work under the
above-referenced Master Agreement. | understand and agree that | do not have and will not acquire any rights or benefits from the
County of Los Angeles pursuant to any agreement between any person or entity and the County of Los Angeles.

| understand and agree that | may be required to undergo a background and security investigation(s). | understand and agree that
my continued performance of work under the above-referenced Master Agreement is contingent upon my passing, to the
satisfaction of the County, any and all such investigations. | understand and agree that my failure to pass, to the satisfaction of the
County, any such investigation shall result in my immediate release from performance under this and/or any future Master
Agreement.

CONFIDENTIALITY AGREEMENT:

I may be involved with work pertaining to services provided by the County of Los Angeles and, if so, | may have access to
confidential data and information pertaining to persons and/or entities receiving services from the County. In addition, | may also
have access to proprietary information supplied by other vendors doing business with the County of Los Angeles. The County has a
legal obligation to protect all such confidential data and information in its possession, especially data and information concerning
health, criminal, and welfare recipient records. | understand that if | am involved in County work, the County must ensure that I, too,
will protect the confidentiality of such data and information. Consequently, | understand that | must sign this agreement as a
condition of my work to be provided by the above-referenced Contractor for the County. | have read this agreement and have taken
due time to consider it prior to signing.

| hereby agree that | will not divulge to any unauthorized person any data or information obtained while performing work pursuant
to the above-referenced Master Agreement between the above-referenced Contractor and the County of Los Angeles. | agree to
forward all requests for the release of any data or information received by me to the above-referenced Contractor.

| agree to keep confidential all health, criminal, and welfare recipient records and all data and information pertaining to persons
and/or entities receiving services from the County, design concepts, algorithms, programs, formats, documentation, Contractor
proprietary information, and all other original materials produced, created, or provided to or by me under the above-referenced
Master Agreement. | agree to protect these confidential materials against disclosure to other than the above-referenced Contractor
or County employees who have a need to know the information. | agree that if proprietary information supplied by other County
vendors is provided to me, | shall keep such information confidential.
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| agree to report to the above-referenced Contractor any and all violations of this agreement by myself and/or by any
other person of whom | become aware. | agree to return all confidential materials to the above-referenced Contractor
upon completion of this Master Agreement or termination of my services hereunder, whichever occurs first.

COPYRIGHT ASSIGNMENT AGREEMENT

| agree that all materials, documents, software programs and documentation, written designs, plans, diagrams, reports,
software development tools and aids, diagnostic aids, computer processable media, source codes, object codes,
conversion aids, training documentation and aids, and other information and/or tools of all types, developed or acquired by
me in whole or in part pursuant to the above referenced contract, and all works based thereon, incorporated therein, or
derived therefrom shall be the sole property of the County. In this connection, | hereby assign and transfer to the County in
perpetuity for all purposes all my right, title, and interest in and to all such items, including, but not limited to, all unrestricted
and exclusive copyrights, patent rights, trade secret rights, and all renewals and extensions thereof. Whenever requested
by the County, | agree to promptly execute and deliver to County all papers, instruments, and other documents requested
by the County, and to promptly perform all other acts requested by the County to carry out the terms of this agreement,
including, but not limited to, executing an assignment and transfer of copyright in a form substantially similar to Exhibit H1,
attached hereto and incorporated herein by reference.

The County shall have the right to register all copyrights in the name of the County of Los Angeles and shall have the
right to assign, license, or otherwise transfer any and all of the County's right, title, and interest, including, but not limited
to, copyrights, in and to the items described above.

| acknowledge that violation of this agreement may subject me to civil and/or criminal action and that the County of
Los Angeles may seek all possible legal redress.

SIGNATURE: DATE: / /

PRINTED NAME:

POSITION:

PMS RFSQ
Bid No. DMH110918B1



Exhibit G6

CONTRACTOR’S COMPLIANCE
WITH ENCRYPTION REQUIREMENTS

Contractor Name:

Contract Number:

Contractor shall provide information about its encryption practices by completing this
Exhibit. By submitting this Exhibit, Contractor certifies that it will be in compliance with Los
Angeles County Board of Supervisors Policy 5.200, Contractor Protection of Electronic
County Information, at the commencement of any contract and during the term of any
contract that may be awarded pursuant to this solicitation.

COMPLIANCE QUESTIONS

DOCUMENTATION

AVAILABLE
YES NO NA YES NO
Will County data stored on your workstation(s) be encrypted? O O O ] ]
If “NO”, or N/A please explain.
YES NO N/A YES NO
Will County data stored on your laptop(s) be encrypted? O O O ] ]
If “NO”, or N/A please explain.
YES NO N/A YES NO
Will County data stored on removable media be encrypted? O O O O O
If “NO”, or N/A please explain.
YES NO N/A YES NO
Will County data be encrypted when transported? O O O O 0O
If “NO”, or N/A please explain.
YES NO N/A YES NO
Will Contractor maintain a copy of any validation /
attestation reports generated by its encryption tools? O O 0O [ [
If “NO”, or N/A please explain.
YES NO N/A YES NO
Will County data be stored on remote servers*?
*Cloud storage, Software-as-a-Service or SaaS D D D D D
If yes, please provide public URL and hosting information for the server.
URL:
Authorized Signatory Name (Print) Authorized Signatory Official
Title
Authorized Signatory Signature Date
PMS RFSQ

Bid No. DMH110918B1



EXHIBIT G7
COUNTY OF LOS ANGELES
AGREEMENT FOR ACCEPTABLE USE
AND
CONFIDENTIALITY OF
COUNTY INFORMATION TECHNOLOGY RESOURCES

ANNUAL

As a County of Los Angeles (County) employee, contractor, subcontractor, volunteer, or other
authorized user of County information technology (IT) resources, | understand that | occupy a position
of trust. Furthermore, I shall use County IT resources in accordance with my Department’s policies,
standards, and procedures. | understand that County IT resources shall not be used for:
O For any unlawful purpose;
O For any purpose detrimental to the County or its interests;
O For personal financial gain;
O In any way that undermines or interferes with access to or use of County IT resources for official
County purposes;
O In any way that hinders productivity, efficiency, customer service, or interferes with a County IT
user’s performance of his/her official job duties;

I shall maintain the confidentiality of County IT resources (e.g., business information, personal
information, and confidential information).

This Agreement is required by Board of Supervisors Policy No. 6.101 — Use of County Information
Technology Resources, which may be consulted directly at website
http://countypolicy.co.la.ca.us/6.101.htm.

As used in this Agreement, the term “County IT resources" includes, without limitation, computers,
systems, networks, software, and data, documentation and other information, owned, leased, managed,
operated, or maintained by, or in the custody of, the County or non-County entities for County purposes.
The definitions of the terms “County IT resources”, “County IT user”, “County IT security incident”,
“County Department”, and “computing devices” are fully set forth in Board of Supervisors Policy No.
6.100 — Information Technology and Security Policy, which may be consulted directly at website
http://countypolicy.co.la.ca.us/6.100.htm. The terms “personal information" and "confidential
information™ shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and Confidential Information,
which may be consulted directly at website http://countypolicy.co.la.ca.us/3.040.htm.

As a County IT user, | agree to the following:

1. Computer crimes: | am aware of California Penal Code Section 502(c) — Comprehensive
Computer Data Access and Fraud Act (set forth, in part, below). | shall immediately report to my
management any suspected misuse or crimes relating to County IT resources or otherwise.

2. No Expectation of Privacy: I do not expect any right to privacy concerning my activities related
to County IT resources, including, without limitation, in anything | create, store, send, or receive
using County IT resources. | understand that having no expectation to

PMS RFSQ
Bid No. DMH110918B1
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any right to privacy includes, for example, that my access and use of County IT resources may be
monitored or investigated by authorized persons at any time, without notice or consent.

. Activities related to County IT resources: | understand that my activities related to County IT
resources (e.g., email, instant messaging, blogs, electronic files, County Internet services, and
County systems) may be logged/stored, may be a public record, and are subject to audit and
review, including, without limitation, periodic monitoring and/or investigation, by authorized
persons at any time. | shall not either intentionally, or through negligence, damage, interfere with
the operation of County IT resources. | shall neither, prevent authorized access, nor enable
unauthorized access to County IT resources responsibly, professionally, ethically, and lawfully.

. County IT security incident reporting: T shall notify the County Department’s Help Desk and/or
Departmental Information Security Officer (DISO) as soon as a County IT security incident is
suspected.

. Security access controls: | shall not subvert or bypass any security measure or system which has
been implemented to control or restrict access to County IT resources and any related restricted
work areas and facilities. |1 shall not share my computer identification codes and other
authentication mechanisms (e.g., logon identification (ID), computer access codes, account
codes, passwords, SecurlD cards/tokens, biometric logons, and smartcards).

. Passwaords: I shall not keep or maintain any unsecured record of my password(s) to access County
IT resources, whether on paper, in an electronic file, or otherwise. | shall comply with all County
and County Department policies relating to passwords. | shall immediately report to my
management any compromise or suspected compromise of my password(s) and have the
password(s) changed immediately.

. Business purposes: I shall use County IT resources in accordance with my Department’s policies,
standards, and procedures.

. Confidentiality: | shall not send, disseminate, or otherwise expose or disclose to any person or
organization, any personal and/or confidential information, unless specifically authorized to do so
by County management. This includes, without limitation information that is subject to Health
Insurance Portability and Accountability Act of 1996, Health Information Technology for
Economic and Clinical Health Act of 2009, or any other confidentiality or privacy legislation.

. Computer virus and other malicious devices: | shall not intentionally introduce any malicious
device (e.g., computer virus, spyware, worm, key logger, or malicious code), into any County IT
resources. | shall not use County IT resources to intentionally introduce any malicious device into
any County IT resources or any non-County IT systems or networks. | shall not disable, modify,
or delete computer security software (e.g., antivirus software, antispyware software, firewall
software, and host intrusion prevention software) on County IT resources. | shall notify the
County Department’s Help Desk and/or DISO as soon as any item of County IT resources is
suspected of being compromised by a malicious device.




10.

11.

12.

13.

14.

15.

16.

Offensive materials: | shall not access, create, or distribute (e.g., via email) any offensive
materials (e.g., text or images which are sexually explicit, racial, harmful, or insensitive) on
County IT resources (e.g., over County-owned, leased, managed, operated, or maintained local
or wide area networks; over the Internet; and over private networks), unless authorized to do so
as a part of my assigned job duties (e.g., law enforcement). I shall report to my management any
offensive materials observed or received by me on County IT resources.

Internet: | understand that the Internet is public and uncensored and contains many sites that may
be considered offensive in both text and images. | shall use County Internet services in
accordance with my Department’s policies and procedures. I understand that my use of the
County Internet services may be logged/stored, may be a public record, and are subject to audit
and review, including, without limitation, periodic monitoring and/or investigation, by
authorized persons at any time. | shall comply with all County Internet use policies, standards,
and procedures. | understand that County Internet services may be filtered, but in my use of
them, | may be exposed to offensive materials. | agree to hold County harmless from and against
any and all liability and expense should | be inadvertently exposed to such offensive materials.

Electronic Communications: | understand that County electronic communications (e.g., email,
text messages, etc.) created, sent, and/or stored using County electronic communications
systems/applications/services are the property of the County. AIll such electronic
communications may be logged/stored, may be a public record, and are subject to audit and
review, including, without limitation, periodic monitoring and/or investigation, by authorized
persons at any time, without notice or consent. | shall comply with all County electronic
communications use policies and use proper business etiquette when communicating over
County electronic communications systems/applications/services.

Public forums: I shall only use County IT resources to create, exchange, publish, distribute, or
disclose in public forums (e.g., blog postings, bulletin boards, chat rooms, Twitter, Facebook,
MySpace, and other social networking services) any information (e.g., personal information,
confidential information, political lobbying, religious promotion, and opinions) in accordance with
Department’s policies, standards, and procedures.

Internet storage sites: | shall not store County information (i.e., personal, confidential (e.g.,
social security number, medical record), or otherwise sensitive (e.g., legislative data)) on any
Internet storage site in accordance with Department’s policies, standards, and procedures.

Copyrighted and other proprietary materials: | shall not copy or otherwise use any copyrighted or
other proprietary County IT resources (e.g., licensed software and documentation, and data),
except as permitted by the applicable license agreement and approved by designated County
Department management. | shall not use County IT resources to infringe on copyrighted
material.

Compliance with County ordinances, rules, regulations, policies, procedures, guidelines,
directives, and agreements: | shall comply with all applicable County ordinances, rules,
regulations, policies, procedures, guidelines, directives, and agreements relating to County IT
resources. These include, without limitation, Board of Supervisors Policy No. 6.100 — Information
Technology and Security Policy, Board of Supervisors Policy No.




17. Disciplinary action and other actions and penalties for non-compliance: | understand that my non-
compliance with any provision of this Agreement may result in disciplinary action and other
actions (e.g., suspension, discharge, denial of access, and termination of contracts) as well as both
civil and criminal penalties and that County may seek all possible legal redress.

CALIFORNIA PENAL CODE SECTION 502(c)
"COMPREHENSIVE COMPUTER DATA ACCESS AND FRAUD ACT™

Below is a section of the "Comprehensive Computer Data Access and Fraud Act” as it pertains
specifically to this Agreement. California Penal Code Section 502(c) is incorporated in its entirety
into this Agreement by reference, and all provisions of Penal Code Section 502(c) shall apply.
For a complete copy, consult the Penal Code directly at website www.leginfo.ca.gov/.

502(c) Any person who commits any of the following acts is guilty of a public offense:

(1) Knowingly accesses and without permission alters, damages, deletes, destroys, or
otherwise uses any data, computer, computer system, or computer network in
order to either (A) devise or execute any scheme or artifice to defraud, deceive,
or extort, or (B) wrongfully control or obtain money, property, or data.

(2) Knowingly accesses and without permission takes, copies, or makes use of any data
from a computer, computer system, or computer network, or takes or copies any
supporting documentation, whether existing or residing internal or external to a
computer, computer system, or computer network.

(3) Knowingly and without permission uses or causes to be used computer
services.

(4) Knowingly accesses and without permission adds, alters, damages, deletes, or
destroys any data, computer software, or computer programs which reside or exist
internal or external to a computer, computer system, or computer network.

(5) Knowingly and without permission disrupts or causes the disruption of computer
services or denies or causes the denial of computer services to an authorized user
of a computer, computer system, or computer network.

(6) Knowingly and without permission provides or assists in providing a means of
accessing a computer, computer system, or computer network in violation of this
section.

(7) Knowingly and without permission accesses or causes to be accessed any computer,
computer system, or computer network.



http://www.leginfo.ca.gov/

(8) Knowingly introduces any computer contaminant into any computer,
computer system, or computer network.

(9) Knowingly and without permission uses the Internet domain name of another
individual, corporation, or entity in connection with the sending of one or more
electronic mail messages, and thereby damages or causes damage to a computer,
computer system, or computer network.

I HAVE READ AND UNDERSTAND THE ABOVE AGREEMENT:

County IT User’s Name County IT User’s Signature
County IT User’s Employee/ID Number Date
Manager’s Name Manager’s Signature

Manager’s Title Date



EXHIBIT G8
INFORMATION SECURITY AND PRIVACY REQUIREMENTS

This Exhibit (Information Security and Privacy Requirements) sets forth information security procedures
to be established by Contractor and maintained throughout the term of the Purchase Order. These
procedures are in addition to the requirements of the Purchase Order between the Parties. They
present a minimum standard only. It is Contractor’s sole obligation to: (i) implement appropriate
administrative, physical and technical measures to secure its systems and data to protect and ensure the
privacy, confidentiality, integrity and availability of County Data (consisting of but not limited to County
Confidential Information, Personally Identifiable Information, and Protected Health Information) against
internal and external threats, vulnerabilities and risks; and (ii) continuously review and revise those
measures to address ongoing threats, vulnerabilities and risks. Failure to comply with the minimum
standards set forth in this Exhibit (Information Security and Privacy Requirements) will constitute a
material, non-curable breach of the Purchase Order by Contractor, entitling County, in addition to and
cumulative of all other remedies available to it at law, in equity, or under the Purchase Order, to
immediately terminate the Purchase Order.

1. Security Policy. Contractor shall establish and maintain a formal, documented, mandated,
company-wide information security program, including security policies, standards and
procedures (collectively “Information Security Policy”). The Information Security Policy will be
communicated to all Contractor personnel, agents and subcontractors in a relevant, accessible,
and understandable form and will be regularly reviewed and evaluated to ensure its operational
effectiveness, compliance with all applicable laws and regulations, and to address new threats
and risks.

2. Personnel and Contractor Protections. Contractor shall screen and conduct background checks
on all Contractor personnel exposed to County Confidential Information and require all
employees and contractors to sign an appropriate written confidentiality/non-disclosure
agreement. All agreements with third-parties involving access to Contractor’s systems and data,
including all outsourcing arrangements and maintenance and support agreements (including
facilities maintenance), shall specifically address security risks, controls, and procedures for
information systems. Contractor shall supply each of its Contractor personnel with appropriate,
ongoing training regarding information security procedures, risks, vulnerabilities and threats.
Contractor shall have an established set of procedures to ensure Contractor personnel promptly
report actual and/or suspected breaches of security.

3. Removable Media. Except in the context of Contractor’s routine back-ups or as otherwise
specifically authorized by County in writing, Contractor shall institute strict administrative,
physical and logical security controls to prevent transfer of County information to any form of
Removable Media. For purposes of this Exhibit (Information Security and Privacy Requirements),
“Removable Media” means portable or removable hard disks, floppy disks, USB memory drives,
zip disks, optical disks, CDs, DVDs, digital film, digital cameras, memory cards (e.g., Secure Digital
(SD), Memory Sticks (MS), CompactFlash (CF), Smart Media (SM), Multimedia Card (MMC), and
xD-Picture Card (xD)), magnetic tape, and all other removable data storage media.

4, Storage, Transmission, and Destruction of Personally Identifiable Information and Protected
Health Information. All Personally Identifiable Information and Protected Health Information



shall be rendered unusable, unreadable, or indecipherable to unauthorized individuals in
accordance with HIPAA, as amended and supplemented by the HITECH Act and the California
Civil Code section 1798 et seq. Without limiting the generality of the foregoing, Contractor shall
encrypt (i.e., National Institute of Standards and Technology (NIST) Special Publication (SP) 800-
111 Guide to Storage Encryption Technologies for End User Devices') all Personally Identifiable
Information and electronic Protected Health Information (stored and during transmission) in
accordance with HIPAA and the HITECH Act, as implemented by the U.S. Department of Health
and Human Services. If Personally Identifiable Information and Protected Health Information is
no longer required to be retained by Contractor under the Agreement and applicable law,
Contractor shall destroy such Personally ldentifiable Information and Protected Health
Information by: (a) shredding or otherwise destroying paper, film, or other hard copy media so
that the Personally Identifiable Information and Protected Health Information cannot be read or
otherwise cannot be reconstructed; and (b) clearing, purging, or destroying electronic media
containing Personally Identifiable Information and Protected Health Information consistent with
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-88, Guidelines
for Media Sanitization? and US Department of Defense (DOD) 5220.22-M data sanitization and
clearing directive® such that the Personally Identifiable Information and Protected Health
Information cannot be retrieved.

5. Data Control, Media Disposal and Servicing. Subject to and without limiting the requirements
under Section 4 (Storage, Transmission and Destruction of Personally Identifiable Information
and Protected Health Information), County Data (i) may only be made available and accessible
to those parties explicitly authorized under the Agreement or otherwise expressly Approved by
County in writing; (ii) if transferred across the Internet, any wireless network (e.g., cellular,
802.11x, or similar technology), or other public or shared networks, must be protected using
industry standard encryption technology in accordance with the NIST SP 800-52 Guidelines for
the Selection and use of Transport Layer Security Implementations®; and (iii) if transferred using
Removable Media (as defined above) must be sent via a bonded courier or protected using
industry standard encryption technology in accordance with NIST SP 800-111 Guide to Storage
Encryption Technologies for End User Devices®. The foregoing requirements shall apply to back-
up data stored by Contractor at off-site facilities. In the event any hardware, storage media, or
Removable Media must be disposed of or sent off-site for servicing, Contractor shall ensure all
County Confidential Information, including Personally Identifiable Information and Protected
Health Information, has been cleared, purged, or scrubbed from such hardware and/or media
using industry best practices in accordance with NIST SP 800-88, Guidelines for Media
Sanitization®).

6. Hardware Return. Upon termination or expiration of the Agreement or at any time upon
County’s request, Contractor will return all hardware, if any, provided by County containing
Personally Identifiable Information, Protected Health Information, or County Confidential
Information to County. The Personally Identifiable Information, Protected Health Information,

and County Confidential Information shall not be removed or

altered in any way. The hardware

* Available at http://www.csrc.nist.gov/
: Available at http://www.csrc.nist.gov/
s Available at http://www.dtic.mil/whs/directives/corres/pdf/522022MSupl.pdf
« Available at http://www.csrc.nist.gov/
s Available at http://www.csrc.nist.gov/
¢ Available at http://www.csrc.nist.gov/



http://www.dtic.mil/whs/directives/corres/pdf/522022MSup1.pdf

8.

10.

should be physically sealed and returned via a bonded courier or as otherwise directed by
County. In the event the hardware containing County Confidential Information or Personally
Identifiable Information is owned by Contractor or a third-party, a notarized statement,
detailing the destruction method used and the data sets involved, the date of destruction, and
the company or individual who performed the destruction will be sent to a designated County
security representative within fifteen (15) days of termination or expiration of the Agreement or
at any time upon County’s request. Contractor’s destruction or erasure of Personal Information
and Protected Health Information pursuant to this Section shall be in compliance with industry
Best Practices (e.g., NIST Special Publication 800-88, Guidelines for Media Sanitization”).

Physical and Environmental Security. Contractor facilities that process County Data will be
housed in secure areas and protected by perimeter security such as barrier access controls (e.g.,
the use of guards and entry badges) that provide a physically secure environment from
unauthorized access, damage, and interference.

Communications and Operational Management. Contractor shall: (i) monitor and manage all of

its information processing facilities, including, without limitation, implementing operational
procedures, change management and incident response procedures; and (ii) deploy adequate
anti-viral software and adequate back-up facilities to ensure essential business information can
be promptly recovered in the event of a disaster or media failure; and (iii) ensure its operating
procedures will be adequately documented and designed to protect information, computer
media, and data from theft and unauthorized access.

Access Control. Contractor shall implement formal procedures to control access to its systems,
services, and data, including, but not limited to, user account management procedures and the
following controls:

a. Network access to both internal and external networked services shall be controlled,
including, but not limited to, the use of properly configured firewalls;

b. Operating systems will be used to enforce access controls to computer resources
including, but not limited to, authentication, authorization, and event logging;

C. Applications will include access control to limit user access to information and
application system functions; and

d. All systems will be monitored to detect deviation from access control policies and
identify suspicious activity. Contractor shall record, review and act upon all events in
accordance with incident response policies set forth below.

Security Incident. A "Security Incident" shall have the meaning given to such term in 45 C.F.R. §
164.304.

a Contractor will promptly notify (but in no event more than twenty-four (24) hours after
the detection of a Security Incident) the designated County security contact by

7 Available at http://www.csrc.nist.gov/



11

telephone and subsequently via written letter of any potential or actual security attacks
or Security Incidents.

The notice shall include the approximate date and time of the occurrence and a
summary of the relevant facts, including a description of measures being taken to
address the occurrence. A Security Incident includes instances in which internal
personnel access systems in excess of their user rights or use the systems
inappropriately.

Contractor will provide a monthly report of all Security Incidents noting the actions
taken. This will be provided via a written letter to the County security representative on
or before the first (1st) week of each calendar month. County or its third-party designee
may, but is not obligated, perform audits and security tests of Contractor’s environment
that may include, but are not limited to, interviews of relevant personnel, review of
policies, procedures and guidelines, and other documentation, or technical inspection of
systems, as they relate to the receipt, maintenance, use, retention, and authorized
destruction of County Data.

In the event County desires to conduct an unannounced penetration test, County shall
provide contemporaneous notice to Contractor’s Vice President of Audit, or such
equivalent position. Any of County’s regulators shall have the same right upon request.
Contractor shall provide all information reasonably requested by County in connection
with any such audits and shall provide reasonable access and assistance to County or its
regulators upon request. Contractor agrees to comply with all reasonable
recommendations that result from such inspections, tests, and audits within reasonable
timeframes. County reserves the right to view, upon request, any original security
reports that Contractor has undertaken on its behalf to assess Contractor’s own
network security. If requested, copies of these reports will be sent via bonded courier to
the County security contact. Contractor will notify County of any new assessments.

Contractor Self Audit. Contractor will provide to County a summary of: (1) the results of any
security audits, security reviews, or other relevant audits listed below, conducted by Contractor
or a third-party as applicable; and (2) the corrective actions or modifications, if any, Contractor
will implement in response to such audits.

Relevant audits conducted by Contractor as of the Effective Date include:

a.

ISO 27001:2013 (Information Security Management) or FDA’s Quality System

Regulation, etc. — Contractor-Wide. A full recertification is conducted every three (3)
years with surveillance audits annually.

i. External Audit - Audit conducted by non-Contractor personnel, to assess
Contractor’s level of compliance to applicable regulations, standards, and
contractual requirements.

ii. Internal Audit . Audit conducted by qualified Contractor Personnel (or
contracted designee) not responsible for the area of review, of Contractor
organizations, operations, processes, and procedures, to assess compliance to



and effectiveness of Contractor’s Quality System (“CQS”) in support of
applicable regulations, standards, and requirements.

iiii. Supplier Audit - Quality audit conducted by qualified Contractor Personnel
(or
contracted designee) of product and service suppliers contracted by
Contractor for internal or Contractor client use.

iv. Detailed findings- are not published externally, but a summary of the report
findings, and corrective actions, if any, will be made available to County as
provided above and the ISO certificate is published on Contractor's website.

b. SSAE-16 (formerly known as SAS -70 Il) — As to the Hosting Services only:

i Audit spans a full twelve (12) months of operation and is produced every six (6)
months (end of June, end of December) to keep it “fresh”.

ii. The resulting detailed report is available to County.

Detailed findings are not published externally, but a summary of the report findings, and
corrective actions, if any, will be made available to County as provided above.

12.  Security Audits. In addition to the audits described in Section 10 (Contractor Self Audit), during
the term of the Agreement, County or its third-party designee may annually, or more
frequently as agreed in writing by the Parties, request a security audit (e.g., attestation of
security controls) of Contractor's data center and systems. The audit will take place at a time
mutually agreed to by the Parties, but in no event on a date more than ninety (90) days
from the date of the request by County. County's request for security audit will
specify the areas (e.g., Administrative, Physical and Technical) that are subject to the audit
and may include but not limited to physical controls inspection, process reviews, policy reviews,
evidence of external and internal vulnerability scans, penetration tests results, evidence of code
reviews, and evidence of system configuration and audit log reviews. County shall pay for all
third-party costs associated with the audit. It is understood that summary data of the results
may filtered to remove the specific information of other Contractor customers such as IP
address, server names, and others. Contractor shall cooperate with County in the
development of the scope and methodology for the audit, and the timing and implementation
of the audit. Any of the County's regulators shall have the same right upon request, to request
an audit as described above. Contractor agrees to comply with all reasonable
recommendations that result from such inspections, tests, and audits within reasonable
timeframes



EXHIBIT G9
Protection of Electronic County PI, PHI, and Mi
(Data Encryption)

Contractor and Subcontractors that electronically transmit or store personal information (PI),
protected health information (PHI) and/or medical information (MI) shall comply with the
encryption standards set forth below. Pl is defined in California Civil Code Section 1798.29(g).
PHI is defined in Health Insurance Portability and Accountability Act of 1996 (HIPAA), and
implementing regulations. Ml is defined in California Civil Code Section 56.05(j).

1.

Stored Data

Contractors’ and Subcontractors’ workstations and portable devices (e.g., mobile, wearables, tablets,
thumb drives, external hard drives) require encryption (i.e. software and/or hardware) in accordance
with: (a) Federal Information Processing Standard Publication (FIPS) 140-2; (b) National Institute of
Standards and Technology (NIST) Special Publication 800-57.

Recommendation for Key Management — Part 2: Best Practices for Key Management Organization;
and (d) NIST Special Publication 800-111 Guide to Storage Encryption Technologies for End User
Devices. Advanced Encryption Standard (AES) with cipher strength of 256-bit is minimally required.

Transmitted Data

All transmitted (e.g. network) County PI, PHI and/or MI require encryption in accordance with: (a)
NIST Special Publication 800-52 Guidelines for the Selection and Use of Transport Layer Security
Implementations; and (b) NIST Special Publication 800-57 Recommendation for Key Management —
Part 3: Application-Specific Key Management Guidance. Secure Sockets Layer (SSL) is minimally
required with minimum cipher strength of 128-bit.

Certification

The County must receive within ten (10) business days of its request, a certification from Contractor
(for itself and any Subcontractors) that certifies and validates compliance with the encryption
standards set forth above. In addition, Contractor shall maintain a copy of any validation/attestation
reports that its data encryption product(s) generate and such reports shall be subject to audit in
accordance with the Contract. Failure on the part of the Contractor to comply with any of the
provisions of this Exhibit, Protection of Electronic County PI, PHI, and MH (Data Encryption) Exhibit
shall constitute a material breach of this Contract upon which the County may terminate or suspend
this Contract.

Compliance

The Contractor shall provide information about its encryption practices by completing
Exhibit G6 “Contractor's Compliance with Encryption Requirements” questionnaire. By submitting,
Contractor certifies that it will be in compliance with Los Angeles County Board of Supervisors Policy
5.200, Contractor Protection of Electronic County Information, at the commencement of any contract
and during the term of any contract that may be awarded pursuant to this solicitation. The completed
forms must be returned to LAC-DMH DISO within ten (10) business days to certify compliance.



EXHIBIT H

THESE FORMS ARE REQUIRED AT THE COMPLETION OF EACH WORK ORDER
WHEN THE WORK ORDER INVOLVED INTELLECTUAL PROPERTY DEVELOPED/
DESIGNED BY CONTRACTOR. THE INTELLECTUAL PROPERTY DEVELOPED/
DESIGNED BECOMES PROPERTY OF THE COUNTY AFTER CREATION OR AT
THE END OF THE MASTER AGREEMENT TERM.

H1 INDIVIDUAL’S ASSIGNMENT AND TRANSFER OF COPYRIGHT

H2 CONTRACTOR’S ASSIGNMENT AND TRANSFER OF COPYRIGHT

H3 NOTARY STATEMENT FOR ASSIGNMENT AND TRANSFER OF
COPYRIGHT

(REQUIRED ONLY IF COPYRIGHT IS TO BE REGISTERED WITH
COPYRIGHT BUREAU)



EXHIBIT H1

INDIVIDUAL'S ASSIGNMENT AND TRANSFER OF COPYRIGHT

For good and valuable consideration, receipt of which is hereby acknowledged, the
undersigned, , an individual ("Grantor"), does
hereby assign, grant, convey and transfer to the County of Los Angeles, California
("Grantee") and its successors and assigns throughout the world in perpetuity, all of
Grantor's right, title and interest of every kind and nature in and to all materials,
documents, software programs and documentation, written designs, plans, diagrams,
reports, software development tools and aids, diagnostic aids, computer processable
media, source codes, object codes, conversion aids, training documentation and aids,
and other information and/or tools of all types (including, without limitation, those items
listed on Schedule A, attached hereto and incorporated herein by reference) developed
or acquired, in whole or in part, under the Agreement described below, including, but not
limited to, all right, title and interest in and to all copyrights and works protectable by
copyright and all renewals and extensions thereof (collectively, the "Works"), and in and
to all copyrights and right, title and interest of every kind or nature, without limitation, in
and to all works based thereon, incorporated in, derived from, incorporating, or related
to, the Works or from which the Works are derived.

Without limiting the generality of the foregoing, the aforesaid conveyance and
assignment shall include, but is not limited to, all prior choses-in-action, at law, in equity
and otherwise, the right to recover all damages and other sums, and the right to other
relief allowed or awarded at law, in equity, by statute or otherwise.

and Grantee have entered into County of

Los Angeles Agreement Number for ,

dated , as amended by Amendment Number , dated ,
{NOTE to Preparer: reference all existing Amendments} as the same hereafter may be amended or

otherwise modified from time to time (the "Agreement”).

Grantor’s Signature Date

Grantor’s Printed Name:

Grantor’s Printed Position:
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CONTRACTOR'S ASSIGNMENT AND TRANSFER OF COPYRIGHT

For good and valuable consideration, receipt of which is hereby acknowledged, the
undersigned, , a :
("Grantor") does hereby assign, grant, convey and transfer to the County of
Los Angeles, California ("Grantee") and its successors and assigns throughout the world
in perpetuity, all of Grantor's right, title and interest of every kind and nature in and to all
materials, documents, software programs and documentation, written designs, plans,
diagrams, reports, software development tools and aids, diagnostic aids, computer
processable media, source codes, object codes, conversion aids, training aids, training
documentation and aids, and other information and/or tools of all types (including,
without limitation, those items listed on Schedule A, attached hereto and incorporated
herein by reference) developed or acquired, in whole or in part, under the Agreement
described below, including, but not limited to, all right, title and interest in and to all
copyrights and works protectable by copyright and all renewals and extensions thereof
(collectively, the "Works"), and in and to all copyrights and right, title and interest of
every kind or nature, without limitation, in and to all works based thereon, incorporated
in, derived from, incorporating or relating to, the Works or from which the Works are
derived.

Without limiting the generality of the foregoing, the aforesaid conveyance and
assignment shall include, but is not limited to, all prior choices-in-action, at law, in equity
and otherwise, the right to recover all damages and other sums, and the right to other
relief allowed or awarded at law, in equity, by statute or otherwise.

Grantor and Grantee have entered into County of Los Angeles Agreement Number

for ,

dated , as amended by Amendment Number , dated ,

{NOTE to Preparer: reference all existing Amendments} as the same hereafter may be amended or
otherwise modified from time to time (the "Agreement"”).

Grantor’s Signature Date

Grantor’s Printed Name:

Grantor’s Printed Position:
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(To Be Completed By County and attached to H1 and/or H2)

REQUIRED ONLY IF COPYRIGHT IS TO BE
REGISTERED WITH COPYRIGHT BUREAU

STATE OF CALIFORNIA )
) Ss.
COUNTY OF LOS ANGELES )

On , 201, before me, the undersigned, a Notary Public in and

for the State of California, personally appeared

personally known to me or proved to me on the basis of satisfactory evidence to be the
of

the corporation that executed the within Assignment and Transfer of Copyright, and further
acknowledged to me that such corporation executed the within Assignment and Transfer
of Copyright pursuant to its bylaws or a resolution of its Board of Directors.

WITNESS my hand and official seal.

NOTARY PUBLIC
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BUSINESS ASSOCIATE AGREEMENT
UNDER THE HEALTH INSURANCE PORTABILITY
AND ACCOUNTABILITY ACT OF 1996 ("HIPAA")

County is a Covered Entity as defined by, and subject to the requirements and
prohibitions of, the Administrative Simplification provisions of the Health
Insurance Portability and Accountability Act of 1996, Public Law 104-191
(“HIPAA”), and regulations promulgated thereunder, including the Privacy,
Security, Breach Notification, and Enforcement Rules at 45 Code of Federal
Regulations (C.F.R.) Parts 160 and 164 (collectively, the "HIPAA Rules").

Contractor performs or provides functions, activities or services to County that
require Contractor in order to provide such functions, activities or services to
create, access, receive, maintain, and/or transmit information that includes or
that may include Protected Health Information, as defined by the HIPAA Rules.
As such, Contractor is a Business Associate, as defined by the HIPAA Rules,
and is therefore subject to those provisions of the HIPAA Rules that are
applicable to Business Associates.

The HIPAA Rules require a written agreement ("Business Associate Agreement”)
between County and Contractor in order to mandate certain protections for the
privacy and security of Protected Health Information, and these HIPAA Rules
prohibit the disclosure to or use of Protected Health Information by Contractor if
such an agreement is not in place.

This Business Associate Agreement and its provisions are intended to protect the
privacy and provide for the security of Protected Health Information disclosed to
or used by Contractor in compliance with the HIPAA Rules.

Therefore, the parties agree as follows:

1. DEFINITIONS

1.1 "Breach" has the same meaning as the term "breach" at 45 C.F.R.
§ 164.402.

1.2 "Business Associate" has the same meaning as the term "business
associate" at 45 C.F.R. 8§ 160.103. For the convenience of the
parties, a "business associate" is a person or entity, other than a
member of the workforce of covered entity, who performs functions
or activities on behalf of, or provides certain services to, a covered
entity that involve access by the business associate to Protected
Health Information. A "business associate" also is a subcontractor
that creates, receives, maintains, or transmits Protected Health
Information on behalf of another business associate. And in
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1.4
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1.6

1.7

1.8

1.9

1.10
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reference to the party to this Business Associate Agreement
"Business Associate" shall mean Contractor.

"Covered Entity" has the same meaning as the term “covered
entity” at 45 C.F.R. § 160.103, and in reference to the party to this
Business Associate Agreement, "Covered Entity" shall mean
County.

"Data Aggregation” has the same meaning as the term "data
aggregation" at 45 C.F.R. § 164.501.

"De-identification" refers to the de-identification standard at 45
C.F.R. §164.514.

"Designated Record Set" has the same meaning as the term
"designated record set" at 45 C.F.R. 8§ 164.501.

"Disclose” and “Disclosure” mean, with respect to Protected Health
Information, the release, transfer, provision of access to, or
divulging in any other manner of Protected Health Information
outside Business Associate’s internal operations or to other than its
workforce. (See 45 C.F.R. § 160.103.)

"Electronic Health Record” means an electronic record of health-
related information on an individual that is created, gathered,
managed, and consulted by authorized health care clinicians and
staff. (See 42 U.S. C. §17921))

“Electronic Media” has the same meaning as the term “electronic
media” at 45 C.F.R. § 160.103. For the convenience of the parties,
electronic media means (1) Electronic storage material on which
data is or may be recorded electronically, including, for example,
devices in computers (hard drives) and any
removable/transportable digital memory medium, such as magnetic
tape or disk, optical disk, or digital memory card; (2) Transmission
media used to exchange information already in electronic storage
media. Transmission media include, for example, the Internet,
extranet or intranet, leased lines, dial-up lines, private networks,
and the physical movement of removable/transportable electronic
storage media. Certain transmissions, including of paper, via
facsimile, and of voice, via telephone, are not considered to be
transmissions via electronic media if the information being
exchanged did not exist in electronic form immediately before the
transmission.

"Electronic Protected Health Information” has the same meaning as
the term “electronic protected health information” at 45 C.F.R. §
160.103, limited to Protected Health Information created or
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received by Business Associate from or on behalf of Covered
Entity. For the convenience of the parties, Electronic Protected
Health Information means Protected Health Information that is (i)
transmitted by electronic media; (ii) maintained in electronic media.

"Health Care Operations” has the same meaning as the term
"health care operations" at 45 C.F.R. 8§ 164.501.

"Individual” has the same meaning as the term "individual" at 45
C.F.R. 8 160.103. For the convenience of the parties, Individual
means the person who is the subject of Protected Health
Information and shall include a person who qualifies as a personal
representative in accordance with 45 C.F.R. § 164.502 (g).

"Law Enforcement Official* has the same meaning as the term "law
enforcement official" at 45 C.F.R. § 164.103.

"Minimum Necessary" refers to the minimum necessary standard at
45 C.F.R. § 164.502 (b).

“Protected Health Information” has the same meaning as the term
“protected health information” at 45 C.F.R. § 160.103, limited to the
information created or received by Business Associate from or on
behalf of Covered Entity. For the convenience of the parties,
Protected Health Information includes information that (i) relates to
the past, present or future physical or mental health or condition of
an Individual; the provision of health care to an Individual, or the
past, present or future payment for the provision of health care to
an Individual; (ii) identifies the Individual (or for which there is a
reasonable basis for believing that the information can be used to
identify the Individual); and (iii) is created, received, maintained, or
transmitted by Business Associate from or on behalf of Covered
Entity, and includes Protected Health Information that is made
accessible to Business Associate by Covered Entity. “Protected
Health Information” includes Electronic Protected Health
Information.

“‘Required by Law” " has the same meaning as the term "required
by law" at 45 C.F.R. § 164.103.

"Secretary” has the same meaning as the term "secretary" at 45
C.F.R. § 160.103

"Security Incident” has the same meaning as the term "security
incident" at 45 C.F.R. § 164.304.

"Services” means, unless otherwise specified, those functions,
activities, or services in the applicable underlying Agreement,



1.20

1.21

1.22

1.23

EXHIBIT |

Contract, Master Agreement, Work Order, or Purchase Order or
other service arrangement, with or without payment, that gives rise
to Contractor's status as a Business Associate.

"Subcontractor" has the same meaning as the term "subcontractor"”
at 45 C.F.R. § 160.103.

"Unsecured Protected Health Information” has the same meaning
as the term “unsecured protected health information" at 45 C.F.R. §
164.402.

“‘Use” or “Uses” means, with respect to Protected Health
Information, the sharing, employment, application, utilization,
examination or analysis of such Information within Business
Associate’s internal operations. (See 45 C.F.R § 164.103.)

Terms used, but not otherwise defined in this Business Associate
Agreement, have the same meaning as those terms in the HIPAA
Rules.

PERMITTED AND REQUIRED USES AND DISCLOSURES OF

PROTECTED HEALTH INFORMATION

2.1

2.2

2.3

2.4

2.5

2.6

Business Associate may only Use and/or Disclose Protected Health
Information as necessary to perform Services, and/or as necessary
to comply with the obligations of this Business Associate
Agreement.

Business Associate may Use Protected Health Information for de-
identification of the information if de-identification of the information
is required to provide Services.

Business Associate may Use or Disclose Protected Health
Information as Required by Law.

Business Associate shall make Uses and Disclosures and requests
for Protected Health Information consistent with the Covered
Entity’s applicable Minimum Necessary policies and procedures.

Business Associate may Use Protected Health Information as
necessary for the proper management and administration of its
business or to carry out its legal responsibilities.

Business Associate may Disclose Protected Health Information as
necessary for the proper management and administration of its
business or to carry out its legal responsibilities, provided the
Disclosure is Required by Law or Business Associate obtains
reasonable assurances from the person to whom the Protected
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Health Information is disclosed (i.e., the recipient) that it will be held
confidentially and Used or further Disclosed only as Required by
Law or for the purposes for which it was disclosed to the recipient
and the recipient notifies Business Associate of any instances of
which it is aware in which the confidentiality of the Protected Health
Information has been breached.

2.7 Business Associate may provide Data Aggregation services relating
to Covered Entity's Health Care Operations if such Data
Aggregation services are necessary in order to provide Services.

PROHIBITED USES AND DISCLOSURES OF PROTECTED HEALTH
INFORMATION

3.1 Business Associate shall not Use or Disclose Protected Health
Information other than as permitted or required by this Business
Associate Agreement or as Required by Law.

3.2 Business Associate shall not Use or Disclose Protected Health
Information in a manner that would violate Subpart E of 45 C.F.R.
Part 164 if done by Covered Entity, except for the specific Uses and
Disclosures set forth in Sections 2.5 and 2.6.

3.3 Business Associate shall not Use or Disclose Protected Health
Information for de-identification of the information except as set
forth in section 2.2.

OBLIGATIONS TO SAFEGUARD PROTECTED HEALTH
INFORMATION

4.1  Business Associate shall implement, use, and maintain appropriate
safeguards to prevent the Use or Disclosure of Protected Health
Information other than as provided for by this Business Associate
Agreement.

4.2  Business Associate shall comply with Subpart C of 45 C.F.R Part
164 with respect to Electronic Protected Health Information, to
prevent the Use or Disclosure of such information other than as
provided for by this Business Associate Agreement.

REPORTING NON-PERMITTED USES OR DISCLOSURES, SECURITY
INCIDENTS, AND BREACHES OF UNSECURED PROTECTED
HEALTH INFORMATION

5.1 Business Associate shall report to Covered Entity any Use or
Disclosure of Protected Health Information not permitted by this
Business Associate Agreement, any Security Incident, and/ or any
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Breach of Unsecured Protected Health Information as further
described in Sections 5.1.1, 5.1.2, and 5.1.3.

5.1.1

5.1.2

5.1.3.

Business Associate shall report to Covered Entity any Use or
Disclosure of Protected Health Information by Business
Associate, its employees, representatives, agents or
Subcontractors not provided for by this Agreement of which
Business Associate becomes aware.

Business Associate shall report to Covered Entity any
Security Incident of which Business Associate becomes
aware.

Business Associate shall report to Covered Entity any
Breach by Business Associate, its employees,
representatives,  agents,  workforce members, or
Subcontractors of Unsecured Protected Health Information
that is known to Business Associate or, by exercising
reasonable diligence, would have been known to Business
Associate. Business Associate shall be deemed to have
knowledge of a Breach of Unsecured Protected Health
Information if the Breach is known, or by exercising
reasonable diligence would have been known, to any
person, other than the person committing the Breach, who is
an employee, officer, or other agent of Business Associate,
including a Subcontractor, as determined in accordance with
the federal common law of agency.

Except as provided in Section 5.3, for any reporting required by
Section 5.1, Business Associate shall provide, to the extent
available, all information required by, and within the times frames
specified in, Sections 5.2.1 and 5.2.2.

5.2.1

Business Associate shall make an immediate telephonic
report upon discovery of the non-permitted Use or
Disclosure of Protected Health Information, Security Incident
or Breach of Unsecured Protected Health Information to
(562) 940-3335 that minimally includes:

(& A brief description of what happened, including the
date of the non-permitted Use or Disclosure, Security
Incident, or Breach and the date of Discovery of the
non-permitted Use or Disclosure, Security Incident, or
Breach, if known;

(b) The number of Individuals whose Protected Health
Information is involved;
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(c) A description of the specific type of Protected Health
Information involved in the non-permitted Use or
Disclosure, Security Incident, or Breach (such as
whether full name, social security number, date of
birth, home address, account number, diagnosis,
disability code or other types of information were
involved);

(d)  The name and contact information for a person highly
knowledge of the facts and circumstances of the non-
permitted Use or Disclosure of PHI, Security Incident,
or Breach

Business Associate shall make a written report without
unreasonable delay and in_no _event later than three (3)
business days from the date of discovery by Business
Associate of the non-permitted Use or Disclosure of
Protected Health Information, Security Incident, or Breach of
Unsecured Protected Health Information and to the Chief
Privacy Officer at: Chief Privacy Officer, Kenneth Hahn
Hall of Administration, 500 West Temple Street, Suite
525, Los Angeles, California 90012,
HIPAA@auditor.lacounty.gov, that includes, to the extent
possible:

(@) A brief description of what happened, including the
date of the non-permitted Use or Disclosure, Security
Incident, or Breach and the date of Discovery of the
non-permitted Use or Disclosure, Security Incident, or
Breach, if known;

(b)  The number of Individuals whose Protected Health
Information is involved;

(c) A description of the specific type of Protected Health
Information involved in the non-permitted Use or
Disclosure, Security Incident, or Breach (such as
whether full name, social security number, date of
birth, home address, account number, diagnosis,
disability code or other types of information were
involved);

(d) The identification of each Individual whose Unsecured
Protected Health Information has been, or is
reasonably believed by Business Associate to have
been, accessed, acquired, Used, or Disclosed;
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(e) Any other information necessary to conduct an
assessment of whether notification to the Individual(s)
under 45 C.F.R. 8 164.404 is required;

)] Any steps Business Associate believes that the
Individual(s) could take to protect him or herself from
potential harm from the non-permitted Use or
Disclosure, Security Incident, or Breach;

(@@ A brief description of what Business Associate is
doing to investigate, to mitigate harm to the
Individual(s), and to protect against any further similar
occurrences; and

(h)  The name and contact information for a person highly
knowledge of the facts and circumstances of the non-
permitted Use or Disclosure of PHI, Security Incident,
or Breach.

5.2.3 If Business Associate is not able to provide the information
specified in Section 5.2.1 or 5.2.2 at the time of the required
report, Business Associate shall provide such information
promptly thereafter as such information becomes available.

Business Associate may delay the notification required by Section
5.1.3, if a law enforcement official states to Business Associate that
notification would impede a criminal investigation or cause damage
to national security.

5.3.1 If the law enforcement official's statement is in writing and
specifies the time for which a delay is required, Business
Associate shall delay its reporting and/or notification
obligation(s) for the time period specified by the official.

5.3.2 If the statement is made orally, Business Associate shall
document the statement, including the identity of the official
making the statement, and delay its reporting and/or
notification obligation(s) temporarily and no longer than 30
days from the date of the oral statement, unless a written
statement as described in Section 5.3.1 is submitted during
that time.

6. WRITTEN ASSURANCES OF SUBCONTRACTORS

6.1

In accordance with 45 C.F.R. § 164.502 (e)(1)(ii) and § 164.308
(b)(2), if applicable, Business Associate shall ensure that any
Subcontractor that creates, receives, maintains, or transmits
Protected Health Information on behalf of Business Associate is
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made aware of its status as a Business Associate with respect to
such information and that Subcontractor agrees in writing to the
same restrictions, conditions, and requirements that apply to
Business Associate with respect to such information.

Business Associate shall take reasonable steps to cure any
material breach or violation by Subcontractor of the agreement
required by Section 6.1.

If the steps required by Section 6.2 do not cure the breach or end
the violation, Contractor shall terminate, if feasible, any
arrangement with Subcontractor by which Subcontractor creates,
receives, maintains, or transmits Protected Health Information on
behalf of Business Associate.

If neither cure nor termination as set forth in Sections 6.2 and 6.3 is
feasible, Business Associate shall immediately notify County.

Without limiting the requirements of Section 6.1, the agreement
required by Section 6.1 (Subcontractor Business Associate
Agreement) shall require Subcontractor to contemporaneously
notify Covered Entity in the event of a Breach of Unsecured
Protected Health Information.

Without limiting the requirements of Section 6.1, agreement
required by Section 6.1 (Subcontractor Business Associate
Agreement) shall include a provision requiring Subcontractor to
destroy, or in the alternative to return to Business Associate, any
Protected Health Information created, received, maintained, or
transmitted by Subcontractor on behalf of Business Associate so as
to enable Business Associate to comply with the provisions of
Section 18.4.

Business Associate shall provide to Covered Entity, at Covered
Entity's request, a copy of any and all Subcontractor Business
Associate Agreements required by Section 6.1.

Sections 6.1 and 6.7 are not intended by the parties to limit in any
way the scope of Business Associate's obligations related to
Subcontracts or Subcontracting in the applicable underlying
Agreement, Contract, Master Agreement, Work Order, Purchase
Order, or other services arrangement, with or without payment, that
gives rise to Contractor's status as a Business Associate.

ACCESS TO PROTECTED HEALTH INFORMATION

7.1

To the extent Covered Entity determines that Protected Health
Information is maintained by Business Associate or its agents or
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Subcontractors in a Designated Record Set, Business Associate
shall, within two (2) business days after receipt of a request from
Covered Entity, make the Protected Health Information specified by
Covered Entity available to the Individual(s) identified by Covered
Entity as being entitled to access and shall provide such
Individuals(s) or other person(s) designated by Covered Entity with
a copy the specified Protected Health Information, in order for
Covered Entity to meet the requirements of 45 C.F.R. 8§ 164.524.

If any Individual requests access to Protected Health Information
directly from Business Associate or its agents or Subcontractors,
Business Associate shall notify Covered Entity in writing within two
(2) days of the receipt of the request. Whether access shall be
provided or denied shall be determined by Covered Entity.

To the extent that Business Associate maintains Protected Health
Information that is subject to access as set forth above in one or
more Designated Record Sets electronically and if the Individual
requests an electronic copy of such information, Business
Associate shall provide the Individual with access to the Protected
Health Information in the electronic form and format requested by
the Individual, if it is readily producible in such form and format; or,
if not, in a readable electronic form and format as agreed to by
Covered Entity and the Individual.

8. AMENDMENT OF PROTECTED HEALTH INFORMATION

8.1

8.2

To the extent Covered Entity determines that any Protected Health
Information is maintained by Business Associate or its agents or
Subcontractors in a Designated Record Set, Business Associate
shall, within ten (10) business days after receipt of a written request
from Covered Entity, make any amendments to such Protected
Health Information that are requested by Covered Entity, in order
for Covered Entity to meet the requirements of 45 C.F.R. 8
164.526.

If any Individual requests an amendment to Protected Health
Information directly from Business Associate or its agents or
Subcontractors, Business Associate shall notify Covered Entity in
writing within five (5) days of the receipt of the request. Whether an
amendment shall be granted or denied shall be determined by
Covered Entity.
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9. ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH

INFORMATION

9.1

9.2

9.3

Business Associate shall maintain an accounting of each
Disclosure of Protected Health Information made by Business
Associate or its employees, agents, representatives or
Subcontractors, as is determined by Covered Entity to be
necessary in order to permit Covered Entity to respond to a request
by an Individual for an accounting of disclosures of Protected
Health Information in accordance with 45 C.F.R. § 164.528.

9.1.1 Any accounting of disclosures provided by Business
Associate under Section 9.1 shall include:

(&)  The date of the Disclosure;

(b) The name, and address if known, of the entity or
person who received the Protected Health
Information;

(c) A brief description of the Protected Health Information
Disclosed; and

(d) A brief statement of the purpose of the Disclosure.

9.1.2 For each Disclosure that could require an accounting under
Section 9.1, Business Associate shall document the
information specified in Section 9.1.1, and shall maintain the
information for six (6) years from the date of the Disclosure.

Business Associate shall provide to Covered Entity, within ten (10)
business days after receipt of a written request from Covered
Entity, information collected in accordance with Section 9.1.1 to
permit Covered Entity to respond to a request by an Individual for
an accounting of disclosures of Protected Health Information in
accordance with 45 C.F.R. § 164.528

If any Individual requests an accounting of disclosures directly from
Business Associate or its agents or Subcontractors, Business
Associate shall notify Covered Entity in writing within five (5) days
of the receipt of the request, and shall provide the requested
accounting of disclosures to the Individual(s) within 30 days. The
information provided in the accounting shall be in accordance with
45 C.F.R. § 164.528.
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COMPLIANCE WITH APPLICABLE HIPAA RULES

10.1

10.2

To the extent Business Associate is to carry out one or more of
Covered Entity's obligation(s) under Subpart E of 45 C.F.R. Part
164, Business Associate shall comply with the requirements of
Subpart E that apply to Covered Entity's performance of such
obligation(s).

Business Associate shall comply with all HIPAA Rules applicable to
Business Associate in the performance of Services.

AVAILABILITY OF RECORDS

111

11.2

Business Associate shall make its internal practices, books, and
records relating to the Use and Disclosure of Protected Health
Information received from, or created or received by Business
Associate on behalf of Covered Entity available to the Secretary for
purposes of determining Covered Entity’s compliance with the
Privacy and Security Regulations.

Unless prohibited by the Secretary, Business Associate shall
immediately notify Covered Entity of any requests made by the
Secretary and provide Covered Entity with copies of any
documents produced in response to such request.

MITIGATION OF HARMFUL EFFECTS

12.1

Business Associate shall mitigate, to the extent practicable, any
harmful effect of a Use or Disclosure of Protected Health
Information by Business Associate in violation of the requirements
of this Business Associate Agreement that is known to Business
Associate.

BREACH NOTIFICATION TO INDIVIDUALS

13.1

Business Associate shall, to the extent Covered Entity determines
that there has been a Breach of Unsecured Protected Health
Information by Business Associate, its employees, representatives,
agents or Subcontractors, provide breach notification to the
Individual in a manner that permits Covered Entity to comply with
its obligations under 45 C.F.R. § 164.404.

13.1.1 Business Associate shall notify, subject to the review and
approval of Covered Entity, each Individual whose
Unsecured Protected Health Information has been, or is
reasonably believed to have been, accessed, acquired,
Used, or Disclosed as a result of any such Breach.
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13.1.2 The notification provided by Business Associate shall be
written in plain language, shall be subject to review and
approval by Covered Entity, and shall include, to the extent
possible:

(@ A brief description of what happened, including the
date of the Breach and the date of the Discovery of
the Breach, if known;

(b) A description of the types of Unsecured Protected
Health Information that were involved in the Breach
(such as whether full name, social security number,
date of birth, home address, account number,
diagnosis, disability code, or other types of
information were involved);

(c) Any steps the Individual should take to protect him or
herself from potential harm resulting from the Breach;

(d) A brief description of what Business Associate is
doing to investigate the Breach, to mitigate harm to
Individual(s), and to protect against any further
Breaches; and

(e) Contact procedures for Individual(s) to ask questions
or learn additional information, which shall include a
toll-free telephone number, an e-mail address, Web
site, or postal address.

Covered Entity, in its sole discretion, may elect to provide the
notification required by Section 13.1 and/or to establish the contact
procedures described in Section 13.1.2.

Business Associate shall reimburse Covered Entity any and all
costs incurred by Covered Entity, in complying with Subpart D of 45
C.F.R. Part 164, including but not limited to costs of notification,
internet posting, or media publication, as a result of Business
Associate's Breach of Unsecured Protected Health Information;
Covered Entity shall not be responsible for any costs incurred by
Business Associate in providing the notification required by 13.1 or
in establishing the contact procedures required by Section 13.1.2.

INDEMNIFICATION

14.1

Business Associate shall indemnify, defend, and hold harmless
Covered Entity, its Special Districts, elected and appointed officers,
employees, and agents from and against any and all liability,
including but not limited to demands, claims, actions, fees, costs,
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expenses (including attorney and expert witness fees), and
penalties and/or fines (including regulatory penalties and/or fines),
arising from or connected with Business Associate's acts and/or
omissions arising from and/or relating to this Business Associate
Agreement, including, but not limited to, compliance and/or
enforcement actions and/or activities, whether formal or informal,
by the Secretary or by the Attorney General of the State of
California.

Section 14.1 is not intended by the parties to limit in any way the
scope of Business Associate's obligations related to Insurance
and/or Indemnification in the applicable underlying Agreement,
Contract, Master Agreement, Work Order, Purchase Order, or other
services arrangement, with or without payment, that gives rise to
Contractor's status as a Business Associate.

OBLIGATIONS OF COVERED ENTITY

15.1

15.2

TERM

16.1

16.2

Covered Entity shall notify Business Associate of any current or
future restrictions or limitations on the Use or Disclosure of
Protected Health Information that would affect Business Associate’s
performance of the Services, and Business Associate shall
thereafter restrict or limit its own Uses and Disclosures accordingly.

Covered Entity shall not request Business Associate to Use or
Disclose Protected Health Information in any manner that would not
be permissible under Subpart E of 45 C.F.R. Part 164 if done by
Covered Entity, except to the extent that Business Associate may
Use or Disclose Protected Health Information as provided in
Sections 2.3, 2.5, and 2.6.

Unless sooner terminated as set forth in Section 17, the term of this
Business Associate Agreement shall be the same as the term of
the applicable underlying Agreement, Contract, Master Agreement,
Work Order, Purchase Order, or other service arrangement, with or
without payment, that gives rise to Contractor's status as a
Business Associate.

Notwithstanding Section 16.1, Business Associate’s obligations
under Sections 11, 14, and 18 shall survive the termination or
expiration of this Business Associate Agreement.

TERMINATION FOR CAUSE

17.1

In addition to and notwithstanding the termination provisions set
forth in the applicable underlying Agreement, Contract, Master
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Agreement, Work Order, Purchase Order, or other services
arrangement, with or without payment, that gives rise to
Contractor's status as a Business Associate, if either party
determines that the other party has violated a material term of this
Business Associate Agreement, and the breaching party has not
cured the breach or ended the violation within the time specified by
the non-breaching party, which shall be reasonable given the
nature of the breach and/or violation, the non-breaching party may
terminate this Business Associate Agreement.

In addition to and notwithstanding the termination provisions set
forth in the applicable underlying Agreement, Contract, Master
Agreement, Work Order, Purchase Order, or other services
arrangement, with or without payment, that gives rise to
Contractor's status as a Business Associate, if either party
determines that the other party has violated a material term of this
Business Associate Agreement, and cure is not feasible, the non-
breaching party may terminate this Business Associate Agreement
immediately.

18. DISPOSITION OF PROTECTED HEALTH INFORMATION UPON

TERMINATION OR EXPIRATION

18.1

18.2

18.3

Except as provided in Section 18.3, upon termination for any
reason or expiration of this Business Associate Agreement,
Business Associate shall return or, if agreed to by Covered entity,
shall destroy as provided for in Section 18.2, all Protected Health
Information received from Covered Entity, or created, maintained,
or received by Business Associate on behalf of Covered Entity, that
Business Associate, including any Subcontractor, still maintains in
any form. Business Associate shall retain no copies of the
Protected Health Information.

Destruction for purposes of Section 18.2 and Section 6.6 shall
mean that media on which the Protected Health Information is
stored or recorded has been destroyed and/or electronic media
have been cleared, purged, or destroyed in accordance with the
use of a technology or methodology specified by the Secretary in
guidance for rendering Protected Health Information unusable,
unreadable, or indecipherable to unauthorized individuals.

Notwithstanding Section 18.1, in the event that return or destruction
of Protected Health Information is not feasible or Business
Associate determines that any such Protected Health Information is
necessary for Business Associate to continue its proper
management and administration or to carry out its legal
responsibilities, Business Associate may retain that Protected
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Health Information for which destruction or return is infeasible or
that Protected Health Information which is necessary for Business
Associate to continue its proper management and administration or
to carry out its legal responsibilities and shall return or destroy all
other Protected Health Information.

18.3.1 Business Associate shall extend the protections of this
Business Associate Agreement to such Protected Health
Information, including continuing to use appropriate
safeguards and continuing to comply with Subpart C of 45
C.F.R Part 164 with respect to Electronic Protected Health
Information, to prevent the Use or Disclosure of such
information other than as provided for in Sections 2.5 and
2.6 for so long as such Protected Health Information is
retained, and Business Associate shall not Use or Disclose
such Protected Health Information other than for the
purposes for which such Protected Health Information was
retained.

18.3.2 Business Associate shall return or, if agreed to by Covered
entity, destroy the Protected Health Information retained by
Business Associate when it is no longer needed by Business
Associate for Business Associate's proper management and
administration or to carry out its legal responsibilities.

18.4 Business Associate shall ensure that all Protected Health
Information created, maintained, or received by Subcontractors is
returned or, if agreed to by Covered entity, destroyed as provided
for in Section 18.2.

19. AUDIT, INSPECTION, AND EXAMINATION

19.1 Covered Entity reserves the right to conduct a reasonable
inspection of the facilities, systems, information systems, books,
records, agreements, and policies and procedures relating to the
Use or Disclosure of Protected Health Information for the purpose
determining whether Business Associate is in compliance with the
terms of this Business Associate Agreement and any non-
compliance may be a basis for termination of this Business
Associate Agreement and the applicable underlying Agreement,
Contract, Master Agreement, Work Order, Purchase Order or other
services arrangement, with or without payment, that gives rise to
Contractor's status as a Business Associate, as provided for in
section 17.
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Covered Entity and Business Associate shall mutually agree in
advance upon the scope, timing, and location of any such
inspection.

At Business Associate's request, and to the extent permitted by
law, Covered Entity shall execute a nondisclosure agreement, upon
terms and conditions mutually agreed to by the parties.

That Covered Entity inspects, fails to inspect, or has the right to
inspect as provided for in Section 19.1 does not relieve Business
Associate of its responsibility to comply with this Business
Associate Agreement and/or the HIPAA Rules or impose on
Covered Entity any responsibility for Business Associate's
compliance with any applicable HIPAA Rules.

Covered Entity's failure to detect, its detection but failure to notify
Business Associate, or its detection but failure to require
remediation by Business Associate of an unsatisfactory practice by
Business Associate, shall not constitute acceptance of such
practice or a waiver of Covered Entity's enforcement rights under
this Business Associate Agreement or the applicable underlying
Agreement, Contract, Master Agreement, Work Order, Purchase
Order or other services arrangement, with or without payment, that
gives rise to Contractor's status as a Business Associate.

Section 19.1 is not intended by the parties to limit in any way the
scope of Business Associate's obligations related to Inspection
and/or Audit and/or similar review in the applicable underlying
Agreement, Contract, Master Agreement, Work Order, Purchase
Order, or other services arrangement, with or without payment, that
gives rise to Contractor's status as a Business Associate.

MISCELLANEOUS PROVISIONS

20.1

20.2

20.3

Disclaimer. Covered Entity makes no warranty or representation
that compliance by Business Associate with the terms and
conditions of this Business Associate Agreement will be adequate
or satisfactory to meet the business needs or legal obligations of
Business Associate.

HIPAA Requirements. The Parties agree that the provisions under
HIPAA Rules that are required by law to be incorporated into this
Amendment are hereby incorporated into this Agreement.

No Third Party Beneficiaries. Nothing in this Business Associate
Agreement shall confer upon any person other than the parties and
their respective successors or assigns, any rights, remedies,
obligations, or liabilities whatsoever.
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Construction. In the event that a provision of this Business
Associate Agreement is contrary to a provision of the applicable
underlying Agreement, Contract, Master Agreement, Work Order,
Purchase Order, or other services arrangement, with or without
payment, that gives rise to Contractor's status as a Business
Associate, the provision of this Business Associate Agreement shall
control. Otherwise, this Business Associate Agreement shall be
construed under, and in accordance with, the terms of the
applicable underlying Agreement, Contract, Master Agreement,
Work Order, Purchase Order or other services arrangement, with or
without payment, that gives rise to Contractor's status as a
Business Associate.

Reqgulatory References. A reference in this Business Associate
Agreement to a section in the HIPAA Rules means the section as in
effect or as amended.

Interpretation. Any ambiguity in this Business Associate
Agreement shall be resolved in favor of a meaning that permits the
parties to comply with the HIPAA Rules.

Amendment. The parties agree to take such action as is necessary
to amend this Business Associate Agreement from time to time as
is necessary for Covered Entity or Business Associate to comply
with the requirements of the HIPAA Rules and any other privacy
laws governing Protected Health Information.
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SUBSEQUENT EXECUTED WORK ORDERS

(NOT ATTACHED)
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CHARITABLE CONTRIBUTIONS CERTIFICATION

Company Name

Address

Internal Revenue Service Employer Identification Number

California Registry of Charitable Trusts “CT” number (if applicable)

The Nonprofit Integrity Act (SB 1262, Chapter 919) added requirements to California’s
Supervision of Trustees and Fundraisers for Charitable Purposes Act which regulates
those receiving and raising charitable contributions.

Check the Certification below that is applicable to your company.

a

Contractor has examined its activities and determined that it does not now receive
or raise charitable contributions regulated under California’s Supervision of Trustees
and Fundraisers for Charitable Purposes Act. If Contractor engages in activities
subjecting it to those laws during the term of a County contract, it will timely comply
with them and provide County a copy of its initial registration with the California
State Attorney General’s Registry of Charitable Trusts when filed.

OR

Contractor is registered with the California Registry of Charitable Trusts under the
CT number listed above and is in compliance with its registration and reporting
requirements under California law. Attached is a copy of its most recent filing with
the Registry of Charitable Trusts as required by Title 11 California Code of
Regulations, sections 300-301 and Government Code sections 12585-12586.

Signature Date

Name and Title of Signer (please print)



