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Contractor Diligence and Information Security Questionnaire
		
This Contractor Diligence and Information Security Questionnaire (“Questionnaire”) assists the County of Los Angeles, a political subdivision of the State of California (“County”) in assessing your organization’s ability to perform the proposed/contracted services, security program, and ability to protect Personally Identifiable Information (as defined below) and other County Data (as defined below). The responses also assist County in fulfilling its legal obligations as a regulated entity, including establishing its due diligence in entrusting highly sensitive personally identifiable information (“Personally Identifiable Information”) to others. The Questionnaire and your responses will be attached as an exhibit to and incorporated into any agreement entered into between your organization and County.  The answers are recorded and held in confidence by County and, in addition to the certification provided below, you will be required to warrant the completeness and accuracy of your answers in any agreement entered into between your organization and County.  We view full and accurate completion of this Questionnaire as a critical part of the selection process.
How to Complete This Questionnaire
1. Please begin by providing the contact information requested below. 
2. Please complete all numbered questions by checking the most accurate answer, providing a complete answer to any question(s) or requests for information, or, as appropriate, both. If one part of a question addressing multiple requirements causes you to be unable to answer “Yes,” provide such explanatory information as appropriate on a separate attached sheet, clearly indicating the question number and part of the question to which it relates.
3. If you are unclear about any questions, please contact County.
4. If there are any questions for which you would like to provide supporting material or additional information, please do so on a separate attached sheet, clearly indicating the question number to which it relates.
5. Once completed, be sure to print and sign your name with the appropriate date in the Certification section.

Personally Identifiable Information 

In this Questionnaire there are references to Personally Identifiable Information. The confidentiality, security, and integrity of Personally Identifiable Information is of foremost importance to County. We expect all of our contractors and business partners to have implemented appropriate security measures and procedures to ensure protection of Personally Identifiable Information. For purposes of this Questionnaire, the following definition of Personally Identifiable Information should be used:
“Personally Identifiable Information” is information that identifies or is identifiable to a person, including, but not limited to, name, address, email address, passwords, account numbers, social security numbers, static internet protocol addresses, credit card information, personal financial or healthcare information, personal preferences, demographic data, marketing data, credit data, or any other identification data. Personally Identifiable Information includes all forms of personal information subject to laws and regulations of any jurisdiction relevant the transaction contemplated by the parties. For the avoidance of doubt, Personally Identifiable Information includes, but is not limited to, “nonpublic personal information,” as defined under the Gramm-Leach-Bliley Act (15 United States Code (“U.S.C.”) §6801 et seq.), “protected health information” as defined under the Health and Insurance Portability and Accountability Act of 1996 (42 U.S.C. §1320d), and “Personal Data” as that term is defined in the General Data Protection Regulation (Regulation EU 2016/679).
Company Data
References to “County Data” in this Questionnaire are intended to include Company intellectual property and confidential information and, where appropriate, Personally Identifiable Information.
Contractor Contact Information:
	Contractor’s Complete Legal Name

	

	State of incorporation
	

	Contact
	
	Phone
	

	Address
	
	Email
	

	City/St/Zip
	
	2nd Phone
	



4829-4756-1511.1
	County of Los Angeles
[**]
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	Exhibit U (Contractor Diligence and Information Security Questionnaire) 
Agreement No. [**]




Questions:

	
	INSURANCE COVERAGE (IC):
	RESPONSES:

	IC1.
	Check the types of insurance purchased.
Coverage:
___ General Liability
___ Property, including Business Interruption
___ Crime
___ Professional Liability 
___ Media, Privacy & Intellectual Property Infringement
___ Network Security Liability
___ Electronic & Computer Crime or Unauthorized Computer Access

	Limits (please list level of coverage purchased):

Gen Liab. $__________________ 
Property $__________________ 
Crime $__________________ 
Prof. Liab. $__________________ 
Media $__________________ 
Network $__________________ 
Electronic/Computer $_________

	IC2.
	Provide the name and address of each carrier. Include the length of time your organization has had coverage with each carrier.
	

	
	CONTRACTOR RESPONSIBILITY (CR):
	RESPONSES: 

	CR1.
	Has your company or any of its senior management been indicted or convicted of any felony or other criminal conduct? If yes, provide a detailed description of each circumstance.
	

	CR2.
	Has any customer terminated an agreement relating to your products and/or services prior to the end of its term within the last three (3) years? If yes, provide a detailed description of each circumstance and identify a customer contact for each customer that terminated an agreement?
	

	CR3.
	Has any customer filed litigation within the last three (3) years claiming that the subject product failed to properly perform or that your company failed to provide promised services? If yes, provide a detailed description of each circumstance and identify a customer contact for each customer that filed such a claim.
	

	CR4.
	Is there any pending or threatened litigation that your company has deemed to present a “material” (as that term is used in the context of audits) risk to the company or that pertain to your data privacy, information security, or security policy and compliance program? If yes, provide a detailed description of each circumstance.
	

	CR5.
	Is there any pending or threatened regulatory enforcement action that your company has deemed to present a “material” (as that term is used in the context of audits) risk to the company or that pertain to your data privacy, information, security, or security policy and compliance program? If yes, provide a detailed description of each circumstance.
	

	CR6.
	Has your company ever experienced a breach of security that required notification to a consumer under any privacy or consumer protection laws or regulations of any jurisdiction? If so, provide the dates of all such notifications and a summary of the circumstances.
	

	CR7.
	Have any internal or external audits or examinations resulted in Needs Improvement or Unsatisfactory findings relating to security, privacy, or disaster recovery/business continuity that have not yet been addressed? 
	___ No 
___ If Yes please provide a summary and your plan for addressing these issues. 

	CR8.
	Do you intend to use any affiliates or subsidiaries in connection with your performance of the proposed relationship with County?  If so, identify each such entity and the services and/or products they will provide.
	

	CR9.
	Are any of the affiliates or subsidiaries referred to in the preceding question located outside the United States? If so, identify all relevant countries.
	

	CR10.
	If your business is located in another country, identify the primary location for performance of the Agreement. Are any of the affiliates or subsidiaries referred to in CR8 located outside the country of the primary location? If so, identify all relevant countries.
	

	
	USE OF AFFILIATES, CONTRACTORS AND SUBCONTRACTORS (US):
	RESPONSES:

	US1.
	Do you intend to use any affiliates, contractors or subcontractors in connection with your performance of the proposed relationship with County? If so, identify each such entity and the services and/or products they will provide. For the avoidance of doubt, all hosting providers, collocation facilities, server farms, and similar providers must be identified.
	

	US2.
	Are any of the affiliates, contractors or subcontractors referred to in the preceding question located outside the United States or, if your business is located in another country, are any affiliates, contractors or subcontractors located in any other countries? If so, identify all relevant countries.
	

	
	PERSONNEL SECURITY (PS):
	RESPONSES: 

	PS1.
	Does your organization screen all staff contacting County Data and Personally Identifiable Information for potential security risks and require all employees, contractors, subcontractors to sign an appropriate confidentiality/non-disclosure agreement as well as a criminal record disclosure agreement?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	PS2.
	Has your organization performed a risk analysis to identify individual programmers, network analysts or other personnel upon whom the organization is excessively dependent or who are in a position to inflict significant harm?

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today

	PS3.
	Are there formal procedures for ensuring that physical and logical access for terminated employees is revoked before separation occurs? 
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please describe these procedures)


	PS4.
	Describe the procedures your company has implemented to ensure your personnel, including contractors and subcontractors, maintain the security and confidentiality of your company’s and its customers’ data.
	

	PS5.
	Does your company track annual staff attrition rates of its personnel? If so, what was the attrition rate for each of the last five (5) years?
	

	PS6.
	Does your company have a program to minimize staff attrition assigned to perform under its customer contracts? If so, describe.
	

	PS7.
	Does your company conduct exit interviews with all outgoing personnel, including counseling regarding protection of customer confidential information and intellectual property?
	

	PS8.
	Does your company conduct background checks of its personnel? If so, describe. 
· When are checks performed?
· Are checks repeated during employment?
· How does your company confirm the identity of its personnel?
	

	
	BUSINESS CONTINUITY AND DISASTER RECOVERY (BC):
	Responses:

	BC1.
	A formal, published, mandatory, company-wide business continuity program is in effect. 

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes


	BC2.
	Does the program include the following:
	

	BC2.a.
	Risk monitoring and plan currency requirements

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.b.
	Frequency of plan review and testing

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a description of the reviews and testing conducted as well as the frequency of the tests)


	BC2.c.
	Management review/approval – should also specify the management level required to review and approve plans and test results.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.d.
	Critical technology infrastructure including telecommunication resources.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.e.
	Personnel safety and relocation.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.f.
	Awareness training and drills for the employees and contractors for the company.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.g.
	Testing with customers.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation describing the tests conducted)


	BC2.h.
	Facilities recovery and access controls.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.i.
	Information with regards to the recovery of suppliers or business partners.

	__ Not applicable to my environment/situation
___Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC2.j.
	Notification, escalation processes, procedures and contact lists.
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide documentation)


	BC3. 
	Does your plan and testing include ensuring that the business continuity capabilities of your affiliates and suppliers are strong enough to support your business continuity objectives? 
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
[bookmark: _GoBack]___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today 


	BC3.a.
	What is maximum time after your business disruption (or the disruption to your suppliers or business partners) would you resume providing those services to County? 
· Describe how you have verified that this recovery time.
· Are there any business disruptions for which this time and maximum data loss would not be provided?
	Maximum Time?_____________________
Verification?________________________________
Exceptions?________________________________

	BC3.b.
	Are there any limitations to providing normal response or capacity in a recovery situation? Is there any data or information that you would lose? If services will be performed in another country, are there any country-specific limitations on your business continuity measures (e.g., maximum on-site fuel limitations)?
	Limitations to response or Capacity?_______________
Maximum data or information loss?________________
Country-specific limitations? ____________________

	BC3.c.
	Will you provide staff resources (including documentation) to work with County personnel to perform a review of your recovery plans, processes and procedures as part of our due diligence phase and on an at least an annual basis thereafter? 
	

	BC4.
	What was the date of your last:
· Document Review/Walkthrough Test
· Parallel Test
· Full Cutover Test
· Audit (e.g., ISO 9000)
	
Document/Walkthrough ___________________
Parallel ____________________
Cutover ___________________
Audit ______________________

	BC5.
	Where any material areas of correction or remediation identified in conducting any of the foregoing tests that have not already been documented and corrected? If so, specify.
	

	BC6.
	Do you backup any customer data to facilities located in any other country? If so, specify.
	

	BC7.
	Have you had to activate your plan in the last five years? If so, when and describe the circumstances.
	

	
	INFORMATION SECURITY POLICY (IS):
	RESPONSES: 

	IS1.
	You will: 
	 Check all that apply: 
___ Process County Data
___ Store County Data
___ Operate County applications
___ Install or service County applications or systems
___ Have access to County customer and/or employee Personally Identifiable Information
___ Have physical access to secured County computer facilities
___ Have network access to County networks 
___ Transmit files to or from County
___ Have County client contact


	IS2.
	 Are you ISO–27002 Certified?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes (if checked, please provide details, including date of audit, status of planned updates to the audit, and any material changes to your security environment after completion of the audit)


	IS3.
	Do you follow the guidelines set out in ISO–27002 and the principles defined by it?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	IS4.
	Have you been audited / assessed against ISO-27002 (within the last 18 months)?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes (if so, please provide full original reports)


	IS5.
	Does your organization have a formal, documented, mandated, company-wide information security program, including security policies, standards and procedures (collectively “Information Security Policies”), that is in effect, monitored, and enforced?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development (if checked, please provide details)
___ Yes, this exists or occurs today (if checked please provide a copy of the Security Policies, subject to County’s confidentiality obligations)


	IS6.
	Do your Information Security Policies specifically address the confidentiality, integrity, and availability of your facilities, systems, and the information in your possession and control?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today

	IS7.
	Do you have a formalized training program for your employees with regard to your Information Security Policies? How often is training conducted?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today

	IS8.
	Has your organization taken steps to create and maintain security awareness for data processing employees and users of systems and networks? What steps are used to ensure ongoing security awareness?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	IS9.
	Please state the last date on which your Information Security Policies were updated and how frequently do you review the Information Security Policies?
	

	IS10.
	Do you conduct penetration or other testing of your networks, systems, and applications?   
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	IS11.
	Have you undergone a penetration or vulnerability assessment of your environment performed by a professionally or nationally recognized third party? If so, can you provide a copy?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a copy of the results of such test) 


	IS12.
	Has your organization systems implemented any Intrusion Detection or Intrusion Prevention Systems (IDS/IPS)? If so, which type? How long have they been in place? How many false positives are these systems now reporting each month?
	

	IS13.
	Does your organization test its detection processes? If so, how often?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a copy of the results of such test) 



	IS14.
	Have you been the subject of an SSAE 18 audit/report (within the last 18 months)?
	

	
	SYSTEM AUDIT LOGS (AL):
	RESPONSES:

	AL1.
	Is access to all audit trails logged on all critical systems?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a copy of the results of such test) 

	AL2.
	How are logs analyzed/correlated?
	

	AL3.
	What are your retention requirements for audit logs?
	

	AL4.
	Are audit logs archived and available for restoration if necessary for investigation purposes?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a copy of the results of such test) 

	
	ORGANIZATIONAL SECURITY (OS):
	RESPONSES: 

	OS1.
	Do you require off-site data to be encrypted, or do you have a policy prohibiting removal of data from secured premises? Please explain. Describe your organization’s encryption key handling infrastructure?
	

	OS2.
	Do you use mobile computing devices, remote access and/or wireless technology? If so, please describe how these technologies/devices are secured.
	

	OS3.
	Does your organization have a dedicated Information Security team that is responsible for implementing, enforcing and monitoring the Information Security management function?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	OS4.
	Do you have a documented and established computer incident response program? 

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a copy of the program and a detailed description, including whether the program includes notification/escalation procedures to notify customers in the event of an intrusion


	OS5.
	Do you have a Computer Emergency Response Team established to address hacking and other system attacks?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	OS6.
	Do you receive security vulnerability advisories from vendors or from organizations such as CERT® (CERT® is a registered trademark of Carnegie Mellon University)? If yes, which advisories do you receive and what actions are taken on these advisories?

	

	OS7.
	Do you impose all of your own security requirements on all downstream vendors, contractors, and subcontractors with access to data? Please explain.

	

	OS8.
	Do you include specific protections in all agreements with all 3rd parties, including outsourcing contractors, to address security, confidentiality, and access control?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	OS9.
	Do you use appropriate encryption technology to secure County Data?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	OS10.
	If applicable, describe relevant encryption technology used to protect County Data (e.g., type of encryption and whether the encryption applies to data in motion, at rest, and data in use).
	

	OS11.
	Do you irretrievably delete or destroy electronic, paper, and other copies and Personally Identifiable Information no longer required to be retained in accordance with Agreement or applicable law?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	OS12.
	If applicable, describe destruction and erasure standards used to protect County Data (e.g., NIST Special Publication 800-88, Guidelines for Media Sanitization, DoD 5220.22-M Standard, etc.)
	

	
	ASSET CLASSIFICATION AND DATA CONTROL (AC):
	RESPONSES: 

	AC1.
	Are all information assets, including those of your customers, accounted for and assigned a responsible owner for ensuring adequate controls are implemented to protect the confidentiality, integrity, and availability of those assets?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	AC2.
	Do your information security policies establish a formal procedure for provisioning user access to computing resources that would be used to process, transmit, or store County Data?
 
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please describe your access control procedures and practices) 

	AC3.
	What level of management grants/approves employee access to information systems?
How frequently are access rights reviewed?
Do those procedures include requirements for adding users, adding or modifying access rights, and removal of access rights based on defined criteria?
	

	AC4.
	Do you have a policy establishing that sessions initiated from outside public or third-party shared networks are permitted only for authorized users and application services?
What controls are implemented to enforce these requirements?
	 ___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please describe your network access control procedures and practices) 


	AC5.
	Has your organization implemented automated activity monitoring and recording capabilities?
	

	
	PHYSICAL AND ENVIRONMENTAL SECURITY (PE):
	RESPONSES:

	PE1.
	Has your organization adopted formal policies and practices to control the use of data on removable media and mobile computers that are in effect, monitored, and enforced? Examples of removable media include CDs, DVDs, ZIP drives, USB fobs, memory cards (e.g., Secure Digital (SD), Memory Sticks (MS), CompactFlash (CF), SmartMedia (SM), MultiMediaCard (MMC), and xD-Picture Card (xD). Examples of mobile computers include laptops, smartphones, tablets, and any other system that can be attached and detached easily from the network.

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of such a policy or describe your practices to establish these controls)

	PE2.
	Do you protect work area(s) where County intellectual property (IP), Personally Identifiable Information, and Confidential Information are contained by badge access control providing a physically secure environment including the monitoring and logging of access to that environment?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your current physical and environmental security procedures)


	PE3.
	Do you protect work area(s) where County Data, Personally Identifiable Information, and Confidential Information are contained by security guards who are physically present at points of ingress and egress?


	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your current physical and environmental security procedures)


	PE4.
	Do you protect work area(s) where County IP, Personally Identifiable Information, and Confidential Information are contained by locks, alarms, and cameras which information can be monitored, recorded, and/or logged?

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your current physical and environmental security procedures)


	PE5.
	Do you use a CCTV to monitor all areas where sensitive County data is stored? If so, where is the CCTV video stored thereafter and for how long?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your current physical and environmental security procedures)



	PE6.
	Do you use “Badge-in” and “Badge-out” procedures to control access to critical areas such as server rooms, IDF closets, data centers, etc. where County Data is contained?

	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your current physical and environmental security procedures)


	PE7.
	Do you use dedicated or shared hardware (e.g., are your data centers and/or servers dedicated entirely to your service or shared with others)?
	

	PE8.
	Does your organization have specific procedures to ensure documents containing sensitive information are not discarded in whole, readable form and that they are shredded, burned or otherwise mutilated and for cleansing and/or destroying computer media, including removable media, to ensure confidential information is adequately protected? In particular, has your company adopted procedures to ensure all computer media, including removable media, are wiped of all data (e.g., in accordance with the NIST Special Publication 800-88, Guidelines for Media Sanitization) before being sent out for service, redeployed for use in other engagements or for the use of other customers, decommissioned, sold, etc.?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today

	
	COMMUNICATIONS AND OPERATIONAL MANAGEMENT (CO):
	RESPONSES: 

	CO1.
	Do you monitor all information processing facilities for security events which are reviewed and acted upon as defined in a formal, written incident response plan?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a copy of your incident response plan)


	CO2.
	Have you deployed anti-virus software is on all computers and update signature files frequently? Are incoming files scanned automatically? Are removable media scanned automatically when they are mounted on your systems? Are virus-infected files “repaired” automatically, or quarantined, or is a human operator required to make a decision? Are data storage areas regularly scanned for viruses that were not widely recognized when the data was originally collected and stored? How often does this scanning take place?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today


	CO3.
	Do you use back-up facilities to ensure essential business information can be recovered in the event of disaster or media failure? Are back-up copies of all critical and operational data stored offsite?
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide details of your back-up procedures, including how often back- ups are performed for various categories of information, are back-ups retained in geographically disparate and secure locations, what is the method used to perform back-ups, and do you use RAID)


	
	SYSTEMS ACCESS CONTROL (SA):
	RESPONSES:

	SA1.
	Do you require all data exchanges with 3rd parties to be subject to agreements that address the confidentiality, integrity, and availability of your systems and the information, including County Data, in your possession and control? 
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this is needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, provide a description of your contracting procedures)


	SA2.
	Are the devices (servers, routers and firewalls) your organization will be using to provide services to County dedicated to County or are they also used for you other customers as well? If the devices are hosting other customer data, what have you done to ensure that other customers cannot access County Data? What logical controls are in place?
	

	SA3.
	Does any element of your service require you to outsource to another vendor? 
(a) If yes, please provide the vendor name.
(b) If yes, has your outside provider undergone a recent vulnerability assessment performed by a recognized third party? 
(c) If yes, are they willing to share the results with us?
(d) If no, would they be willing to undergo a vulnerability assessment?

	

	SA4.
	Is network access to both internal and external networks is controlled and monitored? Is there a formal procedure for approving all external connections? 
	___ Not applicable to my environment/situation
___ Conscious decision not to deploy this practice
___ Aware this needed but no actions taken yet
___ Planned (within 3 mos.)/In development 
___ Yes, this exists or occurs today (if checked, please provide a detailed description of your access control procedures)


	SA5.
	Has your organization implemented internal system barriers (logical barriers) to information access that prevent personnel or vendors from accessing information that is not relevant to their job functions? What systems are in place for this purpose?
	

	
	SYSTEMS DEVELOPMENT AND MAINTENANCE (SD):
	RESPONSES:

	SD1.
	Do you consider security at application and system design time and implement security through controls integrated into the development lifecycle?
	____ Not applicable to my environment/situation
____ Conscious decision not to deploy this practice
____ Aware this needed but no actions taken yet
____ Planned (within 3 mos.)/In development 
____ Yes, this exists or occurs today (if checked, please provide a detailed description of the procedures used in your application and systems development process to consider security risks and controls to mitigated those risks)


	SD2.
	Do you formally test systems for security before certification for production?
	____ Not applicable to my environment/situation
____ Conscious decision not to deploy this practice
____ Aware this needed but no actions taken yet
____ Planned (within 3 mos.) /In development 
____ Yes (if checked, please provide a detailed description of the procedures used to test the security of your applications and a copy of any pre-production certification procedures)


	SD3.
	Do you have separate physical/logical environments for development, testing and production?

	____ Not applicable to my environment/situation
____ Conscious decision not to deploy this practice
____ Aware this needed but no actions taken yet
____ Planned (within 3 mos.)/In development 
____ Yes (if checked, please provide a detailed description of the testing environments used)


	
	PRIVACY POLICY (PP):
	RESPONSES:

	PP1.
	Does your company have a privacy policy? Is it published and available for our review? Do your personnel have copies?
	

	PP2.
	Does your Board of Directors or Board-level committee review and approve your data privacy and security policy and compliance program?
Is the Board informed of the current status of privacy and security compliance?
Do you have a senior management level position(s) responsible for oversight of privacy and security?
Please provide names, titles and contact information of your privacy and security management.
	

	PP3.
	Please provide a statement outlining how you recognize privacy and security as priorities within your company.
	

	PP4.
	Will you permit County to independently verify your privacy procedures? Please explain.

	

	PP4.
	Do you train your personnel to protect Personally Identifiable Information entrusted to them? 
Please provide a statement outlining your personnel privacy and security training, along with the training refresh schedule.

What action is taken if your personnel do not comply with the company’s privacy practices?
	

	PP5.
	Do you have a process for reporting and managing Personally Identifiable Information breaches?  What is the number and the outcome of the Personally Identifiable Information breaches reported in the past 12 months?
 Please provide a statement describing your process.
	

	PP6.
	Are your employees and contractors trained to report Personally Identifiable Information breaches? 
Please explain.
	

	PP7.
	Is it your policy to immediately report Personally Identifiable Information breaches to your clients, such as County?
 Please explain.

	

	PP8.
	Have you had to provide notice about a Personally Identifiable Information breach in the last 24 months? If yes, provide a detailed description of each circumstance.
	

	PP9.
	Are post-breach incidents reviewed to determine if there are system or procedure weaknesses that require remediation?
	

	PP10.
	Do you require your own (downstream) vendors, contractors, and subcontractors to report Personally Identifiable Information breaches to you? Please explain.

	



Certification:
I have reviewed my company’s responses to this Questionnaire and certify that all information given above is true and complete to the best of my knowledge. I further declare that all due diligence has been exercised in the preparation, gathering, and reporting of the foregoing information. I understand and acknowledge that County will rely on the responses provided above in potentially entering into a relationship with my organization and entrusting us with County’s data. I represent and warrant that I am authorized by my organization to execute this Questionnaire on its behalf.
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