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	Section 
Reference
	County Language
	Acceptance 
/ Objection(s)
	Proposed Revisions to County Language

	Paragraph 1
	This Exhibit M (Additional Hosting Services Terms and Conditions) is an attachment and addition to the Cost Accounting and Decision Support System and Services Agreement dated _______________, 20___ (the “Agreement”). _________________ (“Contractor”) provides Hosting Services, as further described in Section 1 (Services) of this Exhibit M (Additional Hosting Services Terms and Conditions). The County of Los Angeles, a political subdivision of the State of California (“County”) desires to obtain the Hosting Services from Contractor, on the condition that the provisions of this Exhibit M (Additional Hosting Services Terms and Conditions), which are deemed a part of and incorporated by reference into the Agreement. Unless specifically defined in this Exhibit, capitalized terms shall have the meanings set forth in the Agreement.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	This Exhibit M (Additional Hosting Services Terms and Conditions) is an attachment and addition to the Cost Accounting and Decision Support System and Services Agreement dated _______________, 20___ (the “Agreement”). _________________ (“Contractor”) provides Hosting Services, as further described in Section 1 (Services) of this Exhibit M (Additional Hosting Services Terms and Conditions). The County of Los Angeles, a political subdivision of the State of California (“County”) desires to obtain the Hosting Services from Contractor, on the condition that the provisions of this Exhibit M (Additional Hosting Services Terms and Conditions), which are deemed a part of and incorporated by reference into the Agreement. Unless specifically defined in this Exhibit, capitalized terms shall have the meanings set forth in the Agreement.  


	SECTION 1. (SERVICES)

	1.1
	In General
Contractor shall provide and maintain all Services necessary to host the Licensed Software from the Hosting Environment such that the CADS System shall perform as defined herein, and in accordance with the Specifications, and otherwise in accordance with this Agreement (“Hosting Services”).

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	In General
Contractor shall provide and maintain all Services necessary to host the Licensed Software from the Hosting Environment such that the CADS System shall perform as defined herein, and in accordance with the Specifications, and otherwise in accordance with this Agreement (“Hosting Services”).


	1.1 Paragraph 2
	During the Term of the Agreement, Contractor shall provide County with the Hosting Services set forth in the Agreement, this Exhibit M (Additional Hosting Services Terms and Conditions), and Exhibit A (Statement of Work). In providing the Hosting Services, Contractor shall achieve the Service Levels and performance standards set forth in Exhibit E (Service Levels and Performance Standards) (including the Service Levels set forth in Section 4.5 (Availability Service Level) and 4.6 (Licensed Software Response Times) therein), the Statement of Work, and this Agreement (collectively, the “Service Levels”).  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	During the Term of the Agreement, Contractor shall provide County with the Hosting Services set forth in the Agreement, this Exhibit M (Additional Hosting Services Terms and Conditions), and Exhibit A (Statement of Work). In providing the Hosting Services, Contractor shall achieve the Service Levels and performance standards set forth in Exhibit E (Service Levels and Performance Standards) (including the Service Levels set forth in Section 4.5 (Availability Service Level) and 4.6 (Licensed Software Response Times) therein), the Statement of Work, and this Agreement (collectively, the “Service Levels”).  


	1.1 Paragraph 3
	Contractor shall provide Hosting Services on a 24x7x365 basis. County personnel must have the ability to submit Support Requests on a 24x7x365 basis for Hosting Services.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall provide Hosting Services on a 24x7x365 basis. County personnel must have the ability to submit Support Requests on a 24x7x365 basis for Hosting Services.


	1.1 Paragraph 4
	Contractor shall maintain a Hosting Environment to support the Licensed Software as to the Version(s) being utilized by County in accordance with Section 9.7.2 (Contractor’s Revisions) of the Agreement.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall maintain a Hosting Environment to support the Licensed Software as to the Version(s) being utilized by County in accordance with Section 9.7.2 (Contractor’s Revisions) of the Agreement.  


	1.2
	Attribution and Disclosures
County may, but is not required to, include such screen credits and/or disclosures for Contractor on the web site as County deems necessary or desirable in its sole discretion to distinguish and disclose Contractor’s role under the Agreement and as appropriate under applicable state and federal laws. Otherwise, County will be under no obligation to provide attribution to Contractor unless otherwise stated within an applicable Exhibit to the Agreement or a marking identifying the work as a copyrighted item. The content of any terms and conditions presented to users of the Services shall be controlled solely by County. In the event of a conflict between Contractor’s privacy policy, if any, and the Agreement, the provisions of this Agreement shall govern.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Attribution and Disclosures
County may, but is not required to, include such screen credits and/or disclosures for Contractor on the web site as County deems necessary or desirable in its sole discretion to distinguish and disclose Contractor’s role under the Agreement and as appropriate under applicable state and federal laws. Otherwise, County will be under no obligation to provide attribution to Contractor unless otherwise stated within an applicable Exhibit to the Agreement or a marking identifying the work as a copyrighted item. The content of any terms and conditions presented to users of the Services shall be controlled solely by County. In the event of a conflict between Contractor’s privacy policy, if any, and the Agreement, the provisions of this Agreement shall govern.  


	1.3
	Use of Cookies on the Service
Contractor shall not use “cookies” or any other online tracking technology for purposes of discovering the identity of any users (unless Contractor is specifically authorized hereunder to obtain such information) or tracking the activities of a user after they leave the Hosting Services. Information collected from cookies shall constitute County Confidential Information and shall be subject to the protections provided in Section 6 (Confidentiality) of this Exhibit M (Additional Hosting Services Terms and Conditions) and Section 19 (Confidentiality) of the Agreement. In no event shall such information be sold or otherwise made available to any third-party. Contractor shall use cookies solely for purposes of fulfilling its obligations hereunder. Contractor shall not use cookies from any third-party on its web site. A user’s refusal to accept a cookie shall not preclude that user from fully utilizing the functionality of the Hosting Services. For purposes of the Agreement, a “cookie” shall mean a block of data that a server on the World Wide Web stores on a client system. When a user returns to the same web site, the browser sends a copy of the cookie back to the server for administrative purposes.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Use of Cookies on the Service
Contractor shall not use “cookies” or any other online tracking technology for purposes of discovering the identity of any users (unless Contractor is specifically authorized hereunder to obtain such information) or tracking the activities of a user after they leave the Hosting Services. Information collected from cookies shall constitute County Confidential Information and shall be subject to the protections provided in Section 6 (Confidentiality) of this Exhibit M (Additional Hosting Services Terms and Conditions) and Section 19 (Confidentiality) of the Agreement. In no event shall such information be sold or otherwise made available to any third-party. Contractor shall use cookies solely for purposes of fulfilling its obligations hereunder. Contractor shall not use cookies from any third-party on its web site. A user’s refusal to accept a cookie shall not preclude that user from fully utilizing the functionality of the Hosting Services. For purposes of the Agreement, a “cookie” shall mean a block of data that a server on the World Wide Web stores on a client system. When a user returns to the same web site, the browser sends a copy of the cookie back to the server for administrative purposes.


	SECTION 2. (OPERATIONS AND HOSTING SERVICES)

	2.1
	Hosting Hardware Maintenance
Contractor shall schedule and perform maintenance, including preventive maintenance of Hosting Hardware, including, but not be limited to, the repair or replacement of all (i) non-functioning or under-performing Hosting Hardware or (ii) Hosting Hardware no longer supported by its manufacturer and used by Contractor for hosting the Licensed Software, in order to maintain the Service Levels and compatibility with the Licensed Software, and any Revisions to the Licensed Software, and/or Interfaces. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Hosting Hardware Maintenance
Contractor shall schedule and perform maintenance, including preventive maintenance of Hosting Hardware, including, but not be limited to, the repair or replacement of all (i) non-functioning or under-performing Hosting Hardware or (ii) Hosting Hardware no longer supported by its manufacturer and used by Contractor for hosting the Licensed Software, in order to maintain the Service Levels and compatibility with the Licensed Software, and any Revisions to the Licensed Software, and/or Interfaces. 


	2.1 Paragraph 2
	Based on Hosting Hardware platforms recommended by Contractor, Contractor shall maintain compatibility of the Hosting Services and Licensed Software with new Hosting Hardware, Hosting Software, including firmware, operating system software versions, database software versions, Third-Party Products, and configurations. Contractor shall provide quality assurance, testing processes, and take corrective action in collaboration with County personnel to ensure any Licensed Software and Revisions to the Licensed Software are suitable for release. Contractor will provide application upgrades, releases, versions, etc., for all Hosting Software.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Based on Hosting Hardware platforms recommended by Contractor, Contractor shall maintain compatibility of the Hosting Services and Licensed Software with new Hosting Hardware, Hosting Software, including firmware, operating system software versions, database software versions, Third-Party Products, and configurations. Contractor shall provide quality assurance, testing processes, and take corrective action in collaboration with County personnel to ensure any Licensed Software and Revisions to the Licensed Software are suitable for release. Contractor will provide application upgrades, releases, versions, etc., for all Hosting Software.


	2.2
	Preventative Maintenance
Contractor shall create a schedule of required preventative maintenance tasks for the Hosting Environment to ensure that the Hosting Environment and all components thereof are functioning in accordance with this Agreement. Such preventative maintenance tasks include, but are not limited to, the following:  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Preventative Maintenance
Contractor shall create a schedule of required preventative maintenance tasks for the Hosting Environment to ensure that the Hosting Environment and all components thereof are functioning in accordance with this Agreement. Such preventative maintenance tasks include, but are not limited to, the following:  


	2.2 (a)
	Updates, Releases, Enhancements, and Versions for Licensed Software, Interfaces, and Hosting Revisions for Hosting Software; and 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Updates, Releases, Enhancements, and Versions for Licensed Software, Interfaces, and Hosting Revisions for Hosting Software; and 


	2.2 (b)
	review of Error and other logs to ensure any maintenance required to correct any Errors and restore the Hosting Environment to normal operations is detected and performed in a timely manner and that such information is used to anticipate Errors and make proactive Hosting Error Corrections.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	review of Error and other logs to ensure any maintenance required to correct any Errors and restore the Hosting Environment to normal operations is detected and performed in a timely manner and that such information is used to anticipate Errors and make proactive Hosting Error Corrections.  


	SECTION 3. (HOSTING ENVIRONMENT)

	3.
	Without limiting Contractor’s responsibilities described herein or otherwise in the Agreement, Hosting Services shall include the provision of a Hosting Environment to perform in accordance with the Specifications and Service Levels and shall include the following:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Without limiting Contractor’s responsibilities described herein or otherwise in the Agreement, Hosting Services shall include the provision of a Hosting Environment to perform in accordance with the Specifications and Service Levels and shall include the following:


	3.1
	Technical Environment
The Hosting Environment shall include redundant system components, including:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Technical Environment
The Hosting Environment shall include redundant system components, including:


	3.1 Bullet 1
	Network load balancers, web Servers, application Servers, and database Servers in a redundant configuration as applies to all Production domains;  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Network load balancers, web Servers, application Servers, and database Servers in a redundant configuration as applies to all Production domains;  


	3.1 Bullet 2
	LAN/WAN infrastructure, including networking equipment for an enterprise class data center LAN, networking equipment for connection to circuits to County facilities, connection cabling, and required peripherals; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	LAN/WAN infrastructure, including networking equipment for an enterprise class data center LAN, networking equipment for connection to circuits to County facilities, connection cabling, and required peripherals; 


	3.1 Bullet 3
	Storage Area Network (“SAN”) using Redundant Array of Independent Disk (“RAID”) and multiple data paths for storing County’s data. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Storage Area Network (“SAN”) using Redundant Array of Independent Disk (“RAID”) and multiple data paths for storing County’s data. 


	3.1 Paragraph 2
	The Hosting Environment shall include, and Contractor shall maintain, separate domains for build, test/certification, training, and production. The test/certification environment shall be used to validate all Revisions to the Licensed Software and all Hosting Revisions to the Hosting Software. The Training domain will be hosted on redundant infrastructure.  More than one (1) non-production domain may be live on the same hardware server.  Certification and Build domains will all be hosted on non-redundant infrastructure. As part of the Hosting Services Contractor shall provide the following Hosting Environment domains as further defined in Exhibit C (Fees; Contractor Professional Services Rates):  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The Hosting Environment shall include, and Contractor shall maintain, separate domains for build, test/certification, training, and production. The test/certification environment shall be used to validate all Revisions to the Licensed Software and all Hosting Revisions to the Hosting Software. The Training domain will be hosted on redundant infrastructure.  More than one (1) non-production domain may be live on the same hardware server.  Certification and Build domains will all be hosted on non-redundant infrastructure. As part of the Hosting Services Contractor shall provide the following Hosting Environment domains as further defined in Exhibit C (Fees; Contractor Professional Services Rates):  


	3.1 Paragraph 2 Bullet 1
	Production Infrastructure Domain

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Production Infrastructure Domain


	3.1 Paragraph 2 Bullet 2
	Certification/Test Infrastructure Domain (full copy)

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Certification/Test Infrastructure Domain (full copy)


	3.1 Paragraph 2 Bullet 3
	Training Infrastructure Domain (reference copy)

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Training Infrastructure Domain (reference copy)


	3.2
	Physical Environment
The Contractor Primary Data Center and Contractor Secondary Data Center facilities consist of multiple data centers each of which are discrete areas and entirely housed within a larger facility (buildings within a building). The Contractor Primary Data Center and Contractor Secondary Data Center:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Physical Environment
The Contractor Primary Data Center and Contractor Secondary Data Center facilities consist of multiple data centers each of which are discrete areas and entirely housed within a larger facility (buildings within a building). The Contractor Primary Data Center and Contractor Secondary Data Center:


	3.2 Bullet 1
	The data centers shall maintain a resiliency/availability rating of 99.9 (i.e., Tier III, as referenced within the Uptime Institute’s Tier classification); 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The data centers shall maintain a resiliency/availability rating of 99.9 (i.e., Tier III, as referenced within the Uptime Institute’s Tier classification); 


	3.2 Bullet 2
	Are housed in facilities that are designed, built, and maintained according to the FEMA P-361 standard (Design and Construction Guidance for Community Safe Rooms), which defines a safe haven required to survive an EF-5 tornado event;

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Are housed in facilities that are designed, built, and maintained according to the FEMA P-361 standard (Design and Construction Guidance for Community Safe Rooms), which defines a safe haven required to survive an EF-5 tornado event;


	3.2 Bullet 3
	Utilize sufficient fire detection and suppression systems and processes that protect County systems and operations and mitigate negative affects to County systems operations in the event of an activation (i.e., VESDA, HFC125 dry agent, secondary backup pre-action dry pipe sprinkler system, etc.); 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Utilize sufficient fire detection and suppression systems and processes that protect County systems and operations and mitigate negative affects to County systems operations in the event of an activation (i.e., VESDA, HFC125 dry agent, secondary backup pre-action dry pipe sprinkler system, etc.); 


	3.2 Bullet 4
	Contain dedicated power utility services necessary to maintain operations of the Hosting Environment, including electrical service and components (e.g., utility transformers serving the building and fuel storage to run emergency generators); 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contain dedicated power utility services necessary to maintain operations of the Hosting Environment, including electrical service and components (e.g., utility transformers serving the building and fuel storage to run emergency generators); 


	3.2 Bullet 5
	Contain the telecommunications network cable rooms necessary to maintain redundant operations of the Hosting Environment; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contain the telecommunications network cable rooms necessary to maintain redundant operations of the Hosting Environment; 


	3.2 Bullet 6
	Contain Contractor’s on-site hosting personnel; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contain Contractor’s on-site hosting personnel; 


	3.2 Bullet 7
	Utilize exterior walls that are made of steel reinforced concrete (a minimum one (1) foot thick); and 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Utilize exterior walls that are made of steel reinforced concrete (a minimum one (1) foot thick); and 


	3.2 Bullet 8
	Utilize system of grating, tested to satisfy the FEMA-P361 standard (Design and Construction Guidance for Community Safe Rooms), to protect the air exchange portions of the roof that cover the chilled water systems and generator farms.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Utilize system of grating, tested to satisfy the FEMA-P361 standard (Design and Construction Guidance for Community Safe Rooms), to protect the air exchange portions of the roof that cover the chilled water systems and generator farms.


	3.2 Paragraph 2
	The Hosting Environment shall include all necessary facilities and redundant Mechanical, Electronic, and Plumbing (“MEP”) components to comply with an availability rating of 99.9% (i.e. Tier III, as referenced within the Uptime Institute’s Tier classification) to include:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The Hosting Environment shall include all necessary facilities and redundant Mechanical, Electronic, and Plumbing (“MEP”) components to comply with an availability rating of 99.9% (i.e. Tier III, as referenced within the Uptime Institute’s Tier classification) to include:


	3.2 (a)
	Electrical power infrastructure, including utility-provided electrical power, diesel generators built to support N+2 availability, an on-site fuel supply adequate to support the critical and essential load for at least seventy-two (72) hours, backup local fuel delivered by service providers to ensure uninterrupted fuel replenishment, Uninterruptible Power Supplies (“UPS”) designed to support N+1 availability until generators are online in the event of a disruption of utility-provided power, UPS batteries, Power Distribution Units (“PDUs”), emergency power off systems, hydrogen sensors, power supplies, transfer switches, load banks, breaker panels, and copper cabling;  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Electrical power infrastructure, including utility-provided electrical power, diesel generators built to support N+2 availability, an on-site fuel supply adequate to support the critical and essential load for at least seventy-two (72) hours, backup local fuel delivered by service providers to ensure uninterrupted fuel replenishment, Uninterruptible Power Supplies (“UPS”) designed to support N+1 availability until generators are online in the event of a disruption of utility-provided power, UPS batteries, Power Distribution Units (“PDUs”), emergency power off systems, hydrogen sensors, power supplies, transfer switches, load banks, breaker panels, and copper cabling;  


	3.2 (b)
	Heating, ventilation and air conditioning (“HVAC”), and digital controls systems (i.e., building management) systems built to support N+1 availability to ensure optimal cooling to building infrastructure and all equipment locations (i.e. ductworks, computer room air conditioners (“CRAC”) units, condensers, cooling towers, thermostat sensors, hot and cold aisle distribution systems, humidification systems, etc.);

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Heating, ventilation and air conditioning (“HVAC”), and digital controls systems (i.e., building management) systems built to support N+1 availability to ensure optimal cooling to building infrastructure and all equipment locations (i.e. ductworks, computer room air conditioners (“CRAC”) units, condensers, cooling towers, thermostat sensors, hot and cold aisle distribution systems, humidification systems, etc.);


	3.2 (c)
	Plumbing/conduit systems for the routing of cabling (copper and fiber optics), air, water, and fire suppression gasses; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Plumbing/conduit systems for the routing of cabling (copper and fiber optics), air, water, and fire suppression gasses; 


	3.2 (d)
	Fire protection systems, including detection and abatement systems, “cross zoned” heat detectors, fire panels, deluge systems, and gaseous system, designed in accordance with industry best practices and all National Fire Protection Association codes and standards; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Fire protection systems, including detection and abatement systems, “cross zoned” heat detectors, fire panels, deluge systems, and gaseous system, designed in accordance with industry best practices and all National Fire Protection Association codes and standards; 


	3.2 (e)
	Facilities, including dedicated cage or similar environments, raised floor systems, component racks, cabinets, seismic isolation platforms; and

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Facilities, including dedicated cage or similar environments, raised floor systems, component racks, cabinets, seismic isolation platforms; and


	3.2 (f)
	Internet and other telecommunications connections delivered into dedicated cage environments to provide multiple distribution paths.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Internet and other telecommunications connections delivered into dedicated cage environments to provide multiple distribution paths.


	3.2 Paragraph 3
	Further facility details regarding the Contractor Primary Data Center and Contractor Secondary Data Center shall be provided by Contractor to County on its request. Contractor agrees to refresh and improve the Contractor data centers during the Term of this Agreement in a manner, determined by Contractor that is consistent with recognized and accepted standards for such facilities.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Further facility details regarding the Contractor Primary Data Center and Contractor Secondary Data Center shall be provided by Contractor to County on its request. Contractor agrees to refresh and improve the Contractor data centers during the Term of this Agreement in a manner, determined by Contractor that is consistent with recognized and accepted standards for such facilities.


	3.3 (a)
	Contractor shall maintain County’s Hosting Environment in Statement on Standards for Attestation Engagements (“SSAE”) 18 certified facilities, or facilities of successor certification, with, as to each Data Center:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall maintain County’s Hosting Environment in Statement on Standards for Attestation Engagements (“SSAE”) 18 certified facilities, or facilities of successor certification, with, as to each Data Center:


	3.3 (a) Bullet 1
	Access controlled through documented procedures;

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Access controlled through documented procedures;


	3.3 (a) Bullet 2
	24x7x365 security and technical engineering staff;

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	24x7x365 security and technical engineering staff;


	3.3 (a) Bullet 3
	Physical access which requires government-issued picture identifications for access validation and multi-factor authentication for floor access; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Physical access which requires government-issued picture identifications for access validation and multi-factor authentication for floor access; 


	3.3 (a) Bullet 4
	Video surveillance monitoring on a 24x7x365 basis; and

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Video surveillance monitoring on a 24x7x365 basis; and


	3.3 (a) Bullet 5
	Access monitored through internal management and logging systems.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Access monitored through internal management and logging systems.


	3.3 (b)
	Contractor’s physical environments shall be governed by strict Access Control Lists (“ACL”) for physical access to the environments. All data and storage cabinets will be contained within Contractor’s Data Centers with access only granted to those with a related job responsibility. Both Contractor’s Data Centers and the facilities in which they are housed are secured with locks that require proximity cards for physical access.   

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor’s physical environments shall be governed by strict Access Control Lists (“ACL”) for physical access to the environments. All data and storage cabinets will be contained within Contractor’s Data Centers with access only granted to those with a related job responsibility. Both Contractor’s Data Centers and the facilities in which they are housed are secured with locks that require proximity cards for physical access.   


	3.3 (c)
	Contractor shall maintain comprehensive security policies, procedures, and controls to govern, support, and secure the Hosting Environment. Security policies and procedures shall be reviewed and updated on a regular basis. Contractor’s security management controls shall be reviewed by an independent third-party firm, on an annual basis, following SSAE 18 or successor certification, guidelines, and format.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall maintain comprehensive security policies, procedures, and controls to govern, support, and secure the Hosting Environment. Security policies and procedures shall be reviewed and updated on a regular basis. Contractor’s security management controls shall be reviewed by an independent third-party firm, on an annual basis, following SSAE 18 or successor certification, guidelines, and format.


	3.4
	Hosting Environment Security and Wan Connectivity
Contractor shall use secure technology to protect County Data, Personal Data, and other Confidential Information of County and the users of the Hosting Services in its storage and transmission between the user and the Hosting Environment, which shall include the following:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Hosting Environment Security and Wan Connectivity
Contractor shall use secure technology to protect County Data, Personal Data, and other Confidential Information of County and the users of the Hosting Services in its storage and transmission between the user and the Hosting Environment, which shall include the following:


	3.4 (a)
	WAN Connectivity including primary and secondary communications circuits between the Contractor Primary Data Center and Contractor Secondary Data Center and dual points of demarcation at County. County will provide layer two routing and a circuit between these two (2) points of demarcation, with dedicated bandwidth sufficient to support full failover mode in the event of a circuit failure. County will choose two (2) points of demarcation which are readily and commercially available via public carriers. The circuits will be configured in a manner allowing for automated failover and, at County’s option, will be load balanced. The WAN Connectivity will entrust Secure Socket Layer (“SSL”) signed certificates using a minimum 128 bit encryption. A VPN connection utilizing County’s internet connection will be established utilizing Internet Protocol Security (“IPsec”) with a minimum of 168 bit Triple Data Encryption Standard (“DES”). The VPN connection will represent the failover option in the event the primary and secondary communications circuits are unavailable.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	WAN Connectivity including primary and secondary communications circuits between the Contractor Primary Data Center and Contractor Secondary Data Center and dual points of demarcation at County. County will provide layer two routing and a circuit between these two (2) points of demarcation, with dedicated bandwidth sufficient to support full failover mode in the event of a circuit failure. County will choose two (2) points of demarcation which are readily and commercially available via public carriers. The circuits will be configured in a manner allowing for automated failover and, at County’s option, will be load balanced. The WAN Connectivity will entrust Secure Socket Layer (“SSL”) signed certificates using a minimum 128 bit encryption. A VPN connection utilizing County’s internet connection will be established utilizing Internet Protocol Security (“IPsec”) with a minimum of 168 bit Triple Data Encryption Standard (“DES”). The VPN connection will represent the failover option in the event the primary and secondary communications circuits are unavailable.  


	3.4 (b)
	A network structure protected by redundant clustered firewalls and monitored with intrusion prevention systems. All security systems shall be from leading security industry vendors, implemented in conjunction with Contractor’s third-party security firms, and validated by Contractor’s separate third-party vulnerability/penetration testing firms. The firewall logs shall be reviewed weekly and analyzed proactively by enterprise security management systems to identify security threats. The Hosting Environment shall be safeguarded using Network Address Translation (“NAT”), Internet Protocol (IP) masquerading, port redirection, non-routable IP addressing and ACL’s, multi-factor authentication, and management network segregation.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	A network structure protected by redundant clustered firewalls and monitored with intrusion prevention systems. All security systems shall be from leading security industry vendors, implemented in conjunction with Contractor’s third-party security firms, and validated by Contractor’s separate third-party vulnerability/penetration testing firms. The firewall logs shall be reviewed weekly and analyzed proactively by enterprise security management systems to identify security threats. The Hosting Environment shall be safeguarded using Network Address Translation (“NAT”), Internet Protocol (IP) masquerading, port redirection, non-routable IP addressing and ACL’s, multi-factor authentication, and management network segregation.


	3.4 (c)
	Background investigations will be performed in accordance with Contractor’s policies and procedures for all Contractor Personnel performing work at Contractor’s sites under this Agreement. All Contractor’s hosting and support staff shall go through security and privacy training prior to being provided physical access to the Contractor Primary Data Center or Contractor Secondary Data Center.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Background investigations will be performed in accordance with Contractor’s policies and procedures for all Contractor Personnel performing work at Contractor’s sites under this Agreement. All Contractor’s hosting and support staff shall go through security and privacy training prior to being provided physical access to the Contractor Primary Data Center or Contractor Secondary Data Center.


	3.4 (d)
	Multi-factor devices to access managerial functionality within the environment for administrative access. All user access shall be monitored and managed by the Contractor’s security/compliance department. All Servers, Hosting Hardware devices, software applications, user accounts, security devices, and technical services shall be fully audited and managed in real time by enterprise management and notification systems. Any account, physical, environmental, or security change shall be immediately identified and trigger a notification to all Contractor hosting and security staff. Contractor’s enterprise management systems shall immediately provide an ISO compliance dashboard showing full compliance status with all applicable environmental controls.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Multi-factor devices to access managerial functionality within the environment for administrative access. All user access shall be monitored and managed by the Contractor’s security/compliance department. All Servers, Hosting Hardware devices, software applications, user accounts, security devices, and technical services shall be fully audited and managed in real time by enterprise management and notification systems. Any account, physical, environmental, or security change shall be immediately identified and trigger a notification to all Contractor hosting and security staff. Contractor’s enterprise management systems shall immediately provide an ISO compliance dashboard showing full compliance status with all applicable environmental controls.


	3.4 (e)
	The maintenance of security by restricting access points to all production environments. Strong password rules shall be enforced and the Hosting Environment shall be constantly updated to the vendor-recommended patch levels for security. The Hosting Environment shall be hardened by disabling any non-critical ports, users, protocols, and processes, following vendor’s “best practice” recommendations for security. All environmental operating systems access shall require multi-factor authentication.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The maintenance of security by restricting access points to all production environments. Strong password rules shall be enforced and the Hosting Environment shall be constantly updated to the vendor-recommended patch levels for security. The Hosting Environment shall be hardened by disabling any non-critical ports, users, protocols, and processes, following vendor’s “best practice” recommendations for security. All environmental operating systems access shall require multi-factor authentication.


	3.4 (f)
	Operations to identify and manage risks and vulnerabilities that could affect the Contractor’s ability to provide reliable Hosting Services to County. These processes shall require Contractor management to assign a risk profile to all assets within the Hosting Environment, including Hosting Hardware, software, services, staff, and client data. Each asset and its applicable risk and vulnerabilities shall be tracked, monitored, and reviewed on a regular basis. Any new assets shall be evaluated based upon a risk rating formula. The hosting operations executives shall meet periodically to discuss the risks Contractor is facing. These shall include various aspects of financial and technological risks, including risks introduced by changes in the nature of services provided and processing when applicable. In addition, Contractor’s department managers shall meet with its staff on a regular basis to discuss any outstanding issues pertaining to their function within Contractor’s organization.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Operations to identify and manage risks and vulnerabilities that could affect the Contractor’s ability to provide reliable Hosting Services to County. These processes shall require Contractor management to assign a risk profile to all assets within the Hosting Environment, including Hosting Hardware, software, services, staff, and client data. Each asset and its applicable risk and vulnerabilities shall be tracked, monitored, and reviewed on a regular basis. Any new assets shall be evaluated based upon a risk rating formula. The hosting operations executives shall meet periodically to discuss the risks Contractor is facing. These shall include various aspects of financial and technological risks, including risks introduced by changes in the nature of services provided and processing when applicable. In addition, Contractor’s department managers shall meet with its staff on a regular basis to discuss any outstanding issues pertaining to their function within Contractor’s organization.


	3.4 (g)
	Extensive change management policies, procedures, and controls. All non-routine environment changes shall require approvals, extensive testing, and full documentation prior to being implemented within the Hosting Environment.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Extensive change management policies, procedures, and controls. All non-routine environment changes shall require approvals, extensive testing, and full documentation prior to being implemented within the Hosting Environment.


	3.4 (h)
	Extensive incident management and monitoring procedures for the Hosting Environment. Contractor shall notify County of any attacks, service interruption, or threatened or suspected breach of security against the Servers and/or Hosting Services in accordance with the requirements of this Agreement, Exhibit E (Service Levels and Performance Standards), and Exhibit F (Business Associate).  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Extensive incident management and monitoring procedures for the Hosting Environment. Contractor shall notify County of any attacks, service interruption, or threatened or suspected breach of security against the Servers and/or Hosting Services in accordance with the requirements of this Agreement, Exhibit E (Service Levels and Performance Standards), and Exhibit F (Business Associate).  


	3.5 (a)
	Hosting Revisions
Contractor shall implement Hosting Revisions in the Hosting Environment on a regular basis, provided Contractor shall not knowingly implement such Hosting Revisions if the Hosting Revisions could adversely impact performance of the CADS System without direct coordination with the County Project Manager.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall implement Hosting Revisions in the Hosting Environment on a regular basis, provided Contractor shall not knowingly implement such Hosting Revisions if the Hosting Revisions could adversely impact performance of the CADS System without direct coordination with the County Project Manager.  


	3.5 (b)
	Other than the Hosting Services fee, there shall be no other change or cost to County associated with Hosting Revisions.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Other than the Hosting Services fee, there shall be no other change or cost to County associated with Hosting Revisions.  


	3.5 (c)
	Any Hosting Revisions are expected to comply with federal and state laws and regulations at no additional cost over the monthly Hosting Services fee for Hosting Services under the Agreement. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Any Hosting Revisions are expected to comply with federal and state laws and regulations at no additional cost over the monthly Hosting Services fee for Hosting Services under the Agreement. 


	3.5 (d)
	Contractor shall provide County with Hosting Revisions, revised related Documentation, and, if necessary, modified procedures, to correct any failure of the Hosting Environment to operate in accordance with the Specifications.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor shall provide County with Hosting Revisions, revised related Documentation, and, if necessary, modified procedures, to correct any failure of the Hosting Environment to operate in accordance with the Specifications.


	3.6
	Hosting Hardware Refresh Services
Throughout the Term, Contractor shall review at least once every twelve (12) calendar months the performance of the Hosting Environment to determine the need for Refresh Services to the Hosting Hardware currently being used to provide the Hosting Services. Contractor shall provide all Hosting Services required to implement this Section 3.6 (Hosting Hardware Refresh Services) at no additional charge to County except to the extent included in Exhibit C (Fees; Contractor Professional Services Rates) or as otherwise approved in a Statement of Work. Contractor will upgrade and replace all Hosting Hardware in accordance with (a) the technical architecture and standards and timeframes required pursuant to any Statement of Work, and (b) as otherwise required to deliver the Hosting Services in accordance with this Agreement. The Services provided pursuant to this Section 3.6 (Hosting Hardware Refresh Services) are collectively referred to as “Refresh Services” and require County Approval prior to implementation.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Hosting Hardware Refresh Services
Throughout the Term, Contractor shall review at least once every twelve (12) calendar months the performance of the Hosting Environment to determine the need for Refresh Services to the Hosting Hardware currently being used to provide the Hosting Services. Contractor shall provide all Hosting Services required to implement this Section 3.6 (Hosting Hardware Refresh Services) at no additional charge to County except to the extent included in Exhibit C (Fees; Contractor Professional Services Rates) or as otherwise approved in a Statement of Work. Contractor will upgrade and replace all Hosting Hardware in accordance with (a) the technical architecture and standards and timeframes required pursuant to any Statement of Work, and (b) as otherwise required to deliver the Hosting Services in accordance with this Agreement. The Services provided pursuant to this Section 3.6 (Hosting Hardware Refresh Services) are collectively referred to as “Refresh Services” and require County Approval prior to implementation.


	SECTION 4. (IN-HOUSE SOLUTION)

	4.
	Upon County’s election, Contractor agrees to make the Licensed Software and Hardware available to County to utilize from County internal facilities or its designated third-party data center (the “In-House Solution”). At any time during the term of this Agreement, County may, in its sole discretion, elect to transition the Hosting Services to an In-House Solution and terminate the Hosting Services, for no additional license fee as to the Licensed Software. Should County elect to transition the Hosting Services to an In-House Solution and terminate the Hosting Services, County will notify Contractor in writing of its election to transition concurrently with its notice of termination of the Hosting Services. Upon such notice, Contractor and County will work together to develop a migration plan and Contractor will provide County with the following: (a) the cost of required Hardware and Third-Party Products necessary to operate the In-House Solution; and (b) Optional Work necessary for the transition pursuant to a mutually agreed Statement of Work. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Upon County’s election, Contractor agrees to make the Licensed Software and Hardware available to County to utilize from County internal facilities or its designated third-party data center (the “In-House Solution”). At any time during the term of this Agreement, County may, in its sole discretion, elect to transition the Hosting Services to an In-House Solution and terminate the Hosting Services, for no additional license fee as to the Licensed Software. Should County elect to transition the Hosting Services to an In-House Solution and terminate the Hosting Services, County will notify Contractor in writing of its election to transition concurrently with its notice of termination of the Hosting Services. Upon such notice, Contractor and County will work together to develop a migration plan and Contractor will provide County with the following: (a) the cost of required Hardware and Third-Party Products necessary to operate the In-House Solution; and (b) Optional Work necessary for the transition pursuant to a mutually agreed Statement of Work. 


	4. Paragraph 2
	In the event of such an election, (i) the license grants will continue as provided in the Agreement; (ii) any recurring fees associated with any Hosted Services shall stop on the date of County’s Acceptance of the In-House Solution; and (iii) all other terms of the Agreement shall remain unchanged, provided that Exhibit E (Service Levels and Performance Standards) would require modifications depending on the nature of the Services terminated and/or retained by County.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	In the event of such an election, (i) the license grants will continue as provided in the Agreement; (ii) any recurring fees associated with any Hosted Services shall stop on the date of County’s Acceptance of the In-House Solution; and (iii) all other terms of the Agreement shall remain unchanged, provided that Exhibit E (Service Levels and Performance Standards) would require modifications depending on the nature of the Services terminated and/or retained by County.  


	4. Paragraph 3
	Acceptance of the In-House Solution shall mean the In-House Solution is operating on the Recommended Configuration in material conformance with the Specifications. Acceptance Testing shall commence, as provided in Section 12 (Acceptance) of the Agreement, upon Contractor’s written notification to County that the implementation Services described above have been completed and that the In-House Solution is ready for Use by County in a Production Environment. For the purposes of this Section 4 (In-House Solution), the term “Use” means to copy, install, access, execute, operate, and run the In-House Solution for test, development, and production purposes. For purposes of this Section, “Recommended Configuration” for the In-House Solution developed upon County’s election of the In-House Solution option, shall mean the computer platform(s), operating system(s), applications, interface engine, network infrastructure, connectivity, and workstation configurations recommended by Contractor for use with the In-House Solution.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Acceptance of the In-House Solution shall mean the In-House Solution is operating on the Recommended Configuration in material conformance with the Specifications. Acceptance Testing shall commence, as provided in Section 12 (Acceptance) of the Agreement, upon Contractor’s written notification to County that the implementation Services described above have been completed and that the In-House Solution is ready for Use by County in a Production Environment. For the purposes of this Section 4 (In-House Solution), the term “Use” means to copy, install, access, execute, operate, and run the In-House Solution for test, development, and production purposes. For purposes of this Section, “Recommended Configuration” for the In-House Solution developed upon County’s election of the In-House Solution option, shall mean the computer platform(s), operating system(s), applications, interface engine, network infrastructure, connectivity, and workstation configurations recommended by Contractor for use with the In-House Solution.


	SECTION 5. (ADDITIONAL WARRANTIES)

	5.
	The following language is to be added to Section 17.1 (Contractor’s Warranties) of the Agreement in addition to the Warranties requirements in the Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The following language is to be added to Section 17.1 (Contractor’s Warranties) of the Agreement in addition to the Warranties requirements in the Agreement.


	5.1
	No Delivery of Software
Contractor represents and warrants that, in connection with Hosting Services, Contractor shall not deliver for installation on County’s systems any software or programming, whether created or developed by Contractor or a third-party, except in connection with Contractor’s provision of the Hosting Services or other Services under this Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	No Delivery of Software
Contractor represents and warrants that, in connection with Hosting Services, Contractor shall not deliver for installation on County’s systems any software or programming, whether created or developed by Contractor or a third-party, except in connection with Contractor’s provision of the Hosting Services or other Services under this Agreement.


	5.2
	Services Not to Be Withheld or Suspended
Contractor represents and warrants that, provided County continues to timely make all undisputed payments, during the Term of this Agreement, Contractor will not withhold or suspend Hosting Services provided hereunder, for any reason, including but not limited to a Dispute between the Parties arising under this Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Services Not to Be Withheld or Suspended
Contractor represents and warrants that, provided County continues to timely make all undisputed payments, during the Term of this Agreement, Contractor will not withhold or suspend Hosting Services provided hereunder, for any reason, including but not limited to a Dispute between the Parties arising under this Agreement.


	SECTION 6. (CONFIDENTIALITY)

	6.
	The following language is to be added to Section 19 (Confidentiality) of the Agreement in addition to the confidentiality requirements in Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The following language is to be added to Section 19 (Confidentiality) of the Agreement in addition to the confidentiality requirements in Agreement.


	6.1
	Solicitation of County Users
During the Term of the Agreement and thereafter in perpetuity, Contractor agrees not to use Personal Data, whether directly or indirectly, to target or solicit County users or those of its subsidiaries, affiliates with County or commit any other act, or assist others to commit any other act, which , and joint ventures, as such, on behalf of itself or any third-party, including but not limited to, on behalf of entities that provide healthcare related services in direct competition might injure the business of County. Contractor agrees that it will not use or sell to others lists containing information obtained in connection with this Agreement about any County users. Nothing contained herein shall preclude Contractor from providing services to any County user who independently contacts Contractor, who is responding to a general solicitation of Contractor, or is contacted by Contractor based on information independently derived by Contractor.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Solicitation of County Users
During the Term of the Agreement and thereafter in perpetuity, Contractor agrees not to use Personal Data, whether directly or indirectly, to target or solicit County users or those of its subsidiaries, affiliates with County or commit any other act, or assist others to commit any other act, which , and joint ventures, as such, on behalf of itself or any third-party, including but not limited to, on behalf of entities that provide healthcare related services in direct competition might injure the business of County. Contractor agrees that it will not use or sell to others lists containing information obtained in connection with this Agreement about any County users. Nothing contained herein shall preclude Contractor from providing services to any County user who independently contacts Contractor, who is responding to a general solicitation of Contractor, or is contacted by Contractor based on information independently derived by Contractor.


	6.2
	County Data
For the avoidance of doubt, all County Data shall be treated by Contractor as Confidential Information under this Agreement even if such County Data, or portions thereof, would otherwise fall under one or more of the foregoing exceptions.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	County Data
For the avoidance of doubt, all County Data shall be treated by Contractor as Confidential Information under this Agreement even if such County Data, or portions thereof, would otherwise fall under one or more of the foregoing exceptions.


	SECTION 7. (SECURITY)

	7.
	The following language is to be added to Section 20 (Security) of the Agreement in addition to the security requirements in the Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The following language is to be added to Section 20 (Security) of the Agreement in addition to the security requirements in the Agreement.


	7.1
	Storage of Personal Data
All Personal Data must be stored in a physically and logically secure environment that protects it from unauthorized access, modification, theft, misuse, and destruction. In addition to the general standards set forth above, Contractor will maintain an adequate level of physical security controls over its facilities including, but not limited to, appropriate alarm systems, fire suppression, access controls (including off-hour controls) which may include visitor access procedures, security guard force, video surveillance, and staff egress searches. Further, Contractor will maintain an adequate level of data security controls, including, but not limited to, logical access controls including user sign-on identification and authentication, data access controls (e.g., password protection of your applications, data files, and libraries), accountability tracking, anti-virus software, secured printers, restricted download to disk capability, and provision for system backup.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Storage of Personal Data
All Personal Data must be stored in a physically and logically secure environment that protects it from unauthorized access, modification, theft, misuse, and destruction. In addition to the general standards set forth above, Contractor will maintain an adequate level of physical security controls over its facilities including, but not limited to, appropriate alarm systems, fire suppression, access controls (including off-hour controls) which may include visitor access procedures, security guard force, video surveillance, and staff egress searches. Further, Contractor will maintain an adequate level of data security controls, including, but not limited to, logical access controls including user sign-on identification and authentication, data access controls (e.g., password protection of your applications, data files, and libraries), accountability tracking, anti-virus software, secured printers, restricted download to disk capability, and provision for system backup.


	SECTION 8. (DISASTER RECOVERY AND BUSINESS CONTINUITY)

	8.
	The following language is to be added to the Section 22 (Disaster Recovery/Business Continuity) of the Agreement.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The following language is to be added to the Section 22 (Disaster Recovery/Business Continuity) of the Agreement.


	8.1
	Disaster Recovery and Business Continuity Plan
Contractor shall establish, implement, and maintain business continuity, recovery, and disruption avoidance procedures for those facilities where the Hosting Services will be performed and for the personnel performing the Services that conform with the Business Continuity Guidelines as described in Exhibit M.1 (Business Continuity Guidelines). Contractor shall provide County with a written copy of its disaster recovery and business continuity plan (“DR/BC Plan”) as Exhibit M.1-1 (Disaster Recovery and Business Continuity Plan) and all updates thereto during the Term of this Agreement. Any future updates or revisions to the DR/BC Plan, processes, and procedures shall be no less protective than the DR/BC Plan in effect as of the Effective Date. In addition to the requirements stated in this Section 8 (Disaster Recovery and Business Continuity), Exhibit M.1 (Business Continuity Guidelines), any recovery-specific addendums provided by County that reference this Agreement or the relevant Statements of Work may provide additional detailed specifications for recovery as appropriate to County’s requirements.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Disaster Recovery and Business Continuity Plan
Contractor shall establish, implement, and maintain business continuity, recovery, and disruption avoidance procedures for those facilities where the Hosting Services will be performed and for the personnel performing the Services that conform with the Business Continuity Guidelines as described in Exhibit M.1 (Business Continuity Guidelines). Contractor shall provide County with a written copy of its disaster recovery and business continuity plan (“DR/BC Plan”) as Exhibit M.1-1 (Disaster Recovery and Business Continuity Plan) and all updates thereto during the Term of this Agreement. Any future updates or revisions to the DR/BC Plan, processes, and procedures shall be no less protective than the DR/BC Plan in effect as of the Effective Date. In addition to the requirements stated in this Section 8 (Disaster Recovery and Business Continuity), Exhibit M.1 (Business Continuity Guidelines), any recovery-specific addendums provided by County that reference this Agreement or the relevant Statements of Work may provide additional detailed specifications for recovery as appropriate to County’s requirements.


	8.1 Paragraph 2
	In the event of an unplanned interruption of the Hosting Services, Contractor’s alternate data center will be invoked, with production computing systems being recovered first, followed by non-production computing systems. In an unplanned interruption of the Hosting Services, Contractor will use reasonable efforts to recover County systems and Hosting Services as quickly as possible.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	In the event of an unplanned interruption of the Hosting Services, Contractor’s alternate data center will be invoked, with production computing systems being recovered first, followed by non-production computing systems. In an unplanned interruption of the Hosting Services, Contractor will use reasonable efforts to recover County systems and Hosting Services as quickly as possible.


	8.1 Paragraph 3
	In the event of an unplanned interruption of the Hosting Services, Contractor’s emergency response team will be mobilized. The CADS System backups will be used to recover the production Hosting Services in the Contractor Secondary Data Center, equipment (e.g., servers, storage) will be provisioned as quickly as possible, and recovery of County's production Hosting Services will begin. As County's recovery processes complete, County will be notified to begin testing the recovered Hosting Services in preparation to return the Hosting Services to the end-users.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	In the event of an unplanned interruption of the Hosting Services, Contractor’s emergency response team will be mobilized. The CADS System backups will be used to recover the production Hosting Services in the Contractor Secondary Data Center, equipment (e.g., servers, storage) will be provisioned as quickly as possible, and recovery of County's production Hosting Services will begin. As County's recovery processes complete, County will be notified to begin testing the recovered Hosting Services in preparation to return the Hosting Services to the end-users.


	8.2
	Plan Audit
Contractor shall have an annual audit performed of its DR/BC Plan, and shall provide County with a summary of: (a) the results of the audit report, and (b) the corrective actions or modifications, if any, Contractor will implement in response to the audit.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Plan Audit
Contractor shall have an annual audit performed of its DR/BC Plan, and shall provide County with a summary of: (a) the results of the audit report, and (b) the corrective actions or modifications, if any, Contractor will implement in response to the audit.  


	8.3
	Plan Testing
On at least an annual basis, Contractor shall test its DR/BC Plan, including activation of its backup facilities and capabilities, and review and update the DR/BC Plan accordingly. Within thirty (30) calendar days of completion of each such test, Contractor shall provide County with a summary of the test results and actions taken in response to the test of the DR/BC Plan. Contractor shall provide reasonable evidence that any identified deficiencies discovered through either testing or an audit have been corrected and verified through additional testing.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Plan Testing
On at least an annual basis, Contractor shall test its DR/BC Plan, including activation of its backup facilities and capabilities, and review and update the DR/BC Plan accordingly. Within thirty (30) calendar days of completion of each such test, Contractor shall provide County with a summary of the test results and actions taken in response to the test of the DR/BC Plan. Contractor shall provide reasonable evidence that any identified deficiencies discovered through either testing or an audit have been corrected and verified through additional testing.  


	8.4
	Onsite Review of Contractor Facilities
Upon reasonable advance written notice, County may, at its option, elect to conduct onsite reviews of Contractors’ facilities for, but not limited to:  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Onsite Review of Contractor Facilities
Upon reasonable advance written notice, County may, at its option, elect to conduct onsite reviews of Contractors’ facilities for, but not limited to:  


	8.4 (a)
	assessing the viability of recovery processes, procedures, and facilities; 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	assessing the viability of recovery processes, procedures, and facilities; 


	8.4 (b)
	ensuring that Contractor Personnel are fully aware and currently trained on recovery processes and procedures; and

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	ensuring that Contractor Personnel are fully aware and currently trained on recovery processes and procedures; and


	8.4 (c)
	assessing the safety and soundness of primary and recovery facilities.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	assessing the safety and soundness of primary and recovery facilities.


	8.5
	Recovery Time Requirement
Contractor shall provide business continuity for both production use and business continuity environments according to the DR/BC Plan as described in Exhibit M.1-1 (Disaster Recovery and Business Continuity Plan), which shall include providing a Hosting Environment at a High Availability.  “High Availability” shall mean the availability of Contractor Secondary Data Center to be utilized in the event the Contractor's Primary Data Center becomes unavailable, is malfunctioning or otherwise fails to meet Specifications. In an unplanned interruption of the Hosting Services, Contractor will recover the Hosting Services as quickly as possible, and Contractor will escalate the issue to the Contractor Project Director. Working with the joint County/Contractor situation management teams, Contractor will establish an estimated time for recovery of the Hosting Services and coordinate with County to implement the most appropriate ongoing communication plan until the Hosting Services have been recovered. The Contractor Secondary Data Center becomes available for Production Use in ____ (__) hour or less from an event in which the Contractor Primary Data Center becomes unavailable, is malfunctioning or otherwise fails to meet Specifications (“Recovery Time Objective.”)  Also, Contractors Secondary Data Center will become available for Production Use with loss of data submitted by user limited to ____ (__) minutes or less, for transactions that have not been committed to the database at the time of failure in the Contractor Primary Data Center (“Recovery Point Objective”).  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Recovery Time Requirement
Contractor shall provide business continuity for both production use and business continuity environments according to the DR/BC Plan as described in Exhibit M.1-1 (Disaster Recovery and Business Continuity Plan), which shall include providing a Hosting Environment at a High Availability.  “High Availability” shall mean the availability of Contractor Secondary Data Center to be utilized in the event the Contractor's Primary Data Center becomes unavailable, is malfunctioning or otherwise fails to meet Specifications. In an unplanned interruption of the Hosting Services, Contractor will recover the Hosting Services as quickly as possible, and Contractor will escalate the issue to the Contractor Project Director. Working with the joint County/Contractor situation management teams, Contractor will establish an estimated time for recovery of the Hosting Services and coordinate with County to implement the most appropriate ongoing communication plan until the Hosting Services have been recovered. The Contractor Secondary Data Center becomes available for Production Use in ____ (__) hour or less from an event in which the Contractor Primary Data Center becomes unavailable, is malfunctioning or otherwise fails to meet Specifications (“Recovery Time Objective.”)  Also, Contractors Secondary Data Center will become available for Production Use with loss of data submitted by user limited to ____ (__) minutes or less, for transactions that have not been committed to the database at the time of failure in the Contractor Primary Data Center (“Recovery Point Objective”).  


	8.6
	Contractor Secondary Data Center
As of the Effective Date, Contractor shall have a Secondary Data Center in an alternate location deemed to be geographically dispersed. The Contractor Secondary Data Center shall not be located on the same electrical power grid or same telecommunications lines or the same: (a) floodplain, (b) line of prevailing weather patterns, (c) earthquake fault zone, or (d) tsunami susceptible coastal region as the Contractor Primary Data Center. Contractor shall ensure the recovery site will be properly equipped with sufficient backup generators dedicated for Contractor’s use to support all Services, with the amount of fuel on-site that will enable the site to operate for seventy-two (72) hours or whatever the local maximum fuel storage regulations will allow. Contractor shall provide a written confirmation that it has in place written agreements with primary and backup local fuel service providers to ensure uninterrupted replenishment of Contractor’s supplies. Contractor shall provide written confirmation that its local fuel suppliers are not dependent on public commercial power in order to fulfill this requirement. Contractor is committed to continuous operation of the Hosting Environment including fuel for its redundant generators, however, the specific generator load capacity in the event of an outage is dependent on the conditions and cannot be specifically identified. Contractor shall ensure that the DR/BC Plan and recovery processes and procedures support relocation of Hosting Services performed to the recovery site to meet the requirements of this Agreement and all applicable Service Levels.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Contractor Secondary Data Center
As of the Effective Date, Contractor shall have a Secondary Data Center in an alternate location deemed to be geographically dispersed. The Contractor Secondary Data Center shall not be located on the same electrical power grid or same telecommunications lines or the same: (a) floodplain, (b) line of prevailing weather patterns, (c) earthquake fault zone, or (d) tsunami susceptible coastal region as the Contractor Primary Data Center. Contractor shall ensure the recovery site will be properly equipped with sufficient backup generators dedicated for Contractor’s use to support all Services, with the amount of fuel on-site that will enable the site to operate for seventy-two (72) hours or whatever the local maximum fuel storage regulations will allow. Contractor shall provide a written confirmation that it has in place written agreements with primary and backup local fuel service providers to ensure uninterrupted replenishment of Contractor’s supplies. Contractor shall provide written confirmation that its local fuel suppliers are not dependent on public commercial power in order to fulfill this requirement. Contractor is committed to continuous operation of the Hosting Environment including fuel for its redundant generators, however, the specific generator load capacity in the event of an outage is dependent on the conditions and cannot be specifically identified. Contractor shall ensure that the DR/BC Plan and recovery processes and procedures support relocation of Hosting Services performed to the recovery site to meet the requirements of this Agreement and all applicable Service Levels.


	8.7
	DR/BC Plan Submission
If the recovery facility is not permanently dedicated to recovery of services provided to County, Contractor shall provide documented procedures and agreements with any other user of the facility that such users will be preempted to provide the capacity to meet the requirements of this Agreement. Contractor shall ensure the DR/BC Plan and recovery processes and procedures support relocation of Services to the recovery site to meet the requirements of this Agreement and all applicable Service Levels. The DR/BC Plan and all recovery processes, policies, and facilities must be submitted to County for approval by four (4) weeks prior to the start of provision of the Hosting Services covered by this Agreement. The DR/BC Plan shall be tested prior to the start of provision of the Hosting Services covered by this Agreement. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	DR/BC Plan Submission
If the recovery facility is not permanently dedicated to recovery of services provided to County, Contractor shall provide documented procedures and agreements with any other user of the facility that such users will be preempted to provide the capacity to meet the requirements of this Agreement. Contractor shall ensure the DR/BC Plan and recovery processes and procedures support relocation of Services to the recovery site to meet the requirements of this Agreement and all applicable Service Levels. The DR/BC Plan and all recovery processes, policies, and facilities must be submitted to County for approval by four (4) weeks prior to the start of provision of the Hosting Services covered by this Agreement. The DR/BC Plan shall be tested prior to the start of provision of the Hosting Services covered by this Agreement. 


	8.8
	Backup Copies
Contractor shall create daily backup copies of all County Data and other work related to the Services and shall transmit (either electronically or via physical backup media) such copies to a backup facility each day such that the maximum data loss from the complete loss of the primary facility is no more than twenty-four (24) hours. The backup facility must be in a secured and accessible location that is geographically dispersed from the primary facility. 

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Backup Copies
Contractor shall create daily backup copies of all County Data and other work related to the Services and shall transmit (either electronically or via physical backup media) such copies to a backup facility each day such that the maximum data loss from the complete loss of the primary facility is no more than twenty-four (24) hours. The backup facility must be in a secured and accessible location that is geographically dispersed from the primary facility. 


	8.9
	Alternate Sites or Storage Facilities
Contractor shall ensure that the provisions for information security, physical security, and information privacy specified in this Agreement are implemented at any alternate or backup site or storage facility and for any information transmitted between the primary site and alternate sites or storage facilities.

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Alternate Sites or Storage Facilities
Contractor shall ensure that the provisions for information security, physical security, and information privacy specified in this Agreement are implemented at any alternate or backup site or storage facility and for any information transmitted between the primary site and alternate sites or storage facilities.


	8.10
	Right to Terminate
In the event Contractor fails to develop the foregoing recovery site and continuity practices described within this Section 8 (Disaster Recovery and Business Continuity) within the prescribed time, County may, in its sole discretion, terminate this Agreement without further obligation, including payment of any stranded costs.  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Right to Terminate
In the event Contractor fails to develop the foregoing recovery site and continuity practices described within this Section 8 (Disaster Recovery and Business Continuity) within the prescribed time, County may, in its sole discretion, terminate this Agreement without further obligation, including payment of any stranded costs.  


	8.11
	Force Majeure Not Applicable
The provisions of Section 29.1 (Force Majeure) of the Agreement relating to events of force majeure shall not relieve Contractor of its obligations under this Section 8 (Disaster Recovery and Business Continuity).  

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	Force Majeure Not Applicable
The provisions of Section 29.1 (Force Majeure) of the Agreement relating to events of force majeure shall not relieve Contractor of its obligations under this Section 8 (Disaster Recovery and Business Continuity).  


	SECTION 9. (HOSTING SERVICES ASSUMPTIONS REGARDING INFRASTRUCTURE DOMAINS)

	9.
	The Hosting Services are provided with the assumption that the following infrastructure domains will be provided by Contractor:

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	The Hosting Services are provided with the assumption that the following infrastructure domains will be provided by Contractor:


	[bookmark: _Hlk11403029][bookmark: _Hlk11403044]9. Paragraph 2 (Table)
	Production Infrastructure Domain:
One (1) Production Infrastructure Domain available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term.
	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Certification Infrastructure Domain (Non-Production):
One (1) Certification Infrastructure Domain (Non-Production) available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a full Data copy of the Production Infrastructure Domain).  (Note:  The certification domain is used for ongoing testing and end-user training.)

	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Build Infrastructure Domain (Non-Production):
One (1) Build Infrastructure Domain (Non-Production) available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a full Data copy of the Production Infrastructure Domain.  
	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Training Infrastructure Domain (Non-Production):
One (1) Training Infrastructure Domain (Non-Production) available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a reference Data copy of the appropriate source Infrastructure Domain, and does not include a full copy of the Production Infrastructure Domain).  


	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Mock Infrastructure Domain (Non-Production):
One (1) Mock Infrastructure Domain (Non-Production)  to support the implementation of Mock Upgrades available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a reference Data copy of the Production Infrastructure Domain, and does not include a full copy of the Production Infrastructure Domain).
	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Training Infrastructure Domain 2 (Non-Production):
One additional (1) Training Infrastructure Domain (Non-Production) available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a reference Data copy of the appropriate source Infrastructure Domain, and does not include a full copy of the Production Infrastructure Domain).  
	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”






	

	9. Paragraph 2 (Table)
	Sandbox Infrastructure Domain (Non-Production):
One (1) Sandbox Infrastructure Domain (Non-Production) available in accordance with the Implementation Services and Exhibit A.5 (Project Work Plan) and continuing through the Support Term (this Infrastructure Domain utilizes a reference Data copy of the appropriate source Infrastructure Domain, and does not include a full copy of the Production Infrastructure Domain).  
	Do you accept this provision?
☐ “Yes”    or   ☐  “No”

If “No,” state clearly your objection(s) to the specific concept(s) below and provide your proposed revision in the adjacent column using “track changes.”
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