


Attachment A

Executive Board Computer Policy
Effective Mareh-28,-1997

General Policy:

Because members of the Executive Board do much of their Foothill Transit-related work
at home, this policy has been enacted to provide them with a tool to enhance the

performance of thelr Foothill Transﬂ—related dutles—meludmg—bu%net—hncnfeed—te—aeeess

Provisions:

1. Computer Equipment - Foothill will provide Executive Board Members with either
an iPad or laptop computer egquipment{ Laptop computers shall have at-the same
capabiltiies as those issued to Department Directors. standardizedlevel) that meets

system specifications necessary to communicate with Foothill’s Local Area Network.
The specifications will also include equipment to ensure printing and faxing
capabilities. System specifications will be established by the Foothill Director of
Management Information Systems and approved by the Foothill Executive Director.
All Foothill-supplied equipment is the property of Foothill Transit and shall be
accounted for in accordance with Foothill’s Accounting Policies and Procedures.

enIA,LCommunlcatlons Access — Footh|II Tran3|t shaII cover the monthly cost for
data access via cellular communication netowork. Board members are encouraged
to use WiFi networks when available. .

3. Return or Reimbursement Agreement - Each Board Member provided with
equipment in accordance with this policy shall enter into a “Return or
Reimbursement Agreement” with Foothill Transit (Attachment A-1).

4. Depreciation Schedule - Computer equipment provided in accordance with this
policy shall be depreciated equally over a period of three years from its date of
purchase (Attachment A-2).



. Upgrades to Foothill-owned Equipment - No personal upgrades or modifications
may be made to Foothill-owned equipment provided pursuant to this policy. The
Foothill Director of MIS will install equipment upgrades as necessary-te-ensure

- il with Eoothill's Local AroaN "

. Personal Use and Software - Pursuant to California Government Code Section

85300 (Political Reform Act), political and campaign-related activities are strictly
prohibited. Personal software may be installed provided such software is legally

Ilcensed to the user and—deesrnet_atteethe—systen%eenﬁguratlen—seﬂaste—hmdeper
equipmente

Board Members may request that Foothill provide additional software applications to
enhance the performance of their Foothill-related activities. Such requests will be
reV|ewed by the Foothill D|rector of MIS for system compatlblllty and business need

. System Maintenance and Repair - Foothill will provide full system hardware and
software maintenance and repair, including all hardware and software configurations
installed by Foothill for Foothill-related activity. Maintenance and/or repair costs
related to personal hardware and/or software installations will be the responsibility of
the user.

. Electronic Mail -

Eeethttt—leusmessand—mtermathpon request Board members will be prowded

with a Foothill Transit email account.

A. Acceptable Use - Acceptable use of E-mail is to carry forward Foothill
business. All Foothill management staff and Board Members have access to
E-mail.

B. Staff/Board Member Communications - E-mail communication with Board
Members shall be conducted through department directors, the Deputy
Executive Director and the Executive Director only. Other Foothill staff
members with a need to communicate with a Board Member through E-mail
are to do so through their department director. Department directors are to
copy all E-mail correspondence addressed to Board Members to the Deputy
Executive Director and the Executive Director. Board Members will direct all
E-mail requests or responses to the Executive Director and copy the
appropriate department directors.



C. Brown Act - E-mail use must comply with the provisions of the Brown Act
(e.g. no more than two Board Members can communicate regarding any
public business outside of a legally posted open public meeting; seriatim
communications to arrive at a consensus are not permitted). Examples of
acceptable use of E-mail include, but are not limited to, the distribution of
information, meeting scheduling, and any individual communication with
Foothill staff providing it does not result in a polling of positions that are
relayed to other Board Members.

D. Access to Messages - All E-mail users are to be aware that the network
and/or E-mail administrators have access to all E-mail messages for system
maintenance purposes. Foothill’'s E-mail system is not to be expected to offer
privacy. Users should treat all E-mail as potentially public within Foothill's
Local Area Network.

If disclosure is required under the California Public Records Act or otherwise
by law (despite the designation of any message as “private”), Foothill shall not
in any way be liable or responsible for the disclosure of any E-mail or any part
thereof.

E. Storage and Retention of Electronic Messages - Electronic messages are
not to be stored and are not backed up on Foothill’s central computer system.
It is the responsibility of each computer user to clean out their own E-mail
messages at least once a week. E-mail messages will be deleted from the
central computer system by an E-mail administrator.

F. Internet E-mail - Foothill will additionally previde-assist Board Members with
Internet E-mail access. Messages to and from an external email service are
not accessible by any Foothill Transit staff member and are not stored on

Footh|II Tran3|t servers. Jehpeag#a—Eeethm-semleetedﬂaeeess—prewdepfeHhe




Foothill Transit
Foothill-Owned Computer Equipment
Return or Reimbursement Agreement

l, , herein acknowledge taking possession of
the equipment listed on the attached “Inventory and Depreciation Form.” | understand
that this equipment is the property of Foothill Transit and is provided for my use
pursuant to the Foothill Transit Executive Board Member Computer Policy. | further
agree that upon termination of my Executive Board service with Foothill, | will either:

Return the equipment to Foothill Transit in its entirety having removed any personal
software installed and in the configuration established for Foothill-related use, or

At the option of Foothill, make payment to Foothill in an amount equal to the total value
of the equipment at the time of said termination according to the attached “Inventory
and Depreciation Form.” The amounts shown apply on a calendar year basis, year one
representing the year of purchase.

Signature Date



Foothill Transit Inventory and Depreciation Form

Board Member Name:

Equipment
Inventory

Original Purchase
Price

Year 1

Year 2

Year 3

Year 4+

Computer
Description:

Processor:

Hard Drive:

Modem:

Monitor:

Printer:

Other:

Other:

Total Value:

Signature

Date






