
Request approval to execute an Amendment to a Sole Source Software and Services Agreement 
with Atlas Database Software Corporation dba Atlas Development for the provision of an Integrated 
Reporting, Investigation, and Surveillance System, effective upon Board approval through May 9, 
2026.

SUBJECT

July 10, 2018

The Honorable Board of Supervisors
County of Los Angeles
383 Kenneth Hahn Hall of Administration
500 West Temple Street 
Los Angeles, California 90012

Dear Supervisors:

APPROVAL TO EXECUTE AN AMENDMENT TO A SOLE SOURCE SOFTWARE
AND SERVICES AGREEMENT NUMBER PH-001629 WITH ATLAS DATABASE

SOFTWARE CORPORATION dba ATLAS DEVELOPMENT CORPORATION
EFFECTIVE UPON BOARD APPROVAL THROUGH MAY 9, 2026

(ALL SUPERVISORIAL DISTRICTS) (3 VOTES)

CIO RECOMMENDATION: APPROVE (X) APPROVE WITH MODIFICATION ( )
DISAPPROVE ( )

IT IS RECOMMENDED THAT THE BOARD:

1. Approve and instruct the Director of the Department of Public Health (DPH), or her designee, to
execute an Amendment to Sole Source Agreement Number PH-001629, substantially similar to
Exhibit I, with Atlas Database Software Corporation dba Atlas Development Corporation (Atlas) for
the provision of the Integrated Reporting, Investigation, and Surveillance System (IRIS) to: (a)
expand the existing Visual Confidential Morbidity Reporting (vCMR) system to serve as a single
integrated reporting, case management, and surveillance system for DPH programs; (b) extend the
term for a full eight (8) years with no optional terms, effective upon Board approval, through May 9,
2026; and (c) increase the maximum Agreement sum by $11,182,520 from $3,213,953 to
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$14,396,473, for the entire term of the Agreement.  The cost of this project is jointly funded by 
Measure B, the Chief Executive Office (CEO) IT Legacy Systems Replacement Fund, Centers for 
Disease Control and Prevention (CDC) funding, and net County cost (NCC).

2. Delegate authority to the Director of DPH, or her designee, to execute Amendments to the above 
Agreement that allow an internal reallocation of funds between budget pools within the Agreement; 
allow the rollover of unspent Agreement funds; and increase or decrease the maximum sum by no 
more than ten percent (10%) of the amended maximum Agreement sum of $14,396,473 which, if 
exercised, would not exceed $1,439,647; and as otherwise stated in Section 8.3, Amendments, of 
the Agreement, all subject to review and approval by, as applicable, County Counsel and the Chief 
Information Officer (CIO). 

3. Delegate authority to the Director of DPH, or her designee, to execute change orders to allow for 
additional work which does not require a change to the Agreement, provided the amounts payable 
under such change orders collectively do not exceed the available amount of dollars provided under 
the Agreement for such additional work; and as otherwise stated in Section 8.2, Change Orders, of 
the Agreement. Additional work dollars will be utilized for IRIS Electronic Lab Report Function, 
Electronic Initial Case Report Function, Syndromic Surveillance Function, and all other IRIS 
Functions to account for additional modifications, interfaces and/or additional products. 

PURPOSE/JUSTIFICATION OF RECOMMENDED ACTION

DPH is seeking to expand the vCMR system in order to integrate disease surveillance and case 
management activities within DPH onto one platform. The vCMR system is a proprietary software 
product that was originally developed by Atlas to meet the disease surveillance and outbreak 
investigation requirements of DPH’s Acute Communicable Disease Control (ACDC) program. The 
vCMR system also supports specific DPH processes related to the management of incoming 
communicable disease reports, outbreak investigations, foodborne illness reports, and electronic 
laboratory reports. In connection with this expansion, the vCMR system is being renamed to IRIS to 
reflect the integration into a single system.

The recommended actions will allow DPH to: (a) expand the vCMR system to serve as a single 
integrated reporting, case management, and surveillance system for all DPH programs; (b) continue 
to support DPH’s epidemiological and outbreak investigation operations; (c) onboard other DPH 
programs including the Tuberculosis Control Program, the Division of HIV and STD Programs, 
Community Health Services, and the Public Health Investigation Administration; (d) implement new 
case management and contact investigation features to support field based operations; (e) retire 
legacy systems including the STD CaseWatch System and Tuberculosis Registry Information 
Management System (TRIMS); (f) develop data exchange capability with the Health Agency’s On-
line Real-Time Centralized Health Information Database (ORCHID) and the California Reportable 
Disease Information Exchange (CalREDIE), the State’s electronic disease reporting and surveillance 
system; (g) expand Electronic Lab Reporting (ELR) and Syndromic Surveillance capability; and (h) 
add additional enhancements, such as mobile access and digital signature. 

The expansion of IRIS will also include the expansion of the Community Reporting Module to allow 
providers to export data in various formats; configuration of IRIS to accept Electronic Initial Case 
Reporting (eICR) via the Atlas Electronic Health Record (EHR) Gateway; and improve system 
security and system availability through the migration of hosting to Amazon Web Services (AWS) 
solution. The transition to AWS is from the vendor’s data center site in Calabasas. The vendor will 
continue to provide hosting services via AWS, as well as application maintenance and support.  AWS 
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will provide the flexibility to quickly scale up the hosting infrastructure for IRIS as additional DPH 
programs are onboarded.  

Approval of Recommendation 1 will allow DPH to: (a) expand the vCMR system to serve as a single 
integrated reporting, case management, and surveillance system for DPH programs; (b) extend the 
term for five (5) additional years and implement the three (3) optional years under the current 
Agreement for a total of eight (8) years with no additional optional terms through May 9, 2026; and 
(c) increase the maximum Agreement sum. 

Approval of Recommendation 2 will allow DPH to execute amendments to the Agreement to allow an 
internal reallocation of funds between budget pools within the Agreement; allow the rollover of 
unspent Agreement funds; and increase or decrease the maximum Agreement sum by no more than 
ten percent (10%) of the amended maximum Agreement sum; and, as otherwise stated in Section 
8.3, Amendments, of Agreement. Approval of Recommendation 3 will allow DPH to execute change 
orders to allow for additional work which does not require a change to the Agreement, provided the 
amounts payable under such change orders collectively do not exceed the available amount of 
dollars provided under the Agreement for such additional work; and as otherwise stated in Section 
8.2, Change Orders, of the Agreement.

Implementation of Strategic Plan Goals
The recommended actions support strategy III.2 – Embrace Digital Government for the Benefit of 
Our Internal Customers and Communities, and strategy III.3, Pursue Operational Effectiveness, 
Fiscal Responsibility, and Accountability, of the County’s Strategic Plan. 

FISCAL IMPACT/FINANCING

The total cost for the eight (8) years of the Agreement is $11,450,417. This includes $267,897 of the 
previously authorized maximum Agreement sum which was not used during the first seven (7) years 
of the term, and is therefore being rolled over.  Funding sources are as follows: 1) Measure B funding 
in the amount of $4,800,000; 2) CEO IT Legacy Systems Replacement Fund in the amount of 
$1,000,000; 3) CDC Sexually Transmitted Diseases (STD) Assessment, Assurance, Policy 
Development, and Prevention Strategies (AAPPS), in the amount of $1,600,000; and 4) net County 
cost (NCC) in the amount of $4,050,417.

Of the $11,450,417 amount, $2,832,000 is designated for additional work. Attachment A outlines the 
pricing for tasks and deliverables, maintenance fees, support services fees, hosting fees, and 
additional work for the eight (8) year term. The dollars available for additional work have been 
allocated as shown on Attachment A among various IRIS functions, and will be spent in accordance 
with the need for amendments and change orders. Unspent dollar amounts for additional work will 
be rolled over into future years of the Agreement term.

Funding is included in DPH’s fiscal year (FY) 2018-19 Recommended Budget and will be included in 
future FYs, as necessary.

FACTS AND PROVISIONS/LEGAL REQUIREMENTS

On May 10, 2011, your Board approved County Agreement Number PH-001629, a sole source 
software and services agreement with Atlas, effective the date of Board approval for an initial term of 
seven (7) years, with an option to extend the term for up to three (3) additional years. Since then, the 
Agreement has undergone various amendments.
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As required under Board Policy 5.100 (Sole Source Contracts), your Board was notified on August 
23, 2017 of DPH’s intent to enter into the recommended amendment (Exhibit II) with Atlas on a sole 
source basis in order to increase the Agreement’s maximum obligation for purposes of expanding the 
vCMR system and to extend the term with Atlas. 

Recent amendments to the Agreement have already made changes to existing provisions and added 
relatively new Board-required provisions, such as Time Off for Voting and Compliance with County’s 
Zero Tolerance Human Trafficking Policy.  The recommended amendment adds numerous 
information security provisions, including Board-required provisions regarding Protection of 
Electronic County Information – Data Encryption Standards. Regarding the latter provisions, the 
parties negotiated certain limits on Atlas’s obligation to provide updates required to meet changes in 
these data encryption standards at no cost. Under the negotiated limits, Atlas is obligated to provide 
updates at no cost so long as they are considered commercially reasonable practices or best 
practices in the IT industry. DPH believes these limits are reasonable given that historical changes to 
these data encryption standards have been commercially reasonable and/or considered best 
practices in the IT industry. Further, if any data encryption standards are found to be outside the 
realm of commercially reasonable or best practices, Atlas is obligated to provide 175 development 
hours per year to implement such updates at no additional cost to the County.    

County Counsel has reviewed and approved Exhibit I as to form. Consistent with your Board’s policy 
on doing so, County Counsel has retained Drukker Law to work in conjunction with County Counsel 
regarding the recommended amendment. 

The CIO concurs with the recommended actions. Attachment B is the CIO Analysis.  Attachment C is 
the Sole Source Checklist signed by the CEO and submitted to your Board in connection with 
approval of County Agreement Number PH-001629. 

CONTRACTING PROCESS

On May 10, 2011, your Board approved County Agreement Number PH-001629, a sole source 
software and services agreement with Atlas, effective Board approval for an initial term of seven (7) 
years with an option to add three (3) additional terms, for the provision of an electronic 
communicable disease reporting system known as the vCMR system. This Agreement was 
successor to several other Board agreements. Previous agreements addressed the use of CDC 
grant funds to design and develop the vCMR system specifically in accordance with DPH’s 
specifications and the granting of certain marketing rights to Atlas. County Agreement Number 
PH-001629 changed the structure of the County’s relationship with Atlas by transferring all County 
ownership of the vCMR system to Atlas in exchange for implementation of services in connection 
with a major upgrade to the vCMR system at no cost to the County, significant financial credits that 
applied to the County’s payment obligations, a no-cost perpetual license for use of the vCMR 
system, and discounted rates for maintenance during the initial term of the Agreement. 

On August 23, 2017, DPH notified your Board of DPH’s intent to extend the term of the Agreement 
with Atlas to expand IRIS to serve as a single integrated reporting, case management, and 
surveillance system for DPH programs, on a sole source basis. 

On April 25, 2018, DPH using delegated authority extended the term of the Agreement and 
increased the maximum Agreement sum by $84,250, taking the total Agreement sum to $3,213,953 
for a period of up to 90 days. This 90-day extension was to allow DPH to effectively negotiate and 
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address issues raised by the current amendment (Exhibit I). 

County Agreement Number PH-001629 was originally entered into on a sole source basis for the 
reasons described in Attachment C; therefore, it has not gone through the competitive bid process. 
The vCMR system continues to be a proprietary product, originally designed by Atlas for DPH 
specifically in accordance with DPH’s requirements; there are no other vendors that can provide this 
software. Also, the vCMR system is compatible with the disease surveillance system platform 
currently in use by the State, which will allow DPH to seamlessly integrate with the State in order to 
meet DPH’s reporting requirements.

IMPACT ON CURRENT SERVICES (OR PROJECTS)

Approval of the recommended actions will allow DPH to expand the vCMR system for use among 
other DPH programs in order to create IRIS, to enhance IRIS to meet DPH’s current needs, and to 
allow for continued maintenance, support, and hosting of the expanded and enhanced IRIS.

Barbara Ferrer, PhD, MPH, MEd

Director

WILLIAM KEHOE

Chief Information Officer

Enclosures

c: Executive Office, Board of Supervisors 
Chief Executive Officer
County Counsel

Respectfully submitted,

BF:ld
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COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
AMENDMENT NUMBER 11 
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Contract # PH-001629 

SOFTWARE AND SERVICES AGREEMENT 

AMENDMENT NUMBER 11 

PREAMBLE 

THIS AMENDMENT NUMBER 11 (together with all Exhibits and Attachments hereto, 

“Amendment 11”) is made and entered into this __________________________ day of 

_____________________________________, 2018 (“Amendment 11 Effective Date”); 

by and between COUNTY OF LOS ANGELES 
(hereafter “County”),  

and ATLAS DATABASE SOFTWARE CORP. (dba 
Atlas Development Corporation) (hereafter   
“Contractor”). 

RECITALS 

WHEREAS, reference is made to that certain document entitled “SOFTWARE AND 

SERVICES AGREEMENT,” dated May 10, 2011, and further identified as County Agreement 

No. PH-001629 and any amendments thereto prior to the date hereof (together with all exhibits 

and attachments thereto, all hereafter “Agreement”); and 

WHEREAS, County desires to engage Contractor, and Contractor desires to be so 

engaged, to among other things (a) expand the System for use by the additional DPH programs 

identified on Attachment B.1 (Additional DPH Programs) to Exhibit B (Statement of Work) 

attached to this Amendment 11; (b) provide configuration, custom development, enhancement, 

data conversion, data migration, testing, training, implementation and deployment services with 

respect to the System Software for all DPH Programs (as defined below) as further described in 

EXHIBIT I
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this Statement of Work; (c) develop of Interfaces as further described in Exhibit B (Statement of 

Work) attached to this Amendment 11; (d) prepare and implement the System Environments as 

further described in this Statement of Work as is necessary for the System Software (including 

the Work described in clauses (a) through (c)) to perform in accordance with the System 

Requirements and other Specifications; (e) convert and migrate data from County systems as 

further described in Exhibit B (Statement of Work) attached to this Amendment 11; and (e) 

continue to provide Additional Work, Maintenance Services, Support Services, and Hosting 

Services as further described Exhibit B (Statement of Work) attached to this Amendment 11, in 

each case, subject to the terms and conditions of this Amendment 11; and 

WHEREAS, the Parties further desire to amend the Agreement to reflect that, in 

connection with the Work described in the immediately preceding recital, the System will now 

also be known as Integrated Reporting, Investigation, and Surveillance System or IRIS; and 

WHEREAS, the Parties further desire to extend the Term of the Agreement beyond the 

90-day extension provided for in Amendment Number 10, dated as of April 25, 2018, until May 

9, 2026; and 

WHEREAS, the Parties further desire to amend the Agreement to add new or update 

existing County-required terms and conditions and to make such other changes to the 

Agreement as specified in this Amendment 11, in each case, subject to the terms and 

conditions of this Amendment 11. 

NOW THEREFORE, for good and valuable consideration, the receipt and sufficiency of 

which are hereby acknowledged, the Parties agree as follows: 

1. Incorporation of Recitals.  The Recitals to this Amendment 11 are incorporated 

by this reference as if set forth herein. 
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2. Use of Capitalized Terms. Capitalized terms used in this Amendment 11 without 

definition have the meanings given to such terms in the Agreement. 

3. Agreement Regarding Pre-Amendment 11 Effective Date Exhibit B (Statement of 

Work).    Under Section 10.a of this Amendment 11, as of the Amendment 11 Effective Date, 

this Amendment 11 deletes the version of Exhibit B (Statement of Work) that was originally 

attached to the Agreement (“Prior Statement of Work”) and replaces it with Exhibit B (Statement 

of Work), together with Attachments B.1 (Additional DPH Programs) and B.2 (Deliverable 

Expectation Document), attached to this Amendment 11.  As of the Amendment 11 Effective 

Date, the Parties acknowledge and agree that all Work under Tasks 1 through 12 of the Prior 

Statement of Work has been completed by Contractor and accepted by County under and in 

accordance with the Agreement prior to the Amendment 11 Effective Date, except for such 

Work that has been included in Exhibit B (Statement of Work) attached to this Amendment 11.  

Notwithstanding the foregoing, the Parties acknowledge and agree that all applicable 

Deliverables and other Work provided under the Prior Statement of Work, including, but not 

limited to, those constituting System Requirements and/or Specifications, shall continue to have 

full force and effect under the Agreement on and after the Amendment 11 Effective Date. 

4. Agreement Regarding the Prior Change Orders.  The Parties acknowledge and 

agree that as of the Amendment 11 Effective Date all Work under the Prior Change Orders has 

been completed by Contractor and accepted by County in accordance with the Agreement prior 

to the Amendment 11 Effective Date, and accordingly all Additional Modifications, Additional 

Interfaces and/or Additional Products under the Prior Change Orders are part of and are 

included in the System Software for all purposes under the Agreement.  Notwithstanding the 

foregoing, the Parties acknowledge and agree that all applicable Deliverables and other Work 

provided under the Prior Change Orders, including, but not limited to, those constituting System 
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Requirements and/or Specifications, shall continue to have full force and effect under the 

Agreement on and after the Amendment 11 Effective Date. 

5. Agreement Regarding the Interface with State of California’s CalREDIE System.  

The Parties acknowledge and agree that as of the Amendment 11 Effective Date, all Work 

required to fully implement interconnectivity of the System Software with the State of California's 

CalREDIE system has been added to the Statement of Work as Task 22 (CalREDIE Baseline 

Interface for Upgraded System) and Contractor is obligated to provide such Work in accordance 

with the Statement of Work and otherwise with the Agreement.  The Parties further agree as 

follows regarding such Work: 

a. Design specifications for the Interface with the State of California’s CalREDIE 

system, as they exist as of the Amendment 11 Effective Date, are attached to Exhibit D 

(Description of System Software) as Attachment D.7 (Design Specifications for CalREDIE 

Interface).   The Parties anticipate that California Department of Public Health (“CDPH”) will 

publish the first release of such design specifications for such interface (“First Release”) 

following the Amendment 11 Effective Date.  When the First Release is so published, the 

Parties will enter into an Amendment in accordance with this Agreement to delete and replace 

Attachment D.7 (Design Specifications for the CalREDIE Interface) to show the final design 

specifications for such interface as reflected in the First Release. 

b. Regardless of when the First Release is published, the Work under Task 22 

(CalREDIE Baseline Interface for Upgraded System) of the Statement of Work shall consist of 

Contractor performing all Work necessary in order to complete and deliver a Baseline Interface 

based upon such First Release and for the System Software to exchange data and otherwise 

fully interconnect with the CalREDIE system using such Baseline Interface.  

c. Any changes to the First Release published by CDPH following publication of the 

First Release are outside of the scope of Task 22 (CalREDIE Baseline Interface for Upgraded 
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System) of the Statement of Work and, if determined by County to be implemented, would 

constitute Additional Work. 

d. Any reference in the Agreement to Contractor’s obligation to fully implement 

interconnectivity of the System Software with the State of California's CalREDIE system by the 

date set forth in the Change Order or Amendment applicable to such Work shall be deemed to 

be by the date required by the Statement of Work. 

6. Agreement Regarding the Interface with County’s ORCHID System.  The Parties 

acknowledge and agree that as of the Amendment 11 Effective Date, all Work required to fully 

implement an Interface between the System Software and County’s ORCHID system has been 

added to the Statement of Work as Task 23 (ORCHID Baseline Interface for Upgraded System) 

and Contractor is obligated to provide such Work in accordance with the Statement of Work and 

otherwise with the Agreement.  The Parties further agree as follows regarding such Work: 

a. Design specifications for the Interface with the County’s ORCHID system, as 

they exist as of the Amendment 11 Effective Date, are attached to Exhibit D (Description of 

Software) as Attachment D.8 (Design Specifications for ORCHID Interface).   The Parties 

anticipate that the County will finalize the design specifications for the Interface with the 

County’s ORCHID system following the Amendment 11 Effective Date.  When the design 

specifications are so finalized, the Parties will enter into an Amendment in accordance with this 

Agreement to delete and replace Attachment D.8 (Design Specifications for the ORCHID 

Interface) to show the final design specifications for such Interface. 

b. Regardless of when the design specifications are finalized by County, the Work 

under Task 23 (ORCHID Baseline Interface for Upgraded System) of the Statement of Work 

shall consist of Contractor performing all Work necessary in order to complete and deliver a 

Baseline Interface based upon such final design specifications.  
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c. All Deliverables under Task 23 (ORCHID Baseline Interface for Upgraded 

System) constitute T&M Deliverables (as defined below in this Amendment 11), and will be 

treated accordingly under the Agreement. 

7. Agreement Regarding Requirements Gathering and User Defined Forms.  The 

Parties acknowledge and agree that as of the Amendment 11 Effective Date, all Work that was 

previously contemplated to be completed pursuant to Change Orders regarding User Defined 

Forms (“UDFs”) for the DPH Programs, including to finish gathering System Requirements and 

Specifications, assess business processes and workflows, design and to fully configure such 

UDFs, and provide Documentation of the same, has been added to the Statement of Work as 

Task 26 (User Defined Forms for the Upgraded System), and Contractor is obligated to provide 

such Work in accordance with the Statement of Work and otherwise with the Agreement.  The 

Parties further agree as follows regarding such Work: 

a. The list of UDFs for which County currently expects Contractor to perform such 

Work is attached to Exhibit D (Description of Software) as Attachment D.9 (List of User Defined 

Forms).    

b. The Parties anticipate that during the course of performing Work under Task 26, 

the Parties, together with the applicable DPH Programs, will agree upon a final list of UDFs.  

Once this list is agreed upon, the Parties will enter into an Amendment in accordance with this 

Agreement to delete and replace Attachment D.9 (List of User Defined Forms) to show the final 

agreed upon list of UDFs as well as System Requirements and Specifications therefor to be 

included in the Work to be performed by Contractor under Task 26 of the Statement of Work. 

c. The not-to-exceed price included in Attachment C.2 (Tasks and Deliverables 

Detail) to Exhibit C (Schedule of Pricing and Payments) for all Deliverables under Task 26 of the 

Statement of Work includes sufficient funding to compensate Contractor in the event that all 

UDFs on Attachment D.9 (List of User Defined Forms) as of the Amendment 11 Effective Date 
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will be in the final agreed-upon list, and each such UDF requires Contractor to perform all Work 

described in the lead-in paragraph to this Section 7.  The Parties, however, anticipate that not 

all UDFs on Attachment D.9 (List of User Defined Forms) may be necessary and that not every 

UDF will require this level of effort on the part of Contractor; for example, County will be able to 

take the lead on performing the configuration Work on one or more UDFs with Contractor 

providing guidance and assistance.  Accordingly, as part of the process to agree upon a final list 

of UDFs as described in Section 7.b. above, the Parties shall agree upon a level of effort 

required for each UDF included in the final agreed-upon list and shall allocate a not-to-exceed 

amount to each Deliverable under Task 26 of the Statement of Work for each UDF (the 

aggregate of which for all Deliverables under Task 26 of the Statement of Work for all UDFs 

shall not exceed the not-to-exceed amount set forth on Attachment C.2 (Tasks and Deliverables 

Detail)), which is reflective of the agreed upon level of effort for such UDF.  Contractor shall 

thereafter update each impacted T&M Estimate delivered under Paragraph 10.10 (Time and 

Materials Work) of the Base Agreement (as amended by this Amendment Number 11) to reflect 

this allocation.  

d. Though ordered numerically after Task 19 (System Acceptance of Upgraded 

System) of the Statement of Work, it is anticipated that completion of all Work under Task 26 

will occur prior to Task 19 (System Acceptance of Upgraded System), unless otherwise agreed 

to by County and reflected in the Project Charter. 

e. All Deliverables under Task 26 of the Statement of Work constitute T&M 

Deliverables (as defined below in this Amendment 11), and will be treated accordingly under the 

Agreement. 

8. Amendments to Base Agreement.  As of the Amendment 11 Effective Date, the 

Base Agreement is amended as follows: 

a. Paragraph 1.2 (Interpretation) is deleted in its entirety and replaced as follows: 
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“1.2 INTERPRETATION 

In the event of any conflict or inconsistency in the definition or 

interpretation of any word, responsibility or schedule, or in the contents or 

description of any Task, Subtask, Deliverable, good, service, or other 

Work, or otherwise between this Base Agreement and the Exhibits or 

Attachments, such conflict or inconsistency shall be resolved by giving 

precedence first to this Base Agreement, and then to the Exhibits and 

Attachments according to the following priority: 

Exhibit A Additional Terms and Conditions 

Attachment A.1 County's Administration  

Attachment A.2 Contractor's Administration  

Exhibit B Statement of Work  

Attachment B.1 Additional DPH Programs 

Attachment B.2 Deliverable Expectation Document 

Exhibit C Schedule of Pricing and Payments 

Attachment C.1 Term Year 1-7 Amounts 

Attachment C.2 Task and Deliverable Detail 

Attachment C.3 Maintenance Fees and License Fees Detail 

Attachment C.4 Support Fees Detail 

Attachment C.5 Hosting Fees Detail 

Attachment C.6 Additional Work Dollars Detail 

Attachment C.7 Optional Pricing 

Exhibit D Description of System Software   

Attachment D.1 System Requirements for Upgraded System 



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
AMENDMENT NUMBER 11 

9 
 

Attachment D.2 System Definitions 

Attachment D.3 List of Reports 

Attachment D.4 List of Dashboards 

Attachment D.5 Baseline Interface Requirements 

Attachment D.6 List of Other Baseline Modifications for Upgraded System 

Attachment D.7 Design Specifications for the CalREDIE Interface  

Attachment D.7.1 Screenshots of CalREDIE Data Fields 

Attachment D.8 Design Specifications for the ORCHID Interface 

Attachment D.8.1 ORCHID List of Data Fields 

Attachment D.9 List of User Defined Forms 

Exhibit E Minimum System Requirements  

Exhibit F Service Level Requirements 

Attachment F.1 Guide to Customer Support Services 

Attachment F.2 Electronic Lab Reporting (ELR) Maintenance and 
Support Guide 

Attachment F.3 Disaster Recovery Plan 

Exhibit G Business Associate Agreement Under Health Insurance 
Portability and Accountability Act of 1996 (“HIPAA”)  

Exhibit Q Information Security Requirements 

Attachment Q.1 Authentication Requirements  

Attachment Q.2 Application Security Requirements 

Attachment Q.3 SaaS Vendor Security and Privacy Assessment 

Exhibit H Invoice Discrepancy Report 

Exhibit I Contractor’s EEO Certification 

Exhibit J Acknowledgement, Confidentiality and Assignment 
Agreement 
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Exhibit K Deliverable Acceptance Form 

Exhibit L Safely Surrendered Baby Law 

Exhibit M Jury Service Ordinance 

Exhibit N-1 Source Code Escrow Agreement 

Exhibit O Intellectual Property Assignment 

Exhibit P Transferred Servers 

Exhibit R Previously Assigned Staff” 

b. Paragraph 2.0 (Definitions) is amended (i) to delete the defined term “Option 

Term” in its entirety and (ii) to delete the definitions of “Statement of Work” and/or “SOW,” 

“System,” and “System Requirements” and replace them in their entirety respectively as follows: 

““Statement of Work” and/or “SOW” means the statement of Tasks, 

Subtasks, Deliverables, goods, services and other Work to be provided 

by Contractor under this Agreement, as specified in Exhibit B (Statement 

of Work) to this Agreement, including all Attachments thereto, as the 

same may be amended by any executed Amendment.  For purposes of 

System Requirements and Specifications, “Statement of Work” and 

“SOW” include prior versions of Exhibit B (Statement of Work) that may 

be deleted and replaced by any executed Amendment.” 

““System,” “Integrated Reporting, Investigation, and Surveillance 

System” and/or “IRIS” means the System Software, System Environment, 

Maintenance Services, Support Services, Hosting Services and 

Professional Services, including all components thereof.” 

““System Requirements” means all operational, functional, 

technical, and other requirements regarding the System set forth in the 

Statement of Work, the Service Level Requirements, Exhibit D 
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(Description of System Software) and the Attachments thereto, Exhibit Q 

(Information Security Requirements) and the Attachments thereto, 

otherwise in this Agreement, and/or in any Deliverables under the 

Statement of Work and/or any executed Change Order or Amendment." 

c. Paragraph 2.0 (Definitions) is amended to add the following definitions in the 

proper alphabetical order: 

““Additional DPH Programs” has the meaning specified in the 

Statement of Work.” 

““Additional eICR Dollars” means the pool of dollars available under 

this Agreement for Additional Work regarding eICR, which Additional 

Work outside of the scope of services then-described in this Agreement, 

including the Statement of Work and the Service Level Requirements.” 

““Additional ELR Dollars” means the pool of dollars available under 

this Agreement for Additional Work regarding ELR, which Additional Work 

is outside of the scope of services then-described in this Agreement, 

including the Statement of Work and the Service Level Requirements.” 

““Additional Syndromic Surveillance Dollars” means the pool of 

dollars available under this Agreement for Additional Work regarding 

Syndromic Surveillance, which Additional Work is outside of the scope of 

services then-described in this Agreement, including the Statement of 

Work and the Service Level Requirements.” 

““Amendment 11 Effective Date” has the meaning specified in the 

Statement of Work.” 

““Concurrent Users” means for each type of County User identified 

in the Schedule of Pricing and Payments regarding License Fees and 
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Maintenance Fees, the number of Users that are using the System 

concurrently, meaning that they are logged on to the System at the same 

time during the same hour.” 

““DPH Programs” means the Existing DPH Programs and 

Additional DPH Programs." 

““eICR” means the System Software that creates and transmits the 

Electronic Initial Case Report, which is the HL7 message commonly 

known as Clinical Document Architecture, as further described in Exhibit 

D (Description of Software), including its Attachments." 

““ELR” means the System Software that performs the Electronic 

Laboratory Reporting function, as further described in Exhibit D 

(Description of Software), including its Attachments." 

““Existing DPH Programs” means DPH’s Acute Communicable 

Disease Control and Vaccine Preventable Disease Control Programs." 

““License Fees” means the License fees identified on the Schedule 

of Pricing and Payments, which (a) are payable to Contractor in 

accordance with this Agreement on an ongoing basis for the Physician 

Portal Application; and (b) may be payable to Contractor in accordance 

with this Agreement under Paragraphs 10.3.1.a. and/or 10.3.1.b.” 

““Physician Portal Application” means Contractor’s Core 

Application commonly known as Physician Portal, as further described on 

Exhibit D (Description of Software), together with its Attachments.”  

““Subscription Fees” means the annual subscription fees identified 

on the Schedule of Pricing and Payments for the Physician Portal 

Application which (a) are payable to Contractor in accordance with this 
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Agreement and (b) may be payable to Contractor in accordance with this 

Agreement under Paragraphs 10.3.1.a. and/or 10.3.1.b.” 

““Syndromic Surveillance” means the Interface within the System 

Software that provides the Syndromic Surveillance function, as further 

described in Exhibit D (Description of Software), including its 

Attachments." 

““T&M Actual Amount” has the meaning specified in Paragraph 

10.10 (Time and Materials Work).” 

““T&M Deliverable” has the meaning specified in Paragraph 10.10 

(Time and Materials Work).”  

““T&M Estimate” has the meaning specified in Paragraph 10.10 

(Time and Materials Work).”  

““Transactions” means, with respect to the Physician Portal 

Application, an order request to a lab and the corresponding response 

from the lab.  All order requests and responses may be viewed/printed an 

unlimited number of times without counting as an additional Transaction." 

d. Paragraph 7.1 (Scope of Work) is deleted and replaced in its entirety as follows: 

“7.1 SCOPE OF WORK 

Pursuant to the terms of this Agreement, Contractor shall fully and 

timely provide, complete and deliver all Tasks, Subtasks, Deliverables, 

goods, services and other Work set forth in this Agreement, including the 

Statement of Work and the Service Level Requirements.  Additionally, 

Contractor shall provide, complete and deliver all such Work in 

accordance with the requirements and specifications set forth in this 

Agreement, any applicable executed Change Order or Amendment, the 
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System Requirements, the other Specifications and/or the Project 

Charter. 

7.1.1 Implementation of Upgraded System 

Contractor shall provide Tasks, Subtasks and Deliverables 1-19 

and 26 set forth in the Statement of Work, which include, but are not 

limited to, (a) expansion of the System for use by the Additional DPH 

Programs; (b) provision of configuration, custom development, 

enhancement, data conversion, data migration, testing, training, 

implementation and deployment services with respect to the System 

Software as further described in the Statement of Work; (c) development 

of Interfaces as further described in the Statement of Work; (d) 

preparation and implementation of the System Environments as further 

described in this Statement of Work as is necessary for the System 

Software (including the Work described in clauses (a) through (c)) to 

perform in accordance with the System Requirements and other 

Specifications; and (e) conversion and migration of data from County 

systems as further described in the Statement of Work (clauses (a) 

through (e) collectively, “Upgraded System”).  Upon Contractor's 

achievement of System Acceptance for the Upgraded System, the 

Upgraded System shall become a part of, as applicable, System 

Software, System Environments, and Hosting Services and of the System 

as a whole for all purposes under this Agreement. 

7.1.2 Maintenance Services 

In exchange for County's payment of Maintenance Fees in 

accordance with this Agreement, Contractor shall provide maintenance 
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services for the System Software and the System Environment as 

described in, and in accordance with, the Statement of Work, the Service 

Level Requirements and otherwise in this Agreement ("Maintenance 

Services").  Maintenance Services shall commence upon the Effective 

Date and continue throughout the Term.  County's obligation to pay 

Maintenance Fees in exchange for Contractor's provision of Maintenance 

Services is described in Paragraph 10.3 (Maintenance Fees; License and 

Subscription Fees; Additional Concurrent Users, Connections, or 

Transactions).  Maintenance Services include provision of Updates and 

Version Releases, as more fully described in the Service Level 

Requirements. 

7.1.3 Support Services 

In exchange for County's payment of Support Fees in accordance 

with this Agreement, Contractor shall provide support services for the 

System as described in, and in accordance with, the Statement of Work, 

the Service Level Requirements and otherwise in this Agreement 

("Support Services").  Support Services shall commence upon the 

Effective Date and continue throughout the Term.  County's obligation to 

pay Support Fees in exchange for Contractor's provision of Support 

Services is described in Paragraph 10.4 (Support Fees).  Support 

Services include responding to and analyzing Service Requests and 

correcting any and all Deficiencies in the System, as more fully described 

in the Service Level Requirements.  

7.1.4 Hosting Services 
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In exchange for County's payment of the Hosting Fees in 

accordance with this Agreement, Contractor shall provide to County 

hosting services for the System as described in, and in accordance with, 

the Statement of Work, the Service Level Requirements and otherwise in 

this Agreement ("Hosting Services").  Hosting Services shall commence 

upon the Effective Date and continue throughout the Term.  County's 

obligation to pay Hosting Fees in exchange for Contractor's provision of 

Hosting Services is described in Paragraph 10.5 (Hosting Fees).  Hosting 

Services include any and all goods, services and other Work, including 

the System Environments, necessary for Contractor to host the System 

Software such that the System Software performs in accordance with the 

System Requirements and other Specifications, all as more fully 

described in the Service Level Requirements. 

7.1.5 Additional Work 

a. County Project Director may from time to time request that 

Contractor provide any of the following as Additional Work under this 

Agreement: 

(1) Additional Modifications and/or Additional Interfaces for 

creating new functionality, and customizations, modifications and custom 

interfaces not then-described in this Agreement, including the Statement 

of Work; 

(2) Software, tools and other products relating to System 

Software, outside of the scope of the System Requirements, as they then 

exist; and/or additional Concurrent Users, connections, and/or 
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Transactions for existing System Software; in each case, including all 

components and Documentation ("Additional Products"); 

(3) Professional Services, including consulting and training, 

outside of the scope of services then-described in this Agreement, 

including the Statement of Work and the Service Level Requirements. 

All applicable Additional Work shall be priced at rates no greater 

than the Hourly Labor Rate and/or other applicable rates set forth on 

Attachment C.7 (Optional Pricing) to the Schedule of Pricing and 

Payments.  Upon execution of a Change Order or Amendment pursuant 

to Paragraph 8.0 (Change Orders and Amendments) for any Additional 

Work, Contractor shall provide such Additional Work in accordance with 

the Statement of Work, the applicable Change Order or Amendment, and 

otherwise with this Agreement. 

b. Additional Work relating to the ELR, eICR, and/or 

Syndromic Surveillance for each annual period of the Term following the 

Amendment 11 Effective Date shall utilize and be capped by the 

availability of Additional ELR Dollars, Additional eICR Dollars, or 

Additional Syndromic Surveillance, as applicable, for such annual period.  

For all other Additional Work for each annual period of the Term following 

the Amendment 11 Effective Date shall utilize and be capped by the 

availability of Pool Dollars for such annual period.  For each annual period 

of the Term following the Amendment 11 Effective Date, in no event shall 

County be obligated to pay for Additional Work for such annual period in 

excess of (i) with respect to ELR, eICR, and/or Syndromic Surveillance, 

the then-available Additional ELR Dollars, Additional eICR Dollars, or 
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Additional Syndromic Surveillance Dollars, as applicable, for such annual 

period, and (ii) with respect to all other Additional Work, the then-available 

Pool Dollars for such annual period.  Additionally, Contractor shall not be 

required to perform any Additional Work for such annual period if there 

are no applicable Additional ELR Dollars, Additional eICR Dollars, 

Additional Syndromic Surveillance Dollars, or Pool Dollars, as the case 

may be, available for such annual period. 

c. Upon completion and delivery by Contractor, and 

acceptance by County, of any Additional Modifications, Additional 

Interfaces and/or Additional Products, such Additional Modifications, 

Additional Interfaces or Additional Products, as the case may be, shall 

become part of and be included in the System Software for all purposes 

under this Agreement.” 

e. Paragraph 7.4 (System Acceptance) is deleted and replaced in its entirety as 

follows: 

“7.4 DPH PROGRAM ACCEPTANCE OF UPGRADED 

SYSTEM; SYSTEM ACCEPTANCE OF UPGRADED SYSTEM  

7.4.1 Contractor shall be obligated to complete DPH Program 

Acceptance of the Upgraded System as described in  

Task entitled “DPH Program Acceptance of the Upgraded System” of the 

Statement of Work for all DPH Programs on or before date which is two 

(2) years and nine (9) months (1,000 calendar days) following the 

Amendment 11 Effective Date.  Such date may be extended only in 

accordance with Paragraph 8.3 (Amendments) and shall be extended 

with respect to delay to the extent resulting from (a) County delay, 
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provided that a Notice of Delay has been filed in accordance with 

Paragraph 54.0 (Notice of Delay) of Exhibit A (Additional Terms and 

Conditions), or (b) events described in Paragraph 16.0 (Force Majeure) of 

Exhibit A (Additional Terms and Conditions), or (c) as specified in the 

Statement of Work.  The requirements for Contractor to complete DPH 

Program Acceptance of the Upgraded System for each DPH Program are 

set forth in the Statement of Work under the Task entitled “DPH Program 

Acceptance of the Upgraded System.”  Contractor's completion of DPH 

Program Acceptance of the Upgraded System for each DPH Program 

shall be signified by County's approval in accordance with this Agreement 

of all Deliverables in the Statement of Work that are under the Task 

entitled “DPH Program Acceptance of the Upgraded System” for such 

DPH Program. 

7.4.2 Contractor shall be obligated to achieve System 

Acceptance for the Upgraded System on or before the third anniversary 

of the Amendment 11 Effective Date.  Such date may be extended only in 

accordance with Paragraph 8.3 (Amendments) and shall be extended 

with respect to delay to the extent resulting from (a) County delay, 

provided that a Notice of Delay has been filed in accordance with 

Paragraph 54.0 (Notice of Delay) of Exhibit A (Additional Terms and 

Conditions), or (b) events described in Paragraph 16.0 (Force Majeure) of 

Exhibit A (Additional Terms and Conditions) or (c) as specified in the 

Statement of Work. 

a. The requirements for Contractor to achieve System 

Acceptance of the Upgraded System are set forth in the Statement of 
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Work under the Task entitled “System Acceptance for Upgraded System.”  

Contractor's achievement of System Acceptance of the Upgraded System 

shall be signified by County's approval in accordance with this Agreement 

of all Deliverables in the Statement of Work that are under the Task 

entitled “System Acceptance for Upgraded System.” 

b. If at any time during the Acceptance Period, County 

Project Director makes a good faith determination that the Upgraded 

System has experienced an Acceptance Deficiency, County Project 

Director shall promptly notify Contractor in writing (which includes 

notification through any mechanism identified in the Service Level 

Requirements for initiating a Service Request) of such occurrence, 

describing the occurrence in reasonable detail.  Contractor shall promptly 

commence such necessary corrections and repairs to the components of 

the Upgraded System to permit the Acceptance Period to restart.  

Contractor shall notify County Project Director in writing when such 

corrections and repairs have been completed.  Upon County Project 

Director's verification of the same, the Acceptance Period shall be 

restarted (in this Paragraph 7.4, an "Acceptance Period Restart").   

Providing sufficient time remains for Contractor to correct an Acceptance 

Deficiency at least ninety (90) days before the third anniversary of the 

Amendment 11 Effective Date, the System Acceptance process shall 

continue.  The correction and repair and Acceptance Period Restart 

processes described in this Paragraph 7.4.2 shall additionally apply in the 

event that Contractor otherwise discovers that an Acceptance Deficiency 

has occurred. 
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c. If, following an Acceptance Period Restart, sufficient time 

does not remain for Contractor to correct an Acceptance Deficiency at 

least ninety days (90) days before the third anniversary of the 

Amendment 11 Effective Date, County Project Director shall promptly 

notify Contractor in writing of County's election to either: (a) permit 

Contractor to repeat the correction and repair process described in 

Paragraph 7.4.2.b above; (b) require Contractor, at Contractor's expense 

and upon County's return of the affected components of the Upgraded 

System, (i) to replace the affected components of the Upgraded System 

with another Contractor and/or third-party product that satisfies the 

System Requirements and other Specifications and (ii) to make all 

modifications to the remaining components of the Upgraded System as is 

necessary for such Contractor or third-party product to be compatible with 

the remaining components of the Upgraded System; or, if, in County's 

sole but reasonable discretion, neither subsection (a) or (b) will provide 

the County with an Upgraded System that performs as described in the 

Statement of Work under the Task entitled “System Acceptance,” (c) 

terminate this Agreement with respect to the Upgraded System and 

impose the applicable liquidated damages specified in Paragraph 12.4 

(Liquidated Damages). Upon approval by County in accordance with this 

Agreement, each such Contractor and/or third-party product shall 

constitute the applicable System Software comprising part of the System 

for all purposes under this Agreement.  If Contractor fails to replace an 

affected component of the Upgraded System as provided in this 

Paragraph 7.4.2.c within sixty (60) calendar days of County's initiation of 
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such remedy under this Paragraph 7.4.2.c (as such period may be 

extended, in writing, by County Project Director), then County may 

terminate this Agreement and impose the applicable liquidated damages 

specified in Paragraph 12.4 (Liquidated Damages).” 

f. Paragraph 8.2 (Change Orders) is deleted and replaced in its entirety as follows: 

“8.2 CHANGE ORDERS 

8.2.1 Without limiting Paragraph 8.3 (Amendments), for any 

change which does not affect the scope of Work, Term, Maximum 

Contract Sum, payments or any term or condition of this Agreement, 

including the Exhibits and Attachments, a "Change Order" shall be 

prepared and executed by County Project Director and an authorized 

representative of Contractor as set forth in Attachment A.2 (Contractor's 

Administration), subject in all cases to the availability of funding.   

8.2.2 Such changes include changes which require Additional 

Work; provided that any such Change Order (a) uses then-available 

Additional ELR Dollars, Additional eICR Dollars, Additional Syndromic 

Surveillance Dollars, or Pool Dollars, as applicable, (b) includes all 

information required under the Statement of Work, (c) does not require 

amending any term or condition of this Agreement, including any Exhibit 

or Attachment, and (d) has the written concurrence of DPH's Chief 

Information Officer or such person's designee.  The Parties agree that 

prior to executing any proposed Change Order for Additional Work, the 

Parties shall jointly verify whether Additional ELR Dollars, Additional eICR 

Dollars, Additional Syndromic Surveillance Dollars, or Pool Dollars, as 

applicable, are available for such proposed Change Order by reviewing 
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the aggregate amount of Additional ELR Dollars, Additional eICR Dollars, 

Additional Syndromic Surveillance Dollars, or Pool Dollars, as applicable, 

that has been allocated to Change Orders and Amendments prior to the 

date of the proposed Change Order.   

8.2.3 Change Orders shall take effect, and be binding upon the 

Parties, only if and upon execution by the authorized representatives of 

each of the Parties, as specified in this Paragraph 8.2.” 

g. Paragraph 8.3 (Amendments) is deleted and replaced in its entirety as follows: 

“8.3 AMENDMENTS 

For any change which affects the scope of Work, Term, Maximum 

Contract Sum, payments or any term or condition of this Agreement, an 

Amendment shall be authorized by the Board of Supervisors and 

executed by an authorized representative of County and an authorized 

representative of Contractor as set forth on Attachment A.2 (Contractor's 

Administration), subject in all cases to the availability of funding.  

Notwithstanding the foregoing, the Director may execute Amendments on 

behalf of County under this Paragraph 8.3 without further action required 

on the part of the Board of Supervisors, which do any of the following, 

subject in all cases to the availability of funding: 

8.3.1 Increase the Maximum Contract Sum up to in aggregate 

ten percent (10%) of the Maximum Contract Sum; provided that such 

Amendment has approval as to form by County Counsel. 

8.3.2 Intentionally Omitted. 

8.3.3 Move dollar amounts allocated within the Maximum 

Contract Sum to other areas within the Maximum Contract Sum (e.g., 
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available Additional ELR Dollars, Available eICR Dollars, Additional or 

Pool Dollars among each other; Available Additional ELR Dollars, 

Additional eICR Dollars, Additional Syndromic Surveillance Dollars, and 

Pool Dollars among annual periods of the Term; allocated payments 

among Deliverables; etc.); provided that such Amendment shall have 

approval as to form by County Counsel.   

8.3.4 Extend the dates set forth in Paragraph 7.4 (DPH Program 

Acceptance of Upgraded System; System Acceptance of Upgraded 

System); provided that such Amendment (a) shall not extend the Term 

and (b) shall have written concurrence of DPH's Chief Information Officer 

and CIO and approval as to form by County Counsel. 

8.3.5 Update the Exhibits and/or Attachments during 

implementation as is necessary to accurately reflect the as-built 

Upgraded System or any phasing of implementation of the Upgraded 

System; provided that such Amendment shall have approval as to form by 

County Counsel. 

8.3.6 Engage Contractor to provide Additional Work under 

Paragraph 7.1.5 (Additional Work) that requires amending any term or 

condition of the Agreement, including any Exhibit or Attachment; provided 

that any such Amendment (a) uses then-available Additional ELR Dollars, 

Additional eICR Dollars, Additional Syndromic Surveillance Dollars, or 

Pool Dollars, as applicable, (b) includes all information required under the 

Statement of Work, and (c) has written concurrence of DPH's Chief 

Information Officer and CIO and approval as to form by County Counsel.  

The Parties agree that prior to executing any proposed Amendment under 
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this Paragraph 8.3.6, the Parties shall jointly verify whether Additional 

ELR Dollars, Additional eICR Dollars, Additional Syndromic Surveillance 

Dollars, or Pool Dollars, as applicable, are available for such proposed 

Amendment by reviewing the aggregate amount of Additional ELR 

Dollars, Additional eICR Dollars, Additional Syndromic Surveillance 

Dollars, or Pool Dollars, as applicable, that has been allocated to Change 

Orders and Amendments prior to the date of the proposed Amendment. 

8.3.7 Implement an increase in Maintenance Fees, License 

Fees, and/or Subscription Fees as contemplated under the Schedule of 

Pricing and Payments and Paragraph 10.3 (Maintenance Fees; License 

and Subscription Fees; Additional Concurrent Users or Transactions); 

provided that such Amendment has approval as to form by County 

Counsel. 

8.3.8 Implement reductions under Paragraph 11.0 (County's 

Obligation for Future Fiscal Years; Budget Reductions); provided that 

such Amendment has written concurrence of DPH's Chief Information 

Officer and CIO and approval as to form by County Counsel. 

8.3.9 Consent to an assignment or delegation under Paragraph 

38.0 (Assignment by Contractor) of Exhibit A (Additional Terms and 

Conditions); provided that such Amendment has approval as to form by 

County Counsel. 

The Board of Supervisors or County's Chief Executive Officer, or 

designee, may require the addition and/or change of certain terms and 

conditions in the Agreement during the Term.  County reserves the right 

to add and/or change such provisions as may be required by County’s 
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Board of Supervisors or Chief Executive Officer.  To implement such 

changes, an Amendment to the Agreement shall be prepared and 

executed by the Director and an authorized representative of Contractor 

as set forth on Attachment A.2 (Contractor's Administration). 

Amendments shall take effect, and be binding upon the Parties, 

only if and upon execution by the authorized representatives of each of 

the Parties, as specified in this Paragraph 8.3.” 

h. Paragraph 8.4 (Extensions of Time) is deleted and replaced in its entirety as 

follows: 

“8.4 EXTENSIONS OF TIME 

8.4.1 The Project Charter developed and maintained by 

Contractor under the Statement of Work includes, among other things, a 

schedule for Contractor's completion of all Work associated with 

implementation of the Upgraded System.  Changes to the Project Charter 

that extend the dates set forth in Paragraph 7.4 (DPH Program 

Acceptance of Upgraded System; System Acceptance of Upgraded 

System) shall be made only in accordance with Paragraph 8.3 

(Amendments).  All other changes to the Project Charter shall be made in 

accordance with the process outlined in the Statement of Work.   

8.4.2 Each Change Order and Amendment for Additional Work 

shall include, among other things, a project schedule for completion of the 

Additional Work thereunder.  County Project Director may grant written 

extensions of time for Contractor's performance of such Additional Work 

which shall not be unreasonably withheld, provided that such extensions 

shall not extend the Term. 
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8.4.3 If Contractor is able to demonstrate that County delay will 

cause Contractor to fail to meet any deadline for performance of any 

obligation provided hereunder (other than the dates set forth in Paragraph 

7.4 (DPH Program Acceptance of Upgraded System; System Acceptance 

of Upgraded System), which shall be addressed only as provided in 

Paragraph 7.4), then County Project Director shall grant Contractor a 

written extension of time for Contractor's performance commensurate with 

the County delay, provided that such extension shall not extend the 

Term.”     

i. Paragraph 9.1 (Definition of Term) is deleted and replaced in its entirety as 

follows: 

"9.1 DEFINITION OF TERM 

The term of this Agreement shall commence upon the Effective 

Date and shall continue until May 9, 2026, unless terminated earlier in 

whole or in part, as provided in this Agreement (“Term”).” 

j. Paragraph 10.1 (General) is deleted and replaced in its entirety as follows: 

“10.1 GENERAL 

The Schedule of Pricing and Payments sets forth all fees and rates 

that may be applicable to this Agreement during the Term, including (a) a 

payment schedule for all Tasks and Deliverables necessary for 

Contractor to achieve System Acceptance for the Upgraded System; as 

well as other Tasks and Deliverables enumerated in the Statement of 

Work regarding reports, Baseline Interfaces with the State of California’s 

CalREDIE system and County’s ORCHID system, and Contractor’s Core 

Applications commonly known as Physician Portal and Electronic Health 
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Record Gateway; (b) the aggregate License Fees, Maintenance Fees, 

Support Fees, and Hosting Fees for the Term; and (c) the Hourly Labor 

Rate for Additional Work.” 

k. Paragraph 10.2 (Maximum Contract Sum) is deleted and replaced in its entirety 

as follows: 

“10.2 MAXIMUM CONTRACT SUM 

10.2.1 Subject to Paragraph 7.0 (Work and System Acceptance), 

the "Maximum Contract Sum" under this Agreement for the Term, 

including Additional ELR Dollars, Additional eICR Dollars, Additional 

Syndromic Surveillance Dollars, Pool Dollars, and all applicable Taxes, 

shall not exceed the amount indicated in the Schedule of Pricing and 

Payments, which amount is allocated as set forth on the Schedule of 

Pricing and Payments, unless the Maximum Contract Sum is modified 

pursuant to an Amendment under and in accordance with Paragraph 8.0 

(Change Orders and Amendments).  The Maximum Contract Sum is the 

maximum monetary amount that may be payable by County to Contractor 

for supplying all the Tasks, Subtasks, Deliverables, goods, services and 

other Work specified under this Agreement during the Term.  Contractor 

shall perform and complete all Work required of Contractor by this 

Agreement during the Term in exchange for the amounts to be paid to 

Contractor as set forth in the Schedule of Pricing and Payments, but in 

any event, not in excess of the Maximum Contract Sum. 

10.2.2 Notwithstanding any of the foregoing, it is understood and 

agreed that Contractor shall not provide any Additional Work unless and 

until the applicable of a Change Order or Amendment has been executed 
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in accordance with Paragraph 8.0 (Change Orders and Amendments) 

with respect to such Additional Work.” 

l. Paragraph 10.3 (Maintenance Fees) is deleted and replaced in its entirety as 

follows: 

“10.3 MAINTENANCE FEES; LICENSE AND SUBSCRIPTION 

FEES; ADDITIONAL CONCURRENT USERS, CONNECTIONS, OR 

TRANSACTIONS 

10.3.1 The Schedule of Pricing and Payments includes the 

aggregate Maintenance Fees payable by County during the Term for 

Contractor's provision of Maintenance Services as described in 

Paragraph 7.1.2 (Maintenance Services).  Where indicated on the 

Schedule of Pricing and Payments for a specified module of the System 

Software, the aggregate Maintenance Fees are for up to the identified 

number of Concurrent Users or connections, as such number may be 

adjusted pursuant to this Paragraph 10.3.1.  The Maintenance Fees are 

payable on a quarterly basis in arrears commencing with the first quarter 

following the Effective Date.  The Schedule of Pricing and Payments also 

includes the aggregate ongoing License Fees and Subscription Fees 

payable by County during the Term following the Amendment 11 Effective 

Date for the Physician Portal Application, which in the case of 

Subscription Fees is limited to the number of monthly Transactions 

indicated in the Schedule of Pricing and Payments, as such number may 

be adjusted pursuant to this Paragraph 10.3.1.  The ongoing License 

Fees and Subscription Fees are payable on a quarterly basis in arrears 



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
AMENDMENT NUMBER 11 

30 
 

commencing with the first quarter identified in the Schedule of Pricing and 

Payments.   

a. Prior to each anniversary of the Amendment 11 Effective 

Date, the Parties shall determine whether at any point during the then-

current annual period of the Term, County’s Concurrent Users or 

connections for any applicable module of the System Software exceeded 

the Concurrent User or connection limit, as the case may be, for such 

module set forth in the Schedule of Pricing and Payments, for either (i) 

more than thirty (30) consecutive calendar days during such annual 

period, or (ii) any amount of time during two (2) or more calendar months 

during such annual period.  Additionally, the Parties shall determine 

whether during any calendar month during the then-current annual period 

of the Term, County’s Transactions for the Physician Portal Application 

exceeded the monthly Transaction limit set forth in the Schedule of 

Pricing and Payments. 

(i) In the case of Concurrent Users and connections, County 

shall owe Contractor for the one-time License Fees associated with the 

applicable block of additional Concurrent Users or connections, as the 

case may be, as shown on the Schedule of Pricing and Payments, and 

for the pro rata portion of the Maintenance Fees associated with such 

applicable block of additional Concurrent Users or connections, as the 

case may be, for the specific amount of time during which County 

exceeded such Concurrent User or connection limit, as the case may be.  

The License Fees shall be a one-time fee for the License described in 

Paragraph 13.0 (Ownership and License), and County shall owe no 
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further License fees for the block of additional Concurrent Users and 

connections acquired under this Paragraph 10.3.1.a, even if County 

determines under Paragraph 10.3.1.b to discontinue paying Maintenance 

Fees at any point for such block of additional Concurrent Users or 

connections.   

(ii) In the case of Transactions, County shall owe Contractor 

the Subscription Fees associated with the applicable block of additional 

Transactions as shown on the Schedule of Pricing and Payments for 

each calendar month during which County exceeded such Transaction 

limit.   

(iii)  Contractor shall invoice County for amounts due under this 

Paragraph 10.3.1.a when Contractor invoices County for the next 

installment of ongoing License Fees, Subscription Fees, Maintenance 

Fees, Support Fees, and Hosting Fees under and in accordance with this 

Agreement. 

b. Additionally, prior to each anniversary of the Amendment 

11 Effective Date, County shall set its Concurrent User and connection 

limits for purposes of Maintenance Fees and Transaction limits for 

purposes of Subscription Fees for the next annual period of the Term, 

which limits may, but are not required to, include any block of additional 

Concurrent Users, connections, or Transactions acquired under 

Paragraph 10.3.1.a.  In the event County elects to increase or decrease 

its Concurrent User, connection, or Transaction limits for any annual 

period of the Term, the Parties shall enter into an Amendment in 

accordance with this Agreement showing the applicable Maintenance 
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Fees and/or Subscription Fees for such annual period on the Schedule of 

Pricing and Payments.  It is understood and agreed that County cannot 

decrease its Concurrent User, connection, or Transaction limits below the 

initial Concurrent User, connection, and Transaction limits shown on the 

Schedule of Pricing and Payments, but rather can only elect to decrease 

its Concurrent User, connection, or Transaction limits to remove any 

block of additional Concurrent Users, connections, or Transactions the 

County has previously elected to include under this Paragraph 10.3.1.b. 

10.3.2 The Maintenance Fees, ongoing License Fees, and 

Subscription Fees shall remain firm and fixed, and shall not increase, 

during the Term following the Amendment 11 Effective Date, except as 

expressly provided in Paragraph 10.3.1 above and/or in the Schedule of 

Pricing and Payments.” 

m. Paragraph 10.4 (Support Fees) is deleted and replaced in its entirety as follows: 

“10.4 SUPPORT FEES 

The Schedule of Pricing and Payments includes the aggregate 

Support Fees payable by County during the Term for Contractor's 

provision of Support Services as described in Paragraph 7.1.3 (Support 

Services).  The Support Fees are payable on a quarterly basis in arrears 

commencing with the first quarter following the Effective Date.  The 

Support Fees shall remain firm and fixed, and shall not increase, during 

the Term following the Amendment 11 Effective Date as shown on the 

Schedule of Pricing and Payments.” 

n. Paragraph 10.5 (Hosting Fees) is deleted and replaced in its entirety as follows: 

“10.5 HOSTING FEES 
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The Schedule of Pricing and Payments includes the aggregate 

Hosting Fees payable by County during the Term, as provided under 

Paragraph 7.1.4 (Hosting Services).  The Hosting Fees are payable on a 

quarterly basis in arrears commencing with the first quarter following the 

Effective Date.  The Hosting Fees shall remain firm and fixed, and shall 

not increase, during the Term following the Amendment 11 Effective Date 

as shown on the Schedule of Pricing and Payments.” 

o. Paragraph 10.6 (Pool Dollars) is deleted and replaced in its entirety as follows: 

“10.6 ADDITIONAL ELR DOLLARS, ADDITIONAL EICR 

DOLLARS, ADDITIONAL SYNDROMIC SURVEILLANCE DOLLARS, 

AND POOL DOLLARS 

The Schedule of Pricing and Payments includes the Additional ELR 

Dollars, Additional eICR Dollars, and Additional Syndromic Surveillance 

Dollars available under this Agreement for each annual period during the 

of the Term following the Amendment 11 Effective Date that are available 

for Additional Work pertaining to ELR, eICR, or Syndromic Surveillance, 

as the case may be, under Paragraph 7.1.5 (Additional Work).  

Additionally, the Schedule of Pricing and Payments includes the pool of 

dollars available under this Agreement for each annual period during the 

Term of this Agreement following the Amendment 11 Effective Date (for 

each annual period, "Pool Dollars") for the purchase of Additional Work 

under Paragraph 7.1.5 (Additional Work).  The total amount of available 

Additional ELR Dollars, Additional eICR Dollars, Additional Syndromic 

Surveillance Dollars, or Pool Dollars, as applicable, for an annual period 

shall be decreased by each applicable Change Order and Amendment 
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executed under this Agreement with respect to such annual period, and 

may only be increased by executing an Amendment in accordance with 

Paragraph 8.0 (Change Orders and Amendments).” 

p. Paragraph 10.8 (Cost of Living Adjustments) is deleted and replaced in its 

entirety as follows: 

“10.8 INTENTIONALLY OMITTED” 

q. Paragraph 10.10 (Time and Materials Work) is added to Paragraph 10.0 (Prices 

and Fees) in the proper numerical order as follows: 

"10.10 TIME AND MATERIALS WORK 

10.10.1 The dollar amounts set forth on the Schedule of Pricing 

and Payments for Deliverables under Tasks 21 (Reports 

for Upgraded System), 23 (ORCHID Baseline Interface for 

Upgraded System), and 26 (User Defined Forms for 

Upgraded System) of the Statement of Work as of the 

Amendment 11 Effective Date are not-to-exceed amounts 

for such Deliverables, meaning that Contractor shall 

perform all Work required to complete and deliver each 

such Deliverable for an amount not-to-exceed the amounts 

set forth on the Schedule of Pricing and Payments as of 

the Amendment 11 Effective Date for such Deliverable, but 

that Contractor shall only be paid an amount for such 

Deliverable as determined in accordance with this 

Paragraph 10.10.  Such Deliverables are referred to herein 

as “T&M Deliverables.”  Notwithstanding anything to the 

contrary in this Paragraph 10.10, regarding Deliverables 
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under Task 21 (Reports for the Upgraded System), while it 

is anticipated that the not-to-exceed amounts included for 

these Deliverables will be sufficient to pay for all Work 

required for Contractor to complete and deliver five (5) 

reports per DPH Program, once the System Requirements 

and Specifications for these reports are finalized it may be 

that such amounts are sufficient to pay for more or less 

than (5) reports.  The Parties agree that such Work shall 

only include the number of reports as agreed to by the 

Parties in the final System Requirements and 

Specifications for such reports for which such amounts are 

sufficient to pay. 

10.10.2 Prior to commencing Work on a T&M Deliverable, 

Contractor shall submit to County Project Director and 

Project Manager in writing Contractor’s estimated level of 

effort required to complete and deliver all Work required for 

such T&M Deliverable as determined under Paragraph 

10.10.1, which amount shall not exceed the not-to-exceed 

amount set forth on the Schedule of Pricing and Payments 

for such T&M Deliverable as of the Amendment 11 

Effective Date.  This estimated level of effort shall be 

calculated using an hourly rate that is no greater than the 

Hourly Labor Rate, and shall be broken down to include all 

categories of Work required to complete such T&M 

Deliverable (e.g., personnel hours, cost of goods, etc.).  
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Each estimated level of effort is referred to herein as the 

“T&M Estimate.”  Each T&M Estimate shall require written 

approval of County Project Director prior to Contractor 

commencing Work on the applicable T&M Deliverable.  

10.10.3 At the time when Contractor submits the Deliverable 

Acceptance Form for a T&M Deliverable under Paragraph 

7.2 (Approval of Work) of this Agreement, Contractor shall 

additionally submit in writing Contractor’s actual level of 

effort expended to complete and deliver all Work required 

for such T&M Deliverable, and shall include supporting 

documentation.  Each actual level of effort shall be broken 

down to include all categories of Work actually required to 

complete such T&M Deliverable (e.g., personnel hours 

actually spent, cost of goods actually sold or licensed, etc.) 

and shall show the difference between the T&M Estimate 

for such T&M Deliverable by category.  Each actual level of 

effort is referred to herein as the “T&M Actual Amount.”   

Each T&M Actual Amount and supporting documentation 

shall require County Project Director’s written approval, as 

evidenced by County Project Director’s countersignature 

on the applicable Deliverable Acceptance Form. In no 

event shall the T&M Actual Amount exceed the not-to-

exceed amount actual amount Contractor ultimately 

invoices for the T&M Deliverable in accordance with this 

Agreement exceed the T&M Actual Amount for such T&M 
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Deliverable.  Without limiting the County’s ability to 

otherwise submit an IDR with respect to an invoice that 

includes payment for a T&M Deliverable, if County 

identifies any discrepancies in the T&M Actual Amount, 

County and Contractor shall follow the process outlined in 

Paragraph 12.6 (Invoice Discrepancy Report) with respect 

thereto."  

r. Paragraph 12.2 (Submission of Invoices) is deleted and replaced in its entirety as 

follows: 

“12.2 SUBMISSION OF INVOICES 

Upon County’s written approval thereof in accordance with the 

applicable provisions of Paragraph 7.0 (Work and System Acceptance), 

Contractor shall invoice County for applicable Deliverables under the 

Statement of Work in the amounts specified for such Deliverables in the 

Schedule of Pricing and Payments.  Contractor shall invoice County for 

ongoing License Fees, Subscription Fees, Maintenance Fees, Support 

Fees, and Hosting Fees quarterly, in arrears.  Upon County's written 

approval thereof in accordance with the applicable provisions of 

Paragraph 7.0 (Work and System Acceptance), Contractor shall invoice 

County for Additional Work specified in, and in accordance with, any 

Change Order or Amendment.   

Contractor shall mail an original and shall submit one (1) copy by 

mail, facsimile or electronic mail transmission of the invoice for payment 

for services to the following addresses: 
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ORIGINAL: 
County Project Director at the address indicated on 
Attachment A.1 (County's Administration) to Exhibit A 
(Additional Terms and Conditions). 
 
COPY: 
County's Grant Administrator at the address indicated 
on Attachment A.1 (County's Administration) to Exhibit 
A (Additional Terms and Conditions)” 
 

s. Paragraph 12.3 (Invoice Detail) is deleted and replaced in its entirety as follows: 

“12.3 INVOICE DETAIL 

Each invoice submitted by Contractor shall include: 

12.3.1 For each Deliverable under Tasks 1-26 of the Statement of 

Work, (a) a copy of the applicable fully executed Deliverable Acceptance 

form; (b) if applicable, a copy of the T&M Actual Amount and supporting 

documentation; and (c) any additional supporting documentation 

reasonably requested by County Project Director; 

12.3.2 For ongoing License Fees, Subscription Fees, 

Maintenance Fees, Support Fees and Hosting Fees, the amount of 

payment therefor.  If the invoice includes amounts owing under 

Paragraph 10.3.1.a, additionally include supporting documentation for 

such amounts; 

12.3.3 For Additional Work: (a) the date of the applicable 

executed Change Order or Amendment; (b) a copy of the applicable fully 

executed Deliverable Acceptance Form; (c) any additional supporting 

documentation reasonably requested by County Project Director; and (e) 

the amount of payment therefor (reference the Task in the Statement of 

Work entitled “Provide As-Needed Additional Work Task” for the fixed 
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price payment schedule unless otherwise agreed to in applicable Change 

Order or Amendment); 

12.3.4 If applicable, the cumulative amount of Additional ELR 

Dollars, Additional eICR Dollars, Additional Syndromic Surveillance 

Dollars, or Pool Dollars, as the case may be, charged to County to date 

during the applicable annual period of the Term and the remaining 

Additional ELR Dollars, Additional eICR Dollars, Additional Syndromic 

Surveillance Dollars, or Pool Dollars, as the case may be, available for 

use in connection with this Agreement generally for such annual period of 

the Term; 

12.3.5 To the best of Contractor's knowledge, an indication of any 

liquidated damages, credits or withholds accrued under this Agreement; 

and 

12.3.6 Any other supporting documentation reasonably requested 

by County Project Director.” 

t. Subparagraph 13.2.1 of Paragraph 13.2 (Scope of License) is deleted and 

replaced in its entirety as follows: 

“13.2.1 To use, operate and execute the System Software for 

County's governmental purposes on an unlimited number of computers, 

servers, local area networks and wide area networks for use by an 

unlimited number of Users, except that with respect to specified modules 

Users shall be limited to the number of Concurrent Users described in 

Paragraph 10.3.1 (Maintenance Fees; License and Subscription Fees; 

Additional Concurrent Users or Transactions);” 
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9. Amendments to Exhibit A (Additional Terms and Conditions).  As of the 

Amendment 11 Effective Date, Exhibit A (Additional Terms and Conditions) is amended as 

follows: 

a. Paragraph 3.0 (Confidentiality and Security) is amended to add the following 

paragraph in the proper numerical order: 

“3.8 Without limiting this Paragraph 3.0, Contractor, its officers, 

employees, subcontractors, agents, and the System, as applicable, shall 

at all times comply with Exhibit Q (Information Security Requirements) 

and its Attachments, as Contractor’s responses thereto are updated from 

time to time in accordance with this Agreement.” 

b. Paragraph 8.1 (Remedies) is amended to delete and replace Subparagraph 

8.1.4(a) thereof as follows: 

“(a) Contractor shall promptly return to County any and all of 

County’s Confidential Information that relates to that portion of the 

Agreement or Work terminated, including all County records, data and 

other information, including records, data and other information pertaining 

to County's constituents, in media requested by County.  In doing so, 

Contractor shall remove all copies of such Confidential Information from 

its media, and otherwise destroy all retained hard copies of such 

Confidential Information, in each case, in accordance with Paragraphs 3.8 

and 11.11;” 

10. Amendments to Other Exhibits and Attachments. 

a. Exhibit B (Statement of Work) is deleted and replaced in its entirety with Exhibit B 

(Statement of Work), together with Attachment B.1 (Additional DPH Programs) and B.2 
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(Deliverable Expectation Document) thereto, attached to this Amendment 11 and incorporated 

by this reference. 

b. Exhibit C (Schedule of Pricing and Payments), together with Attachments C.1 

(Maintenance Fees Detail), C.2 (Support Fees Detail), C.3 (Hosting Fees Detail), C.4 (Pool 

Dollars & Additional Work Pricing), C.5 (Credit Detail), C.6 (Prior Change Order Detail), and C.7 

(GSA Schedule) thereto, is deleted and replaced in its entirety with Exhibit C (Schedule of 

Pricing and Payments), together with Attachments C.1 (Term Year 1-7 Amounts), C.2 (Tasks 

and Deliverables Detail), C.3 (Maintenance Fees Detail), C.4 (Support Fees Detail), C.5 

(Hosting Fees Detail), C.6 (Additional Work Dollars Detail), and C.7 (Optional Pricing) attached 

to this Amendment 11 and incorporated by this reference. 

c. Exhibit D (Description of Software), together with Attachments D.1 (Web vCMR 8 

Series Summary of Functions) and D.2 (System Definitions) thereto, is deleted and replaced in 

its entirety with Exhibit D (Description of Software), together with Attachments D.1 (System 

Requirements for Upgraded System), D.2 (System Definitions), D.3 (List of Reports), D.4 (List of 

Dashboards), D.5 (Baseline Interface Requirements), D.6 (List of Other Baseline Modifications 

for Upgraded System), D.7 (Design Specifications for CalREDIE Interface), D.7.1 (Screenshots 

of CalREDIE Data Fields), D.8 (Design Specifications for ORCHID Interface), D.8.1 (ORCHID 

List of Data Fields), and D.9 (List of User Defined Forms), attached to this Amendment 11 and 

incorporated by this reference. 

d. Exhibit E (Minimum System Requirements) is deleted and replaced in its entirety 

with Exhibit E (Minimum System Requirements) attached to this Amendment 11 and 

incorporated by this reference. 

e. Exhibit F (Service Level Requirements), together with Attachment F.1 (Guide to 

Customer Support Services), F.2 (Electronic Lab Reporting (ELR) Maintenance and Support 

Guide), and F.3 (Disaster Recovery Service Level Requirements),  is deleted and replaced in its 
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entirety with Exhibit F (Service Level Requirements), together with Attachment F.1 (Guide to 

Customer Support Services), F.2 (Electronic Lab Reporting (ELR) Maintenance and Support 

Guide), and F.3 (Disaster Recovery Plan), attached to this Amendment 11 and incorporated by 

this reference. 

f. Exhibit Q (Information Security Requirements), together with Attachments Q.1 

(Authentication Requirements), Q.2 (Application Security Requirements), and Q.3 (SaaS 

Vendor Security and Privacy Assessment), attached to this Amendment 11 and incorporated by 

this reference, is added to the Agreement. 

11. Authorization Warranty. Contractor and the person executing this Amendment 11 

on behalf of Contractor represent and warrant that the person executing the Amendment 11 for 

Contractor is an authorized agent who has actual authority to bind Contractor to each and every 

term, condition, and obligation of the Amendment 11 and that all requirements of Contractor 

have been fulfilled to provide such actual authority. 

12. Counterparts.  This Amendment 11 may be executed in any number of facsimile 

or other electronic counterparts, all of which when taken together shall constitute one in the 

same instrument. 

13. Effect on Agreement. Except for the changes set forth in this Amendment 11, the 

Agreement shall not be changed in any other respect and shall remain in full force and effect. 

[signature page follows] 
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IN WITNESS WHEREOF, the Board of Supervisors of the County of Los Angeles has 

caused this Amendment 11 to be subscribed on behalf of the County of Los Angeles by its 

Director of its Department of Public Health; and Contractor has caused this Amendment 11 to 

be subscribed on its behalf by its duly authorized officer, as of the day, month, and year first 

above written. 

 COUNTY OF LOS ANGELES 
 
 

By:         
Barbara Ferrer, Ph.D., M.P.H., M.Ed. 
Director 

 
 ATLAS DATABASE SOFTWARE CORPORATION 

d/b/a ATLAS DEVELOPMENT CORPORATION 
 
 
By:         
 
Printed Name:       
 
Title:         
 

 

APPROVED AS TO FORM BY THE OFFICE 
OF THE COUNTY COUNSEL: 
MARY C. WICKHAM, County Counsel 
 
 
By:        
 Michael Owens 
 Deputy County Counsel 
 
APPROVED AS TO CONTRACT 
ADMINISTRATION: 
 
 
By:        
 Patricia Gibson, Chief 
 Contracts and Grants Division 
 

BL#04222 
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EXHIBIT B 

 
STATEMENT OF WORK 

ENTERPRISE SYSTEM EXPANSION 
 

I. INTRODUCTION 
This Exhibit B (Statement of Work) (together with all Attachments hereto, "Statement 
of Work") defines the scope of the Work to be performed under that certain Software 
and Services Agreement, County Agreement No. PH-001629, dated as of May 10, 
2011 (together with all Exhibits and Attachments, all as amended in accordance with 
the terms thereof, the "Agreement"),  by and between the County of Los Angeles, for 
its Department of Public Health ("County"), and Atlas Database Software Corp. d/b/a 
Atlas Development Corporation ("Contractor"), specifically under Amendment Number 
11 dated ____________, 2018 (“Amendment 11 Effective Date”), to the Agreement.  
This Work includes, but is not limited to, (a) expansion of the System for use by the 
additional DPH programs identified on Attachment B-1 (Additional DPH Programs) 
(“Additional DPH Programs”); (b) provision of configuration, custom development, 
enhancement, data conversion, data migration, testing, training, implementation and 
deployment services with respect to the System Software for all DPH Programs as 
further described in this Statement of Work; (c) development of Interfaces as further 
described in this Statement of Work; (d) preparation and implementation of the System 
Environments as further described in this Statement of Work as is necessary for the 
System Software (including the Work described in clauses (a) through (c)) to perform 
in accordance with the System Requirements and other Specifications; (e) conversion 
and migration of data from County systems as further described in this Statement of 
Work (clauses (a) through (e) collectively, “Upgraded System”); and (e) continued 
provision of Additional Work, Maintenance Services, Support Services, and Hosting 
Services as further described in this Statement of Work.  Capitalized terms used in 
this Statement of Work without definition have the meanings given to such terms in 
the Agreement. 

II. INSTRUCTION 
 
Contractor shall provide Deliverables to County as follows: 

 
A. All status reports and other Deliverable documents in electronic format in a file 

format reasonably acceptable to County.  County agrees that PDF and Microsoft 
Office file formats including Microsoft Word and Microsoft Project formats are 
acceptable file formats. 
 

B. Access to the System Software electronically over the Internet as part of the 
Hosting Services described in Task 29 (Provide Hosting Services). 
 

C. All Documentation available for download through a secure website or 
electronically in a file format reasonably acceptable to County.  County agrees that 
PDF and Microsoft Office file formats including Microsoft Word and Microsoft 
Project formats are acceptable file formats. 
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D. All Deliverables must be developed in the form and format agreed to by County 

and Contractor.  Work on Deliverables identified as “KEY” (“Key Deliverables”) will 
follow a Deliverable Expectation Document (also referred to as a “DED”), a 
template for which is attached to this Statement of Work as Attachment B.2 
(Deliverable Expectation Document).   The DED will set forth, among other things, 
acceptance criteria for the Key Deliverable, which will include but not be limited to 
Deliverable descriptions and acceptance criteria set forth in this Statement of 
Work.  No Work will be performed on any Key Deliverable until the DED has been 
approved by County. The DEDs for Key Deliverables will be prepared by the 
Contractor and, if requested by County, will require a review meeting between 
County and Contractor prior to approval.  County may authorize Contractor during 
the implementation process (to be documented in the Project Charter) to include 
acceptance criteria for two or more Key Deliverables into one DED where Key 
Deliverables relate to the same Task and/or DPH Program, or as otherwise 
authorized by County.  As each Key Deliverable is submitted, the Contractor must 
include a copy of the applicable DED as the cover sheet.  If requested by County, 
the approval of the completed Key Deliverable will require a meeting between 
County and Contractor.  Approval of Key Deliverables shall be in accordance with 
Paragraph 7.2 (Approval of Work) of the Base Agreement.   
 

E. All Project Charter updates shall be provided using County Project Management 
standards.  All such updates and all training materials shall be provided in a hard 
copy format if requested by County or electronically in a file format reasonably 
acceptable to County.  County agrees that PDF and Microsoft Office file formats 
including Microsoft Word and Microsoft Project formats are acceptable file formats. 
 

F. Unless otherwise specified in this Statement of Work, all Deliverables shall be fully 
completed and delivered to County for review by the date set forth in the Project 
Charter.  All Deliverables require approval by County in accordance with 
Paragraph 7.2 (Approval of Work) of the Base Agreement. 
 

G. Designated Contractor project staff (see Subtasks 1.1 (Plan and Deliver Kick-Off 
Meeting) and 2.2 (Prepare Steering Committee Reports and Conduct Steering 
Committee Meetings)) must attend the Kick-Off Meeting and all steering committee 
meetings in person.  Unless otherwise specified herein, other status meetings may 
be held in person or by conference call via a Contractor-provided, County-
approved method such as WebEx or Skype.  All meeting materials are to be 
provided by Contractor a minimum of 24 hours in advance of the meeting. 
 

H. County reserves the right: 
 

I. To order the Work under Tasks 1 through 26 in phases, including one or 
more applicable DPH Programs in each phase, and to issue notices to 
proceed with respect to each phase concurrently, sequentially, or in any 
order.  If County determines to order the work in phases, each phase will 
include its own set of applicable Tasks, Subtasks, and Deliverables under 
Tasks 1 through 26.  The phases will be identified in the Project Charter.  
Once the phases have been approved by County, if necessary, the Parties 
will enter into an Amendment in accordance with the Agreement that will 
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restate Attachment C.2 (Task and Deliverable Detail) to Exhibit C (Schedule 
of Pricing and Payments) to allocate the payments indicated on such 
Attachment C.2 for Tasks 1 through 26 among the applicable Deliverables in 
each phase.  Contractor shall not commence Work with respect to any phase 
until County has issued a notice to proceed for such phase.  

 
II. To add additional DPH programs for implementation under Tasks 1 through 

26 at any time following the Amendment 11 Effective Date through an 
Amendment for Additional Work, which Amendment will include any revisions 
necessary to the Agreement and/or any of its Exhibits or Attachments 
required to reflect the addition of such DPH programs. 

 
III. To move all or any portion of Tasks 21-25 to occur prior to System 

Acceptance of the Upgraded System (Task 19 (System Acceptance of 
Upgraded System)).  In such case, if necessary, the Parties will enter into an 
Amendment in accordance with the Agreement adjusting the required dates 
for the applicable of DPH Program Acceptance of the Upgraded System 
(Task 18) and/or System Acceptance of the Upgraded System, and making 
any other required amendments.  For the avoidance of doubt, though ordered 
numerically after Task 19 (System Acceptance of Upgraded System), it is 
anticipated that completion of all Work under Task 26 (User Defined Forms 
for Upgraded System) will occur prior to Task 19 (System Acceptance of 
Upgraded System), unless otherwise agreed to by County and reflected in 
the Project Charter. 

 
 

III. TASKS AND DELIVERABLES 
 
TASK 1 - PROJECT INITIATION 
 

Contractor shall provide project management and administration for the Work and the 
Upgraded System to be provided by Contractor under the Agreement as provided in 
this Task 1 (Project Initiation) below.  Unless otherwise specified herein or agreed to 
by the Parties, Contractor shall unitize its standard practices and procedures in the 
performance of all project management and administration tasks. 

 
Contractor will not be responsible for the performance of County personnel. However, 
Contractor shall coordinate with County Project Director to help ensure that all input 
required by County personnel is provided in accordance with the Project Charter in 
order for Contractor to complete all Tasks, Subtasks, Deliverables, goods, services, 
and other Work as required by the Agreement. 
 
Subtask 1.1 - Plan and Deliver Kick-Off Meeting 
Contractor shall conduct the Kick-Off Meeting in person at a location approved by 
County within 30 calendar days of the Amendment 11 Effective Date to provide an 
introduction to County Executive Leadership of the Work described in this Statement 
of Work, including timelines, dependencies and nature of the work effort that will be 
required to implement the Work. 
 
Prior to the Kick-Off Meeting, Contractor shall work with County: 



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
EXHIBIT B (STATEMENT OF WORK) 
 B-4 

 
A. To identify all Contractor and County resources required to complete the tasks 

outlined in this Statement of Work; and 
 

B. To develop an agenda/schedule for the Project Initiation; and 
 

C. To Develop a list of attendees for the Kick-Off Meeting. 
 

 Deliverable 1.1 – Kick-Off Meeting (KEY) 
Contractor shall prepare the Kick-Off Meeting materials, conduct the Kick-Off Meeting 
in person, list the members who attended the Kick-Off Meeting, and prepare report 
summarizing Kick-Off Meeting, all as described in Subtask 1.1 (Plan and Deliver Kick-
Off Meeting), within 30 calendar days of the Amendment 11 Effective Date.  
 
Subtask 1.2 – Develop and Present Project Charter  
Contractor shall develop a Project Charter for the Upgraded System (the "Project 
Charter"), which shall be mutually approved by the Parties. Specifically, Contractor 
shall address each Task and Subtask to be performed through and including System 
Acceptance of the Upgraded System. The Project Charter shall address at least the 
following areas in substance, as applicable to the Upgraded System: 
 
A. Project Goals and Objectives 
 
B. Project Scope  
 
C. System Description 

 
D. Project Deliverables – Listing all Deliverables and identifying milestones among 

those Deliverables. 
 
E. Anticipated Project Phases  
 
F. Key Project Assumptions  
 
G. Potential Project Risks and Mitigation Strategies 
 
H. Project Organization: Contractor and County Staffing Roles and Responsibilities 

 
I. Communication Plan – Addressing status reports and conferences, steering 

committee reports and meetings, change requests, reporting of testing incidents 
and technical issues, issue escalation and dispute resolution procedures. 

 
J. Change Management / Control Plan – Providing a plan to mitigate changes to the 

Upgraded System, to help ensure the project stays within budget, and to ensure 
that changes are implemented only in accordance with relevant provisions of the 
Agreement. 

 
K. Implementation Work Plan – Providing a detailed project schedule with Project 

Milestones, start and completion dates for each Deliverable, Task and Subtask, 
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indicating Contractor and County staffing roles and responsibilities and 
Acceptance Criteria for each Deliverable, as agreed to between County and 
Contractor. 
 

L. Upgraded System Test Plan – Providing a plan for testing the Upgraded System 
in order to confirm that the Upgraded System, together with all other System 
components, performs in accordance with the System Requirements and other 
Specifications, which (1) describes the approach to those tests to be conducted by 
Contractor and to those tests to be conducted by County, (2) identifies the tests, 
including scope and depth of such tests, (3) identifies the testing methodologies, 
and (4) includes a method for documenting and reporting compliance with the 
System Requirements and other Specifications  (the "Upgraded System Test 
Plan").  The Upgraded System Test Plan shall include the foregoing for all tests 
described in this Statement of Work. 
 

M. Data Conversion and Migration Plan 
 

N. Training Plan 
 

Contractor shall also update the Project Charter on a monthly basis with the exception 
of the Implementation Work Plan and Potential Project Risks and Mitigation Strategies 
sections, which will be updated as changes are made. Additionally, the Upgraded 
System Test Plan, Data Conversion and Migration Plan, and Training Plan shall be 
updated as needed in connection with performance of the applicable Tasks, Subtasks, 
and Deliverables in this Statement of Work.  If requested by County, Contractor shall 
be available to meet prior to scheduled status meetings to discuss any County 
proposed changes to the Project Charter, which Contractor shall thereafter 
memorialize as proposed changes to the Project Charter.  Contractor shall submit all 
proposed changes to the Project Charter, whether initiated by County or Contractor, 
to County, in writing, as soon as reasonably practicable prior to the scheduled status 
conference at which the proposed changes are to be reviewed and approved.  As soon 
as reasonably practicable following each status meeting, Contractor shall update the 
Project Charter to reflect any changes resulting from such status meeting that should 
reasonably be documented in the Project Charter.      
 
Deliverable 1.2 – Project Charter (KEY) 
Contractor shall provide County with an initial draft Project Charter within 30 calendar 
days of the Amendment 11 Effective Date, with the final version due within 60 calendar 
days of the Amendment 11 Effective Date.  Contractor shall update and maintain the 
Project Charter through System Acceptance of the Upgraded System and at the 
intervals specified in Subtask 1.2 (Develop and Present Project Charter). 

TASK 2 - PROJECT MANAGEMENT AND COORDINATION 

Subtask 2.1 – Provide Ongoing Project Management, Prepare Status Reports 
and Conduct Meetings 
Contractor shall manage project activities and resources and track project status. 
Contractor shall provide a mutually acceptable method of reporting ongoing project 
activities to County.  All reports shall be electronic in accordance with this Statement 
of Work and prepared on at least a weekly basis through System Acceptance of the 
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Upgraded System and shall include a Project Status Report that, at a minimum, will 
include as applicable but not be limited to, the following information: 
 
A. Period covered by the report; 
 

B. Task(s) scheduled for completion which were completed; 
 
C. Task(s) scheduled for completion which were not completed, and explanation; 
 
D. Task(s) not scheduled for completion which were completed; 
 
E. Task(s) scheduled for completion next reporting period; 
 
F. Issue(s) resolved; 

 
G. Issue(s) to be resolved with recommended solution(s);  

 
H. Deliverable Status; 

 
I. Updated Implementation Work Plan; 

 
J. Decisions made and items pending decision; 

 
K. Newly identified risks; and 
 
L. Such other information as reasonably requested by County Project Director or 

Project Manager. 
 
Contractor Project Manager, along with other project staff as needed, shall conduct 
status meetings with County Project Director and/or County Project Manager on at 
least a weekly basis through System Acceptance of the Upgraded System, the 
purposes of which are to review the status reports and any related matters, and to 
review and approve any proposed changes to the Project Charter.  All variances shall 
be presented for approval at the status meetings.  

Deliverable 2.1 – Ongoing Project Management, Status Reports and Meetings 
(KEY) 
Contractor shall prepare the status reports and conduct the status meetings as 
described in Subtask 2.1 (Provide Ongoing Project Management, Prepare Status 
Reports and Conduct Meetings).  
 
Subtask 2.2 Prepare Steering Committee Reports and Conduct Steering 
Committee Meetings 
The project will have a steering committee, which will consist of County and Contractor 
executive level staff, Project Directors and Project Managers.  Contractor shall provide 
a mutually acceptable method of reporting ongoing project activities and any executive 
level project issues to the project's steering committee.  All reports shall be prepared 
on at least a quarterly basis through System Acceptance of the Upgraded System and 
shall include such information as mutually agreed on by the Parties. 
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Contractor shall conduct meetings with the project's steering committee on at least a 
quarterly basis through System Acceptance of the Upgraded System, the purpose of 
which is to review the steering committee reports and any other executive level project 
issues.  Such meetings shall be in person at a location approved by County.  With 
respect to any steering committee meeting, either County or Contractor may request 
attendance of such other individuals as County or Contractor, as the case may be, feel 
necessary to address an item for review at such meeting.   

Deliverable 2.2 – Steering Committee Reports and Conduct Steering Committee 
Meetings (KEY) 
Contractor shall prepare the steering committee reports and conduct the steering 
committee meetings in person as described in Subtask 2.2 (Prepare Steering 
Committee Reports and Conduct Steering Committee Meetings).  

TASK 3 – ANALYZE EXISTING COUNTY ENVIRONMENT  

Subtask 3.1 - Analyze Existing County Environment  

Contractor shall conduct an analysis of all existing County hardware, network and 
operating software to identify and document the technical requirements for the 
System, including end-user hardware devices, desktop software and operating 
systems, and WAN and LAN requirements for the successful implementation and 
operation of the System.  Contractor shall make recommendations to County as to 
whether improvements are necessary in order to meet the minimum requirements for 
the County Environment and ensure readiness for the Upgraded System.  Such 
recommendations shall be limited to those that are (a) required to ensure Compatibility 
with the Upgraded System and (b) consistent with mainstream personal computer 
hardware widely available from a variety of manufacturers and capable of running the 
then-current version of Microsoft Windows. For the sake of clarity, County shall bear 
the cost of purchasing any such improvements. 

Deliverable 3.1 – Analyzed Existing County Environment  
Contractor shall deliver the analysis and recommendations described in Subtask 3.1 
(Analyze Existing County Environment).  Upon System Acceptance of the Upgraded 
System, the minimum system requirements for the County Environment included in 
such analysis shall be deemed to update Exhibit E (Minimum System 
Requirements). 

 
 
TASK 4 – MIGRATION TO SYSTEM ENVIRONMENTS IN AMAZON WEB SERVICES 
INFRASTRUCTURE 

 
Subtask 4.1 – Prepare Plan for Migration of Upgraded System to Amazon Web 
Services Infrastructure 

Contractor shall conduct an assessment of the existing System Environments and 
develop a plan (“Migration Plan”) for the implementation of and migration to new 
System Environments located in the Amazon Web Services GovCloud hosting 
infrastructure for the Upgraded System according to the County-approved 
architectural design for both of the following options for the Amazon Web Services 
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infrastructure:  (1) high availability and Disaster Recovery architecture and (2) Disaster 
Recovery only architecture (each an “AWS Option”).  If during development of the 
Migration Plan, County provides Contractor with access to an Amazon Web Services 
architect, Contractor agrees to work with such architect for purposes of exploring 
whether (a) either AWS Option may be implemented in an Amazon Web Services 
commercial cloud hosting infrastructure in a manner that will enable the Upgraded 
System, together with all other System components, to perform in accordance with the 
System Requirements and other Specifications, and/or (b) other possible architectural 
designs are available to achieve comparable performance to Contractor’s proposed 
high availability and Disaster Recovery architecture.  County has the option to revise 
the AWS Options so that the migration is executed in an Amazon Web Services 
commercial cloud hosting infrastructure.  Any corresponding price reduction 
associated with this option is as set forth in Attachment C.5 (Hosting Fees Detail) to 
the Schedule of Pricing and Payments.  The Parties may additionally mutually agree 
to revise the AWS Options as a result of the work completed with such architect as 
described under clause (b).  All such revisions shall be incorporated into the Migration 
Plan, and shall be considered part of the applicable AWS Option for all purposes under 
this Statement of Work.   

The Migration Plan shall address all Work required in connection with the 
implementation of and migration, which shall include but not be limited to the following: 

Networking 

-  Configure VPC and subnets. 

-  Configure/document network ACLs (Access Control Lists)/security groups. 

-  Configure Virtual Firewall Appliance.  

-  Configure Elastic Load Balancers. 

- Configure required auto scaling groups. 

- Configure routing/route tables and routing failover mechanisms. 
 

Environment 
 
- Create, configure and harden images. 
 
- Configure authentication services/DNS (Domain Name System) server and service 
configuration. 
 
- Configure server environments. 

- After live environments are configured and tested, configure external site 
connection VPNs (Virtual Private Networks). 

 
- Configure high availability servers and policies. 
 
- Configure DNS configuration and failover. 
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Disaster Recovery network and replication configuration 

As part of the Migration Plan, Contractor shall ensure that the necessary System 
Environments are in place in the Amazon Web Services infrastructure to support the 
Upgraded System including but not limited to test, training, staging and production 
environments, such that, once implemented and migrated, and whichever AWS Option 
is elected by County under Subtask 4.2 (Validation of High Availability AWS Option), 
the Upgraded System, together with all other System components, shall perform in 
accordance with the System Requirements and other Specifications. Without limiting 
any of the foregoing, the Migration Plan shall demonstrate that the System 
Environments located in the Amazon Web Services infrastructure, whichever AWS 
Option is elected by County under Subtask 4.2 (Validation of High Availability AWS 
Option), comply with all applicable security requirements set forth in Exhibit Q 
(Information Security Requirements), together with its Attachments.  The Migration 
Plan shall also include a back-out plan to reinstate the prior application in the event 
the System Environments located in the Amazon Web Services infrastructure cannot 
be successfully implemented. 

 
Deliverable 4.1 – Amazon Web Services Migration Plan (KEY) 

Contractor shall deliver to County a written Migration Plan detailing the implementation 
of and migration of the Upgraded System to System Environments located in the 
Amazon Web Services infrastructure as described in Subtask 4.1 (Prepare Plan for 
Migration of Upgraded System to Amazon Web Services Infrastructure). 

 
Subtask 4.2 – Validation of High Availability AWS Option 

In order to determine whether the Upgraded System will perform in accordance with 
the System Requirements and Specifications in the AWS Option consisting of high 
availability and Disaster Recovery architecture, Contractor will configure and test a 
standard test System Environment for this AWS Option. 

Contractor will implement and test this AWS Option from the inner tier out within the 
test System Environment, one tier at a time:   

1. Database Tier 

2. Application Tier 

3. Web Tier 

Any issues that arise that Contractor reasonably believes will require further 
development Work will be documented and certified by Contractor and a level of effort 
required for such Work will be agreed upon by the Parties.  If alternatively Contractor 
determines that the Upgraded System will perform in accordance with the System 
Requirements and Specifications in the AWS Option consisting of high availability and 
Disaster Recovery architecture, Contractor shall provide written certification of the 
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same as Deliverable 4.2 (Certified Results of Validation of High Availability AWS 
Option). 

At the end of all Work under this Subtask, the County shall determine whether it 
desires to proceed with migrating (a) to the AWS Option consisting of high availability 
and Disaster Recovery architecture immediately (“Option A”), or (b) to the AWS Option 
consisting of Disaster Recovery only and to retain the option to migrate at a later date 
to the AWS Option consisting of high availability and Disaster Recovery architecture 
(“Option B”).   

If County determines to proceed with Option A, and if a level of effort was agreed upon 
by the Parties, then any necessary adjustment to this Statement of Work, as well as 
payment for the applicable Deliverables under this Task 4 (Migration to System 
Environments in Amazon Web Services Infrastructure) and/or any adjustment in 
Hosting Fees required because of mutually agreed upon revisions to the AWS Option 
that were incorporated into the Migration Plan under Subtask 4.1 (Prepare Plan for 
Migration of Upgraded System to Amazon Web Services Infrastructure), shall be 
documented pursuant to an Amendment in accordance with this Agreement. 

It is understood and agreed by the Parties that if the County determines to proceed 
with Option B, County shall owe no further amounts with respect to any Work required 
to be completed by Contractor in order to determine whether the System will perform 
in accordance with the System Requirements and Specifications in the AWS Option 
consisting of high availability and Disaster Recovery architecture in connection with 
County’s election to migrate thereto. 
 
Deliverable 4.2 – Certified Results of Validation of High Availability AWS Option 
(KEY) 

Contractor shall provide a written certification of the results of the Work described in 
Subtask 4.2 (Validation of High Availability AWS Option). Upon County’s approval of 
this Deliverable, County shall elect in writing with which AWS Option it desires to 
proceed. 

 
Subtask 4.3 – Implement Elected Plan for Migration of Upgraded System to 
Amazon Web Services Infrastructure 

Upon election by County of the AWS Option with which it desires to proceed following 
approval of Deliverable 4.2 (Certified Results of Validation of High Availability AWS 
Option) in accordance with the Agreement, Contractor shall execute the Migration Plan 
as it relates to the elected AWS Option for the implementation of and migration of the 
Upgraded System to the new System Environments located in the Amazon Web 
Services infrastructure.   

 
Deliverable 4.3 – Implemented Elected Amazon Web Services Migration Plan 

Contractor shall provide written certification to County that Upgraded System has been 
migrated to the System Environments located in the Amazon Web Services 
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infrastructure as described in Subtask 4.3 (Implemented Elected Plan for Migration of 
Upgraded System to Amazon Web Services Infrastructure). 

 
Subtask 4.4 – Conduct Tests of the Upgraded System in the Amazon Web 
Services Infrastructure  

Prior to Production Use, Contractor shall test the System Environments located in the 
Amazon Web Services infrastructure for the Upgraded System implemented under 
Subtask 4.3 (Implement Elected Plan for Migration of Upgraded System to Amazon 
Web Services Infrastructure) to ensure that the Upgraded System, together with all 
other System components, performs in accordance with the System Requirements 
and other Specifications. Contractor shall, with the assistance and cooperation from 
County as needed, test and verify the Upgraded System on such System 
Environments, in accordance with the Upgraded System Testing Plan.  Contractor 
shall additionally provide assistance, cooperation and other Work described in Task 
12 (User Acceptance Tests) in connection with County’s User Acceptance Testing in 
accordance with the User Acceptance Test Plan. If the Upgraded System or any other 
System component is not able to perform in accordance with System Requirements 
or other Specifications, Contractor shall, with assistance and cooperation from County 
as needed, determine the root cause of the non-conformance and perform such Work 
regarding the System Environments located in the Amazon Web Services 
infrastructure as necessary to permit successful use of the Upgraded System in 
Production Use. Contractor shall certify in writing as to the readiness of the System 
Environments located in the Amazon Web Services infrastructure for Production Use 
of the Upgraded System. 

 
Deliverable 4.4 – Complete Tests of Amazon Web Services Infrastructure for 
Upgraded System 

Contractor shall provide written certification as to the successful test and readiness of 
the Amazon Web Services Infrastructure for the Upgraded System as required by 
Subtask 4.4 (Conduct Tests of the Upgraded System in the Amazon Web Services 
Infrastructure). 
 
Subtask 4.5 – Implement Amazon Web Services Infrastructure for Upgraded 
System  

Contractor shall implement the System Environments located in the Amazon Web 
Services infrastructure for the Upgraded System. 

 
Deliverable 4.5 – Implemented Amazon Web Services Infrastructure for 
Upgraded System (KEY) 

Contractor shall complete the implementation of the System Environments located in 
the Amazon Web Services infrastructure for the Upgraded System.  Once this 
Deliverable is approved by County in accordance with the Agreement, such System 
Environments shall constitute the “System Environments” under and as defined in the 
Agreement for all purposes. 
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Subtask 4.6 – Update Disaster Recovery Plan and Assessments for the 
Upgraded System on the Amazon Web Services Infrastructure 

Contractor shall update the Disaster Recovery Plan, as well as provide updated 
responses to Attachment Q.2 (Application Security Requirements) and Attachment 
Q.3 (SaaS Vendor Security Privacy Assessment), as necessary to reflect that the 
System Environments located in the Amazon Web Services infrastructure for the 
Upgraded System.  These updates are expected to include improved Service Level 
Requirements achieved by relocating the System Environments to the Amazon Web 
Services infrastructure.  From time to time as requested by County, Contractor shall 
update the Disaster Recovery Plan, as well as Contractor’s responses to Attachment 
Q.2 (Application Security Requirements) and Attachment Q.3 (SaaS Vendor Security 
Privacy Assessment) or any update or replacement to such Attachments. 

 
Deliverable 4.6 – Updated Disaster Recovery Plan and Assessments for the 
Upgraded System (KEY) 

Contractor shall deliver and implement an updated Disaster Recovery Plan, as well as 
Contractor’s responses to Attachment Q.2 (Application Security Requirements) and 
Attachment Q.3 (SaaS Vendor Security Privacy Assessment), for the Upgraded 
System as described in Subtask 4.6 (Update Disaster Recovery Plan and 
Assessments for the Upgraded System on the Amazon Web Services Infrastructure). 
Upon County’s approval of the updated Disaster Recovery Plan, as well as 
Contractor’s response to Attachment Q.2 (Application Security Requirements) and 
Attachment Q.3 (SaaS Vendor Security Privacy Assessment), in accordance with the 
Agreement, the updated Disaster Recovery Plan shall be the Disaster Recovery Plan 
referenced as Attachment F.3 (Disaster Recovery Plan) for all purposes under the 
Agreement, and Contractor’s responses to previously provided to County with respect 
to Attachment Q.2 (Application Security Requirements) and Attachment Q.3 (SaaS 
Vendor Security Privacy Assessment) shall additionally deemed to be updated for 
purpose of Contractor’s compliance with the same under the Agreement.  

 
OPTIONAL Subtask 4.7 – Prepare for Migration of System to High Availability  

In the event County issues a written notice to proceed with respect to migration of the 
then-current System to the AWS Option consisting of high availability and Disaster 
Recovery architecture (“High Availability”), Contractor shall accordingly update the 
Migration Plan delivered by Contractor and approved by County as Deliverable 4.1 
(Amazon Web Services Migration Plan) for such migration.  The updated Migration 
Plan shall comply with all requirements of Subtask 4.1 (Prepare for Migration of 
Upgraded System to Amazon Web Services Infrastructure) as such requirements 
relate to High Availability and the then-current System.   

 
OPTIONAL Deliverable 4.7 –Updated Migration Plan for High Availability (KEY) 

Contractor shall deliver to County a written updated Migration Plan detailing the 
implementation of and migration of the then-current System to High Availability as 
described in Subtask 4.7 (Prepare for Migration of System to High Availability). 
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OPTIONAL Subtask 4.8 – Implement Updated Plan for Migration of System to 
High Availability 

Contractor shall execute the updated Migration Plan for the implementation of and 
migration of the then-current System to the new High Availability System 
Environments located in the Amazon Web Services infrastructure.   
 
OPTIONAL Deliverable 4.8 – Implemented Updated Migration Plan for High 
Availability 

Contractor provide written certification to County that the then-current System has 
been migrated to the High Availability System Environments located in the Amazon 
Web Services infrastructure as described in Subtask 4.8 (Implement Updated Plan for 
Migration of System to High Availability). 

 
OPTIONAL Subtask 4.9 – Conduct Tests of the System in the High Availability 
Infrastructure  

Prior to Production Use, Contractor shall update the Upgraded System Testing Plan 
as necessary to reflect testing needed to confirm that the System in the High 
Availability System Environments implemented under Subtask 4.8 (Implement 
Updated Plan for Migration of System to High Availability) performs in accordance with 
the System Requirements and other Specifications.  Once County has approved the 
updated Upgraded System Testing Plan in accordance with the Agreement, 
Contractor shall, with the assistance and cooperation from County as needed, test and 
verify the System on such System Environments, in accordance with the updated 
Upgraded System Testing Plan.  Contractor shall additionally provide assistance, 
cooperation and other Work described in Task 12 (User Acceptance Tests) in 
connection with County’s User Acceptance Testing in accordance with a User 
Acceptance Test Plan that has similarly been updated as needed. If the System or any 
component thereof is not able to perform in accordance with System Requirements or 
other Specifications, Contractor shall, with assistance and cooperation from County 
as needed, determine the root cause of the non-conformance and perform such Work 
regarding the High Availability System Environments as necessary to permit 
successful use of the System in Production Use. Contractor shall certify in writing as 
to the readiness of the High Availability System Environments located in the Amazon 
Web Services infrastructure for Production Use of the System. 

 
OPTIONAL Deliverable 4.9 – Complete Tests of the System in the High 
Availability Infrastructure  

Contractor shall provide written certification as to the successful test and readiness of 
the High Availability System Environments for the System as required by Subtask 4.9 
(Conduct Tests of the System in the High Availability Infrastructure). 

 
OPTIONAL Subtask 4.10 – Implement High Availability Infrastructure for System  
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Contractor shall implement the High Availability System Environments located in the 
Amazon Web Services infrastructure for the System. 

 
OPTIONAL Deliverable 4.10 – Implemented High Availability Infrastructure for 
System (KEY) 

Contractor shall complete the implementation of the High Availability System 
Environments located in the Amazon Web Services infrastructure for the System.  
Once this Deliverable is approved by County in accordance with the Agreement, such 
System Environments shall constitute the “System Environments” under and as 
defined in the Agreement for all purposes. 

 
OPTIONAL Subtask 4.11 – Acceptance of High Availability Infrastructure for 
System 
Contractor shall achieve acceptance of the High Availability System Environments for 
the System when (a) all System functions and features operate in the High Availability 
Production Environment without Deficiencies of Severity Level Medium or more severe 
(as defined in the Service Level Requirements) for one continuous uninterrupted 
ninety (90) day period, commencing on the date specified below in this Subtask 4.11 
(Acceptance of High Availability Infrastructure for System) and (b) all Deficiencies of 
Severity Level Low (as defined in the Service Level Requirements) shall have been 
corrected in accordance with the timeframes set forth in the Service Level 
Requirements.  The 90-day period shall commence on the date as of which Contractor 
has completed and County has approved in accordance with the Agreement, 
Deliverable 4.10 (Implemented High Availability Infrastructure for Upgraded System).  
The 90-day period shall restart upon County’s approval in accordance with this 
Agreement of Contractor Interim Solution (as defined in the Service Level 
Requirements) of Deficiencies having a Severity Level of Medium or more severe.   
 
OPTIONAL Deliverable 4.11 – Acceptance of High Availability Infrastructure for 
System (KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
acceptance of the High Availability System Environments for the System as set forth 
in Subtask 4.11 (Acceptance of High Availability Infrastructure for System). 

 
OPTIONAL Subtask 4.12 – Update Disaster Recovery Plan and Assessments for 
the System on the High Availability Infrastructure 

Contractor shall update the Disaster Recovery Plan, as well as provide updated 
responses to Attachment Q.2 (Application Security Requirements) and Attachment 
Q.3 (SaaS Vendor Security Privacy Assessment), as necessary to reflect that the High 
Availability System Environments located in the Amazon Web Services infrastructure 
for the System.  These updates are expected to include improved Service Level 
Requirements achieved relocating the System Environments to High Availability in the 
Amazon Web Services infrastructure.  From time to time as requested by County, 
Contractor shall update the Disaster Recovery Plan, as well as Contractor’s responses 
to Attachment Q.2 (Application Security Requirements) and Attachment Q.3 (SaaS 
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Vendor Security Privacy Assessment) or any update or replacement to such 
Attachments. 

 
OPTIONAL Deliverable 4.12 – Updated Disaster Recovery Plan and 
Assessments for the System in High Availability (KEY) 

Contractor shall deliver and implement an updated Disaster Recovery Plan, as well as 
Contractor’s responses to Attachment Q.2 (Application Security Requirements) and 
Attachment Q.3 (SaaS Vendor Security Privacy Assessment), for the Upgraded 
System as described in Subtask 4.12 (Update Disaster Recovery Plan and 
Assessments for the System on the High Availability Infrastructure). Upon County’s 
approval of the updated Disaster Recovery Plan, as well as Contractor’s response to 
Attachment Q.2 (Application Security Requirements) and Attachment Q.3 (SaaS 
Vendor Security Privacy Assessment), in accordance with the Agreement, the updated 
Disaster Recovery Plan shall be the Disaster Recovery Plan referenced as Attachment 
F.3 (Disaster Recovery Plan) for all purposes under the Agreement, and Contractor’s 
responses to previously provided to County with respect to Attachment Q.2 
(Application Security Requirements) and Attachment Q.3 (SaaS Vendor Security 
Privacy Assessment) shall additionally deemed to be updated for purpose of 
Contractor’s compliance with the same under the Agreement. 

 
 
TASK 5 – REQUIREMENTS GATHERING/VALIDATION AND SYSTEM DESIGN 

Subtask 5.1 – Gather and Validate Upgraded System Requirements 
Contractor shall conduct requirements gathering and validation activities in 
preparation for the Upgraded System for each DPH Program.  This will, at a 
minimum, include: 
 
A. Conducting meetings to complete gathering and thereafter to validate System 

Requirements set forth in Exhibit D (Description of System Software) including all 
Attachments thereto, with County-designated Subject Matter Experts (“SMEs”).  
This includes, but is not limited to, System Requirements for new Core Applications 
and/or Third Party Software being implemented as part of the Upgraded System; 

 
B. Identifying any missing, unclear, or extraneous System Requirements; and  

 
C. Documenting changes to System Requirements. 

Deliverable 5.1 –Validated System Requirements  
Contractor shall deliver the validated System Requirements for each DPH Program.   

Subtask 5.2 – Develop System Design Specifications  
Contractor shall provide draft design specifications in preparation for the Upgraded 
System for each DPH Program.  Contractor will update the draft design specification 
to include mutually agreed upon changes and provide the County with final design 
specifications.  
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Deliverable 5.2 – Final System Design Specifications (KEY) 
Contractor shall deliver draft and final design specifications for the Upgraded System 
for each DPH Program.   
 

TASK 6 – SYSTEM BUILD AND CONFIGURATION 

Subtask 6.1 – Complete System Build and Configuration for each DPH Program 
Contractor shall build and/or configure the Upgraded System to meet all validated 
System Requirements identified in Subtask 5.1 (Gather and Validate Upgraded 
System Requirements) and in accordance with the final design specifications under 
Subtask 5.2 (Develop System Design Specifications) for each DPH Program.   

Deliverable 6.1 – Completed System Build and Configuration for each DPH 
Program (KEY) 
Contractor shall complete the build and configuration of the Upgraded System for each 
DPH Program.  
 

TASK 7 –DASHBOARDS FOR UPGRADED SYSTEM 

Subtask 7.1 – Gather and Validate System Requirements for Dashboards 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the additional dashboards identified in Attachment D-4 (List of 
Dashboards) to Exhibit D (Description of System Software) for each DPH Program.  
This will, at a minimum, include: 
 
A. Conducting meetings to gather and thereafter to validate System Requirements 

for dashboards with County-designated SMEs; 
 

B. Identifying any missing, unclear, or extraneous System Requirements for 
dashboards; and 
 

C. Documenting changes to System Requirements for dashboards. 
 

For the avoidance of doubt, the additional dashboards constitute Baseline 
Modifications.   

Deliverable 7.1 – Validated System Requirements for Dashboards  
Contractor shall deliver validated System Requirements for dashboards for each DPH 
Program.   

Subtask 7.2 – Develop Dashboard Design Specifications  
Contractor shall provide draft dashboard design specifications for each DPH Program 
in accordance with the validated System Requirements under Subtask 7.1 (Gather 
and Validate System Requirements for Dashboards). Contractor will update the draft 
dashboard design specifications to include mutually agreed upon changes and provide 
the County with final design specifications for each DPH Program.  
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Deliverable 7.2 – Final Dashboard Design Specifications (KEY) 
Contractor shall deliver draft and final dashboard design specifications for each DPH 
Program.   

Subtask 7.3 – Complete Dashboards for Each DPH Program 
Contractor shall develop the dashboards required to meet all validated System 
Requirements for dashboards identified in Subtask 7.1 (Gather and Validate System 
Requirements for Dashboards) and in accordance with the final dashboards design 
specifications under Subtask 7.2 (Develop Dashboard Design Specifications) for each 
DPH Program.   

Deliverable 7.3 – Completed Dashboards for Each DPH Program (KEY) 
Contractor shall complete the development of the dashboards for each DPH Program 
as described in Subtask 7.3 (Complete Dashboards for Each DPH Program).  

 
TASK 8 – SPECIFIED BASELINE INTERFACES FOR UPGRADED SYSTEM 

Subtask 8.1 – Gather and Validate Specified Baseline Interface Requirements 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the following additional Baseline Interfaces as set forth in Attachment 
D.5 (Baseline Interface Requirements) to Exhibit D (Description of System Software): 
 

1. Syndromic Surveillance Connections (New) 
 
2. RightFax (New) 
 

Contractor activities, shall at a minimum, include: 
 

A. Conducting meetings to gather and thereafter to validate Baseline Interface 
System Requirements with County-designated SMEs; 

 
B. Identifying any missing, unclear, or extraneous Baseline Interface System 

Requirements; and 
 

C. Documenting changes to Baseline Interface System Requirements. 

Deliverable 8.1 – Validated Specified Baseline Interface Requirements  
Contractor shall deliver validated Baseline Interface System Requirements described 
in Subtask 8.1 (Gather and Validate Specified Baseline Interface Requirements).   

Subtask 8.2 – Develop Specified Baseline Interface Specifications  
Contractor shall provide draft Baseline Interface design specifications for the Baseline 
Interfaces identified in Subtask 8.1 (Gather and Validate Specified Baseline Interface 
Requirements), in accordance with Attachment D.5 (Baseline Interface Requirements 
for Upgraded System) to Exhibit D (Description of System Software). Contractor will 
update the draft Baseline Interface design specifications to include mutually agreed 
upon changes and provide the County with final design specifications for the Baseline 
Interfaces.  



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
EXHIBIT B (STATEMENT OF WORK) 
 B-18 

Deliverable 8.2 – Final Specified Baseline Interface Design Specifications (KEY) 
Contractor shall deliver draft and final Baseline Interface design specifications as 
described in Subtask 8.2 (Develop Specified Baseline Interface Specifications).  

Subtask 8.3 – Develop Specified Baseline Interfaces  
Contractor shall develop the new Baseline Interfaces to meet all validated Baseline 
Interface System Requirements identified in Subtask 8.1 (Validated Specified Baseline 
Interface Requirements) and in accordance with the final Baseline Interface design 
specifications under Deliverable 8.2 (Final Specified Baseline Interface Design 
Specifications).   

Deliverable 8.3 – Completed Specified Baseline Interfaces 
Contractor shall complete development of the Baseline Interfaces described in 
Subtask 8.3 (Develop Specified Baseline Interfaces).  

Subtask 8.4 – Conduct Specified Baseline Interface Tests  
Prior to Production Use, Contractor shall test all components of each Interface 
developed under Subtask 8.3 (Develop Specified Baseline Interfaces). Contractor 
shall, with the assistance and cooperation from County as needed, test and verify the 
validity of data being transmitted from source to destination, in accordance with the 
Upgraded System Test Plan.  Contractor shall additionally provide assistance, 
cooperation and other Work described in Task 12 (User Acceptance Tests) in 
connection with County’s User Acceptance Testing in accordance with the User 
Acceptance Test Plan.  If an Interface does not conform to System Requirements or 
other Specifications, Contractor shall, with assistance and cooperation from County 
as needed, determine the root cause of the non-conformance and revise the Baseline 
Interface as necessary to permit successful completion of the Interface tests. 
Contractor shall certify in writing as to the success of each Interface test and the 
readiness of each Interface for Production Use. 

Deliverable 8.4 – Complete Specified Baseline Interface Tests 
Contractor shall provide written certification as to the successful test and readiness of 
each Interface for Production Use, as required by Subtask 8.4 (Conduct Specified 
Baseline Interface Tests).  

Subtask 8.5 – Implement Specified Baseline Interfaces in Production  
Contractor shall implement in Production Use, the Baseline Interfaces certified 
pursuant to Subtask 8.4 (Conduct Specified Baseline Interface Tests).  

Deliverable 8.5 – Implemented Specified Baseline Interfaces in Production (KEY) 
Contractor shall complete the promotion of the Baseline Interfaces in Production Use 
as described in Subtask 8.5 (Implement Specified Baseline Interfaces in Production). 
 
  

TASK 9 – OTHER BASELINE MODIFICATIONS FOR UPGRADED SYSTEM 
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Subtask 9.1 – Validate Requirements for Other Baseline Modifications 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the additional Baseline Modifications identified in Attachment D.6 (List 
of Other Baseline Modifications for Upgraded System) to Exhibit D (Description of 
System Software).  This will, at a minimum, include: 
 
A. Conducting meetings to gather and thereafter to validate Baseline Modification 

System Requirements with County-designated SMEs; 
 

B. Identifying any missing, unclear, or extraneous Baseline Modification System 
Requirements; and 

 
C. Documenting changes to Baseline Modification System Requirements. 

 
For the avoidance of doubt, Baseline Modifications constituting dashboards and 
reports are addressed in Tasks 7 (Dashboards for Upgraded System) and 21 (Reports 
for Upgraded System). 

Deliverable 9.1 – Validated Requirements for Other Baseline Modifications  
Contractor shall deliver validated Baseline Modification System Requirements.   

Subtask 9.2 – Develop Other Baseline Modification Design Specifications  
Contractor shall provide draft design specifications for the Baseline Modifications 
identified in Attachment D.6 (List of Other Baseline Modifications for Upgraded 
System) to Exhibit D (Description of System Software). Contractor will update the draft 
Baseline Modification design specifications to include mutually agreed upon changes 
and provide the County with final design specifications.  

Deliverable 9.2 – Final Other Baseline Modification Design Specifications (KEY) 
Contractor shall deliver draft and final Baseline Modification design specifications.   

Subtask 9.3 – Complete Other Baseline Modifications for Upgraded System  
Contractor shall develop the Baselines Modifications identified in Subtask 9.1 (Validate 
Requirements for Other Baseline Modifications) and in accordance with the final 
Baseline Modifications design specifications under Subtask 9.2 (Develop Other 
Baseline Modification Design Specifications).   

Deliverable 9.3 – Completed Other Baseline Modifications for Upgraded System 
(KEY) 
Contractor shall complete development of the Baseline Modifications as described in 
Subtask 9.3 (Complete Other Baseline Modifications for Upgraded System).  

 
TASK 10 – INSTALL UPGRADED SYSTEM ON TEST ENVIRONMENT 

Subtask 10.1 – Install Upgraded System in Test Environment  
Contractor shall install the Upgraded System for each DPH Program in the Test 
Environment. 
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Deliverable 10.1 – Installed Upgraded System in Test Environment 
Contractor shall deliver a written certification that the Upgraded System for each DPH 
Program is installed and accessible to County in the Test Environment.   
 

TASK 11 –  UPGRADED SYSTEM TESTING 

Subtask 11.1 – Conduct Tests of the Upgraded System 
Following Contractor’s successful completion of the build and installation of System 
Software for the Upgraded System by and among DPH Programs, Contractor, with the 
assistance and cooperation from County as needed, shall perform all tests of the 
Upgraded System, together with all other system Components, identified in, and in 
accordance with, the Upgraded System Test Plan and shall certify in writing as to the 
successful completion of all such tests. The Upgraded System Test plan shall include, 
at a minimum, the performance of each of the following types of testing: 
 

1. Unit Testing 
 

2. Smoke Testing 
 
3. Functional Testing 
 
4. Regression Testing 
 
5. Integration Testing of System Workflows 
 
6. Performance/Load Testing 
 
7. Hardware/Software Compatibility Testing 
 
8. System Acceptance Testing 

 

Deliverable 11.1 –Certification of Testing of Upgraded System (KEY) 
Contractor shall perform all tests of the Upgraded System by and among DPH 
Programs described in Subtask 11.1 (Conduct Tests of the Upgraded System) and 
provide written certification as to the successful completion of all such tests. 
 

TASK 12 – USER ACCEPTANCE TESTS 

Subtask 12.1 – Develop User Acceptance Test Plan 
With reference to the Upgraded System Test Plan, County will prepare a plan for 
conducting User Acceptance Tests for the Upgraded System (the "User Acceptance 
Test Plan"), which will include descriptions of the purpose and expected results of each 
User Acceptance Test and corresponding test scripts by and among DPH Programs.  
The User Acceptance Test Plan will include a method for documenting and reporting 
compliance with System Requirements and other Specifications.  Contractor shall 
assist and cooperate with County as needed during the preparation of the User 
Acceptance Test Plan and shall review and comment on such Plan to assist County 
with its objective to develop a thorough User Acceptance Test Plan that will provide 
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assurance that the Upgraded System, together with all other System components, 
performs in accordance with the System Requirements and other Specifications. 

Deliverable 12.1 – Completed User Acceptance Test Plan 
Contractor shall provide assistance and cooperation to County as needed during the 
preparation of the User Acceptance Test Plan and shall review and comment on such 
Plan as described in Subtask 12.1 (Develop User Acceptance Test Plan).  This 
Deliverable shall be considered complete when County notifies Contractor that County 
has completed User Acceptance Test Plan and is ready to commence User 
Acceptance Testing. 

Subtask 12.2 – Conduct User Acceptance Tests 
County will, with assistance and cooperation from Contractor as needed, perform User 
Acceptance Tests in accordance with the User Acceptance Test Plan by and among 
DPH Programs. There shall be several cycles of the tests performed (testing shall be 
repeated as necessary) before User Acceptance Tests are complete.  When User 
Acceptance Tests are successfully completed, the Upgraded System, together with all 
other System components, shall be ready for implementation. 
 
Results of the User Acceptance Test shall be documented, reviewed, and approved 
in writing by County. In the event of missing or improperly operating functions, 
Contractor shall be notified, in writing, by County Project Director, or designee and 
Contractor shall work diligently to correct the Deficiencies following notification thereof. 
During this testing period, all personnel designated by County Project Director to 
participate in User Acceptance Tests shall have all necessary systems access 
permission levels for the purpose of evaluating its functionality. 
 
User Acceptance Test shall not be considered complete until all functionality of the 
Upgraded System, together with all other System components, has been successfully 
tested and County Project Director has confirmed that success in writing. In the event 
the User Acceptance Test results do not satisfy all requirements, as determined by 
County:  
 
(1) Contractor shall implement the proposed solution until such time as County 

provides written approval. 
 
(2) County shall then perform the User Acceptance Tests again. 

Deliverable 12.2 – Completed User Acceptance Tests (KEY) 
Contractor shall provide the assistance, cooperation and other Work described in 
Subtask 12.2 (Conduct User Acceptance Tests).  This Deliverable shall be considered 
complete when County notifies Contractor that County has completed User 
Acceptance Testing and has found no Deficiencies. 

TASK 13 – DATA CONVERSION AND MIGRATION  

Subtask 13.1 – Develop Data Conversion and Migration Plan  
Contractor shall develop a data conversion and migration strategy and contingency 
plan ("Data Conversion and Migration Plan") that addresses the programs and 
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processes for conducting data conversion and migration and the methods for 
validating success of conversion and migration, all for each Additional DPH Program. 
The Data Conversion and Migration Plan shall include a back-out method to allow the 
County to revert to the prior software version by Additional DPH Program, with all data 
intact, in the event that the data conversion and migration are unsuccessful. 

Deliverable 13.1 – Data Conversion and Migration Plan (KEY)  
Contractor shall deliver the Data Conversion and Migration Plan as described in 
Subtask 13.1 (Develop Data Conversion and Migration Plan). 

Subtask 13.2 – Conduct Data Conversion and Migration Test  
Prior to User Acceptance Testing (see Task 12), Contractor shall test conversion and 
migration of the existing data using the conversion and migration programs and 
processes developed under Subtask 13.1 (Develop Data Conversion and Migration 
Plan). This shall be done by Contractor by and among Additional DPH Programs. 
Contractor shall, with the assistance and cooperation from County as needed, test and 
verify the validity of the test conversion and migration in accordance with the Data 
Conversion and Migration Plan and shall certify in writing as to the success of the 
same prior to delivering the test conversion and migration for County testing and 
verification.  County will, with the assistance and cooperation from Contractor as 
needed, thereafter test and verify the validity of the test conversion and migration and 
approve or disapprove of the conformance of the test conversion and migration to Data 
Conversion and Migration Plan.  If County disapproves of the test conversion and 
migration, Contractor shall, with assistance and cooperation from County as needed, 
determine the root cause of the failure and revise the Data Conversion and Migration 
Plan as necessary to permit successful completion of the test conversion and 
migration.  

Deliverable 13.2 – Conduct Conversion and Migration Test  
Contractor shall provide written certification as to the successful test conversion and 
migration by and among Additional DPH Programs and shall provide assistance and 
cooperation to County as needed with County's test and verification of the test 
conversion and migration as required by Subtask 13.2 (Conduct Data Conversion and 
Migration Test). 

Subtask 13.3 – Perform Data Conversion and Migration for Each Additional DPH 
Program 
Following User Acceptance Testing (see Task 12) but prior to Perform System Cutover 
to Production use for Each DPH Program (see Subtask 17.1), Contractor shall perform 
data conversion and migration for each Additional DPH Program in accordance with 
Data Conversion and Migration Plan. 

Deliverable 13.3 – Complete Data Conversion and Migration for Each Additional 
DPH Program (KEY) 
Contractor shall perform data conversion and migration for each Additional DPH 
Program and certify in writing that Contractor has successfully performed all data 
conversion and migration in accordance with the Data Conversion and Migration Plan.  
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TASK 14 – INTEGRATION WITH ACTIVE DIRECTORY AND MULTI-FACTOR 
AUTHENTICATION 

Subtask 14.1 – Validate Integration Approach for Authentication 
Contractor shall validate with County its approach to integration with Active Directory 
and Multi-Factor Authentication prior to implementation of the Upgraded System.  
This will, at a minimum, include: 
 
A. Conducting meetings to validate integration approach set forth in Attachment Q-1 

(Authentication Requirements) including all Attachments thereto to Exhibit Q 
(Information Security Requirements), with County-designated SMEs; 

 
B. Identifying any missing, unclear, or extraneous System Requirements regarding 

authentication; and 
 

C. Documenting implementation approach to comply with in Attachment Q-1 
(Authentication Requirements) including all Attachments thereto to Exhibit Q 
(Information Security Requirements). 

Deliverable 14.1 – Validated Integration Approach for Authentication (KEY) 
Contractor shall deliver validated approach to comply with Attachment Q-1 
(Authentication Requirements) including all Attachments thereto to Exhibit Q 
(Information Security Requirements). 

Subtask 14.2 – Develop Authentication Integration  
Contractor shall develop and implement the authentication integration for the 
Upgraded System detailed under Subtask 14.1 (Validate Integration Approach for 
Authentication).  

Deliverable 14.2 – Authentication Integration 
Contractor shall complete development and implementation of the authentication 
integration for the Upgraded System as described in Subtask 14.2 (Develop 
Authentication Integration). 

Subtask 14.3 – Conduct Authentication Integration Tests  
Prior to Production Use, Contractor shall test the integration of the authentication 
under delivered under Deliverable 14.2 (Authentication Integration). Contractor shall, 
with the assistance and cooperation from County as needed, test and verify the validity 
of the authentication integration, in accordance with the Upgraded System Test Plan.  
Contractor shall additionally provide assistance, cooperation and other Work 
described in Task 12 (User Acceptance Tests) in connection with County’s User 
Acceptance Testing in accordance with the User Acceptance Test Plan.  If the 
integration does not conform to System Requirements and other Specifications, 
Contractor shall, with assistance and cooperation from County as needed, determine 
the root cause of the non-conformance and revise the authentication integration as 
necessary to permit successful completion of the tests. Contractor shall certify in 
writing as to the success of each test and the readiness of the authentication 
integration for Production Use. 
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Deliverable 14.3 – Authentication Integration Tests 
Contractor shall provide written certification as to the successful test and readiness of 
the authentication integration for Production Use, as required by Subtask 14.3 
(Conduct Authentication Integration Tests). 

Subtask 14.4 – Implement Authentication Integration in Production Use  
Contractor shall implement the certified authentication integration to Production Use.  

Deliverable 14.4 – Implemented Authentication Integration in Production (KEY) 
Contractor shall complete the promotion of the authentication integration to Production 
Use. 

 
TASK 15 – SYSTEM SECURITY 
 

Subtask 15.1 – Develop and Provide System Security Plan  
Contractor shall develop a security plan for the System (“Security Plan”).  Varying 
levels of System security shall be documented on the Security Plan, in accordance 
with County’s security requirements specified in the Exhibit Q (Information Security 
Requirements), Attachment Q.2 (Application Security Requirements), Attachment 
Q.3 (SaaS Vendor Security Privacy Assessment), and otherwise in this Agreement.  
At a minimum, Contractor shall: 

 
A. Establish security standards for the System that are at a minimum compliant 

with the County’s security requirements as specified in the Exhibit Q (Information 
Security Requirements), together with all Attachments thereto, and otherwise in 
this Agreement, and support and be compliant with all applicable County Board 
of Supervisors-approved Information Technology (I/T) Security Policies set forth 
in Chapter 6 of the Board of Supervisors Policy Manual available as of the 
Amendment 11 Effective Date at http://countypolicy.co.la.ca.us/; 

 
B. Develop and implement a process to establish audit trails, report and monitor 

System security on an on-going basis; 
 

C. Develop and implement an audit process to ensure that System security 
measures address all applicable County policies, procedures and instructions; 

 
D. Review the network topology and access controls to ensure the security of the 

System; 
 

E. Ensure plan includes security standards for contingencies such as security 
incidents, disasters and emergency access; 

 
F. Ensure plan includes security standards for preventing malware infections that 

could lead to data loss, and loss of data integrity or availability; 
 

G. Review the security design with County; and  
 
H. Develop an System security testing plan to perform initial and twice a year 

application host and network (System Software and System Environments) 
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security vulnerability and penetration testing, as described in Subtask 15.2 
(System Security Tests). 

 
Contractor shall provide, in conjunction with the Security Plan, security 
Documentation on the following: 
 
1. Security assessment/audit report which does the following: 

a. Assesses the security (e.g., physical and logical) of the environment for 
all Users of System; 

b. At a minimum addresses: 
i. Regulatory compliance 
ii. Web application and data security 
iii. Identity management and access control 
iv. Application and network (System Software and System 

Environments) vulnerability and penetration tests  
v. Incident response and digital forensics 
vi. Business continuity and disaster recovery 

c. Identifies and describes the potential risks and vulnerabilities that may 
exist with the development and deployment of this application; and 

d. Describes how all high-risk items have been mitigated and/or remediated. 
 

2. Identification of minimum infrastructure security requirements - services, 
protocols, firewall rules, etc.;   
 

3. Description of how the infrastructure will be assuring high-availability with 
automatic full hardware redundancy, load balancing and failover; 

 
4. Documentation articulating a system to implement and maintain a patch 

management solution that will ensure currency of software updates and security 
patches for the System;  
 

5. Network topology diagrams for the System Environments; 
 

6. If applicable, reports on testing for compliance with Payment Card Industry Data 
Security Standards requirements (if the System manages credit card 
transactions); and 

 
7. Illustration of data flow based security controls, including all security Interfaces, 

within the proposed application architecture. 
 

Deliverable 15.1 - System Security Plan (KEY) 
Contractor shall provide the Security Plan for the System and Documentation as 
described in Subtask 15.1 (Develop and Provide System Security Plan). 

 
Subtask 15.2 – System Security Tests 
Contractor shall conduct the security tests regarding the System (“System Security 
Tests”) to confirm that the County’s System security requirements described in Subtask 
15.1 (Develop and Provide System Security Plan) will be met by the System Software 
and System Environments. Contractor shall submit its intended approach for 
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performing the test to County for approval (as an update to the Updated System Test 
Plan) and, following the County approval, shall conduct the System Security Tests and 
present the test results to County for approval.  This task includes conducting the test 
and documenting test results. Based upon the results of these tests, Contractor shall 
make any changes required and shall re-test System to confirm these changes.   
Contractor shall certify, in writing, that the System Security Tests have been 
successfully completed and that Contractor has successfully completed all required 
corrective actions.   
 
System Security Tests shall include, but is not limited to, the following: 

1. Test for compliance with County’s System security requirements described in 
Subtask 15.1 (Develop and Provide System Security Plan) 

 
2. Application host and network (System Software and System Environment) 

vulnerability scanning 
 

3. Automated application penetration testing 
 

4. Manual application penetration testing to verify results of automated testing 
 

The Contractor will use industry leading security testing tools to perform application 
host and network (System Software and System Environment) vulnerability scanning 
and penetration testing. The tools must receive periodic updates at a frequency of not 
more than a week from the tool vendor to test for recently published vulnerabilities. 
 
Initial scans of pre-production System Software and System Environments must include 
deep intrusive credentialed scans using three (3) different types of users: non-
authenticated user, authenticated user and admin user. All identified security issues 
(critical/high, medium, and low risk) will be documented, tracked and reported. All 
medium and critical/high-risk items will be mitigated and/or remediated and confirmed 
by re-testing before the System Software and System Environments can be deployed in 
production. 
 
The Contractor shall subscribe to alerts/notifications of and monitor new security 
vulnerabilities and attacks through industry standard security bulletins, such as United 
States Computer Emergency Readiness Team (US-CERT), Internet Storm Center, and 
Securityfocus.com, etc. As soon as a critical/high or medium risk vulnerability is 
published, the Contractor will take steps to mitigate the vulnerability in accordance with 
the Service Level Requirements, pending patching of the System Software and System 
Environments to protect against the attacks. The Contractor will test the System 
Software and System Environments to confirm that no known vulnerabilities are 
reported.  
 
Standard Contractor change management process will be followed for applying security 
patches to System Software and System Environments. Contractor will perform 
vulnerability scanning after System Software and System Environments are patched. 
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Deliverable 15.2 - System Security Tests 
Contractor shall provide the System Security Tests as described in Subtask 15.2 
(System Security Tests) by the dates set forth in the Project Charter and as requested 
by County. 
 
Subtask 15.3 - System Security Documentation 
Contractor shall provide System security Documentation that includes at a minimum 

A. Minimum System Environment requirements, such as required services, ports, 
and other System dependencies; 

B. All User and data Interfaces with User/account privilege requirements.  For 
example: 

1. Logon page. Accessible to all Users; 
2. Create/Modify user page. Accessible to authenticated and authorized 

Users only; 
3. Application DB queries to backend databases. Can be called by 

application's trusted service accounts only; 
C. Privileged resources and privileged operations; 
D. Account creation and management policies and procedures such as;  

1. Creation of application roles and privileges; 
2. Mutually exclusive roles when assigning multiple roles to a User 

(segregation of duties); 
3. User account creation;  
4. Assignment/change of User privileges; 
5. User account de-provisioning; 
6. Management of administrative accounts – System admins, DB admins, 

User admins; 
E. Procedures for granting/revoking administrative privileges; 
F. Service accounts and minimum privileges required to run the System; 
G. Accounts used to authenticate with the database; 
H. An access control list with all System roles and their rights and privileges;  
I. Cryptographic algorithm and key size for the System data encryption 

requirements; 
J. Mechanisms used to protect the credentials over the wire (SSL (secure socket 

layer), IPSec (IP security), encryption and so on); 
K. Key management procedure to secure and manage the encryption keys; 

including key generation, renewal, revocation, recycle, and escrow; 
L. Data and application code backup, recovery and restore procedures; and 
M. Audit trails in the application and hosting environment (System Software and 

System Environments) with the key events and event parameters being logged 
and audited. 

Deliverable 15.3 - System Security Documentation 
Contractor shall provide the System Security Documentation as described in Subtask 
15.3 (System Security Documentation) by the dates set forth in the Project Charter 
and as requested by County. 

 
TASK 16 – SYSTEM TRAINING AND DOCUMENTATION  
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Subtask 16.1 - Train County Staff  
Contractor shall prepare and implement training, including any necessary training 
manuals and materials. Contractor shall develop training courses addressing technical 
training for the end-user and train-the-trainers for the County’s technical staff for the 
Upgraded System, and shall train County staff to deliver such courses. Train-the-
trainer approach is to be provided in multiple sessions. 
 
As part of the training, Contractor shall provide the designated County groups with 
extensive working knowledge of the Upgraded System capabilities. This includes 
training in the administration of the System Software as well as problem resolution 
training to ensure Users will become acquainted with error messages, on-line support, 
corrective actions, and best practices with respect to components of the System that 
can be customized by or at the direction of Users. Training manuals and materials will 
be created and incorporated into the on-line reference and users guide currently in the 
VCMR Software.  Training will be instructor-led and be provided either on-site or via 
webinar.  All trainings should be recorded, where possible, and be available in an 
archive for users to access at all times.  

Deliverable 16.1 - Train County Staff  
Contractor shall develop the training courses, materials and manuals, and train County 
staff to deliver such training courses, all as described under Subtask 16.1 (Train 
County Staff), and all by the date set forth in the Project Charter.  All training manuals 
and materials shall be delivered electronically to the County no later than three 
Business Days prior to the training schedule in order to be printed.   

Subtask 16.2 - Prepare User Documentation  
Contractor shall prepare user reference Documentation for all System Software 
provided by Contractor for the Upgraded System using the “On-line User Guide and 
Reference Manual” currently in the VCMR Software.   

Deliverable 16.2 - Provide User Documentation 
Contractor shall provide completed user reference Documentation for all System 
Software provided by Contractor for the Upgraded System using the “On-line User 
Guide and Reference Manual” currently in the VCMR Software.  
 

TASK 17 – SYSTEM IMPLEMENTATION FOR EACH DPH PROGRAM 

Subtask 17.1 – Perform System Cutover to Production Use for Each DPH 
Program  
Contractor shall prepare the Upgraded System for each DPH Program for Production 
Use.  As part of System Cutover to Production Use for each DPH Program, Contractor 
shall, at a minimum: 
 
A. Confirm that County and Contractor, as the case may be, have successfully 

completed all Upgraded System tests and User Acceptance Tests; and 
 

B. Transfer the successfully tested System Software to the Production Environment. 
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Completion of this Subtask shall constitute Cutover to Production, and the System 
shall be in Production Use. 

Deliverable 17.1 - System Cutover to Production Use for Each DPH Program 
(KEY) 
Contractor shall complete the System Cutover to Production Use for each DPH 
Program as described in Subtask 17.1 (Perform System Cutover to Production Use 
for Each DPH Program).   
 

 
TASK 18 –DPH PROGRAM ACCEPTANCE OF THE UPGRADED SYSTEM 
 

Subtask 18.1 – DPH Program Acceptance of the Upgraded System 
Contractor shall achieve DPH Program Acceptance of the Upgraded System for a DPH 
Program when (a) with respect to such DPH Program, all Upgraded System functions 
and features have been provided, installed and operate in the Production Environment 
without Deficiencies of Severity Level Medium or more severe (as defined in the 
Service Level Requirements) for one continuous uninterrupted 45 day period, 
commencing on the date of County's approval of Deliverable 17.1 (System Cutover to 
Production Use for Each DPH Program) for such DPH Program in accordance with 
the Agreement, and (b) all Deficiencies of Severity Level Low (as defined in the Service 
Level Requirements) shall have been corrected in accordance with the timeframes set 
forth in the Service Level Requirements.  Without limiting the foregoing, the Upgraded 
System functions and features that must have been provided, installed and operated 
as specified in clause (a) of this Subtask 18.1 (DPH Program Acceptance of the 
Upgraded System) include but are not limited to the specified set of UDFs 
implemented under Tasks 5 (Requirements Gathering/Validation and System Design) 
and 6 (System Build and Configuration) of this Statement of Work. The 45 day period 
shall restart upon County’s approval in accordance with this Agreement of Contractor 
Interim Solution (as defined in the Service Level Requirements) of Deficiencies having 
a Severity Level of Medium or more severe. 
 
Deliverable 18.1 – DPH Program Acceptance of Upgraded System Certificate 
(KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
DPH Program Acceptance of the Upgraded System for each DPH Program as set forth 
in Subtask 18.1 (DPH Program Acceptance of the Upgraded System).  Contractor 
shall complete this Deliverable for all DPH Programs by the date set forth in the 
Agreement. 
 

TASK 19 – SYSTEM ACCEPTANCE OF UPGRADED SYSTEM 
  

Subtask 19.1 – System Acceptance of Upgraded System 
Contractor shall achieve System Acceptance of the Upgraded System when (a) all 
Upgraded System functions and features have been provided, installed and operate 
in the Production Environment without Deficiencies of Severity Level Medium or more 
severe (as defined in the Service Level Requirements) for one continuous 
uninterrupted ninety (90) day period, commencing on the date specified below in this 
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Subtask 19.1 (System Acceptance of Upgraded System) and (b) all Deficiencies of 
Severity Level Low (as defined in the Service Level Requirements) shall have been 
corrected in accordance with the timeframes set forth in the Service Level 
Requirements.  The 90-day period shall commence on the date as of which Contractor 
has completed and County has approved in accordance with the Agreement, 
Deliverable 18.1 (DPH Program Acceptance of Upgraded System Certificate) for the 
final DPH Program.  The 90-day period shall restart upon County’s approval in 
accordance with this Agreement of Contractor Interim Solution (as defined in the 
Service Level Requirements) of Deficiencies having a Severity Level of Medium or 
more severe.   
 
Deliverable 19.1 – System Acceptance of Upgraded System Certificate (KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
System Acceptance of the Upgraded System as set forth in Subtask 19.1 (System 
Acceptance of the Upgraded System) by the date required by the Agreement. 

TASK 20 – CONDUCT PROJECT CLOSE-OUT ACTIVITIES 
Contractor will be responsible for project close-out activities. The purpose of these 
activities is to resolve any outstanding project issues, obtain formal agreement from 
the project governance processes to officially close out the project, ensure that there 
is an official hand over of the Upgraded System from the project team to the 
maintenance, support, and hosting team, and conduct a thorough review of the project. 

 
Subtask 20.1 – Develop Project Close-out Checklist   
Contractor will develop a Deployment and Project Close-out Checklist. Contractor will 
review the Deployment and Project Close-out Checklist with County.  Contractor will 
incorporate County feedback and proposed changes into the Project Close-out 
Checklist and submit a final version to County for approval. 

 
Deliverable 20.1 -  Finalized Project Close-out Checklist (KEY) 
Contractor will provide a Draft Project Deployment and Close-out Checklist and a 
Finalized Project Deployment and Close-out Checklist incorporating County approved 
changes.   

  
Subtask 20.2 – Conduct Project Close-out 
During the project close-out, Contractor will: 
• Conduct all of the activities defined in the Project Close-Out Checklist; 
• Review all aspects of project close-out with County; and 
• Address all outstanding issues and activities.   
 
Deliverable 20.2 - Completed Project Close-out Activities (KEY) 
Completed Project Close-out activities conducted by the Contractor as identified in the 
Finalized Project Deployment and Close-out Checklist.   

TASK 21 – REPORTS FOR UPGRADED SYSTEM 

Subtask 21.1 – Gather and Validate System Requirements for Reports 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the additional reports identified in Attachment D.3 (List of Reports) to 
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Exhibit D (Description of System Software) for each DPH Program.  This will, at a 
minimum, include: 
 
A. Conducting meetings to gather and thereafter validate System Requirements for 

reports with County-designated SMEs; 
 

B. Identifying any missing, unclear, or extraneous System Requirements for reports;  
 

C. Providing best practices guidance regarding customizing reports and detailing 
impact of County-desired customization on performance of the reporting 
functionality and the System as a whole; and 
 

D. Documenting changes to System Requirements for reports. 
 

For the avoidance of doubt, the additional reports constitute Baseline Modifications.   

Deliverable 21.1 – Validated System Requirements for Reports  
Contractor shall deliver validated System Requirements for reports for each DPH 
Program.   

Subtask 21.2 – Develop Report Design Specifications  
Contractor shall provide draft report design specifications for each DPH Program. 
Contractor will update the draft report design specifications to include mutually agreed 
upon changes and provide the County with final design specifications for each DPH 
Program.  

Deliverable 21.2 – Final Report Design Specifications (KEY) 
Contractor shall deliver draft and final report design specifications for each DPH 
Program.   

Subtask 21.3 – Complete Reports for Each DPH Program 
Contractor shall develop the reports required to meet all validated System 
Requirements for reports identified in Subtask 21.1 (Gather and Validate System 
Requirements for Reports) and in accordance with the final report design 
specifications under Subtask 21.2 (Develop Report Design Specifications) for each 
DPH Program.   

Deliverable 21.3 – Completed Reports for Each DPH Program 
Contractor shall complete the development of the reports for each DPH Program.  

Subtask 21.4 – Conduct Report Tests for Each DPH Program 
Prior to Production Use, Contractor shall test all components of the Baseline 
Modifications developed under Subtask 21.3 (Complete Reports for Each DPH 
Program) for each DPH Program. Contractor shall, with the assistance and 
cooperation from County as needed, test and verify the reports generated, in 
accordance with the Upgraded System Test Plan.  Contractor shall additionally provide 
assistance, cooperation and other Work described in Task 12 (User Acceptance 
Tests) in connection with County’s User Acceptance Testing in accordance with the 
User Acceptance Test Plan.  If a Baseline Modification does not conform to System 
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Requirements or other Specifications, Contractor shall, with assistance and 
cooperation from County as needed, determine the root cause of the non-conformance 
and revise the Baseline Modification as necessary to permit successful completion of 
the Baseline Modification tests. Contractor shall certify in writing as to the success of 
each Baseline Modification test and the readiness of each Baseline Modification for 
Production Use. 

Deliverable 21.4 – Complete Report Tests for Each DPH Program 
Contractor shall provide written certification as to the successful test and readiness of 
the reports for Production Use for each DPH Program, as required by Subtask 21.4 
(Conduct Report Tests for Each DPH Program). 
  

Subtask 21.5 – Implement Reports in Production for Each DPH Program 
Contractor shall implement in Production Use, the Baseline Modifications certified 
pursuant to Subtask 21.4 (Conduct Report Tests for Each DPH Program) for each 
DPH Program.  

Deliverable 21.5 – Implemented Reports in Production for Each DPH Program 
(KEY) 
Contractor shall complete the promotion of the Baseline Modifications in Production 
Use as described in Subtask 21.5 (Implement Reports in Production for Each DPH 
Program) for each DPH Program. 
 
Subtask 21.6 – Acceptance of Reports for Each DPH Program 
Contractor shall achieve Acceptance of Reports for an DPH Program when (a) all 
functions and features of the reports have been provided, installed and operate in the 
Production Environment without Deficiencies of Severity Level Medium or more severe 
(as defined in the Service Level Requirements) for one continuous uninterrupted 45 
day period, commencing on the date of County's approval of Deliverable 21.5 
(Implemented Reports in Production for Each DPH Program) in accordance with the 
Agreement for the applicable DPH Program, and (b) all Deficiencies of Severity Level 
Low (as defined in the Service Level Requirements) shall have been corrected in 
accordance with the timeframes set forth in the Service Level Requirements.  The 45 
day period shall restart upon County’s approval in accordance with this Agreement of 
Contractor Interim Solution (as defined in the Service Level Requirements) of 
Deficiencies having a Severity Level of Medium or more severe. 

 
Deliverable 21.6 – Acceptance of Reports for Each DPH Program (KEY) 
For each DPH Program, Contractor shall certify that Contractor has successfully 
completed all requirements for Acceptance of Reports for Each DPH Program as set 
forth in Subtask 21.6 (Acceptance of Reports for Each DPH Program).   
 

 
TASK 22 – CALREDIE BASELINE INTERFACE FOR UPGRADED SYSTEM 

Subtask 22.1 – Gather and Validate CalREDIE Baseline Interface Requirements 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the Baseline Interface with and to the State of California’s CalREDIE 
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system as set forth in Attachment D.7 (Design Specifications for the CalREDIE 
Interface) to Exhibit D (Description of System Software), as amended in accordance 
with the Agreement.  Contractor activities, shall at a minimum, include: 

 
A. Conducting meetings to gather and thereafter validate Baseline Interface System 

Requirements with County-designated SMEs; 
 

B. Identifying any missing, unclear, or extraneous Baseline Interface System 
Requirements; and 

 
C. Documenting changes to Baseline Interface System Requirements. 

Deliverable 22.1 – Validated CalREDIE Baseline Interface Requirements  
Contractor shall deliver validated Baseline Interface System Requirements described 
in Subtask 22.1 (Gather and Validate CalREDIE Baseline Interface Requirements).   

Subtask 22.2 – Develop CalREDIE Baseline Interface Specifications  
Contractor shall provide draft Baseline Interface design specifications for the Baseline 
Interface identified in Subtask 22.1 (Gather and Validate CalREDIE Baseline Interface 
Requirements), in accordance with Attachment D.7 (Design Specifications for the 
CalREDIE Interface) to Exhibit D (Description of System Software), as amended in 
accordance with the Agreement. Contractor will update the draft Baseline Interface 
design specifications to include mutually agreed upon changes and provide the County 
with final design specifications for the Baseline Interface.  

Deliverable 22.2 – Final CalREDIE Baseline Interface Design Specifications  
Contractor shall deliver draft and final Baseline Interface design specifications as 
described in Subtask 22.2 (Develop CalREDIE Baseline Interface Specifications).  

Subtask 22.3 – Develop CalREDIE Baseline Interface  
Contractor shall develop the CalREDIE Baseline Interface to meet all validated 
Baseline Interface System Requirements identified in Subtask 22.1 (Gather and 
Validate CalREDIE Baseline Interface Requirements) and in accordance with the final 
Baseline Interface design specifications under Subtask 22.2 (Develop CalREDIE 
Baseline Interface Specifications).   

Deliverable 22.3 – Completed CalREDIE Baseline Interface 
Contractor shall complete development of the CalREDIE Baseline Interface described 
in Subtask 22.3 (Develop CalREDIE Baseline Interface).  

 

Subtask 22.4 – Conduct CalREDIE Baseline Interface Tests  
Prior to Production Use, Contractor shall test all components of the Interface 
developed under Subtask 22.3 (Develop CalREDIE Baseline Interface). Contractor 
shall, with the assistance and cooperation from County as needed, test and verify the 
validity of data being transmitted from source to destination, in accordance with the 
Upgraded System Test Plan.  Contractor shall additionally provide assistance, 
cooperation and other Work described in Task 12 (User Acceptance Tests) in 
connection with County’s User Acceptance Testing in accordance with the User 
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Acceptance Test Plan.  If an Interface does not conform to System Requirements or 
other Specifications, Contractor shall, with assistance and cooperation from County 
as needed, determine the root cause of the non-conformance and revise the Baseline 
Interface as necessary to permit successful completion of the Interface tests. 
Contractor shall certify in writing as to the success of each Interface test and the 
readiness of each Interface for Production Use. 

Deliverable 22.4 – Complete CalREDIE Baseline Interface Tests 
Contractor shall provide written certification as to the successful test and readiness of 
each Interface for Production Use, as required by Subtask 22.4 (Conduct CalREDIE 
Baseline Interface Tests). 

Subtask 22.5 – Implement CalREDIE Baseline Interface in Production  
Contractor shall implement in Production Use, the Baseline Interface certified pursuant 
to Subtask 22.4 (Complete CalREDIE Baseline Interface Tests).  

Deliverable 22.5 – Implemented CalREDIE Baseline Interface in Production 
Contractor shall complete the promotion of the Baseline Interface in Production Use 
as described in Subtask 22.5 (Implement CalREDIE Baseline Interface in Production). 
 
Subtask 22.6 – Acceptance of CalREDIE Baseline Interface 
Contractor shall achieve Acceptance of CalREDIE Baseline Interface when (a) all 
functions and features of the CalREDIE Baseline Interface have been provided, 
installed and operate in the Production Environment without Deficiencies of Severity 
Level Medium or more severe (as defined in the Service Level Requirements) for one 
continuous uninterrupted 45 day period, commencing on the date of County's approval 
of Deliverable 22.5 (Implemented CalREDIE Baseline Interface in Production) in 
accordance with the Agreement, and (b) all Deficiencies of Severity Level Low (as 
defined in the Service Level Requirements) shall have been corrected in accordance 
with the timeframes set forth in the Service Level Requirements.  The 45 day period 
shall restart upon County’s approval in accordance with this Agreement of Contractor 
Interim Solution (as defined in the Service Level Requirements) of Deficiencies having 
a Severity Level of Medium or more severe. 
 
Deliverable 22.6 – Acceptance of CalREDIE Baseline Interface (KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
Acceptance of CalREDIE Baseline Interface as set forth in Subtask 22.6 (Acceptance 
of CalREDIE Baseline Interface).   

 
TASK 23 – ORCHID BASELINE INTERFACE FOR UPGRADED SYSTEM 

Subtask 23.1 – Gather and Validate ORCHID Baseline Interface Requirements 
Contractor shall conduct requirements gathering and validation activities prior to 
development of a one- or two-way Baseline Interface with and to the County’s ORCHID 
system as set forth in Attachment D.8 (Design Specifications for the ORCHID 
Interface) to Exhibit D (Description of System Software), as amended in accordance 
with the Agreement.  Contractor activities, shall at a minimum, include: 
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A. Conducting meetings to gather and thereafter validate Baseline Interface System 
Requirements with County-designated SMEs; 

 
B. Identifying any missing, unclear, or extraneous Baseline Interface System 

Requirements; and 
 

C. Documenting changes to Baseline Interface System Requirements. 

Deliverable 23.1 –Validated ORCHID Baseline Interface Requirements  
Contractor shall deliver validated Baseline Interface System Requirements described 
in Subtask 23.1 (Gather and Validate ORCHID Baseline Interface Requirements).   

Subtask 23.2 – Develop ORCHID Baseline Interface Specifications  
Contractor shall provide draft Baseline Interface design specifications for the Baseline 
Interfaces identified in Subtask 23.1 (Gather and Validate ORCHID Baseline Interface 
Requirements), in accordance with as set forth in Attachment D.8 (Design 
Specifications for the ORCHID Interface) to Exhibit D (Description of System 
Software), as amended in accordance with the Agreement. Contractor will update the 
draft Baseline Interface design specifications to include mutually agreed upon changes 
and provide the County with final design specifications for the Baseline Interface.  

Deliverable 23.2 – Final ORCHID Baseline Interface Design Specifications (KEY) 
Contractor shall deliver draft and final Baseline Interface design specifications as 
described in Subtask 23.2 (Develop ORCHID Baseline Interface Specifications).  

Subtask 23.3 – Develop ORCHID Baseline Interface  
Contractor shall develop the ORCHID Baseline Interface to meet all validated Baseline 
Interface System Requirements identified in Subtask 23.1 (Gather and Validate 
ORCHID Baseline Interface Requirements) and in accordance with the final Baseline 
Interface design specifications under Subtask 23.2 (Develop ORCHID Baseline 
Interface Specifications).   

Deliverable 23.3 – Completed ORCHID Baseline Interface (KEY) 
Contractor shall complete development of the ORCHID Baseline Interface described 
in Subtask 23.3 (Develop ORCHID Baseline Interface).  

Subtask 23.4 – Conduct ORCHID Baseline Interface Tests  
Prior to Production Use, Contractor shall test all components of the Interface 
developed under Subtask 23.3 (Develop ORCHID Baseline Interface). Contractor 
shall, with the assistance and cooperation from County as needed, test and verify the 
validity of data being transmitted from source to destination, in accordance with the 
Upgraded System Test Plan. Contractor shall additionally provide assistance, 
cooperation and other Work described in Task 12 (User Acceptance Tests) in 
connection with County’s User Acceptance Testing in accordance with the User 
Acceptance Test Plan.  If an Interface does not conform to System Requirements or 
other Specifications, Contractor shall, with assistance and cooperation from County 
as needed, determine the root cause of the non-conformance and revise the Baseline 
Interface as necessary to permit successful completion of the Interface tests. 
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Contractor shall certify in writing as to the success of each Interface test and the 
readiness of each Interface for Production Use. 

Deliverable 23.4 – Complete ORCHID Baseline Interface Tests (KEY) 
Contractor shall provide written certification as to the successful test and readiness of 
each Interface for Production Use, as required by Subtask 23.4 (Conduct ORCHID 
Baseline Interface Tests). 
  

Subtask 23.5 – Implement ORCHID Baseline Interface in Production  
Contractor shall implement in Production Use, the Baseline Interface certified pursuant 
to Subtask 23.4 (Conduct ORCHID Baseline Interface Tests).  

Deliverable 23.5 – Implemented ORCHID Baseline Interface in Production  (KEY) 
Contractor shall complete the promotion of the Baseline Interface in Production Use 
as described in Subtask 23.5 (Implement ORCHID Baseline Interface in Production). 
 
Subtask 23.6 – Acceptance of ORCHID Baseline Interface 
Contractor shall achieve Acceptance of ORCHID Baseline Interface when (a) all 
functions and features of the ORCHID Baseline Interface have been provided, 
installed and operate in the Production Environment without Deficiencies of Severity 
Level Medium or more severe (as defined in the Service Level Requirements) for one 
continuous uninterrupted 45 day period, commencing on the date of County's approval 
of Deliverable 23.5 (Implemented ORCHID Baseline Interface in Production) in 
accordance with the Agreement, and (b) all Deficiencies of Severity Level Low (as 
defined in the Service Level Requirements) shall have been corrected in accordance 
with the timeframes set forth in the Service Level Requirements.  The 45 day period 
shall restart upon County’s approval in accordance with this Agreement of Contractor 
Interim Solution (as defined in the Service Level Requirements) of Deficiencies having 
a Severity Level of Medium or more severe. 
 
Deliverable 23.6 – Acceptance of ORCHID Baseline Interface (KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
Acceptance of ORCHID Baseline Interface as set forth in Subtask 23.6 (Acceptance 
of ORCHID Baseline Interface).   

 
TASK 24 – PHYSICIAN PORTAL APPLICATION 

Subtask 24.1 – Gather and Validate Physician Portal Application Requirements 
and Develop Specifications 
Contractor shall conduct meetings with County-designated SMEs to gather and 
validate requirements for the Physician Portal Application as described in Exhibit D 
(Description of System Software), including its Attachments. Contractor shall provide 
draft configuration specifications for the Physician Portal Application requirements and 
update the draft configuration specifications to include mutually agreed upon changes.  
Contractor shall provide the County with final configuration specifications for the 
Physician Portal Application.  
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Deliverable 24.1 – Validated Physician Portal Application Requirements and 
Final Specifications (KEY) 
Contractor shall deliver validated Physician Portal Application System Requirements 
and final Physician Portal Application configuration specifications as described in 
Subtask 24.1 (Gather and Validate Physician Portal Application Requirements and 
Develop Specifications).   

Subtask 24.2 – Configure and Test Physician Portal Application 
Contractor shall configure the Physician Portal Application in accordance with the 
validated Physician Portal Application System Requirements and final Physician Portal 
Application configuration specifications identified in Subtask 24.1 (Gather and Validate 
Physician Portal Application Requirements and Develop Specifications).  Prior to 
Production Use, Contractor shall test all components of the Physician Portal 
Application configured under this Subtask.  Contractor shall revise the Physician Portal 
Application as necessary to address any non-conformance and permit successful 
completion of all Physician Portal Application tests. Contractor shall certify in writing 
as to the success of each Physician Portal Application test and the readiness of the 
Physician Portal Application for Production Use. 

Deliverable 24.2 – Completion of Configuration and Test of Physician Portal 
Application (KEY) 
Contractor shall complete the configuration and test the Physician Portal Application 
described in Subtask 24.2 (Configure and Test Physician Portal Application). 
Contractor shall provide written certification as to the successful test and readiness of 
the Physician Portal Application for Production Use, as required by Subtask 24.2 
(Configure and Test Physician Portal Application). 
 
Subtask 24.3 – Implementation and Acceptance of Physician Portal Application 
Contractor shall implement for Production Use, the Physician Portal Application 
certified pursuant to Subtask 24.2 (Configure and Test Physician Portal Application). 
Contractor shall achieve Acceptance of Physician Portal Application when (a) all 
functions and features of the Physician Portal Application have been provided, 
installed and operate in the Production Environment without Deficiencies of Severity 
Level Medium or more severe (as defined in the Service Level Requirements) for one 
continuous uninterrupted 45 day period, commencing on the date of County's approval 
of implementation under this Deliverable 24.3 (Implementation and Acceptance of 
Physician Portal Application) in accordance with the Agreement, and (b) all 
Deficiencies of Severity Level Low (as defined in the Service Level Requirements) 
shall have been corrected in accordance with the timeframes set forth in the Service 
Level Requirements.  The 45 day period shall restart upon County’s approval in 
accordance with this Agreement of Contractor Interim Solution (as defined in the 
Service Level Requirements) of Deficiencies having a Severity Level of Medium or 
more severe. 
 
 
Deliverable 24.3 – Implementation and Acceptance of Physician Portal 
Application (KEY) 
Contractor shall complete the promotion of the Physician Portal Application in 
Production Use as described in Subtask 24.3 (Implementation and Acceptance of 
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Physician Portal Application). Contractor shall certify that Contractor has successfully 
completed all requirements for Acceptance of Physician Portal Application as set forth 
in Subtask 24.3 (Implementation and Acceptance of Physician Portal Application). 

 
TASK 25 – ELECTRONIC HEALTH RECORD GATEWAY APPLICATION 

Subtask 25.1 – Install and Configure EHR Gateway Application 
Contractor shall install and configure the EHR Gateway Application in accordance 
with the Health Level 7 International HL7 CDA® R2 Implementation Guide: Public 
Health Case Report, Release 2 - US Realm - the Electronic Initial Case Report 
(eICR) available at 
http://www.hl7.org/implement/standards/product_brief.cfm?product_id=436.   

Deliverable 25.1 – Installation and Configuration of EHR Gateway Application 
Contractor shall complete the installation and configuration of the EHR Gateway 
Application described in Subtask 25.1 (Install and Configure EHR Gateway 
Application).  

Subtask 25.2 – Conduct EHR Gateway Messaging Test  
Prior to Production Use, Contractor shall complete a successful exemplary test 
message using the EHR Gateway Application configured under Subtask 25.1 (Install 
and Configure EHR Gateway Application). Contractor shall, with the assistance and 
cooperation from County as needed, test and verify the validity of the EHR Gateway 
Application, in accordance with the Upgraded System Test Plan. If the EHR Gateway 
Application or any component thereof does not conform to System Requirements or 
other Specifications and/or cannot complete a successful exemplary test message, 
Contractor shall, with assistance and cooperation from County as needed, determine 
the root cause of the non-conformance and revise the EHR Gateway Application as 
necessary to complete a successful exemplary test message using the EHR Gateway 
application. Contractor shall certify in writing as to the success of the EHR Gateway 
Application exemplary message test and the readiness of the EHR Gateway 
Application for Production Use. 

Deliverable 25.2 – Complete EHR Gateway Messaging Test 
Contractor shall provide written certification as to the successful exemplary message 
test and readiness of the EHR Gateway Application for Production Use, as required 
by Subtask 25.2 (Conduct EHR Gateway Messaging Test). 
 
Subtask 25.3 – Implementation and Acceptance of EHR Gateway Application 
Contractor shall implement for Production Use, the EHR Gateway Application certified 
pursuant to Subtask 25.2 (Conduct EHR Gateway Messaging Test). Contractor shall 
achieve Acceptance of the EHR Gateway Application when (a) all functions and 
features of the EHR Gateway Application have been provided, installed and operate 
in the Production Environment without Deficiencies of Severity Level Medium or more 
severe (as defined in the Service Level Requirements) for one continuous 
uninterrupted 45 day period, commencing on the date on which Contractor first 
implements the EHR Gateway Application into Production Use under this Subtask 25.3 
(Implementation and Acceptance of EHR Gateway Application), and (b) all 
Deficiencies of Severity Level Low (as defined in the Service Level Requirements) 
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shall have been corrected in accordance with the timeframes set forth in the Service 
Level Requirements.  The 45 day period shall restart upon County’s approval in 
accordance with this Agreement of Contractor Interim Solution (as defined in the 
Service Level Requirements) of Deficiencies having a Severity Level of Medium or 
more severe. 
 
 
Deliverable 25.3 – Implementation and Acceptance of EHR Gateway Application 
(KEY) 
Contractor shall certify that Contractor has successfully completed all requirements for 
Acceptance of EHR Gateway Application as set forth in Subtask 25.3 (Implementation 
and Acceptance of EHR Gateway Application). 

 

TASK 26 – USER DEFINED FORMS FOR UPGRADED SYSTEM 

Subtask 26.1 – Gather and Validate System Requirements for User Defined 
Forms (UDFs) 
Contractor shall conduct requirements gathering and validation activities prior to 
development of the UDFs identified in Attachment D.9 (List of User Defined Forms 
(UDFs)) to Exhibit D (Description of System Software), as amended in accordance 
with the Agreement, for each DPH Program.  This will, at a minimum, include: 
 
A. Conducting meetings to gather and thereafter validate System Requirements for 

UDFs with County-designated SMEs. As part of gathering business requirements, 
Contractor shall assess current business processes and workflows of each 
applicable DPH Program, as well as current data collection and reporting forms 
within each DPH Program, to the extent required to enable Contractor to design 
UDFs to support the business needs of such DPH Programs.  Requirements 
analysis performed by Contractor will include the assessment and incorporation of 
processes, workflow and information shared by or affecting multiple programs that 
will share usage of a UDF or UDF field; 

 
B. Identifying any missing, unclear, or extraneous System Requirements for UDFs;  

 
C. Providing best practices guidance regarding customizing UDFs and detailing 

impact of County-desired customization on performance of the UDF functionality 
and the System as a whole; and 
 

D. Documenting System Requirements for UDFs.  Requirements documentation will 
include identification of the DPH Program or Programs that will use the UDF as 
part of the analyzed business processes and workflows in Subtask 26.1 (Gather 
and Validate System Requirements for User Defined Forms (UDFs)), and the 
documentation will also map the UDFs to specific steps in the business workflow 
or process. 

Deliverable 26.1 – Validated System Requirements for UDFs  
Contractor shall deliver validated System Requirements for UDFs for each DPH 
Program.   
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Subtask 26.2 – Develop UDF Design Specifications  
Contractor shall provide draft UDF design specifications for each DPH Program.  UDF 
design specification documentation will include, but not be limited to, specification of 
all fields, layout, and business rules for each UDF. Contractor will update the draft 
UDF design specifications to include mutually agreed upon changes and provide the 
County with final design specifications for each DPH Program.  

Deliverable 26.2 – Final UDF Design Specifications (KEY) 
Contractor shall deliver draft and final UDF design specifications for each DPH 
Program.   

Subtask 26.3 – Complete UDFs for Each DPH Program 
Contractor shall develop the UDFs required to meet all validated System 
Requirements for reports identified in Subtask 26.1 (Gather and Validate System 
Requirements for User Defined Forms (UDFs)) and in accordance with the final UDFs 
design specifications under Subtask 26.2 (Develop UDF Design Specifications) for 
each DPH Program.   

Deliverable 26.3 – Completed UDFs for Each DPH Program  
Contractor shall complete the development of the UDFs for each DPH Program.  

Subtask 26.4 – Conduct UDF Tests for Each DPH Program 
Prior to Production Use, Contractor shall test all components of the UDFs developed 
under Subtask 26.3 (Complete UDFs for Each DPH Program) for each DPH Program. 
Contractor shall, with the assistance and cooperation from County as needed, test and 
verify the UDFs generated, in accordance with the Upgraded System Test Plan.  
Contractor shall additionally provide assistance, cooperation and other Work 
described in Task 12 (User Acceptance Tests) in connection with County’s User 
Acceptance Testing in accordance with the User Acceptance Test Plan.  If a UDF does 
not conform to System Requirements or other Specifications, Contractor shall, with 
assistance and cooperation from County as needed, determine the root cause of the 
non-conformance and revise the UDF as necessary to permit successful completion 
of the UDF tests. Contractor shall certify in writing as to the success of each UDF test 
and the readiness of each Baseline Modification for Production Use. 

Deliverable 26.4 – Complete UDF Tests for Each DPH Program  
Contractor shall provide written certification as to the successful test and readiness of 
the UDFs for Production Use for each DPH Program, as required by Subtask 26.4 
(Conduct UDF Tests for Each DPH Program). 
  

Subtask 26.5 – Implement UDFs in Production for Each DPH Program 
Contractor shall implement in Production Use, the UDFs certified pursuant to Subtask 
26.4 (Conduct UDF Tests for Each Program) for each DPH Program.  
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Deliverable 26.5 – Implemented UDFs in Production for Each DPH Program 
(KEY) 
Contractor shall complete the promotion of the UDFs in Production Use as described 
in Subtask 26.5 (Implement UDFs in Production for Each DPH Program) for each DPH 
Program. 
 
Subtask 26.6 – Acceptance of UDFs for Each DPH Program 
Contractor shall achieve Acceptance of UDFs for an DPH Program when (a) all 
functions and features of the reports have been provided, installed and operate in the 
Production Environment without Deficiencies of Severity Level Medium or more severe 
(as defined in the Service Level Requirements) for one continuous uninterrupted 45 
day period, commencing on the date of County's approval of Deliverable 26.5 
(Implemented UDFs in Production for each DPH Program) in accordance with the 
Agreement for the applicable DPH Program, and (b) all Deficiencies of Severity Level 
Low (as defined in the Service Level Requirements) shall have been corrected in 
accordance with the timeframes set forth in the Service Level Requirements.  The 45 
day period shall restart upon County’s approval in accordance with this Agreement of 
Contractor Interim Solution (as defined in the Service Level Requirements) of 
Deficiencies having a Severity Level of Medium or more severe. 

 
Deliverable 26.6 – Acceptance of UDFs for Each DPH Program (KEY) 
For each DPH Program, Contractor shall certify that Contractor has successfully 
completed all requirements for Acceptance of UDFs for Each DPH Program as set 
forth in Subtask 26.6 (Acceptance of UDFs for Each DPH Program).   

 
TASK 27 – PROVIDE MAINTENANCE SERVICES 
 

Subtask 27.1 – Provide Maintenance Services  
During the Term of this Agreement, Contractor shall provide Maintenance Services in 
accordance with the Service Level Requirements.  

 
Deliverable 27.1 – Provide Maintenance Services 
During the Term of this Agreement, Contractor shall provide Maintenance Services in 
accordance with the Service Level Requirements.  

 
TASK 28 – PROVIDE SUPPORT SERVICES 
 

Subtask 28.1 – Provide Support Services  
During the Term of this Agreement, Contractor shall provide Support Services in 
accordance with the Service Level Requirements.  

 
Deliverable 28.1 – Provide Support Services 
During the Term of this Agreement, Contractor shall provide Support Services in 
accordance with the Service Level Requirements.  
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TASK 29 – PROVIDE HOSTING SERVICES 
 

Subtask 29.1 – Provide Hosting Services  
During the Term of this Agreement, Contractor shall provide Hosting Services in 
accordance with the Service Level Requirements.  

 
Deliverable 29.1 – Provide Hosting Services 
During the Term of this Agreement, Contractor shall provide Hosting Services in 
accordance with the Service Level Requirements.  

 
TASK 30 – PROVIDE AS-NEEDED ADDITIONAL WORK 

 
Subtask 30.1 – Provide As-Needed Additional Work 
Within 30 days (or such other mutually agreed upon date) of receipt of County Project 
Director's written request for Additional Work under Paragraph 7.1.5 (Additional Work) 
of the Base Agreement, Contractor shall, with the assistance and cooperation of 
County as needed, provide a written description of the Additional Work and a price 
quotation therefor, which shall be on a fixed price basis, unless the Parties mutually 
determine that a "not-to-exceed" time and materials basis is appropriate.  
 
Thereafter, the Parties shall mutually and cooperatively draft a Change Order or 
Amendment, as the case may be, which includes the applicable documentation 
specified in this Task 30 (Provide As-Needed Additional Work) or as requested by 
County Project Director.  Execution of the Change Order or Amendment, as the case 
may be, shall be in accordance with Paragraph 8.0 (Change Orders and Amendments) 
of the Base Agreement, and approval of the Work to be performed thereunder shall 
be in accordance with Paragraph 7.2 (Approval of Work) of the Base Agreement.  
Contractor’s price quotations under each proposed Change Order and Amendment for 
Additional Work shall be valid for 60 days from the date of submission to County, 
unless such period is extended by County and Contractor. 
 
Each Change Order or Amendment shall include the applicable of the following: 
 

1. A description of the Additional Work to be performed under the Change 
Order or Amendment (Task and Deliverable-based, if applicable), and a statement, 
signed by Contractor Project Director, which explains and certifies that the 
Additional Work is outside the scope of Work then-required of Contractor under 
this Agreement; 

2. Contractor staff and estimated personnel hours recommended for 
completion of such Additional Work;  

3. Fixed price quotation or, if the Parties mutually determine appropriate, a 
"not-to-exceed" time and materials price quotation, which in either case is based 
on applicable pricing included in the Schedule of Pricing and Payments.  The price 
quotation shall include future cost, if any, for Maintenance Services, Support 
Services and/or Hosting Services for such items (the assumption being no 
additional fees are required unless expressly identified). Unless otherwise agreed 
to in the applicable Change Order or Amendment, the payment schedule for 
Additional Work priced on a fixed price basis shall be as follows: 
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(a) Twenty-five percent (25%) of the fixed price payable after County's 
approval in accordance with this Agreement of the System Requirements and 
other Specifications;  

(b) Fifty percent (50%) of the fixed price payable after Contractor's delivery of 
a version of the software and/or system to be developed pursuant to the 
Additional Work deemed ready by Contractor for all associated testing; 

(c) Twenty-five percent (25%) of the fixed price payable after County's 
approval in accordance with this Agreement of successful completion of all 
associated testing of the software and/or system developed pursuant to the 
Additional Work and the software and/or system is migrated to the Production 
Environment, unless County delays migration to the Production Environment 
for greater than 60 days from the date on which Contractor notifies County in 
writing of the successful completion of all associated testing of the software 
and/or system developed pursuant to the Additional Work and the software 
and/or system is ready to be migrated to the Production Environment, in which 
case such payment shall then become payable by County.  County shall 
thereafter be entitled to reverse the payment (including through credit to other 
payments owed to Contractor under this Agreement) if once County is ready 
to migrate such Additional Work to the Production Environment, such 
Additional Work is not able to successfully complete County testing.  

4. For Additional Modifications, Additional Interfaces and/or Additional 
Products, provide for the development and delivery of the applicable of the 
following: 

(a) Any additional System Requirements and other Specifications; 

(b) An analysis of any impact on existing System Software components and 
future Updates and Version Releases;    

(c) Test plan(s) using an approach similar to that which is outlined for the 
Upgraded System Test Plan (see Subtask 1.2 (Develop and Present Project 
Charter)); and 

(d) An analysis of any required or recommended County Environment 
additions or upgrades, which required or recommended County Environment 
additions or upgrades shall be limited as described in the Service Level 
Requirements. 

5. Any proposed modifications to the terms and conditions of the Agreement 
or its Exhibits/Attachments require an Amendment. 

6.  A completion schedule and a final delivery date for the Additional Work, 
including any post-delivery acceptance period as may be applicable;  

7 If applicable, a revised Task and Deliverable completion schedule under 
the Statement of Work for the remaining Work (other than the Work requested 
under the Change Order or Amendment). 
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Upon execution of a Change Order or Amendment for Additional Work under 
Paragraph 8 (Change Orders and Amendments) of the Base Agreement, Contractor 
shall provide such Additional Work in accordance with this Task 30 (Provide As-
Needed Additional Work), the applicable Change Order or Amendment, and otherwise 
with the Agreement.   
 
Deliverable 30.1 -  Provide As-Needed Additional Work 
Contractor shall complete and deliver all Additional Work required under each 
executed Change Order and Amendment in accordance with this Task 30 (Provide 
As-Needed Additional Work), the applicable Change Order or Amendment, and 
otherwise with the Agreement.  Upon completion and delivery by Contractor, and 
acceptance by County, of any Additional Modifications, Additional Interfaces and/or 
Additional Products, such Additional Modifications, Additional Interfaces or Additional 
Products, as the case may be, shall become part of and be included in the System 
Software for all purposes under the Agreement. 
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ATTACHMENT B.1 

Additional DPH Programs 
 

1.0 ADDITIONAL DEPARTMENT OF PUBLIC HEALTH (DPH) PROGRAMS TO BE 
ADDED PURSUANT TO EXHIBIT B (STATEMENT OF WORK) 

 
As further defined in the Agreement, it is anticipated that each Additional DPH Program listed 
below will use IRIS to support their mission and responsibilities. 

 
1.1 Community Health Services (CHS) 
 
CHS’ mission is to protect health, prevent disease and promote health and well-being across 
the life span through targeted population-based interventions and service operations that 
improve health and quality of life, and reduce health disparities.  
 
CHS is responsible for: 
 
 Providing clinic services through 14 public health centers (plus a satellite site on Skid 

Row); 
 Conducting surveillance and medical case management of reportable communicable 

diseases; 
 Containing the spread of communicable diseases, and 
 Providing numerous outreach activities to engage the community as active participants 

to improve the health of residents. 
 
1.2 Division of HIV and STD Programs (DHSP)  
 
In 2011, the Department of Public Health combined the HIV Epidemiology Program, the Office 
of AIDS Programs and Policy, and the Sexually Transmitted Disease Program to form the 
Division of HIV and STD Programs (DHSP). DHSP’s mission is to prevent and control the 
spread of HIV and STDs through epidemiological surveillance, implementation of evidence-
based programs, coordination of prevention, care and treatment services, and the creation of 
policies that promote health. 
 
DHSP continues to work closely and collaboratively with community-based organizations, other 
governmental offices, advocates, and people living with HIV/AIDS as it seeks to: 
 

• control the spread of HIV and sexually transmitted diseases,  
• monitor HIV/AIDS and STD morbidity and mortality,  
• increase access to care for those in need, and  
• eliminate HIV-related health inequalities. 
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1.3 Public Health Nursing Administration 
 
Public Health Nursing promotes the well-being of communities and seeks to promote health, 
prevent disease, disability and premature death among all residents in the County of Los 
Angeles. Public Health Nursing strives to improve the quality of neighborhood life by working in 
a partnership with community residents to create the conditions that promote healthy lives. The 
IRIS Project reports to the Nursing Informatics Unit in Nursing Administration.  

 
1.4 Public Health Investigation (PHI) Administration  
 
PHI Administration directs the planning, implementation, and evaluation of PHI Practice 
activities, and ensures that PHI enforcement activities conform to applicable laws, ordinances, 
and regulations. PHI Administration directs the development of goals, policies, and procedures, 
and establishes quality assurance activities to monitor PHI Practice activities. They determine 
the effectiveness of PHI Practice interventions through the data collection and analysis of quality 
assurance reports. PHI Administration responds to changes in the public health laws, 
regulations, and DPH policy by developing requisite changes to the scope of PHI Practice and 
interventions.  
 
PHI Administration also serves as the designated Custodian of Records in response to 
subpoenas duces tecum, court orders, and Public Records Act requests for public health 
records. 
 
1.5 Tuberculosis Control Program (TBCP) 
 
The Tuberculosis Control Program (TBCP) is the lead program in the Department of Public 
Health (DPH) responsible for the prevention and control of tuberculosis. The TBCP is supported 
through funding provided by the: California Department of Public Health, the U.S. Centers for 
Disease Control and Prevention (CDC), and Los Angeles County (LAC). The TBCP has a multi-
disciplinary team consisting of physicians, public health nurses, health educators, 
epidemiologists, program managers, CDC Field Assignees, and administrative support 
personnel.  
 
The TBCP partners with County and community health care providers to: ensure the timely 
reporting and treatment of TB disease and TB infection, provide expert advice and technical 
assistance, promote the use of the latest diagnostic technologies and therapeutics, and 
increase awareness about strategies to improve TB prevention and control efforts in LAC. The 
TBCP’s main responsibilities can be organized under the core public health functions of 
assessment, policy development, and assurance. 
 
1.6 Veterinary Public Health (VPH) Program 
 
The Veterinary Public Health program (VPH) is an integral part of the Los Angeles 
County Department of Public Health.  VPH works at the intersection of human and animal health 
to promote a healthy community environment for residents of Los Angeles County.  Jurisdiction 
includes all of Los Angeles County, except the cities of Long Beach, Vernon and Pasadena. 
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VPH is staffed by veterinarians, animal sanitation inspectors, registered veterinary technicians 
(RVT), health educator, epidemiology analyst, and administrative staff.   

VPH is responsible for: 

• Animal disease surveillance (including zoonoses) and outbreak investigations
• Animal bite reporting and rabies control activities
• Animal import inspections
• Healthy Pets Healthy Families initiative
• Collaboration with non-profits to provide preventive veterinary medicine to underserved

communities
• Public outreach and education
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Deliverable Expectation Document 
Project Deliverable Number: Title of Deliverable: 

Deliverable Description: Contract/SOW Reference: 

Frequency: Submission Date: 

Review Date: Final Submission Due Date: 

County Approval: Distribution: (i.e., County’s Project Director, County’s 
Project Manager, County Subject Matter Experts, etc.) 

Contractor: Complete shaded area below 
Detailed Deliverable Outline: 

Objective:  

Participants: 
Contractor Key Employees 
County Key Employees 

Contractor Responsibilities: 

County Responsibilities: 

Deliverable Acceptance Criteria (include agreed upon requirements, format and contents, related to Deliverable): 

Prepared By (please print): Date Submitted: 

Phone Number: E-mail:

Contractor’s Project Director or Contractor’s Project Manager Approval: 
Contractor Representative Name: Contractor Representative Position: 

Contractor Representative Signature: Date: 

County Approval/Comments 
Approved By: Date: 

Signature: 
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Comments: 

KEY DATES RELATED TO DELIVERABLE 

KEY ACTIVITY DUE 
DATE 

COMMENT 

Submission of DED by Contractor 
Approval of DED by Contractor and County 
Submission of Completed Deliverable to County 
Presentation of Deliverable to County (if necessary 
or requested by County’s Project Director) 
Review of Completed Deliverable by Contractor 
and County  
Resolution of County Comments and Submission 
of Revised Deliverable (if necessary) 
Review of Revised Deliverable by County (if 
necessary) 
Resolution of County Comments (if necessary) 
Approval of Deliverable by County 
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EXHIBIT C 

SCHEDULE OF PRICING AND PAYMENTS 

SUMMARY – MAXIMUM CONTRACT SUM FOR TERM 

Reference 
Attachment 

No. 
Description Amount 

C.1   Term Years 1-7 Amounts $2,946,056 

C.2  Aggregate Tasks and Deliverables (Exhibit B (Statement of 
Work)Tasks and Deliverables 1-26) $3,210,960  

C.3  
Aggregate Maintenance Fees (Exhibit B (Statement of 
Work) Task and Deliverable 27), Ongoing License Fees, 
and Subscription Fees  

$1,794,152  

C.4 Aggregate Support Fees (Exhibit B (Statement of Work) 
Task and Deliverable 28) $719,815  

C.5 Aggregate Hosting Fees (Exhibit B (Statement of Work) 
Task and Deliverable 29) $2,893,490  

C.6 
Aggregate Provide As-Needed Additional Work Dollars 
Under Exhibit B (Statement of Work) Task and Deliverable 
30) 

$2,832,000  

  Maximum Contract Sum for Term (May 10, 2011– May 9, 2026) $14,396,473 
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ITEM
 

TO
TAL 

N
egotiated Aggregate M

aintenance Fees  
Term

 Years 1-7 
$280,400  

Aggregate Annual Support Fees  
Term

 Years 1-7 
$595,850  

Aggregate Annual H
osting Fees 

Term
 Years 1-7 

$1,486,120  

Aggregate Pool D
ollars 

Term
 Years 1-7 

$1,212,667 

Aggregate C
redit 

($816,676) 

Prior C
hange O

rders 
$187,695 

  
 

 
G

rand Total: 
$2,946,056  

  



C
-3 

C
O

U
N

TY O
F LO

S AN
G

ELES 
ATLAS D

EVELO
PM

EN
T C

O
R

PO
R

ATIO
N

 
SO

FW
TAR

E AN
D

 SER
VIC

ES AG
R

EEM
EN

T 
EXH

IBIT C
 (SC

H
ED

U
LE O

F PR
IC

IN
G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
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Project M
anagem

ent K
ey D

eliverables 
M

ilestone 
N

am
e 

Total 
K

ey D
eliverables 

Per M
onth 

(3 Years) 

C
om

pletion of Project Initiation 
$260,000 

D
eliverable 1.1. Kick O

ff M
eeting  

$7,222 

D
eliverable 1.2 Project C

harter  
D

eliverable 2.1 O
ngoing Project M

anagem
ent, Status 

R
eports and M

eetings 
D

eliverable 2.2 Steering C
om

m
ittee R

eports and 
C

onduct Steering C
om

m
ittee M

eetings 
D

eliverable 20.1 Finalized Project C
lose-out C

hecklist 

D
eliverable 20.2 C

om
pleted Project C

lose-out 
Activities 

 
Subtotal 

$260,000 
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U
pgraded System

 K
ey D

eliverables 
M

ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total by  
D

eliverable 

C
om

plete D
esign 

 
$376,530 

D
eliverable 4.1 Am

azon W
eb Services M

igration Plan 
$30,217 

D
eliverable 4.2 C

ertified R
esults of Validation of H

igh 
Availability AW

S O
ption 

$24,000
1 

D
eliverable 4.6 U

pdated D
isaster R

ecovery Plan and 
Assessm

ents for the U
pgraded System

 
$30,217 

D
eliverable 5.2 Final System

 D
esign Specifications  

$30,217 
7 P

rogram
s at $4,317  (each) 

D
eliverable 7.2 Final D

ashboard D
esign Specifications  

$30,217 
7 P

rogram
s at $4,317  (each) 

D
eliverable 8.2 Final Specified Baseline Interface D

esign 
Specifications   

$35,253 
D

eliverable 9.2 Final O
ther Baseline D

esign M
odification 

D
esign Specifications  

$105,759 
D

eliverable 13.1 D
ata C

onversion and M
igration Plan 

$30,217 
 4 S

ystem
s at $7,554 (each) 

D
eliverable 14.1 Validated Integration Approach for 

Authentication 
$30,217 

D
eliverable 15 .1 System

 Security Plan 
$30,217 

                                            
1 Am

ount show
n is the not-to-exceed am

ount for D
eliverable 4.2 (C

ertified R
esults of Validation of H

igh Availability AW
S O

ption) of Exhibit B 
(Statem

ent of W
ork).  It represents up to three (3) m

onths of operation of the test System
 Environm

ent described in the corresponding Subtask 4.2 
(Validation of H

igh Availability AW
S O

ption)  N
otw

ithstanding anything to the contrary contained in this Attachm
ent C

.2, C
ontractor shall only be perm

itted 
to invoice in accordance w

ith the Agreem
ent for the num

ber of m
onths (or portion thereof) for w

hich the test System
 Environm

ent w
as actually in operation, 

up to three (3) m
onths (e.g., if the W

ork under Subtask 4.2 (Validation of H
igh Availability AW

S O
ption) only required the test System

 Environm
ent to be 

in operation for 1.5 m
onths, then C

ontractor shall only be perm
itted to invoice for $16,000, but if the W

ork required the test S
ystem

 Environm
ent to be in 

operation for four (4) m
onths, C

ontractor shall only be perm
itted to invoice for $24,000). 
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M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total by  
D

eliverable 

C
om

plete B
uild and 

Test 
39%

 
$470,040 

D
eliverable 6.1 C

om
pleted System

 Build and C
onfiguration 

for each D
PH

 Program
 

$58,755 
7 P

rogram
s at $8,394 (each) 

D
eliverable 7.3 C

om
plete D

ashboards for Each D
PH

 
Program

  
$94,008 

7 P
rogram

s at $13,430 (each) 
D

eliverable 9.3 C
om

pleted O
ther Baseline M

odifications for 
U

pgraded System
 

$141,012 

D
eliverable 11.1 C

ertification of Testing of U
pgraded System

 
$58,755 

D
eliverable 12.2 C

om
pleted U

ser Acceptance Test 
$58,755 

D
eliverable 13.3 C

om
plete D

ata C
onversion and M

igration 
for Each Additional D

PH
 Program

  
$58,755 

4 S
ystem

s at $14,689 (each) 
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T C
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SO

FW
TAR

E AN
D

 SER
VIC

ES AG
R

EEM
EN

T 
EXH

IBIT C
 (SC

H
ED

U
LE O

F PR
IC

IN
G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
S AN

D
 D

ELIVER
AB

LES 1-26) 
 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total by  
D

eliverable 

Productive U
se  

10%
 

$117,510 

D
eliverable 4.5 Im

plem
ented Am

azon W
eb Services 

Infrastructure for U
pgraded System

 
$47,004 

D
eliverable 8.5 Im

plem
ented Specified Baseline Interfaces 

in Production 
$23,502 

D
eliverable 14.4 Im

plem
ented Authentication Integration in 

Production  
$23,502 

D
eliverable 17.1 System

 C
utover to Production U

se for 
Each D

PH
 Program

 
$23,502 

7 P
rogram

s at $3,357  (each) 

Final Acceptance 
20%

 
$235,020 

D
eliverable 18.1 D

PH
 Program

 Acceptance of U
pgraded 

System
 C

ertificate 
$117,510 

7 P
rogram

s at $16,787  (each) 
D

eliverable 19.1 System
 Acceptance for U

pgraded System
 

C
ertificate 

$94,008 
D

eliverable 22.6 Acceptance of C
alR

ED
IE Baseline 

Interface 
$23,502 

Subtotal 
100%

 
$1,199,100 
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VIC
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R

EEM
EN

T 
EXH
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 (SC

H
ED

U
LE O

F PR
IC

IN
G

 AN
D

 PAYM
EN

TS) 

 
ATTAC

H
M

EN
T C

.2 
TASK

 AN
D

 D
ELIVER

AB
LE D

ETAIL 
(EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

S AN
D

 D
ELIVER

AB
LES 1-26) 

 
R

eports K
ey D

eliverables 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total N
ot to 

Exceed 
Am

ount by  
D

eliverable 

C
om

plete D
esign 

30%
 

$73,500 
D

eliverable 21.2  Final R
eport D

esign Specifications  
$73,500 

7 P
rogram

s at $10,500  (each) 

Productive U
se  

50%
 

$122,500 
D

eliverable 21.5  Im
plem

ented R
eports in Production for 

Each D
PH

 Program
 

$122,500 
7 P

rogram
s at $17,500  (each) 

Final Acceptance 
20%

 
$49,000 

D
eliverable 21.6  Acceptance of R

eports for Each D
PH

 
Program

  
$49,000 

7 P
rogram

s at $7,000  (each) 
Subtotal 

100%
 

$245,000 
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EXH
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H
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U
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F PR
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G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
S AN

D
 D

ELIVER
AB

LES 1-26) 
 O

R
C

H
ID

 K
ey D

eliverables 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total N
ot to 

Exceed 
Am

ount by  
D

eliverable 

C
om

plete D
esign 

30%
 

$60,000 
D

eliverable 23.2  Final O
R

C
H

ID
 Baseline Interface D

esign 
Specifications  

$60,000 

C
om

plete B
uild and 

Test 
40%

 
$80,000 

D
eliverable 23.3  C

om
pleted O

R
C

H
ID

 Baseline Interface 
$40,000 

D
eliverable 23.4  C

om
plete O

R
C

H
ID

 Baseline Interface Tests 
$40,000 

Productive U
se  

10%
 

$20,000 
D

eliverable 23.5  Im
plem

ented O
R

C
H

ID
 Baseline Interface in 

Production  
$20,000 

Final Acceptance 
20%

 
$40,000 

D
eliverable 23.6  Acceptance of O

R
C

H
ID

 Baseline Interface  
$40,000 

Subtotal 
100%

 
$200,000 
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T 
EXH
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 (SC

H
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U
LE O

F PR
IC

IN
G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
S AN

D
 D

ELIVER
AB

LES 1-26) 
 Physician Portal Application 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverable 

Total by 
D

eliverable 

Physician Portal 
Application 

30%
 

$57,181 
D

eliverable 24.1  Validated Physician Portal Application 
R

equirem
ents and Final Specifications 

$57,181 

50%
 

$95,302 
D

eliverable 24.2 C
om

pletion of C
onfiguration and Test of 

Physician Portal Application 
$95,302 

20%
 

$38,121 
D

eliverable 24.3  Im
plem

entation and Acceptance of 
Physician Portal Application  

$38,121 
Subtotal 

100%
 

$190,604 
 

 
    EH

R
 G

atew
ay Application 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverable 

Total by 
D

eliverable 

EH
R

 G
atew

ay Application 
100%

 
$206,256 D

eliverable 25.3  Im
plem

entation and Acceptance of EH
R

 
G

atew
ay Application  

$206,256 
Subtotal 

 
$206,256 
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IBIT C
 (SC

H
ED

U
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G

 AN
D

 PAYM
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TS) 
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H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
S AN

D
 D

ELIVER
AB

LES 1-26) 
 U

ser D
efined Form

s K
ey D

eliverables 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total N
ot 

To Exceed 
Am

ount by  
D

eliverable 

C
om

plete D
esign 

30%
 

$264,000 
D

eliverable 26.2  Final U
D

F D
esign Specifications 

$264,000 
7 P

rogram
s at $37,714 (each) 

Productive U
se  

50%
 

$440,000 
D

eliverable 26.5  Im
plem

ented U
D

Fs in Production for Each 
D

PH
 Program

 
$440,000 

7 P
rogram

s at $62,857  (each) 

Final Acceptance 
20%

 
$176,000 

D
eliverable 26.6  Acceptance of U

D
Fs for Each D

PH
 Program

 
2  

$176,000 
7 P

rogram
s at $25,143  (each) 

Subtotal 
100%

 
$880,000 

 
 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

 
 

 

                                            
2 C

ontractor m
ay subm

it an invoice for D
eliverable 26.6 (Acceptance of U

D
Fs for Each D

PH
 Program

) of the Statem
ent of W

ork only at such tim
e 

as C
ontractor is able to subm

it an invoice for D
eliverable 19.1 (S

ystem
 Acceptance of U

pgraded System
 C

ertificate) of the Statem
ent of W

ork in accordance 
w

ith the term
s of the Agreem

ent. 
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H
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U
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F PR
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G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.2 

TASK
 AN

D
 D

ELIVER
AB

LE D
ETAIL 

(EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
S AN

D
 D

ELIVER
AB

LES 1-26) 
 O

ption B
 M

igration to H
igh Availability Infrastructure K

ey D
eliverables

3 

M
ilestone 
N

am
e 

M
ilestone 

Allocation 
Allocation 
Am

ount 
K

ey D
eliverables 

Total by  
D

eliverable 

C
om

plete D
esign 

30%
 

$9,000 
D

eliverable 4.7 U
pdated M

igration Plan for H
igh Availability 

$9,000 
D

eliverable 4.12 U
pdated D

isaster R
ecovery Plan and 

Assessm
ents for System

 in H
igh Availability 

Productive U
se  

50%
 

$15,000 
D

eliverable 4.10  Im
plem

ented H
igh Availability Infrastructure 

for System
 

$15,000 

Final Acceptance 
20%

 
$6,000 

D
eliverable 4.11 Acceptance of H

igh Availability Infrastructure 
for System

 
$6,000 

Subtotal 
100%

 
$30,000 

 
 

 
 

 
 

 
  

 
 

 
 

G
rand Total 

 
$3,210,960 

 
 

  
 

                                            
3 Applicable only if O

ption B is elected by C
ounty under Subtask 4.2 (Validation of H

igh Availability AW
S O

ption) of Exhibit B (Statem
ent of W

ork) 
AN

D
 C

ounty issues a w
ritten notice to proceed w

ith respect to m
igration of the then-current S

ystem
 to H

igh Availability under Subtask 4.7 (Prepare for 
M

igration of S
ystem

 to H
igh Availability) of Exhibit B.  
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 PAYM
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ATTAC
H

M
EN

T C
.3 

M
AIN

TEN
AN

C
E FEES, O

N
G

O
IN

G
 LIC

EN
SE FEES, AN

D
 SU

B
SC

R
IPTIO

N
 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

 

M
AIN

TEN
AN

C
E FEES - EH

R
 G

ATEW
AY APPLIC

ATIO
N

 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11 

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Q

uarterly M
aintenance 

Fee Paym
ent – EH

R
 

G
atew

ay Application 4    
$10,138  $10,138  $10,138  

$10,138  
$10,138  

$10,138  
$10,138  

$10,138    
Aggregate Annual 
M

aintenance Fees – 
EH

R
 G

atew
ay 

Application 

$40,551  $40,551  $40,551  
$40,551  

$40,551  
$40,551  

$40,551  
$40,551  

$324,410  

    
 

                                            
4 N

otw
ithstanding anything to the contrary in this Attachm

ent C
.3, C

ounty’s obligation to pay M
aintenance Fees in exchange for C

ontractor’s 
perform

ance of M
aintenance Services w

ith respect to the EH
R

 G
atew

ay Application com
m

ences w
ith the first quarter follow

ing C
ounty’s approval in 

accordance w
ith the Agreem

ent of D
eliverable 25.3 (Im

plem
entation and Acceptance of EH

R
 G

atew
ay Application) of the Statem

ent of W
ork. 
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D

 PAYM
EN

TS) 

ATTAC
H

M
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T C
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M
AIN

TEN
AN

C
E FEES, O

N
G

O
IN

G
 LIC

EN
SE FEES, AN

D
 SU

B
SC

R
IPTIO

N
 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

  M
AIN

TEN
AN

C
E FEES – SYN

D
R

O
M

IC SU
R

VEILLAN
C

E - 3 CO
N

N
EC

TIO
N

S 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11 

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal  

Q
uarterly M

aintenance 
Fee Paym

ent – 
Syndrom

ic Surveillance 5  
$878  

$878  
$878  

$878  
$878  

$878  
$878  

$878    

Aggregate Annual 
M

aintenance Fees – 
Syndrom

ic Surveillance 
$3,510  

$3,510  
$3,510  

$3,510  
$3,510  

$3,510  
$3,510  

$3,510  
$28,080  

   
 

                                            
5 N

otw
ithstanding anything to the contrary in this Attachm

ent C
.3, C

ounty’s obligation to pay M
aintenance Fees in exchange for C

ontractor’s 
perform

ance of M
aintenance Services w

ith respect to the three (3) Syndrom
ic Surveillance connections com

m
ences w

ith the first quarter follow
ing C

ounty’s 
approval in accordance w

ith the Agreem
ent of D

eliverable 19.1 (System
 Acceptance of the U

pgraded System
 C

ertificate) of the Statem
ent of W

ork.  
Additionally, pricing show

n in this table is for three (3) connections; pricing for each additional connection beyond three (3) connections is set forth in 
Attachm

ent C
.7 (O

ptional Pricing).  Price increase or decrease to be im
plem

ented in accordance w
ith Paragraph 10.3 (M

aintenance Fees; License and 
Subscription Fees; Additional C

oncurrent U
sers, C

onnections, or Transactions) of the Base Agreem
ent. 
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N
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D
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B
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R
IPTIO

N
 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

  M
AIN

TEN
AN

C
E FEES – ELR

 G
ATEW

AY APPLIC
ATIO

N
S - 4 C

O
N

N
EC

TIO
N

S 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11 

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal  

Q
uarterly M

aintenance 
Fee Paym

ent – ELR
 

G
atew

ay Application 6   
$3,000  

$3,000  
$3,000  

$3,000  
$3,000  

$3,000  
$3,000  

$3,000    

Aggregate Annual 
M

aintenance Fees – ELR
 

G
atew

ay Application 
$12,000  $12,000  $12,000  

$12,000  
$12,000  

$12,000  
$12,000  

$12,000  
$96,000  

   
 

                                            
6 Pricing show

n in this table is for up to four (4) ELR
 G

atew
ay Application direct Lab connections.  As of the Am

endm
ent 11 Effective D

ate, how
ever, 

there are only tw
o (2) active ELR

 G
atew

ay Application direct Lab connections.  N
otw

ithstanding anything to the contrary in this Attachm
ent C

.3, C
ounty’s 

obligation to pay M
aintenance Fees in exchange for C

ontractor’s perform
ance of M

aintenance Services w
ith respect to the third and fourth ELR

 G
atew

ay 
Application direct Lab connections ($3,000 annual M

aintenance Fees per connection) com
m

ences w
ith the first quarter follow

ing C
ounty’s approval in 

accordance w
ith the Agreem

ent of all W
ork under the applicable C

hange O
rder(s) adding such connections.  For the avoidance of doubt, no such C

hange 
O

rder has yet been entered into by the Parties w
ith respect to such connections and any such C

hange O
rder m

ust be entered into in accordance w
ith the 

Agreem
ent.  Additionally, pricing show

n in this table is for up to 23 direct Lab connections; pricing for each additional direct Lab connection beyond 23 
direct Lab connections is set forth in Attachm

ent C
.7 (O

ptional Pricing).  Price increase or decrease to be im
plem

ented in accordance w
ith Paragraph 10.3 

(M
aintenance Fees; License and Subscription Fees; Additional C

oncurrent U
sers, C

onnections, or Transactions) of the Base Agreem
ent. 
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 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

  M
AIN

TEN
AN

C
E FEES – ALL O

TH
ER

 SYSTEM
 SO

FTW
AR

E 
  

Term
 

Term
 

Term
 

Term
 

Term
 

Term
 

Term
 

Term
 

  
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 

N
egotiated Q

uarterly 
M

aintenance Fee 
Paym

ent – O
ther 

System
 Softw

are  7 8 

$10,000  $10,000  $10,000  
$35,830  

$36,904  
$38,012  

$39,152  
$40,326    

N
egotiated Aggregate 

Annual M
aintenance 

Fees – O
ther System

 
Softw

are
 

$40,000  $40,000  $40,000  $143,318  $147,618  $152,046  $156,607  $161,306  
$880,895  

                                                     
7  M

aintenance Fees for Term
 Years 8, 9, and 10 are at a negotiated discount rate. 

8 Pricing show
n in this table is for up to the num

ber C
oncurrent U

sers for the specific W
orldC

are Suite m
odules as identified on Attachm

ent C
.7 

(O
ptional Pricing).  All other W

orldC
are Suite m

odules are for unlim
ited C

oncurrent U
sers.  Pricing for additional C

oncurrent U
sers beyond the num

ber 
identified on Attachm

ent C
.7 is as set forth on Attachm

ent C
.7.  Price increase or decrease to be im

plem
ented in accordance w

ith Paragraph 10.3 
(M

aintenance Fees; License and Subscription Fees; Additional C
oncurrent U

sers, C
onnections, or Transactions) of the Base Agreem

ent. 
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M
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C
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O
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 LIC
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D
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B
SC

R
IPTIO

N
 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

  O
N

G
O

ING
 LIC

EN
SE FEES - PH

YSIC
IAN

 PO
R

TAL APPLIC
ATIO

N
 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11 

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Q

uarterly O
ngoing 

License Fee Paym
ent – 

Physician Portal 
Application 9   

$5,899  
$5,899  

$5,899  
$5,899  

$5,899  
$5,899  

$5,899  
$5,899    

Aggregate Annual 
O

ngoing License Fees – 
Physician Portal 
Application 

$23,596  $23,596  $23,596  
$23,596  

$23,596  
$23,596  

$23,596  
$23,596  

$188,768  

       
 

                                            
9 N

otw
ithstanding anything to the contrary in this Attachm

ent C
.3, C

ounty’s obligation to pay ongoing License Fees for the Physician Portal 
Application com

m
ences w

ith the first quarter follow
ing C

ounty’s approval in accordance w
ith the Agreem

ent of D
eliverable 24.3 (Im

plem
entation and 

Acceptance of Physician Portal Application) or, if C
ounty elects to m

ove Task 24 to occur prior to S
ystem

 Acceptance for the U
pgraded System

 pursuant 
to Section II.H

.III of the Statem
ent of W

ork, D
eliverable 19.1 (S

ystem
 Acceptance of the U

pgraded S
ystem

 C
ertificate) of the Statem

ent of W
ork. 
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T C
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M
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TEN
AN

C
E FEES, O

N
G

O
IN

G
 LIC

EN
SE FEES, AN

D
 SU

B
SC

R
IPTIO

N
 FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 27; PAR

AG
R

APH
 10.3 O

F B
ASE AG

R
EEM

EN
T 

 SU
B

SC
R

IPTIO
N

 FEES – PH
YSIC

IAN
 PO

R
TAL APPLIC

ATIO
N

 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Q

uarterly Subscription 
Fee Paym

ent – 
Physician Portal 
Application 10  

$8,625  
$8,625  

$8,625  
$8,625  

$8,625  
$8,625  

$8,625  
$8,625    

Aggregate Annual 
O

ngoing Subscription 
Fees – Physician 
Portal Application 

$34,500  $34,500  $34,500  
$34,500  

$34,500  
$34,500  

$34,500  
$34,500  

$276,000  

 
 

 
 

 
 

 
 

G
rand Total 

$1,794,152 
                                               

10 N
otw

ithstanding anything to the contrary in this Attachm
ent C

.3, C
ounty’s obligation to pay Subscription Fees for the Physician Portal Application 

com
m

ences w
ith the first quarter follow

ing C
ounty’s approval in accordance w

ith the Agreem
ent of D

eliverable 24.3 (Im
plem

entation and Acceptance of 
Physician Portal Application) or, if C

ounty elects to m
ove Task 24 to occur prior to System

 Acceptance for the U
pgraded S

ystem
 pursuant to Section II.H

.III 
of the Statem

ent of W
ork, D

eliverable 19.1 (S
ystem

 Acceptance of the U
pgraded System

 C
ertificate) of the Statem

ent of W
ork.  Additionally, pricing show

n 
in this table is for up to 3000 Transactions per calendar m

onth; pricing for additional Transactions beyond 3000 Transactions is show
n in Attachm

ent C
.7 

(O
ptional Pricing).  Price increase or decrease to be im

plem
ented in accordance w

ith Paragraph 10.3 (M
aintenance Fees; License and Subscription Fees; 

Additional C
oncurrent U

sers, C
onnections, or Transactions) of the Base Agreem

ent. 
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SU
PPO

R
T FEES D

ETAIL 
EXH

IB
IT B

 (STATEM
EN

T O
F W

O
R

K
) TASK

 AN
D

 D
ELIVER

AB
LE 28 

  

  
Term

 
Year 8 

Term
  

Year 9 
Term

  
Year 10 

Term
  

Year 
11  

Term
  

Year 12 
Term

  
Year 13 

Term
  

Year 14 
Term

  
Year 15 

G
rand 

Total 

Q
uarterly Support Fee 

Paym
ent 

$21,250  $21,250  $21,250  $21,888  $22,544  $23,220  $23,917  $24,635    

Aggregate Annual 
Support Fees 

$85,000  $85,000  $85,000  $87,550  $90,176  $92,882  $95,668  $98,538  
$719,815  
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H
O

STIN
G

 FEES D
ETAIL 

EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
 AN

D
 D

ELIVER
AB

LE 29 
  H

O
STIN

G
 FEES – PH

YSIC
IAN

 PO
R

TAL 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Q

uarterly H
osting Fee 

Paym
ent – Physician Portal 

Application 11 
$3,885 

$3,885 
$3,885 

$3,885 
$3,885 

$3,885 
$3,885 

$3,885 
  

Aggregate Annual H
osting 

Fees – Physician Portal 
Application 

$15,540 
$15,540 

$15,540 
$15,540 

$15,540 
$15,540 

$15,540 
$15,540 

$124,320 

  
 

                                            
11 N

otw
ithstanding anything to the contrary in this Attachm

ent C
.5, C

ounty’s obligation to pay H
osting Fees in exchange for C

ontractor’s 
perform

ance of H
osting Services w

ith respect to the Physician Portal Application com
m

ences w
ith the first quarter follow

ing C
ounty’s approval in 

accordance w
ith the Agreem

ent of D
eliverable 24.3 (Im

plem
entation and Acceptance of Physician Portal Application) or, if C

ounty elects to m
ove 

Task 24 (Physician Portal Application) to occur prior to System
 Acceptance for the U

pgraded S
ystem

 pursuant to Section II.H
.III of the Statem

ent of 
W

ork, D
eliverable 19.1 (S

ystem
 Acceptance of the U

pgraded S
ystem

 C
ertificate) of the Statem

ent of W
ork. 
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H
O
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 FEES D
ETAIL 

EXH
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R
K

) TASK
 AN

D
 D

ELIVER
AB

LE 29 
 H

O
STIN

G
 FEES – ALL O

TH
ER

 SYSTEM
 SO

FTW
AR

E B
ASE AM

O
U

N
T 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Q

uarterly Base 
H

osting Fee 
Paym

ent 12 
$53,000 

$53,000 
$53,000 

$54,590 
$56,228 

$57,915 
$59,652 

$61,442 
  

Aggregate Annual 
Base H

osting Fees 
$212,000  $212,000  $212,000  $218,360  $224,911 

$231,658 
$238,608 

$245,766 
$1,795,303 

 
 

                                            
12 The pricing show

n in this table assum
es that the System

 Environm
ents w

ill be m
igrated during Task 4 to Am

azon W
eb Services G

ovC
loud 

infrastructure.  If the C
ounty exercises the option under Subtask 4.1 (Prepare Plan for M

igration of U
pgraded S

ystem
 to Am

azon W
eb Services 

Infrastructure) for the S
ystem

 Environm
ents to be m

igrated to the Am
azon W

eb Services com
m

ercial cloud infrastructure, then notw
ithstanding 

anything to the contrary in this Attachm
ent C

.5: (a) if C
ounty elects to m

igrate to D
isaster R

ecovery only infrastructure, then at such tim
e as the fees 

set forth in the table entitled “H
osting Fees – All O

ther System
 Softw

are D
isaster R

ecovery O
nly O

ption” becom
e payable to C

ontractor, C
ounty’s 

Q
uarterly Base H

osting Fee Paym
ent shall becom

e $51,500 (and accordingly C
ounty’s Aggregate Annual Base H

osting Fees shall be $206,000); 
and (b) if and at such tim

e as C
ounty determ

ines to proceed w
ith a H

igh Availability infrastructure as w
ell, then at such tim

e as the fees set forth in 
the table entitled “H

osting Fees – All O
ther System

 Softw
are H

igh Availability O
ption” becom

e payable to C
ontractor, C

ounty’s Q
uarterly Base 

H
osting Fee Paym

ent shall becom
e $50,000 (and accordingly C

ounty’s Aggregate Annual Base H
osting Fees shall be $200,000). 
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 FEES D
ETAIL 

EXH
IB

IT B
 (STATEM
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F W
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R
K

) TASK
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D
 D

ELIVER
AB

LE 29 
  H

O
STIN

G
 FEES – ALL O

TH
ER

 SYSTEM
 SO

FTW
AR

E D
ISASTER

 R
EC

O
VER

Y O
N

LY O
PTIO

N 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 

Additional 
Q

uarterly 
H

osting Fee Paym
ent 13 

$3,750  
$3,750  

$3,750  
$3,863  

$3,978  
$4,098  

$4,221  
$4,347    

Aggregate Additional 
Annual H

osting Fees 
$15,000  

$15,000  
$15,000  

$15,450 
$15,914  

$16,391  
$16,883  

$17,389 
$127,026 

  
 

                                            
13 N

otw
ithstanding anything to the contrary in this Attachm

ent C
.5, the fees set forth in this table shall not be payable to C

ontractor in addition 
to the fees set forth in the table entitled “H

osting Fees – All O
ther S

ystem
 Softw

are Base Am
ount” until the first quarter follow

ing C
ounty’s approval 

in accordance w
ith the Agreem

ent of all of D
eliverables 4.1-4.6 under Task 4 (M

igration to S
ystem

 Environm
ents in Am

azon W
eb Services 

Infrastructure) of the Statem
ent of W

ork.  Additionally, the pricing show
n in this table assum

es the S
ystem

 Environm
ents w

ill be m
igrated during 

Task 4 to D
isaster R

ecovery infrastructure only.  If and at such tim
e as C

ounty determ
ines to proceed w

ith a H
igh Availability infrastructure as w

ell, 
then the additional H

osting Fees describe in the table entitled “H
osting Fees – All O

ther System
 Softw

are H
igh Availability” w

ill apply as w
ell as 

described in Footnote 14 below
.   
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M
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H
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 FEES D
ETAIL 
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IT B
 (STATEM
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R
K

) TASK
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D
 D

ELIVER
AB

LE 29 
  H

O
STIN

G
 FEES – ALL O

TH
ER

 SYSTEM
 SO

FTW
AR

E H
IG

H
 AVAILAB

ILITY O
PTIO

N
 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11  

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 
Additional Q

uarterly 
H

osting Fee Paym
ent 

14 
$25,000 

$25,000  
$25,000  

$25,750  
$26,523  

$27,318  
$28,138  

$28,982    

Aggregate Additional 
Annual H

osting Fees 
$100,000  $100,000  $100,000  $103,000  $106,090  $109,273  $112,551  $115,927  

$846,841  

 
 

 
 

 
 

 
 

 
G

rand Total  $2,893,490  
                                              

14 The additional H
osting Fees show

n in this table apply only if (and at such tim
e as) C

ounty determ
ines to proceed w

ith the AW
S O

ption 
consisting of high availability and D

isaster R
ecovery architecture as described in Subtask 4.2 (Validation of H

igh Availability AW
S O

ption) of Exhibit 
B (Statem

ent of W
ork).  If C

ounty determ
ines to proceed w

ith O
ption A described in such Subtask, the additional H

osting Fees w
ould apply at such 

tim
e as the H

osting Fees associated w
ith D

isaster R
ecovery infrastructure only apply as described in Footnote 13 above to the table entitled “H

osting 
Fees – All O

ther System
 Softw

are H
igh Availability.”  If C

ounty determ
ines to proceed w

ith O
ption B as described in Subtask 4.2 (Validation of H

igh 
Availability AW

S O
ption), these additional H

osting Fees w
ould apply the first quarter follow

ing C
ounty’s approval in accordance w

ith the Agreem
ent 

of all of optional D
eliverables 4.7-4.12 under Task 4 (M

igration to System
 Environm

ents in Am
azon W

eb Services Infrastructure) of the Statem
ent 

of W
ork.   
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AD
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R
K

 D
O

LLAR
S D

ETAIL 

PO
O

L D
O

LLAR
S B

Y YEAR
  

EXH
IB

IT B
 (STATEM

EN
T O

F W
O

R
K

) TASK
 AN

D
 D

ELIVER
AB

LE 30 

  
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
Term

 
  

Year 8 
Year 9 

Year 10 
Year 11 

Year 12 
Year 13 

Year 14 
Year 15 

Subtotal 

Additional eIC
R

 D
ollars 

$50,000  
$50,000  

$50,000  
$50,000  

$50,000  
$50,000  

$50,000  
$50,000  

$400,000  

Additional ELR
 D

ollars 
$150,000  $150,000  $150,000  $150,000  $150,000  $150,000  $150,000  $150,000  $1,200,000  

Additional Syndrom
ic 

Surveillance D
ollars 

$54,000  
$54,000  

$54,000  
$54,000  

$54,000  
$54,000  

$54,000  
$54,000  

$432,000  

Pool D
ollars for All 

O
ther Additional W

ork 
$100,000  $100,000  $100,000  $100,000  $100,000  $100,000  $100,000  $100,000  

$800,000  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

G
rand Total  

$2,832,000  
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O
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N
AL PR

IC
IN

G
  

PAR
AG

R
APH

S  10.3 AN
D

 10.6 O
F B

ASE AG
R

EEM
EN

T 
 

O
N

E-TIM
E LIC

EN
SE/O

N
G

O
IN

G
 M

AIN
TEN

AN
C

E FEE IN
C

R
EASE D

U
R

IN
G

 TER
M

 15  

M
odule 

U
ser/Lab Increase 

O
ne-Tim

e 
License 
Fee 

Annual 
M

aintenance Fee 
Increase 

C
om

m
unity 

R
eporting M

odule 
For every 10 Physician/Infection Preventionist C

oncurrent U
ser 

Licenses beyond 500 C
oncurrent U

ser Licenses 
$17,000  

$3,400  

M
anual Lab 

R
eporting M

odule 
For every 10 additional Lab-based M

anual R
eporting C

oncurrent 
U

ser Licenses beyond 30 Lab-based C
oncurrent U

ser Licenses 
N

/A 
$1,814 

LabAw
are 

For every server License enabling up to 10 Lab connections beyond 
50 Lab connections 

N
/A 

$7,254 

ELR
 G

atew
ay 

Application 

For every additional ELR
 G

atew
ay Kit per direct Lab connection 

beyond 23 direct Lab connections 
For each Lab beyond the aforem

entioned 23, a per Lab license fee 
of $15,000 w

ill also be charged for each instance of the ELR
 G

atew
ay 

$15,000 
$3,000 

All O
ther W

orldC
are 

Suite M
odules  

For every 10 D
isease Prevention and C

ontrol Staff C
oncurrent U

ser 
Licenses beyond 300 C

oncurrent U
ser Licenses. 16 

$17,000 
$3,400 

Syndrom
ic 

Surveillance 
Interface 

For each additional Syndrom
ic Surveillance connection beyond 3 

Syndrom
ic Surveillance connections 

$5,850 
$1,170 

                                            
15 Price increase or decrease to be im

plem
ented in accordance w

ith Paragraph 10.3 (M
aintenance Fees; License and Subscription Fees; Additional 

C
oncurrent U

sers, C
onnections, or Transactions) of the Base Agreem

ent. 
16 Should C

ounty purchase m
ore than 200 additional C

oncurrent U
ser Licenses (for a total of m

ore than 500 C
oncurrent U

ser Licenses), additional 
H

osting Fees m
ay be negotiated betw

een the Parties and added to the Schedule of Pricing and Paym
ents in accordance w

ith the Agreem
ent. 
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SU

B
SC

R
IPTIO

N
 FEE IN

C
R

EASE D
U

R
IN

G
 TER

M
 17  

M
odule 

Transaction Increase 
M

onthly 
Subscription Fee 

Increase 

Physician Portal 
Application 

For Transactions ranging from
 3,001 to 4,000  Transactions in a calendar m

onth 
$3,450 

For Transactions ranging from
 4,001 to 5,000  Transactions in a calendar m

onth 
$3,995 

For Transactions ranging from
 5,001 to 7,500  Transactions in a calendar m

onth 
$4,895 

For Transactions ranging from
 7,501 to 10,000  Transactions in a calendar m

onth 
$5,665 

For Transactions ranging from
 10,001 and above  Transactions in a calendar 

m
onth 

$6,895 

                                                    
17 Price increase or decrease to be im

plem
ented in accordance w

ith Paragraph 10.3 (M
aintenance Fees; License and Subscription Fees; Additional 

C
oncurrent U

sers, C
onnections, or Transactions) of the Base Agreem

ent. 



C
-26 

C
O

U
N

TY O
F LO

S AN
G

ELES 
ATLAS D

EVELO
PM

EN
T C

O
R

PO
R

ATIO
N

 
SO

FW
TAR

E AN
D

 SER
VIC

ES AG
R

EEM
EN

T 
EXH

IBIT C
 (SC

H
ED

U
LE O

F PR
IC

IN
G

 AN
D

 PAYM
EN

TS) 

ATTAC
H

M
EN

T C
.7 

O
PTIO

N
AL PR

IC
IN

G
  

 
 H

O
U

R
LY LAB

O
R

 R
ATES 

Year 
H

ourly Labor R
ate 

Years 8-10 of Term
 

$175/hour 

Years 11-15 of Term
 

$195/hour 
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EXHIBIT D 
DESCRIPTION OF SYSTEM SOFTWARE  

 
Exhibit D (Description of System Software), together with its Attachments, is attached to 
Software and Services Agreement, County Agreement No. PH-001629, dated as of May 
10, 2011 (together with all Exhibits and Attachments, all as amended in accordance with 
the terms thereof, the "Agreement"),  by and between the County of Los Angeles, for its 
Department of Public Health ("County"), and Atlas Database Software Corp. d/b/a Atlas 
Development Corporation ("Contractor"), as amended by that certain Amendment Number 
11 dated as of ______________  __, 2018.  Capitalized terms used in this Exhibit D 
without definition have the meanings given to such terms in the Agreement. 
 
This Exhibit D, together with its Attachments, as supplemented and amended as provided 
for in the Statement of Work (and/or otherwise in the Agreement) as a part of Work, 
provides a general description of the System Software.   
 

• Attachment D.1 (System Requirements for Upgraded System) to this Exhibit D 
describes System Requirements and Specifications being implemented under 
applicable of Tasks 1-26 of Exhibit B (Statement of Work) as part of the expansion 
of IRIS (referred to as Upgraded System).   
 

• Attachment D.2 (System Definitions) to this Exhibit D provides a chart of the 
System definitions.    
 

• Attachment D.3 (List of Reports) to this Exhibit D provides a list of Baseline 
Modifications consisting of reports to be developed for the applicable DPH 
Programs under Exhibit B (Statement of Work) as a part of the Upgraded System.    
 

• Attachment D.4 (List of Dashboards) to this Exhibit D provides a list of Baseline 
Modifications consisting of dashboards to be developed for the applicable DPH 
Programs under Exhibit B (Statement of Work) as a part of the Upgraded System.  
 

• Attachment D.5 (Baseline Interface Requirements) to this Exhibit D describes 
Baseline Interfaces being implemented under Exhibit B (Statement of Work) as a 
part of the Upgraded System.   
 

• Attachment D.6 (List of Other Baseline Modifications for Upgraded System) to this 
Exhibit D describes Baseline Modifications being implemented under Exhibit B 
(Statement of Work) as a part of the Upgraded System.   
 

• Attachment D.7 (Design Specifications for CalREDIE Interface) sets forth the 
current version, as of the Amendment 11 Effective Date, of the standards for an 
Interface with the California Department of Public Health’s CalREDIE system. 
 

• Attachment D.8 (Design Specifications for the ORCHID Interface) sets forth the 
current version, as of the Amendment 11 Effective Date, of the design 
specifications for the Interface with the County’s ORCHID system. 
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• Attachment D.9 (List of User Defined Forms) sets forth the list, as of the 
Amendment 11 Effective Date, of the User defined forms (UDFs) which are subject 
to requirements gathering and validation under Task 26 of the Statement of Work. 

 
The IssueTrak numbers referred to in the Attachments to this Exhibit D contain additional 
System Requirements and Specifications as indicated.  Contractor’s Documentation for 
the System Software also contains additional Specifications. 
 
GENERAL DESCRIPTION: 
 
The IRIS is a secure web-enabled electronic reporting system for communicable diseases, 
the core functionality of which includes the ability to: 
 

• Capture disease, outbreak, and Foodborne Illness reports 
• Accept and parse electronic lab result to appropriate disease control program 
• Support basic workflow of evaluating cases and outbreaks and assigning them to 

the appropriate discipline for follow-up; 
• Record outcomes of case and contact investigations 
• Provide Case Management Functionality 
• Provide Emergency Response capability via Group Event 
• Provide reporting for epidemiologic analysis, State reporting, and Federal 

(National Electronic Disease Surveillance System) reporting. 
 
 
SYSTEM SOFTWARE: 
 
CORE APPLICATIONS: 
 
PHYSICIAN PORTAL: Provides a method for doctors to submit a request for lab results 
for any disease over the Internet and have that request auto populate IRIS as well as send 
that request to the Los Angeles County Department of Public Health Public Health 
Laboratory. 
 
ATLAS WORLDCARE PRODUCT SUITE: The Atlas WorldCare product suite enables 
the user to enter, store, and analyze all relevant information needed for investigating 
disease incidents, outbreaks, contact investigation, and foodborne illnesses reports. The 
Atlas WorldCare product suite now enables users to conduct case management in a more 
streamlined manner and features caseload, UDFs, contacts, and contact investigation and 
allows development of custom dashboards. The modules included in the Atlas WorldCare 
product suite include but are not limited to the following: 

 
• COMMUNITY REPORTING MODULE: The Community Reporting Module allows 

physicians and infection control practitioners to log into their own web portal and 
enter disease incident reports. This functionality decreases manual entry for the 
Los Angeles Public Health group and allows community reporters to meet their 
reporting obligations without faxing a paper report or calling the health department. 
 

• MANUAL LAB REPORTING: Manual Lab is a web-based application created after 
some small laboratories with a low volume of reportable results expressed a desire 
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to enter results of tests immediately through the interface of IRIS.  It allows the 
results to be generated in a Health Level-7 (HL7) file that can be sent to the proper 
channels for reporting purposes.   
 

• FOODBORNE ILLNESS WEB PAGE (Web FBI): Web FBI is an enhancement of 
the Foodborne Illness Module in IRIS.  The Web FBI report page allows the public 
to submit a food poisoning complaint that will auto-populate the Foodborne Illness 
Module in IRIS. 

 
• EXTERNAL LAB VIEWER: External Lab Viewer is a web-based application that 

enables external laboratories participating in the ELR (as defined below) to view 
HL7 messages submitted by their laboratory.  The portal displays what has been 
sent to the County in either HL7 or graphic format and allows searching reports by 
date range, file name, accession number, or patient name. 
 

• ANIMAL REPORT MODULE: The Animal Report module allows entry of records 
within the system on animals with diseases. An additional animal tab was added 
to the main search page to allow searching for and accessing the animal records. 
The animal record consists of three predefined tabs: identification, veterinary and 
vector. Much of the data elements on these tabs were originally based on the 
rabies report paper form for Los Angeles County with a few additions to allow for 
vector control and field monitoring activities 
 

• GROUP EVENT: Facilitates emergency response and allows users to set-up a 
“person record” for each individual associated with an “Exposure Event” such as a 
gas leak, wildfire, flood, etc.  Although no disease is associated with this type of 
record, users able to view any previously reported disease incidents for an 
individual.  
 

• ELECTRONIC LABORATORY REPORTING (ELR): The ELR provides software 
and connectivity to verify, process, and transfer lab results that are reported from 
laboratories through their electronic laboratory information system (e.g., LIS). ELR 
is accessible within the IRIS.  Data arrives and is held at the staging area in IRIS.  
Identified as Contractor Software under the Development Agreements. 
 

• WORLDCARE ALERT: WorldCare Alert functions as real-time alerting system 
that uses email, pagers, or wireless devices to notify its users when a preset 
situation has occurred. The WorldCare Alert system can be set up based upon 
many differing parameters from public health priorities to clinical events. The 
WorldCare Alert system can even be used to recognize potential bioterrorism 
events. For instance, a WorldCare Alert could be set up to notify the health 
department if a laboratory test for anthrax was requested by a local physician or 
hospital.  Identified as Contractor Software under the Development Agreements.   
 

• ATLASCONNECT: The AtlasConnect software provides automatic and secure 
transfer of files to and from a server, without requiring a VPN connection.  
AtlasConnect uses the familiar HTTP port, often already opened for web browsing, 
so setup becomes a simple procedure and not a complicated inter departmental 
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project taxing multiple resources over a period of time.  Identified as Contractor 
Software under the Development Agreements.  
 

• MINI-LABAWARE (FORMERLY MINI-PUBLIC HEALTH INFORMATION LINK 
(PHIL)): Mini-LabAware provides a subset of the functionality found in LabAware 
such as transformation, translation, and communications services operating at lab 
site to facilitate local filtering of reportable conditions to the public health 
department.  Identified as Contractor Software under the Development 
Agreements.  
 

• LABAWARE (FORMERLY KNOWN AS PUBLIC HEALTH INFORMATION LINK 
(PHIL)): LabAware acts as a real-time electronic interface and data repository for 
the storage of test results. It also performs many tasks involved with the reporting 
process while seamlessly integrating with local health department’s existing 
disease surveillance systems. To determine which results are necessary for 
reporting, LabAware utilizes a Rule-based Filtering Engine, which selects the lab 
results that evidence reportable disease incidents. This identifies which results are 
positive or abnormal and removes those that are not in these reportable 
categories. LabAware then manages these exceptions. Upon receipt of ELR 
transmission, LabAware utilizes the Atlas Interface Engine, which performs 
address standardization and data translation to standard coding formats for 
transmission. This translation changes the laboratory message from local 
message codes into standardized medical vocabulary codes for consistency. Then 
LabAware utilizes a Secure Communications Shuttle to transmit test results to the 
appropriate local health authority using secured transmission techniques. In 
addition, LabAware can keep track of allthe messages sent and be used to audit 
prior messaging. Identified as Contractor Software under the Development 
Agreements. 
 

• ATLAS ELECTRONIC HEALTH RECORD (EHR) GATEWAY: Atlas EHR 
Gateway is designed to process electronic case reports (eCRs) and electronic 
initial case reports (eICR) from a hospital emergency medical record (EMR) via 
Clinical Document Architecture (CDA) format. The EHRGateway creates and 
transmits the eCR/eICR in an HL7 message commonly known as Clinical 
Document Architecture. 
 

• SQL SERVER REPORTING SERVICES (SSRS) REPORTS: The SSRS Reports 
function provides reporting and mapping functionality for IRIS, in addition to other 
functionality for IRIS.  The SSRS Reports function also converts the location data 
to graphically display the incidents giving the user additional information in their 
effort to protect the public. 
 

• OTHER REPORTING FUNCTIONALITY: This functionality is used to design and 
generate reports from a wide range of data sources.  It allows the user to create 
their own reports for use as ongoing analysis or ad hoc reporting.   
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THIRD PARTY SOFTWARE: Below are the Third-Party Software products included in the 
System Software as of the Amendment 10 Effective Date.  Contractor may substitute one 
or more products having at least the functionality of the Third-Party Software product being 
replaced and licensed on at least the same terms and conditions as the License and at no 
additional cost to County.  The substituted product(s) shall automatically be deemed to be 
System Software for all purposes under the Agreement, including but not limited to, 
warranties, Maintenance Services, Support Services and Hosting Services. 
 
MELISSA DATA: (GeoCoder-address standardization): Melissa data provides solutions 
to cleanse and update address information.  Updated regularly, Melissa data ensures that 
address information entered in IRIS is accurate while determining the geographical 
coordinates to locate the address. 
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  *  The PRO
PO

SED SO
LU

TIO
N

 colum
n heading is 

used in this ATTACHM
EN

T D.1 (SYSTEM
 

REQ
U

IREM
EN

TS FO
R U

PGRADED SYSTEM
) to 

Exhibit D (Description of System
 Softw

are) for 
reference and shall not be interpreted to lim

it 
W

ork Contractor is to provide in order to ensure 
the U

pgraded System
 m

eets the requirem
ent. 

 

** The REQ
U

IREM
EN

TS TRACEABILITY M
ATRIX colum

n heading is used in 
this ATTACHM

EN
T D.1 (SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PGRADED SYSTEM
) 

to Exhibit D (Description of System
 Softw

are) for reference and identifies 
how

 each requirem
ent w

ill be m
et as follow

s: 
- 

Baseline Configuration (BC) -  provided as configuration of com
ponent 

of IRIS 
- 

Baseline Interface Developm
ent (BID) - provided as an Interface 

- 
Baseline M

odification (BM
) - provided as m

odification to IRIS 
- 

Dashboards – provided during Task 7 (Dashboards for U
pgraded 

System
) of Exhibit B (Statem

ent of W
ork) 

- 
Data Conversion and M

igration (DCM
) - provided during Task 13 (Data 

Conversion and M
igration) of Exhibit B (Statem

ent of W
ork) 

- 
M

igrate AW
S – provided during Task 4 (M

igration to System
 

Environm
ents in Am

azon W
eb Services Infrastructure) 

- 
Product Baseline (PB) - baseline com

ponent of IRIS 
- 

Provide SLR - provided as part of Service Level Requirem
ents 

- 
SSRS Reports – provided during Task 21 (Reports for U

pgraded System
) 

of Exhibit B (Statem
ent of W

ork) 
- 

TBD – Requires additional review
 am

ong the Parties to determ
ine 

w
hether included in the Product Baseline, Tasks 1-26 of Exhibit B 

(Statem
ent of W

ork), or Task 30 (Provide As-N
eeded Additional W

ork) 
of Exhibit B (Statem

ent of W
ork).  TBD w

ill also be indicated w
here 

applicable in the G
AP, *PRO

PO
SED SO

LU
TIO

N
, **REQ

U
IREM

EN
TS 

TRACEABILITY M
ATRIX: and SO

W
 REQ

U
IREM

EN
T TYPE: colum

ns.  In the 
event all or a portion of the item

 is determ
ined to require Additional 

W
ork, then if desired by County, w

ill be acquired as Additional W
ork 

under and in accordance w
ith Task 30.   

 

SO
W

 REQ
U

IREM
EN

T TYPE: Identifies in w
hat Task of Exhibit B 

(Statem
ent of W

ork) required W
ork, if any, w

ill be perform
ed, 

although required W
ork m

ay be perform
ed in other Tasks.  

ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

1 
TBCP 

IRIS shall enable functionality to pre-populate data (pre-
existing data such as dem

ographic, lab, diagnostic, history, 
etc.) to appropriate form

(s), upon entry and save of data to 
reduce m

anual data entry and redundancy. 
N

ot a Gap 

The W
orldCare Suite 

version 16 has the "auto-
populate" feature that 
creates a disease incident 
using pre-identified data 

PB 
Product Baseline  
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

elem
ents w

hen a report is 
received via ELR or 
Com

m
unity Reporting 

M
odule (Provider Portal), 

w
hich helps reduce m

anual 
data entry and redundancy. 

2 
TBCP 

IRIS shall allow
 m

ultiple creations of Exposure Site Setting 
w

hich are associated to an Index to allow
 tracking of exposure 

location  (e.g. school, band room
, etc.) inform

ation for case 
investigation and m

anagem
ent. 

 IRIS shall allow
 m

ultiple creations of Contact w
hich are 

associated to an Exposure Site Setting to allow
 tracking of 

contacts inform
ation for Exposure Site Setting and case 

investigation and m
anagem

ent. 
 M

ust have the functionality to connect/link from
 Index --> 

Exposure Site --> Contact, and not just from
 Index --> Contact, 

and track by site and sub locations, (e.g. site = school address 
and sub location = floor, room

, etc.). 

N
ot a Gap 

In W
orldCare Suite, but 

requires configuration 
included in Exhibit B 
(Statem

ent of W
ork) 

BC 
Product Baseline  

3 
CHS/TBCP 

IRIS shall support charting of services for Com
m

unity O
utreach 

events, (e.g. outbreak, education, consum
er and com

m
unity, 

etc.) to allow
 users the ability to docum

ent event notes 
pertaining to specific group event. 

N
ot a Gap 

Group event in W
orldCare 

Suite.  
PB 

Task 26 U
DFs for 

U
pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

4 
TBCP 

IRIS shall provide "Search" screen that allow
s user to search 

for patient(s) w
ith the follow

ing user-defined search 
param

eters: 
- 

Last N
am

e 
- 

First N
am

e 
- 

Birthdate (DO
B) 

- 
SSN

 
- 

RVCT N
um

ber (CalREDIE) 
- 

Hospital Record N
um

ber (M
RN

) 

Gap = 
Search by 
RVCT 
N

um
ber 

(CalREDIE) 

Search functionality exists 
in W

orldCare Suite version 
16 for all except search by 
RVCT N

um
ber (CalREDIE).   

BM
 

Task 26 U
DFs for 

U
pgraded System

 

5 
TBCP 

IRIS shall integrate functionalities from
 CM

aP and TRIM
S that 

allow
s grouping by Geno Type clusters and generate all cases 

associated to the specific Contact investigation or patient. 
Gap  

To be addressed during 
data m

igration. 
BM

 

Task 13 Data 
Conversion and 
M

igration 
Task 26 U

DFs for 
U

pgraded System
 

6 
TBCP 

IRIS shall enable features that w
ill allow

 TBCP Epi Team
 to 

facilitate TB Clearance Screening from
 hom

eless shelters and 
enable auto im

port of data from
 the TB Clearance, including  

T-SPO
T data results.  

 The need for this functionality is to support population 
associated w

ith the EPI center of the large hom
eless outbreak 

based on m
atch cases of genotype cluster. 

Gap  
To be addressed during 
data m

igration. 
BM

 
Task 13 Data 
Conversion and 
M

igration 

7 
TBCP 

IRIS shall capture and collect data relevant to "incentives and 
enablers" services (O

utpatient Treatm
ent service for hom

eless 
TB patient). 

Gap  
To be addressed during 
data m

igration. 
BM

 
Task 13 Data 
Conversion and 
M

igration 

8 
TBCP 

IRIS shall support lab results notification for the follow
ing 

results categories to enable prioritization of investigation and 
case m

anagem
ent, and conform

 to CDPH regulations for 
N

ot a Gap 
Related to ELR: TB Program

 
began validation of TB lab 
results in W

orldCare Suite 
BC 

Product Baseline  
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

tim
ely reporting and investigation of suspected or confirm

ed 
cases: 

-
Positive Culture Results (e.g. HIV, STD, TB)

-
Results w

ith stat or ASAP priority
-

Abnorm
al or Critical Results

version 15 ELR Test 
environm

ent in N
ovem

ber 
2017.  After validation is 
com

pleted, TB lab results 
w

ill be m
oved to IRIS. 

N
otification and or alerts 

can be sent via ARN
O

LD or 
em

ail. This m
ust be 

configured, w
hich is 

included under Exhibit B 
(Statem

ent of W
ork). 

9 
DHSP/TBC
P 

IRIS shall autom
atically identify high-risk patient according to 

user-defined form
s business rules or by data entry and enable 

alerts to clinical staff w
hen individual form

 or docum
ented 

data indicates that patient is high-risk, and critical 
interventions m

ay be required. 
N

ot a Gap 

N
otification and alerting 

functionality exists in 
W

orldCare Suite version 16. 
How

ever, other 
functionality m

ust be 
configured, w

hich is 
included under Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

10 
TBCP 

IRIS shall support autom
atic im

port or m
igration of data from

 
exiting database application softw

are (e.g. TRIM
S, Casew

atch, 
CM

aP, eHARs) via batch transfer (FTP), and IRIS shall be able 
to capture these batch records exported from

 the FTP, 
including capture of records in their existing form

at, w
ithout 

degradation of content or structure, retaining any contextual 
relationships betw

een the com
ponents of any individual 

record. And, shall be able to im
port any directly associated 

event history data w
ith the record into IRIS and/or into 

standardized U
DF(s). 

N
ot a Gap 

W
orldCare Suite version 16 

contains m
any m

ethods for 
im

porting data.  This w
ill 

also be addressed during 
data m

igration. 

BID 
Task 13 Data 
Conversion and 
M

igration 
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

11 
TBCP 

IRIS shall support capturing of patient data inform
ation 

through various reporting, and create the follow
ing U

ser 
Defined Form

s (U
DFs) to collect those reportable data 

required to capture and m
anage: Patient, Incident and LTB1.  

U
ser Defined Form

s (U
DFs) report data include w

ithout 
lim

itation the follow
ing: 

-
Confidential M

orbidity Report (CM
R)

-
H-803 and H-804

-
H-1365 &

 H-1397
-

H290 and eH290
-

Lab Reports
-

Class B TB N
otification

-
Genotype results

-
Class B TB (H-304)

N
ot a Gap 

Ability to create U
ser 

Defined Form
s already 

exists in W
orldCare Suite 

version 16. 

PB 
Task 26 U

DFs for 
U

pgraded System
 

12 
TBCP 

IRIS shall capture and m
aintain TB Screening history 

inform
ation specific to generated H-304 report form

 (U
DF). 

N
ot a Gap 

H-304 w
ill be created as a

U
DF Post IRIS Go-Live. 

PB 
Task 26 U

DFs for 
U

pgraded System
 

13 
TBCP 

IRIS shall incorporate "gatew
ay" functionality that w

ill allow
 

interconnection w
ith O

RCHID to im
port/export data required 

for reporting, case m
anagem

ent and disease surveillance. 
Gap 

Atlas EHR Gatew
ay and 

O
RCHID Interface 

BID 

Task 23 O
RCHID 

Baseline Interface for 
U

pgraded System
 

Task 25 Electronic 
Health Record 
Gatew

ay Application 

14 
TBCP 

IRIS shall integrate reporting functionality that allow
s TBCP EPI 

unit to generate an RVCT report to use for evaluation and 
enable auto-im

port or transm
ission of the RVCT report data 

into CalREDIE via "gatew
ay" to prevent m

anual entry of data 
inform

ation. 

N
ot a Gap 

RVCT via U
DF or SSRS 

Report possible solutions 
BC 

Task 26 U
DFs for 

U
pgraded System
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

15 
TBCP 

IRIS shall support configuration of patient data to produce 
standard periodic or on-dem

and TBCP operational 
m

anagem
ent reports, including w

ithout lim
itation: 

-
Confirm

able Suspect Report (line list)
-

Case Presentation Report: sum
m

ary report used for
m

anagem
ent of cases

-
RVCT Report, including facsim

iles of "follow
-up

reports associated to the case w
ith verified TB

-
Case and Suspect Report: report based on suspects
that have been opened for m

ore than 90 days.

Gap 

Dashboards and SSRS 
Reports. W

orldCare Suite’s 
Ranged Reports can also be 
used to generate m

any 
exports and reports. 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

16 
DHSP 

IRIS shall enable electronic/autom
ated transm

ission and 
recording of lab data via bi-directional interface through an 
HL7 exchange from

 ELR into IRIS. 
TBD 

This relates to ELR 
transm

ission. W
orldCare 

Suite currently accepts ELR 
from

 public and private 
labs, but does not send 
inform

ation back to labs.  

TBD 
TBD 

17 
DHSP 

IRIS shall enable functionalities that allow
s linkage of sexual 

partners w
ith m

ultiple diseases.  
Gap 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

18 
DHSP 

IRIS shall create a rule for purging data for archive and allow
 

for extraction and im
port of data necessary for G

enotype 
reporting. 

Gap 
BM

 
Task 13 Data 
Conversion and 
M

igration 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 7 of 86 

ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

19 
DHSP 

IRIS shall provide flexible, custom
izable m

echanism
 for patient 

"look-up" (record search) and retrieval of record that can be 
easily organized in a variety of view

s or by the follow
ing filter 

and user-defined search param
eters to m

inim
ize the volum

e 
for "a-like" client results w

hen client search is perform
ed: 

-
Patient ID

-
M

edical Record N
um

ber (M
RN

)
-

Incident#
-

AKA
-

SSN
-

Phone
-

Address

N
ot a gap 

Search feature in current 
W

orldCare Suite version 16.  
M

ultiple search 
functionality w

ill be 
included in W

orldCare Suite 
version 17. 

PB 
Product Baseline 

20 
DHSP 

IRIS shall allow
 "checking m

echanism
" to validate unique 

provider and site inform
ation corresponding to the 

appropriate individual treatm
ent or lab. 

N
ot a Gap 

Functionality in W
orldCare 

Suite version 16 
PB 

Product Baseline 

21 
DHSP 

IRIS shall reduce the redundancy of data entry and charting by 
enabling functionality to pre-populate data (pre-existing data 
such as dem

ographic, etc.) to appropriate form
s, upon entry 

and save of data to reduce redundancy. 

N
ot a Gap 

Refer to Item
# 1 proposed 

solution. Functionality 
exists in W

orldCare Suite 
version 16. 

PB 
Product Baseline 

22 
CHS/DHSP 

IRIS shall enable functionality for Census Tract (geocoding) to 
allow

 routing and re-routing of case to the appropriate 
PHI/PHN

 that belongs to the appropriate GIS (SPAs, Health 
Center, and Health District).  For exam

ple, if a case w
as 

assigned to an individual PHI/PHN
 that is no longer w

ithin the 
GIS, then the system

 shall enable re-routing of the case to 
appropriate PHI/PHN

 based on Census Tract. 

N
ot a Gap 

In W
orldCare Suite:  

Geocoding, assigning 
census tract and district 
exists in W

orld Care Suite. 

BM
 

Product Baseline 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

23 
DHSP 

IRIS shall allow
 scanning of printed form

s/reports for data 
m

onitoring to ensure data captured on paper-form
 (generated 

from
 Casew

atch) corresponds w
ith the data that is m

anually 
entered in the disease surveillance system

 (IRIS) for data 
integrity. 

N
ot a Gap 

In W
orldCare Suite. 

PB 
Product Baseline  

24 
DHSP 

IRIS shall support docum
entation of billable event notes 

related to pregnant STD cases for State reporting. 
Gap 

TBD 
TBD 

TBD 

25 
DHSP 

IRIS shall enable functionality for searching lab history for an 
individual incident or disease in chronological order based on 
the date w

hen lab w
as entered/ordered in the system

 and not 
onset date (w

hen lab w
as reported). 

N
ot a Gap 

In W
orldCare Suite 

PB 
Product Baseline  

26 
DHSP 

IRIS shall generate custom
 report and enable exporting of HIV 

ELR results from
 IRIS. 

N
ot a Gap 

W
orldCare Suite Ranged 

Reports, W
orldCare Suite 

version 16 contains m
ultiple 

report functionality, but can 
also be provided via SSRS 
Reports. 

PB  
Task 21 Reports for 
U

pgraded System
 

27 
DHSP 

IRIS shall support collection and processing of sensitive 
inform

ation, specifically m
orbidity related to STD/HIV case 

and shall generate report based on data collected. 
Gap 

Dashboard/SSRS and 
Ranged Reports 

BM
 

Task 21 Reports for 
U

pgraded System
 

28 
DHSP 

IRIS shall support integration of HIV data collected through 
CDPH - CalREDIE into IRIS in conjunction w

ith HIV ELR data 
generated from

 eHARs to lim
it data entry redundancy. 

Gap 

ELR: Currently HIV receives 
lab results via O

ffice of AIDS 
but w

ant to use Com
m

unity 
Reporting M

odule to 
receive disease reports 
from

 providers. 

BID 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System
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# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO
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LU
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

29 
CHS/TBCP 

IRIS shall provide functionality for em
ail notification each tim

e 
a case is in the follow

ing status for the overall case review
 and 

m
anagem

ent.  The follow
ing status activities shall include 

w
ithout lim

itation: 

CHS -
N

ew
 Supervisor (assigned) (Pending Rem

oval)
-

N
ew

 PHN
 (assigned)

-
O

pen
-

Reassign
-

Returned (by Supervisor)
-

Returned (by AM
D)

-
Returned (by Program

)
-

To Supervisor (under review
)

-
To AM

D (under review
)

-
To Program

 (under review
)

-
Hold

-
Suspended (to supervisor under review

)
-

Closed
-

Suspended

TBCP:  List of Activities (status drop dow
n (DDL) values 

-
Initial Registration

-
Assigned PHN

-
U

pdate Suspect
-

Interview
 Assigned

And shall include status for each activity to indicate its 
com

pleted. 

N
ot a Gap 

Process Statuses for CHS 
and TB need to be added to 
the current Process Status 
Dictionary in W

orldCare 
Suite.  

BC 
Product Baseline 
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

30 
CHS 

IRIS shall enable functionality that allow
s "user group" 

assigned to a specific disease to m
anage case/investigation 

that is assigned to a specific SPA group/jurisdiction. A subset 
of users shall be able to see only those cases assigned to the 
group. 

N
ot a Gap 

W
orldCare Suite has this 

capability. How
ever, it m

ust 
be configured and business 
rules defined by Program

 

BC 
Task 26 U

DFs for 
U

pgraded System
 

31 
CHS 

IRIS shall provide Dashboard view
s (custom

 view
s) of 

investigations records and allow
 the drill dow

n functionality 
into the specific record.  The Dashboard view

s shall display 
view

s of records belonging to the current user and separate 
view

s of records that are shared by the current user.  The 
view

s shall include but not lim
ited to:  

-
Active Cases by SPA

-
Case Status

-
M

y Closed Cases
-

M
y Shared Closed Cases

-
Active Cases by Program

-
Active Cases vs. O

utbreaks/TB Exposure Sites
-

Active Cases by Priority view
.

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
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SED SO
LU
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

32 
CHS 

IRIS shall enable functionality to generate aggregate and ad-
hoc reports for the follow

ing case sum
m

ary: 
-

PHN
 Case Sum

m
ary

-
PHN

S Case Sum
m

ary
-

SPA Case Sum
m

ary
-

Health District Case Sum
m

ary
-

Census Tract Case Sum
m

ary
-

O
pen Cases

-
O

pen TB Contacts
-

CHS Perform
ance M

easure
-

Consum
er and Com

m
unity

-
O

pen ACD
-

O
pen TB

-
O

pen STD
-

O
pen IP

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

33 
ACDC 

IRIS shall support "im
port utility/tool" to allow

 im
porting of 

vast am
ount of data records. 

N
ot a Gap 

in W
orldCare Suite: Im

port 
U

tility 
PB 

Product Baseline 

34 
ACDC 

IRIS shall enable geographical m
apping and have the capability 

to plot disease incidents on a m
ap w

ithin IRIS, featuring 
overlays to city in addition to SPAs and districts.  

N
ot a Gap 

Dashboards and SSRS 
Reports: Enhanced 
Geographical M

apping 
BM

 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
  

35 
CHS 

IRIS shall support docum
entation and recording of "group 

events" for targeted outreach (e.g. national disaster, Exide, 
lead services). 

N
ot a Gap 

In W
orldCare Suite 

PB 
Task 26 U

DFs for 
U

pgraded System
 

36 
CHS 

IRIS shall support docum
entation of "com

m
unity events" for 

tracking purposes. 
N

ot a Gap 
In W

orldCare Suite 
PB 

Task 26 U
DFs for 

U
pgraded System
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

37 
CHS 

IRIS shall enable functionality for "tim
e tracking" to allow

 
nursing the ability to enter unit of service (based on 15 
m

inutes increm
ents), and record the total tim

e spent on 
investigation per patient record. 

Gap 

W
orldCare Suite tracks tim

e 
spent on investigations and 
outbreaks, but not 15-
m

inute increm
ents. 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

38 
CHS 

IRIS shall integrate nursing case m
anagem

ent "acuity" 
solution/tool that w

ill prom
ote equitable nurse-patient 

assignm
ent based on the client's "level indicators" for 

PHN
/PHI accessibility to client, living situation, com

pliance, 
barriers to care, coping skills, level of involvem

ent and travel 
distance to receive care.  

Gap 
N

ot in W
orldCare Suite, but 

w
ill be added under the 

Statem
ent of W

ork.  
BM

 
Task 26 U

DFs for 
U

pgraded System
 

39 
ACDC/CHS 

IRIS shall prevent access of "high-profile" records by any user 
or adm

inistrator unless defined by system
 to be authorized 

users or groups based on roles and shall m
aintain privacy and 

security governing online incident and reporting and 
occurrence screening via strict electronic audit trails of 
inform

ation high-profile.   

System
 shall enforce the m

ost restrictive privileges needed by 
each user or group to conduct tasks specified for that role. 

Gap 

EFC currently in W
orldCare 

Suite, but this specific 
functionality does not exist. 
Locking/prevent access to 
specific files in EFC w

ill be 
developed under the 
Statem

ent of W
ork. 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 

40 
IT - 
AU

THEN
TI

CATIO
N

 

IRIS shall integrate w
ith the County’s M

icrosoft Active 
Directory Federation Service (ADFS) infrastructure and using 
the County's im

plem
entation of M

ulti-Factor Authentication 
(M

FA). Any user connecting to the application w
ill be required 

to enroll w
ith the County's M

FA environm
ent prior to granting 

access. 

Gap 
IRIS Integration w

ith O
ption 

2 ADFS M
FA U

sing W
S 

Federation. 
BM

 
Task 9 O

ther Baseline 
M

odifications for 
U

pgraded System
 

41 
IT - 
HO

STIN
G

 

IRIS shall support 300 peak concurrent logons internal and 800 
externals. 

Gap 
IRIS w

ill be hosted in the 
Am

azon W
eb Services 

(AW
S) Infrastructure. 

M
igrate AW

S 

Task 4 M
igration to 

System
 Environm

ents 
in Am

azon W
eb 

Services 
Infrastructure 
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TS 
TRACEABILITY 
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SO
W

 REQ
U

IREM
EN

T 
TYPE: 

42 
IT - 
HO

STIN
G

 

IRIS storage and processing capacity shall be sized adequately 
to support the num

ber of active patients, transaction 
volum

es, im
ages for data conversion. 

Gap 
IRIS w

ill be hosted in the 
Am

azon W
eb Services 

(AW
S) Infrastructure. 

M
igrate AW

S 

Task 4 M
igration to 

System
 Environm

ents 
in Am

azon W
eb 

Services 
Infrastructure 

43 
CHS/TBCP 

IRIS shall create H-300 (U
DF) to enable electronic request for 

hom
e evaluation to allow

 capability for TBCP to initiate a 
"Hom

e Evaluation" for a patient.  U
pon initiation of request, 

IRIS shall enable functionality for notification to CHS for 
review

 and com
pletion.   

 This functionality shall support real-tim
e docum

entation and 
notification of H-300 request to elim

inate m
anually faxing of 

form
 to the tw

o entities (e.g. TBCP and CHS). 

Gap 

IRIS team
 proposed 

creation of U
DF for H-300 

and use the assignm
ent 

"task" functionality w
ithin 

W
orldCare Suite to support 

notification process.   
 To-Be W

orkflow
: 

TBCP shall initiate the Hom
e 

Evaluation request (H-300), 
and initiate assignm

ent of 
"task" to CHS for 
notification, including form

.  
CHS shall be notified via 
task queue and upon 
evaluation and com

pletion 
of form

 by CHS, a task shall 
be generated to TBCP to 
confirm

 CH
S 

acknow
ledgem

ent of hom
e 

evaluation.   

BM
 

Task 26 U
DFs for 

U
pgraded System
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W

 REQ
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TYPE: 

44 
CHS/TBCP 

IRIS shall enable functionality that w
ill capture the initiation 

and confirm
ation of suspect or confirm

ed case based on eH
-

290 referral from
 TBCP.  This functionality shall provide 

notification to CHS to ensure TBCP has review
ed and has 

initiated suspect or confirm
ed registration.  

This functionality shall support CHS task for insuring case 
confirm

ation by doctor and elim
inate suspect/confirm

ed 
registration. 

W
orkflow

 variance:  For "w
alk-in" patient, w

hich initiation of 
suspect or confirm

ed case registration shall be entered in IRIS. 

Gap 

SM
Es proposed creating a 

"rule" for identifying those 
cases for suspect or 
confirm

ed based on TBCP 
registration, and enable 
"checkbox" to confirm

 case 
registration by PHN

s has 
been review

ed.   

Rule logic can be generated 
based on TBCP 
policy/procedure for TB 
suspect registration of 14-
days. 

BM
 

Task 26 U
DFs for 

U
pgraded System
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45 
CHS/TBCP 

IRIS shall enable functionality that supports the level status for 
each supervision and/or assignm

ent for the overall case 
review

, and for each status activity. The follow
ing activity list 

(not listed in order of w
orkflow

) shall include w
ithout 

lim
itation:  

-
Initiation of case (suspect/confirm

ed)
-

Received assignm
ent (Supervisor)

-
Receive assignm

ent (PHN
/PHI)

-
Field Status

-
Supervisor Review

-
AM

D Review
-

Program
 Review

-
Initiation of Contact Investigation

-
Approve Discharge

-
Assign to PHN

s
-

U
pdate suspect registration (e.g. those updates

w
ithin the 14-days from

 initiation)
-

In Progress/In Process
-

Com
pleted

-
O

pen (beyond the expected due date, past due, etc.)

IRIS shall set up business logic (rule) for the individual activity 
to enable triggering of each status.   

N
ot a Gap 

IRIS team
 affirm

ed that the 
"Investigation" com

ponent 
w

ithin the W
orldCare Suite 

has the "status" field, and 
proposed developm

ent of 
Dashboard (SSRS) w

ithin 
W

orldCare Suite to enable 
the functionality for 
m

anaging those case 
investigations. 

BC 

Task 21 Reports for 
U

pgraded System
  

Task 26 U
DFs for 

U
pgraded System

 

46 
CHS/TBCP 

IRIS shall enable functionality to capture exported file 
containing data elem

ents collected from
 the H-513 (exported 

from
 O

RCHID) to support case closure for suspected or 
confirm

ed TB case, specifically pertaining to PM
D case and/or 

w
orkflow

. 

Gap 
U

DF developm
ent Post IRIS 

Go-Live and O
RCHID 

Interface 
BC/BID 

Task 23 O
RCHID 

Baseline Interface for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 16 of 86 

ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
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47 
TBCP/CHS 

Tw
o U

ser Defined Form
s (U

DFs) shall be created in IRIS w
ith 

pre-defined fields and business rules that w
ill support the 

electronic generation H-1365 and H-1397 form
s from

 the 
County hospital/provider.  U

pon subm
ission of the H-1365 

and H-1397, the system
 shall auto generate U

DF (H-290/eH-
290)and have the data elem

ents pre-populate based on data
entered from

 the H-1365 and H-1397.

N
ot a Gap 

U
DF developm

ent 
BC 

Task 26 U
DFs for 

U
pgraded System

 

48 
CHS/TBCP 

IRIS shall create tw
o (2) TBCP specific U

ser Defined Form
s 

(U
DFs) called H-803 and H-804 w

ith pre-defined fields and 
business rules that w

ill support w
orkflow

s for reporting of TB 
case and discharging of patients by outpatient/private 
providers.  

IRIS shall enable functionality to allow
 outpatient/private 

provider to electronically initiate TB case reporting directly 
from

 IRIS through the generation of H-803 (U
DF).   

U
pon patient's discharge, IRIS shall enable functionality to 

auto-generate H
-804 U

DF to allow
 providers and/or TBCP to 

initiate request for approval (under Gotch law
) to have the 

patient's care plan review
ed and approved by a health officer 

(PM
D/AM

D).  The com
pletion of H-804 shall correlate w

ith the 
original H-803 TB case report for discharge processing. 

N
ot a Gap 

U
DF developm

ent 
BC 

Task 26 U
DFs for 

U
pgraded System

 

49 
CHS/TBCP 

IRIS shall support "Event notes" w
ith notification per activity 

status. 
N

ot a Gap 
In W

orldCare Suite version 
16: ARN

O
LD and Alerts via 

em
ail.  M

ust be configured. 
BC 

Task 26 U
DFs for 

U
pgraded System
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

50 
CHS/TBCP 

IRIS shall incorporate the data elem
ents defined in eH-290 

(TRIM
S TB Case Registration) to allow

 the provider, TBCP or 
CHS to initiate TB case registry directly from

 IRIS.  Basic data 
elem

ents shall include w
ithout lim

itation: 
Dem

ographics (e.g. patient's nam
e, address, AKAs, SSN

, etc.) 
-

Patients history (e.g. alcohol abuse, sm
oking, drugs,

etc.) 
-

Diagnostic (e.g. chest x-ray, etc.)
-

Lab collection (e.g. sputum
, HIV test, STD test, etc.)

-
Patient's provider inform

ation
-

M
edications

-
Event or clinical notes

N
ot a Gap 

Developm
ent of U

DFs and 
configurations  

BC 
Task 26 U

DFs for 
U

pgraded System
 

51 
CHS/TBCP 

IRIS shall enable functionality for "alerts" and facilitate 
scheduling of tasks for notification upon patient TB 
registration by TBCP surveillance unit or CHS N

ursing to 
reduce TB registration redundancy and to support 
acknow

ledgem
ent confirm

ation by either program
 w

hen 
registration is generated, and w

hen data updates to TB 
registration is confirm

ed.   

Schedule of tasks is contingent upon initiation of TB 
Registration: 

1.
If TB Registry and incident is initiated by TBCP, then
send alert/task to CHS for notification of registry and
allow

 CHS to review
 and/or update any TB related

data pertinent to the TB registration.
2.

If TB Registry and incident is initiated by CHS (via
"w

alk-in" to CHS clinic), then send alert/task to TBCP
for notification of registry and acknow

ledgm
ent of

com
pletion of registration or review

/update.

N
ot a Gap 

Task m
ay be configured 

based on the TB 
case/investigation status.  
How

ever, TBCP and CHS 
m

ust define w
hat those 

status values w
ould be to 

trigger the logic for 
notification. M

ust be 
configured. 

BC 

Task 21 Reports for 
U

pgraded System
  

Task 26 U
DFs for 

U
pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

52 
CHS/TBCP 

IRIS shall create a report to track and m
onitor those PM

D 
cases that need to be closed by specific tim

e period, to ensure 
those cases are closed in tim

ely m
anner by the physician. 

Gap  
SSRS Report 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

53 
CHS/TBCP 

IRIS shall enable functionality to support w
orkflow

 on 
follow

ing up w
ith the com

pletion of treatm
ent from

 other 
receiving jurisdiction (outcom

e of treatm
ent for case that are 

no longer w
ithin LA County). 

N
ot a Gap 

W
orkflow

 exist in 
W

orldCare Suite version 16. 
W

orkflow
 m

ust be 
configured. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

54 
CHS/TBCP 

Tw
o U

ser Defined Form
s (U

DFs) shall be created w
ith pre-

defined fields and business rules that w
ill support w

orkflow
s 

for CHS N
ursing to com

plete for PM
D cases.  These tw

o U
DFs 

are: - 
Pill Account Form

 
- 

Form
 that is sent to PM

D for m
onthly update 

 
IRIS shall enable functionality to allow

 CHS N
ursing to 

electronically com
plete the "Pill Account" form

 and the 
"M

onthly U
pdate" form

 directly from
 IRIS and have the data 

elem
ents pre-populated based on data entered from

 H-290 or 
H-513. 

N
ot a Gap 

U
DFs exist in W

orldCare 
Suite version 16. M

ust be 
developed and add 
appropriate business rules.  

BC 
Task 26 U

DFs for 
U

pgraded System
 

55 
CHS 

IRIS shall enable functionality to generate standard "follow
-up 

letter" for PM
D and "Perinatal Hepatitis B letter" for their 

physicians w
ith departm

ent letterhead and patient 
inform

ation auto-populated. 

N
ot a Gap 

Letter Repository exists in 
W

orldCare Suite version 16.  
U

DFs can also be used to 
create letters. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

56 
CHS 

IRIS shall enable functionality that allow
s flagging of certain 

variables, (e.g. if high profile, if cluster, if case is under five (5) 
years old, etc.) to define those cases that are high priority.   

N
ot a Gap 

W
orldCare Suite has this 

capability. How
ever, it m

ust 
be configured and business 
rules defined by Program

. 

BC 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

57 
CHS 

IRIS shall integrate lab orders and results from
 SunQ

uest, and 
enable auto-population of lab data inform

ation into applicable 
N

ot a Gap 
In W

orldCare Suite version 
16. 

PB 
Task 26 U

DFs for 
U

pgraded System
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

U
ser Defined Form

s (U
DF) for auto update or data entry of 

results. 

58 
CHS 

IRIS shall incorporate geocoding (Census Tract) w
ithin LA 

County and outside LA County jurisdiction (e.g. O
range 

County, San Bernardino, etc.) for case assignm
ent, 

investigation and intervention to allow
 user the ability to 

assign AN
M

, PHN
S, PHN

 or PHI based on Census Tract ID 
(geocoding), w

hich functionality currently exists in CM
aP. 

N
ot a Gap 

In W
orldCare Suite version 

16 
PB 

Product Baseline 
Geocoding/Census 
Tract 

59 
CHS 

IRIS shall enable functionality to allow
 data entry of non-

County Index case to capture exposure site and allow
 case 

m
anager to see w

hat cases are being follow
ed. 

N
ot a Gap 

In W
orldCare Suite version 

16, but m
ust be configured. 

BC 
Product Baseline 

60 
CHS 

IRIS shall support charting for O
R services. 

N
ot a Gap 

Can chart in W
orldCare 

Suite version 16. 
PB 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

61 
CHS 

For Contact Investigations purpose, w
hen client is adm

itted to 
the hospital, IRIS m

ust enable functionality to identify the 
individual nurse (e.g. w

as client follow
ed by CHS PHN

, TBCP 
PHN

, etc.) assigned to follow
 the patient and allow

 user the 
ability to view

 patients adm
ission/visit service outcom

e. 

N
ot a Gap 

In W
orldCare Suite version 

16, but m
ust be configured. 

BC 
Product Baseline 
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
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TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

62 
VPDC - EPI 

IRIS shall create VPDC specific U
DFs for U

pgraded System
 

called "Initial Assessm
ent Form

 (IAF)" that shall include pre-
defined fields and business rules, and shall enable auto-
population of data entered from

 the six defined tabs (e.g. 
Patient, Clinical, Laboratory, Epi Info, Facility Involvem

ent and 
Investigation). 

This form
 is used to collect data elem

ents required for 
reporting to State, including w

ithout lim
itation initial 

assessm
ent inform

ation of patient from
 reporting 

source/provider, m
edical record, lab order and results, 

bacterial for m
easles, etc. 

N
ot a Gap 

CDPH U
DFs already exist in 

W
orldCare Suite.  Activate 

U
DFs developed by CDPH 

CalREDIE that corresponds 
to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

63 
VPDC - EPI 

IRIS shall create VPDC m
easles specific U

DF called "VPDC 
M

easles Activity Log" that shall include pre-defined fields and 
business rules; and shall be stored into the Electronic Filing 
Cabinet (EFC) to allow

 EPI U
nit the ability to verify exposure 

source and sites/contacts exposed during infectious period. 
IRIS shall enable auto-population of dates based on rash onset 
date defined in the case/contact report. 

N
ot a Gap 

W
orldCare Suite’s 

Com
m

unity Reporting 
M

odule already allow
s 

U
DFs to be attached and 

view
 by m

edical providers. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

64 
VPDC - EPI 

IRIS shall create VPDC specific U
DF called "M

easles Exposure 
Interview

 Form
" that shall include pre-defined fields and 

business rules. 

The form
 shall be generated electronically upon com

pletion of 
investigation by CHS for each case and exposed contact, and 
enable auto-population of the form

 based on data inform
ation 

entered in the contact investigation record. 

N
ot a Gap 

CDPH U
DFs already exist in 

W
orldCare Suite.  N

eed to 
activate U

DFs developed by 
CDPH CalREDIE that 
corresponds to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
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ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
*

PRO
PO

SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

The form
 shall include, w

ithout lim
itation all field questions 

defined in the current paper-form
. 

65 
VPDC - EPI 

IRIS shall create a standard fillable "Exposure N
otification 

Letter" (tem
plate) to be generated electronically through IRIS 

and enable feature for auto-population of Contact inform
ation 

into the Exposure N
otification Letter, and allow

 auto m
ail 

m
erge of letter to Contact through batch process or on 

dem
and. 

N
ot a Gap 

Letter Repository exists in 
W

orldCare Suite version 16.  
U

DFs can also be used to 
create letters. 

BC 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

66 
VPDC - EPI 

IRIS shall create VPDC specific U
DF called "Case Report Form

" 
that shall include pre-defined fields and business rules and 
shall be generated electronically for each suspected case, and 
shall enable functionality for auto-population of Contact 
inform

ation entered in the contact investigation record.  U
pon 

com
pletion of form

 by CHS, EPI U
nit shall have the capability 

to generate a Case report based on com
pleted form

. 

N
ot a Gap 

CDPH U
DFs already exist in 

W
orldCare Suite.  Activate 

U
DFs developed by CDPH 

CalREDIE that corresponds 
to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

67 
VPDC - EPI 

IRIS shall create VPDC specific U
ser Defined Form

s (U
DF) for 

"LAC PHL and CDPH VRDL Requisition" form
s that shall contain 

barcode for each identified requisition form
.  The "LAC PHL 

and CDPH VRDL Requisition" form
 w

ill allow
 EPI staff unit the 

capability to request collection of specim
en or results from

 
PHL and CDPH electronically through IRIS.   

IRIS shall enable auto-population of patient dem
ographic and 

lab data into the requisition form
 based on data output from

 
the patient and Laboratory tabs, and shall enable functionality 
to create and generate an em

ail notification or enable 
functionality for faxing of the requisition form

 to LAC PHL or 
CDPH VRDL. 

N
ot a Gap 

CDPH U
DFs already exist in 

W
orldCare Suite.  Activate 

U
DFs developed by CDPH 

CalREDIE that corresponds 
to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
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# 

PRO
G

RAM
 

REQ
U
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EN

TS 
G

AP 
*

PRO
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SED SO
LU

TIO
N

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

68 
VPDC - EPI 

IRIS shall integrate Lab results from
 SunQ

uest. 
N

ot a Gap 
VPDC already receives lab 
results from

 94 labs via 
W

orldCare Suite. 
BC 

Product Baseline 

69 
VPDC - EPI 

IRIS shall create VPDC specific U
DF called, "N

ursing Screening 
(M

easles)" form
, that shall include pre-defined fields and 

business rules that shall allow
 EPI N

ursing U
nit the ability to 

docum
ent and identify the level of priority (indicator) for case 

report disposition based upon screening and interview
 w

ith 
reporting entity.  

IRIS shall enable auto-population of data into the "M
easles 

Screening" form
 based on data output from

 the tab. 

N
ot a Gap 

CDPH U
DFs are already 

exists in W
orldCare Suite.  

Activate U
DFs developed by 

CDPH CalREDIE that 
corresponds to this form

. 
M

ust be configured. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

70 
VPDC - EPI 

IRIS shall create VPDC specific U
DF for "PHI Referral" that shall 

include pre-defined fields and business rules that shall allow
 

EPI staff unit the ability to send referrals to PHI electronically 
to locate patient. 

N
ot a Gap 

In current W
orldCare Suite 

PB 
Task 26 U

DFs for 
U

pgraded System
 

71 
VPDC - EPI 

IRIS shall enable standardize reporting for Adm
inistrative 

O
fficer of Duty (AO

D) to support m
anual data entry of case 

report (based on phone reporting),  
and system

 shall rule/logic that w
ill trigger indication of AO

D 
report and configuration of required fields for com

pletion. 

Gap 

AO
D Call log in W

orldCare 
Suite w

as developed 
specifically for ACDC 
doctors on call.  W

e w
ill 

need to enhance to perm
it 

this functionality.  

BM
 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System
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PRO
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G

AP 
* PRO

PO
SED SO
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N
 

** REQ
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IREM
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TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

72 
VPDC - EPI 

IRIS shall enable functionality to generate "notification 
tem

plate" based on the follow
ing activity status and w

ithout 
lim

itation: 
- 

N
otification to VPDC Investigator w

hen the lab 
reports are received. 

- 
N

otification w
hen case is out of jurisdiction (sim

ilar 
to O

O
J functionality defined in CM

aP). 
- 

N
otification if the case report is "high suspect" after 

the screening/assessm
ent (requirem

ents 
corresponds to item

# 69). 
- 

N
otification for "Investigation Closure".   Define rule 

for "closure" by AM
D vs. closure form

 IP. 

N
ot a Gap 

How
ever, this requires 

adding new
 process status 

to IRIS as w
ell as 

configurations to ARN
O

LD 
alerting system

. 

BC 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

73 
VPDC - EPI 

IRIS shall create VPDC specific U
ser Defined Form

s (U
DFS) w

ith 
pre-defined fields and business rules for the follow

ing 
docum

ents, w
ithout lim

itation, and shall enable functionality 
for auto-population of data to reduce m

anual entry: 
- 

VPDC m
easles diary calendar 

- 
CalREDIE EPI Form

 
- 

O
utbreak Reporting Form

 (CDPH 8554) 

N
ot a Gap 

CDPH U
DFs are already 

exists in W
orldCare Suite.  

Activate U
DFs developed by 

CDPH CalREDIE that 
corresponds to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

74 
VPDC - EPI 

IRIS shall enable functionality that w
ill allow

 EPI U
nit to create 

and display dashboard view
s based on user roles (e.g. 

M
anagers can see all assignm

ents w
hile general staff see only 

their ow
n assignm

ents) based on pre-defined rules/logic, and 
enable "drill dow

n" functionality to view
 case detail 

inform
ation. 

Gap = drill 
dow

n 

Dashboards and SSRS 
Reports.  How

ever, "drill 
dow

n" w
ill occur Post IRIS 

Go-Live. 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

75 
VPDC - EPI 

IRIS shall enable functionality to restrict access to cases or 
docum

ents/form
s based on pre-defined user security roles. 

N
ot a Gap 

In W
orldCare Suite 

PB 
Task 9 O

ther Baseline 
M

odifications for 
U

pgraded System
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U

IREM
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TRACEABILITY 
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ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

76 
VPDC - EPI 

IRIS shall enable functionality that shall allow
 detection of 

duplicate records based on the follow
ing record search 

criteria, w
ithout lim

itation: 
- 

First nam
e 

- 
Last nam

e 
- 

DO
B 

- 
Disease  

- 
Alias 

N
ot a Gap 

In current W
orldCare Suite 

PB 
Product Baseline  

77 
VPDC - EPI 

IRIS shall enable record search feature that allow
s EPI 

Investigator the ability to search record using 
“m

ultiple/com
bination fields" search criteria:  

First nam
e 

- 
Last nam

e 
- 

DO
B 

- 
Disease Type 

- 
Alias 

The enabling of the "m
ultiple/com

bination fields" record 
search shall support w

orkflow
 w

here clients have com
m

on 
nam

es, and result in long list of "a-like" client nam
e, and the 

additional field criteria such as the "disease type" shall 
m

inim
ize the search results. 

Gap 

M
ultiple Search 

functionality is being 
developed for CDPH in 
W

orldCare Suite version 17. 

PB 
Product Baseline and 
W

orldCare Suite 
version 16. 
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PRO
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TRACEABILITY 
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ATRIX:  
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W

 REQ
U

IREM
EN

T 
TYPE: 

78 
VPDC - EPI 

IRIS shall enable "re-routing or re-assignm
ent" of case to a 

respective user group (e.g. CH
S Health District, PHN

, PHI, etc.) 
to provide EPI on-duty investigator the ability to notify and re-
route case report to the appropriate investigator.  
 The enabling of the functionality for "re-routing/re-
assignm

ent" of case shall support the w
orkflow

 for w
hen an 

EPI on-duty investigator determ
ines an incom

ing case report is 
already under investigation by another EPI investigator; then, 
the EPI on-duty investigator w

ho received the report can re-
route and refer the case to the appropriate EPI investigator.  
The system

 m
ust allow

 "re-routing" or "re-assignm
ent" of case 

to another investigator, and not restrict to supervisor(s) only.  
Any investigator shall have the ability to "re-route" and "re-
assign".  

N
ot a Gap 

In W
orldCare Suite version 

16, but m
ust be configured 

to address the specific 
needs of VPDC Epi U

nit. 

BC 
Product Baseline  

79 
VPDC - EPI 

U
pon login to IRIS, dashboard page shall display VPDC critical 

case m
anagem

ent data based on the follow
ing aggregate 

form
at defined for the individual role and shall include 

w
ithout lim

itation: 
- 

Case counts by year of receipt, disease, investigator, 
resolution status, reason for resolution 
status/disposition and other critical single case 
m

anagem
ent fields; specific to VPDC. 

- 
Case counts by facility and investigator 

- 
List of current disease outbreaks 

- 
Case counts by SPAs, Health District and Supervisorial 
District 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
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IREM
EN

TS 
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 REQ
U
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T 
TYPE: 

80 
VPDC - EPI 

IRIS shall create VPDC specific U
DF for "disease case report" 

form
 (Pertussis form

) w
ith pre-defined fields and business 

rules that shall enable electronic transm
ission of the 

"Pertussis" report form
 data directly to CalREDIE and/or CDPH 

IP repository for upload by VPDC EPI U
nit.  Electronic upload 

of disease case report data shall include data from
 Perinatal 

Hepatitis B Case Report and PEP Error form
. 

N
ot a Gap 

CDPH U
DFs already exist in 

W
orldCare Suite.  Activate 

U
DFs developed by CDPH 

CalREDIE that corresponds 
to this form

. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

81 
VPDC - EPI 

IRIS shall enable autom
ated routing of case report to "O

ut of 
jurisdiction (O

O
J)". 

Gap 
This functionality m

ay be 
supported through 
RightFax. 

BID 
Task 8 Specified 
Baseline Interfaces 
for U

pgraded System
 

82 
VPDC - EPI 

IRIS shall enable feature to track "facility setting" w
hich is 

related to functionality defined in CM
aP for exposure site 

setting.  This feature is required by VPDC EPI U
nit to support 

w
orkflow

 for Pertussis O
utbreak. 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite via U
DF.  

Requires Configuration. 
BC 

Task 26 U
DFs for 

U
pgraded System

 

83 
VPDC - EPI 

IRIS shall enable functionality that allow
s EPI staff unit to 

create/load, track and link facility to an open case 
investigation, including integrating of the follow

ing features, 
w

ithout lim
itation: 

- Generate an indicator/identifier for outbreak 
- Populate the facility data into the Situation Log, and 
integrate the Situation Log to the outbreak log and auto-
assign an outbreak num

ber. 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite, but 
requires configuration, 
w

hich is included in Exhibit 
B (Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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84 
VPDC - EPI 

IRIS shall create VPDC specific U
DF for Calderite EPI Form

 and 
integrate functionality from

 CM
aP that allow

s "auto-
generation" of EPI report based on collected data inform

ation 
entered in the EPI form

 for CDPH State reporting, and shall be 
uploaded into a standard SFTP site to facilitate the sending of 
EPI report to CDPH. 
 The Calderite EPI form

 shall be stored in IRIS EFC com
ponent 

to avoid data entry redundancy, and enable auto-population 
of data entered from

 the six VPDC tabs, (e.g. Patient, Clinical, 
Laboratory, EPI Info, Facility Involvem

ent and Investigation) 
including features that facilitate data entry validation checks 
and pop-up boxes. 

N
ot a Gap 

In current W
orldCare Suite, 

but w
ill require 

configuration, w
hich is 

included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

85 
VPDC - EPI 

IRIS shall incorporate additional fields to the Laboratory tab in 
order to facilitate population of "Specim

en Collection 
Tracking" table on the VPDC Dashboard. 

N
ot a Gap 

In current W
orldCare Suite 

via ELR, but w
ill require 

configuration, w
hich is 

included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 7 Dashboards 
for U

pgraded System
 

86 
VPDC - EPI 

IRIS shall enable custom
ization of "M

y Tasks" or "M
y Case 

Load" dashboard view
s to include w

ithout lim
itation the 

follow
ing level of task: 

- 
Current active tasks 

- 
Pending tasks 

- 
Com

pleted tasks 
- 

Follow
-up tasks 

For exam
ple, EPI N

ursing U
nit opens case in IRIS and w

ill route 
case to CHS.  O

nce PHN
 opens the case for investigation, the 

system
 m

ust trigger "M
y Task" based on the task disposition. 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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PRO
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TS 
G
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** REQ
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IREM
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TRACEABILITY 
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ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

87 
VPDC - EPI 

IRIS shall create VPDC specific U
DF for "Facility Involvem

ent" 
and shall be configured into a new

 tab/section for case 
surveillance and case m

anagem
ent.  This tab/section shall 

include the follow
ing data elem

ents w
ithout lim

itation: 
- 

Facility/site nam
e (linking to group event, incident, 

contact and exposure events/outbreak) 
- 

Facility type 
- 

Facility profile (e.g. total occupancy, num
ber of staff, 

num
ber of high risk, total exposed, im

m
unization 

status, investigating agency, etc.) 

N
ot a Gap 

In current W
orldCare Suite, 

but w
ill require 

configuration, w
hich is 

included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

88 
CHS/TBCP 

IRIS shall create TBCP and CH
S specific dashboard, 

alerts/rem
inders/notifications via em

ail based upon status of 
the case, w

hich includes the follow
ing, w

ithout lim
itation: 

- 
N

ew
 tasks 

- 
Pending tasks 

- 
Status nearing due dates 

- 
Past due dates for both the nurses and supervisors.  

Gap 
Dashboard and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

89 
TBCP 

IRIS shall allow
 supervisors to re-assign/re-route the tasks 

w
hile w

orkers are on vacation or O
ut of O

ffice (for backup or 
w

orkload balance, etc.) w
ithout calling the adm

in to assign.   
N

ot a Gap 

In current W
orldCare Suite, 

but w
ill require 

configuration, w
hich is 

included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Product Baseline  

90 
TBCP 

IRIS shall enable auto-assignm
ent of M

D# (identifier) to 
identify county patients/case vs non-county patients. 

Gap 

N
ot in W

orldCare Suite but 
w

ill be created under 
Exhibit B (Statem

ent of 
W

ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

91 
VPDC - 
EPI/CHS/P
HI 

IRIS shall create VPDC specific U
DF for "requesting to locate" 

patient, w
hich w

ill contain pre-defined fields and business 
N

ot a Gap 
In current W

orldCare Suite, 
but w

ill require 
configuration, w

hich is 
BC 

Task 26 U
DFs for 

U
pgraded System
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rules that w
ill support the w

orkflow
 for "locating patient" by 

PHI and CHS. 
included in Exhibit B 
(Statem

ent of W
ork). 

92 
VPDC - EPI 

IRIS shall enable electronic signature functionality to allow
 

clinicians/providers to approve and sign clinical docum
ents 

through IRIS via "e-signature" feature.  

Gap 

E-signature 
Proposed functionality 
includes: 
• Create new

 feature for 
user to upload ow

n 
signature for their profile.  
Im

age of signature. 
• O

nly specific form
s can be 

signed, and w
ho can be 

assigned as w
ell as can be 

designated to sign for 
specific users. 
• Enter passw

ord to apply 
signature 
• Certain designated users 
can sign on behalf of others. 
Configuration w

ill be 
allow

ed to specify w
hich 

user can be assigned as a 
designee and w

hich users 
the designee w

ill be 
allow

ed to sign for.  U
se 

case exam
ple: Area health 

officers, and other positions 
w

here signatures are 
difficult to obtain and 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System
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EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
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 REQ
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som
etim

es hold up 
signatures.   

93 
VPDC - EPI 

IRIS shall create user-defined reports via SSRS or dashboard 
based on data collected from

 various U
DFs or com

ponents 
from

 the six tabs (e.g. patient, clinical, epi info, lab, facility, 
investigation), and shall auto-generate report base on defined 
rules and data param

eter/criteria.  Report shall include 
w

ithout lim
itation the follow

ing: 
- 

Disease w
orkload and m

orbidity  
- 

O
utbreak status report 

- 
O

utbreak case investigation  
- 

O
utbreak contact investigation 

- 
Bubble plots 

- 
EPI curves 

- 
M

aps 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

94 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable functionality for 
alerts/rem

inders/notifications via report and/or "task” based 
upon case activity, w

hich includes the follow
ing, w

ithout 
lim

itation: 
- 

Alert w
hen 4th dose is due (if required) 

- 
Alert for PEP Errors (> 12 hours) 

- 
Alert for past due EDD (e.g. 30 days and 60 days).   

Gap 

This functionality already 
exists in W

orldCare Suite 
via W

orldCare Alert.  
Requires configuration 
w

hich m
ay require 

Additional W
ork. 

TBD 
TBD 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 
 

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 31 of 86 
 

  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
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95 
VPDC - 
Perinatal 
Hep B 

IRIS shall create user-defined reports (via SSRS or dashboard) 
based on data collected from

 various U
DFs for the individual 

case report and shall auto-generate report base on defined 
rules and data param

eter/criteria.  Report shall include 
w

ithout lim
itation the follow

ing: 
- W

eekly reports of EDD by case m
anager 

- W
eekly reports of past due EDD by case m

anager 
- M

onthly reports of 2nd and 3rd dose due by case m
anager 

- Request for m
others of infants > 15 m

onths of age classified 
as "unable to contact". 

Gap 
Dashboards and SSRS 
reports and creating U

DFs. 
BM

 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
  

Task 26 U
DFs for 

U
pgraded System

 

96 
VPDC - 
Perinatal 
Hep B 

IRIS shall provide a functionality that allow
s 

clinician/provider/nurse the ability to m
anually docum

ent the 
patient's pregnancy status electronically (via radio button) 
into the lab report, and auto-assign a specific code that 
indicates "pregnancy status" for those lab reports transm

itting 
electronically via ELR/CM

R.  The system
 shall incorporate 

rules/logic that w
ill autom

atically identify those positive lab 
reports w

ith pregnancy status based on auto-assigned code. 

N
ot a Gap 

W
orldCare Suite currently 

contains a pregnancy field.  
Enhancem

ents to som
e 

com
ponents of pregnancy 

w
ill be addressed in 

W
orldCare Suite version 17 

via a Change O
rder 

requested by CalREDIE 
Team

.   

PB 
W

orldCare Suite 
version 17 

97 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable auto-population of standard "delivery 
notification" letter to enable Perinatal Hep B staff the ability 
to electronically notify and send the letter to the receiving 
hospital w

here the suspect/confirm
ed patient (m

other) w
ill be 

delivering.    
 The system

 shall create a rule/logic that w
ill auto-generate the 

"delivery notification" letter based on the Expected Delivery 
Date (EDD), to allow

 triggering of the letter one or tw
o 

m
onths before EDD for distribution. 

Gap 

W
orldCare Suite allow

s 
U

DFs to be attached. 
Delivery Report U

DF w
ill be 

developed under Exhibit B 
(Statem

ent of W
ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System
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98 
VPDC - 
Perinatal 
Hep B 

IRIS shall create VPDC Perinatal Hep B Preventative (PHBPU
) 

specific U
DF called  "Delivery Report" to support electronic 

notification from
 the hospital to PHBPU

 of the HBsAg+ 
patient's delivery status, infant's inform

ation and infant PEP 
treatm

ent inform
ation, and shall enable auto-upload into the 

Com
m

unity Reporting m
odule. 

   IRIS shall enable auto-population of patient's dem
ographic, 

lab, and related clinical inform
ation into the Delivery Report 

form
 upon creation and allow

s the providers/hospital the 
ability to docum

ent the delivery inform
ation and PEP 

inform
ation electronically for PHBPU

 tracking/m
onitoring.   

Gap 

W
orldCare Suite’s 

Com
m

unity Reporting 
M

odule already allow
s 

U
DFs to be attached and 

view
 by m

edical providers. 
Delivery Report U

DF w
ill be 

developed under Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

99 
VPDC - 
Perinatal 
Hep B 

IRIS shall support tracking of subm
itted or uploaded "Delivery 

Report" to ensure follow
-up on patient delivery and PEP 

treatm
ent for infant.   

 The system
 shall auto-generate a report/list w

ith rules/logic 
that w

ill trigger a report/list of all HBsAg+ pregnant w
om

en 
w

ithout any "Delivery Report" on file (subm
itted by the 

hospital) to ensure PHBPU
 staff follow

s up w
ith the hospital 

w
ith patient delivery status.  The report/list shall include 

w
ithout lim

itation the follow
ing data output/elem

ents: 
- 

Patient/m
other (e.g. nam

e, address, and phone) 
- 

Estim
ated data of delivery (EDD) 

- 
Hospital/Facility (e.g. nam

e, address, and phone) 
- 

Provider 
- 

PEP 
This report/list shall be used by the PHBPU

 to send a follow
-up 

w
ith the hospital or patient to confirm

 actual date of delivery, 

Gap 
Dashboards and SSRS 
Reports: 205932:  1) 
HBsAg+ Lab Reports  

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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and if the m
other delivered at the assigned hospital, and to 

ensure first dose of PEP w
as given to infant on tim

ely m
anner.   

100 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable auto-generation of the follow
ing docum

ents 
(letters) based on business rules/logic to generate single or 
m

ultiple letters on schedule, and allow
 user the ability to print 

an individual docum
ent/letter or batch printing on as needed 

basis for m
ail m

erge distribution.  Docum
ents/letter include 

w
ithout lim

itation: 

- 
HBsAg+ Lab Reports 

- 
EDD Letter (specified in requirem

ents item
# 97) 

- 
HBV Doses Letter (for parent and provider)  

- 
PEP Error Report Letter (tem

plate sent to State) 
- 

PVS Testing Rem
inder letter (for parent and provider) 

- 
U

nable to Locate letter (e.g. w
here are you, did you 

m
ove, etc.); corresponding w

ith the "ACCU
RIN

T" 
form

 (specified in requirem
ents item

# 102) 
- 

Transfer IN
/Transfer O

ut form
s (tem

plate sent to the 
State)  

N
ot a Gap 

W
orldCare Suite’s letter 

repository and U
DFs w

ill be 
used to address this 
requirem

ent.  Delivery 
Report U

DF w
ill be 

developed under Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

101 
VPDC - 
Perinatal 
Hep B 

IRIS shall auto-generate a "case num
ber" (Case ID) w

ith 
predefined form

at per individual case created/assigned/, and 
shall allow

 PHBPU
 the ability to assign the case to a case 

m
anager electronically, w

ith the auto-generated case num
ber 

(via "assignm
ent" task).  The "case num

ber" (Case ID) form
at 

shall include: 
- 

LA County code (19) w
ith m

onth, year and 3-digit 
sequential num

ber (e.g. 19-11-17-001). 

Gap  

CDPH CalREDIE/LACDPH 
Data Exchange to be 
provided under Exhibit B 
(Statem

ent of W
ork) 

BID 
Task 22 CalREDIE 
Baseline Interface for 
U

pgraded System
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- 
The 3-digit sequential num

ber m
ay restart as 001 for 

each given m
onth. 

102 
VPDC - 
Perinatal 
Hep B 

IRIS shall create PHBPU
 specific U

ser Defined Form
s (U

DFs) 
w

ith pre-defined fields and business rules/logic to support 
PHBPU

 case m
anagem

ent w
orkflow

 and allow
 the user to 

com
plete the form

s (U
DFs) electronically.  The U

DFs (form
s) 

that are required to be created in IRIS shall include w
ithout 

lim
itation the follow

ing, and shall enable pre-population of 
dem

ographic/clinical data upon generation to reduce data 
entry: - 

M
om

 Case form
 (to replace the M

om
 legacy 

database).   
- 

ACCU
RIN

T form
 (tem

plate/form
 sent to State for 

"unable to locate" patient) 
- 

Hospital "Delivery Report" form
 (associated w

ith 
requirem

ents item
# 98) 

- 
PEP Error form

  
- 

In-State Case Transfer form
 (tem

plate/form
 sent to 

State) 
- 

O
ut-of-State Case Transfer form

 (tem
plate/form

 sent 
to State) 

- 
Lab Tracking form

 (data inclusive of the Table Case 
legacy database).  This form

 (U
DF) shall enable user 

the ability to enter the lab results m
anually for those 

lab reports/results that are received through fax. 
- 

Table Case form
 (to replace the Table Case legacy 

database). 

Gap 

W
orldCare Suite’s 

Com
m

unity Reporting 
M

odule already allow
s 

U
DFs to be attached and 

view
 by m

edical providers. 
Delivery Report U

DF w
ill be 

developed under Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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PRO
G

RAM
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EN

TS 
G
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TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

103 
VPDC - 
Perinatal 
Hep B 

IRIS shall create aggregate reports (via SSRS or dashboard) 
based on data collected from

 various U
DFs for the individual 

case report and shall auto-generate report based on defined 
rules and data param

eter/criteria and shall enable reporting 
features that allow

s PHBPU
 to generate the follow

ing reports 
(via SSRS or dashboard) to support daily business operations.  
The follow

ing reports shall include w
ithout lim

itation:  
- 

HBV Report (e.g. for second, third or fourth doses), 
including PVS Report 

- 
PEP Error Report (PHBPU

 area report for patients 
w

ho m
issed the treatm

ent/dose) 
- 

EDD Report (this report shall trigger alert to PHBPU
 

w
hen "Delivery Report" form

 has not been received 
w

ithin tw
o w

eeks of the EDD). 
- 

Delivery Report for "unknow
n" m

others. 
- 

Supervisor Report w
hich includes w

ithout lim
itation: 

• 
Infants > 12 m

onths of age w
ho have not 

com
pleted their vaccination series 

• 
Infants > 18 m

onths of age w
ho has not 

com
pleted PVS testing 

• 
Average num

ber of days for opening a case by 
case m

anager 
• 

# of cases assigned per m
onth (m

onthly 
w

orkload report) 
• 

# of cases opened per m
onth (new

 or returning 
cases) 

• 
# of HBsAg+ status unknow

n delivery report 
(m

ust be sorted by m
onth received). 

N
ot a Gap 

Dashboard and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
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U

IREM
EN

TS 
G

AP 
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PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

- 
Standard Q

uarterly Report, w
hich includes w

ithout 
lim

itation: 
• 

Lab report received (per m
onth and per total) 

for: 
- 

fem
ales 14-46 years of age 

- 
m

ales and fem
ales 0-2 years of age 

• 
# of cases opened, new

 and returning 
• 

N
um

ber and percentage of infants: 
- 

that received PEP w
ithin 12 hours 

- 
that had PEP errors 

- 
com

pleting Hep B vaccination series  
• 

N
um

ber and percentage of infants lost and 
need to follow

-up w
hich includes w

ithout 
lim

itation: 
- 

infants lost before their vaccination series 
- 

infants lost during their vaccination  
- 

infants lost after vaccination series 
• 

N
um

ber of infants “U
nable to Reach” 

• 
N

um
ber of infants com

pleting PVS Testing 

- PHBPU
 M

onthly W
orkload and M

orbidity Report 

104 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable functionality for "check-off" list for case 
closure. 

N
ot a Gap 

In W
orldCare Suite: List can 

be generated via Ranged 
Reports.  

PB 
Task 26 U

DFs for 
U

pgraded System
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PRO
G

RAM
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U

IREM
EN

TS 
G
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LU
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

105 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable functionality that allow
s PHBPU

 the ability to 
generate "Household Contact" referral to health center for 
appointm

ent, and enable m
ultiple entry of Household Contact 

linked to M
om

's case. 
 IRIS m

ust have the ability to track all household contacts of 
the case. 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite.  Requires 
configuration included in 
Exhibit B (Statem

ent of 
W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

106 
VPDC - 
Perinatal 
Hep B 

IRIS shall enable functionality that w
ill allow

 docum
entation of 

m
ultiple follow

-up on vaccinations or PVS testing for tw
ins or 

triplets infant cases, that are linked to patient/M
om

 case. 
N

ot a Gap 

Functionality currently in 
W

orldCare Suite.  Requires 
configuration included in 
Exhibit B (Statem

ent of 
W

ork). 

BC 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

107 
VPDC - 
Perinatal 
Hep B 

IRIS shall create Lab report based on data output captured 
from

 the Lab Tracking Form
 (U

DF) w
hich shall encom

pass the 
follow

ing pre-defined fields, including w
ithout lim

itation: 
• 

Date Received (date w
hen the unit receive the lab 

report) 
• 

Collection date (this is the date w
hen lab w

as 
collected and a critical data elem

ent due to California 
Safety Code regulation that states Hepatitis B Antigen 
plus (HBsAg+) test has to be done for each 
pregnancy.) 

• 
Date w

hen the unit receive the lab 
• 

Collection date (this is critical data because the 
California Safety Code states that Hepatitis B Antigen 
plus (HBsAg+) test has to be done for each 
pregnancy. They can’t say, “oh the last tim

e the 
m

other w
as pregnant and seen at the hospital she 

w
as positive”, and just rely on the last HBsAg+ test 

Gap 
Dashboards and SSRS 
Reports: 205932:  1) 
HBsAg++ Lab Reports  

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
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PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

result).  They have to perform
 the test for each 

pregnancy. 
• 

Source w
here the lab cam

e from
 (e.g. Q

uest, 
SunQ

uest, clinical, PH lab, etc.) 
• 

Type of lab 
• 

Have healthcare provider conduct additional testing 
to determ

ine if m
other is highly infectious. 

• 
Estim

ated delivery date (EDD) (can’t see it on the 
form

 she presented); just for the purpose of the 
letter.  The actual delivery date w

ill be confirm
ed 

once the case m
anager talks to the m

other or the 
hospital. 

• 
Delivery report – that the m

other delivered, or if she 
m

iscarried. 
• 

Date w
hen case w

as assigned to the case m
anager 

• 
Assigned case m

anager 
• 

Pregnancy status 
• 

EDD 
• 

Incident # 
 IRIS shall enable PHBPU

 the ability to query or sort Lab 
Reports based on "Date Received", and shall enable 
autom

ated w
eekly upload of report. 

108 
VPDC - 
Perinatal 
Hep B 

IRIS shall support tracking of cases by statuses and enable 
"notification" to appropriate user (e.g. PHBPU

 staff, CHS 
nursing, provider, etc.) each tim

e the status change. 
N

ot a Gap 

Functionality currently in 
W

orldCare Suite.  Alerting 
w

ill be used, but also 
requires som

e configuration 
included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
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PO
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LU
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N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

109 
PHI 

IRIS shall create H-450(U
DF) to enable electronic form

 used by 
the PHI w

hen investigating TB and ACD cases.  The system
 

shall restrict access to the form
 only to user w

ith PHI security 
roles and shall enable functionality for printing to allow

 PHI 
users to print the form

 on dem
and w

hen subpoena by the 
court.       

Gap 

Functionality currently in 
W

orldCare Suite.  U
DF w

ill 
be developed. Also requires 
som

e configuration 
included in Exhibit B 
(Statem

ent of W
ork). 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 
Task 26 U

DFs for 
U

pgraded System
 

110 
PHI 

IRIS shall create PHI specific U
ser Defined Form

s (U
DFs) for 

STD case investigation to enable electronic docum
entation of 

STD cases by PHI.  PHI U
DFs (form

s) shall include w
ithout 

lim
itation:    

- 
HDFU

 
- 

Field Record 
- 

Interview
 Record 

- 
Contact Interview

  
- 

Partner Contact 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite.  U
DF w

ill 
be developed.  Also 
requires som

e configuration 
included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

111 
PHI  

IRIS shall create a m
ulti-disciplinary U

DF (H-455) to allow
 PHI 

the ability to request legal intervention from
 providers 

electronically and enable e-signature functionality for 
provider/discipline approval. 
 IRIS shall support the H-455 business w

orkflow
 process and 

rules for the review
 and approval process required by: 

- 
Supervisor Public Health Investigator 

- 
Public Health N

urse Supervisor 
- 

Area M
edical Doctor 

- 
Program

 Epidem
iologist/CDC Advisor 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite. U
DF w

ill 
be developed.  Also 
requires som

e configuration 
included in Exhibit B 
(Statem

ent of W
ork). 

Requires e-signature 
included in Exhibit B 
(Statem

ent of W
ork). 

BM
/BC 

Task 26 U
DFs for 

U
pgraded System

 

112 
PHI  

IRIS shall support the storing of the sensitive occupation 
situation (SO

S) letter. 
N

ot a Gap 
Storing the SO

S letters in 
the EFC and "locking" 
functionality.  

BM
/BC 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System
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IREM
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TRACEABILITY 
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SO
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 REQ
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EN

T 
TYPE: 

113 
PHI  

IRIS shall support the business rules and w
orkflow

 process 
associated w

ith the different levels of review
 and approval 

needed to com
plete and close an investigation. 

N
ot a Gap 

Ability to create business 
rules and in W

orldCare 
Suite. How

ever, business 
rules and w

orkflow
s w

ill 
need to be configured, 
w

hich is included in Exhibit 
B (Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

114 
PHI 

IRIS shall create and support alerts and notifications to PHI, 
such as for notification of interview

 for HDFU
. 

N
ot a Gap 

In W
orldCare Suite, but 

requires configuration of 
alerts in W

orldCare Alert. 
BC 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 (e-
signature) 

115 
PHI 

IRIS shall create and support m
onthly aggregate and 

perform
ance m

easured report required by the PHI. 
Gap 

SSRS Reports (non-
dashboard).  

BM
 

Task 21 Reports for 
U

pgraded System
 

116 
PHI 

IRIS shall support the business w
orkflow

 process of requiring a 
m

edical doctor's approval form
 before the PHI can start the 

contact investigation. 

N
ot a Gap 

In W
orldCare Suite. 

Requires configuration of 
w

orkflow
 and process 

status, w
hich is included in 

Exhibit B (Statem
ent of 

W
ork). Requires e-signature 

w
hich is included in Exhibit 

B (Statem
ent of W

ork). 

BM
/BC 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 (e-
signature) 

117 
PHI 

IRIS shall provide Dashboard view
s (custom

 view
s) of 

investigations’ records and allow
 the drill dow

n functionality 
into the specific record.  The Dashboard view

 shall display 
records based on the business rules of security role hierarchy, 
such as m

anagers w
ill have access to all investigation records 

and non-m
anager users w

ill have access to investigations 
assigned to them

. 

Gap (drill 
dow

n) 
Dashboards w

ill be in IRIS.  
BM

 
Task 7 Dashboards 
for U

pgraded System
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T 
TYPE: 

118 
PHI  

IRIS shall support the assignm
ent and reassignm

ent of PHI to 
investigation(s) based on the needs of the CHS Health District.  
The system

 shall support the assignm
ent of PHI to 

investigation(s) that m
aybe outside of their assigned Business 

U
nit/Group/Team

.  

N
ot a Gap 

In W
orldCare Suite. 

PB 
Task 26 U

DFs for 
U

pgraded System
 

119 
PHI  

IRIS shall support the capture of special outreach/group 
events conducted by the PHI.   

N
ot a Gap 

In W
orld Care Suite. 

PB 
Task 26 U

DFs for 
U

pgraded System
 

120 
PHI 

IRIS shall support the printing of the client's labels containing 
the M

RN
 to allow

 the PHI to adhere the label to the interview
 

form
s. 

 Gap 
Functionality to print labels 
not in W

orldCare Suite.   
TBD 

TBD 

121 
VPH 

IRIS shall create VPH specific U
ser Defined Form

s (U
DFs) w

ith 
pre-defined fields and business rules to support VPH 
surveillance and case m

anagem
ent w

orkflow
, and shall 

include VPH related fundam
ental form

s w
ithout lim

itation: 
- 

Anim
al Bite Report Form

 
- 

Anim
al Disease Report Form

 (all-purpose) 
- 

Rabies Specim
en Subm

ission Procedure 
- 

Suspected Rabies Anim
al Form

 
- 

O
ut of Jurisdiction (O

O
J) Form

 (to facilitate closure of 
cases that are O

O
J, and support tracking) 

- 
Lab Specim

en Form
 for anim

al/hum
an exposure 

- 
PEP Form

 for prophylaxis treatm
ent for potentially 

exposure, w
hich includes patient treatm

ent 
disclosures, referral to CHS for PEP, if necessary, and 
em

ail tem
plate for notification. 

- 
Im

pound and General Form
 (6-7 specific disease 

form
s that can utilize the general bite report) 

 IRIS shall enable auto-population of form
s/U

DFs based on 
data input generated by the reporting sources (e.g. Hum

an 

N
ot a Gap 

Functionality in W
orldCare 

Suite version 16 to create 
U

DFs for Vet Program
.  

PB/BC 
Task 26 U

DFs for 
U

pgraded System
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U
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W

 REQ
U

IREM
EN

T 
TYPE: 

Hospitals, Veterinary Hospitals, Anim
al Shelters and m

em
bers 

of the public). 

122 
VPH 

IRIS shall incorporate Bite Reporting functionalities that shall 
allow

 VPH staff the ability to generate report of all the rabies 
cases for State m

andated reporting. The reports shall include 
w

ithout lim
itation: 

- Bite Reports  
- M

andatory Rabies Report 
- Anim

al Disease Report 

Gap 

Som
e functionality w

ill be 
accom

plished via U
DFs and 

reports via Ranged Reports 
or SSRS.  

BC 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

123 
VPH 

IRIS shall create VPH standard hom
e/shelter quarantine 

"letters and notices to support the electronic delivery of 
official quarantine letters/notes to hom

eow
ners and anim

al 
shelters. and enable auto-population of data based on data 
inform

ation generated from
 the various VPH form

s/U
DFs (20 

form
s). 

The standard letters and/or notices shall include w
ithout 

lim
itation: 

- Hom
e Q

uarantine letters/notices 
- Shelter Q

uarantine letters/notices 

N
ot a Gap 

Som
e functionality w

ill be 
accom

plished via U
DFs and 

others via letter repository.   
BC 

Task 26 U
DFs for 

U
pgraded System

 

124 
VPH 

IRIS shall support Electronic Laboratory Reporting (ELR) and 
enable extraction of data for three VPH specific diseases and 
enable transfer of results for the three diseases into IRIS. 
 Electronic transm

ission of results from
 tw

o m
ain diagnostic 

laboratories w
ithin the Veterinary m

edicine shall be 
supported through a stream

lined portal for surveillance and 
case m

anagem
ent. 

Gap 

After establishing ELR w
ith 

tw
o m

ain diagnostic 
laboratories w

ho currently 
reports results for anim

al 
diseases via fax, U

DFs w
ill 

be required to capture the 
data from

 ELR and 
developed under and in 

BID 
Task 26 U

DFs for 
U

pgraded System
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 REQ
U
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accordance w
ith Exhibit B 

(Statem
ent of W

ork). 

125 
VPH 

IRIS shall enable read and w
rite access to VPH related 

cases/diseases/form
s/reports based on the follow

ing user-
defined security roles.  Such roles shall include w

ithout 
lim

itation: 
- 

Five (5) Veterinarians involved in IRIS process as it 
relates to "bite" reporting and "anim

al disease" 
reporting. 

- 
Seven (7) Field Inspectors w

ho perform
 data input 

and case m
anagem

ent directly into system
. 

- 
EPI Analyst 

- 
Public Health Associates 

- 
Four (4) O

ffice Staff w
ho perform

s data entry and 
w

ho assigns the cases. 
- 

End users from
 the follow

ing four (4) entities for case 
reporting: 
    1. Hum

an Hospitals 
    2. Veterinary Hospitals 
    3. Anim

al Shelters 
    4. M

em
bers of the public 

N
ot a Gap 

Som
e functionality already 

exists in W
orldCare Suite.  

Com
m

unity Reporting 
M

odule to be used for 
external reporting sources.   

BM
/BC 

Task 26 U
DFs for 

U
pgraded System

 

126 
VPH 

IRIS shall enable functionality that allow
s VPH to 

open/assign/re-assign bite and rabies disease cases based on 
"case activity" defined by business rules/logic. 

N
ot a Gap 

Functionality to open and 
assign VPH diseases already 
exists.   

BC 
Task 26 U

DFs for 
U

pgraded System
 

127 
VPH 

IRIS shall auto-generate a "case num
ber" (Case ID) for each 

case opened/assigned. 
N

ot a Gap 
In W

orldCare Suite. 
PB 

Task 26 U
DFs for 

U
pgraded System
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RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
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U
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T 
TYPE: 

128 
VPH 

IRIS shall create VPH specific reports (tem
plates) for bite 

processing, in particular those bite reports that are generated 
from

 the 28 shelters w
ithin County, City and non-profit 

shelters; and enable printing of the reports (on-dem
and or 

batch printing) w
ithin IRIS to facilitate the delivery of the 

reports to the 28 shelters.   
 IRIS shall enable access to the 28 shelters to facilitate 
reporting of cases through the Com

m
unity Reporting m

odule. 

N
ot a Gap 

In W
orldCare Suite via 

Com
m

unity Reporting 
M

odule and U
DFs. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

129 
VPH 

IRIS shall facilitate closure of O
ut-of-Jurisdiction specim

en 
rabies testing/hot head/PEP cases using the O

O
J form

/U
DF to 

support tracking of all cases sent to other jurisdiction. 
N

ot a Gap 
U

DFs, SSRS report, and 
w

orkflow
 to support 

tracking of cases sent out. 
BC 

Task 26 U
DFs for 

U
pgraded System

 

130 
VPH 

IRIS shall incorporate geocoding (Census Tract) functionality to 
facilitate assignm

ent of case to the appropriate Anim
al 

Sanitation Inspectors.  
N

ot a Gap 
Geocoding and census tract 
functionality in W

orldCare 
Suite. 

PB 
Task 26 U

DFs for 
U

pgraded System
 

131 
VPH 

IRIS shall enable functionality to allow
 VPH inspectors to 

docum
ent lab specim

en request electronically and enable 
electronic notification of lab request, including notification of 
results from

 the DPH lab to the Veterinarian on-duty for 
surveillance and case m

anagem
ent of high risk cases.  IRIS 

shall enable printing of the lab specim
en request (or label) to 

enable attachm
ent of request or label to the specim

en 
collected for specim

en pick-up.  

Gap (ELR) 

Functionality exists in 
W

orldCare Suite to allow
 

docum
entation of lab 

specim
en.  Vet labs need to 

be onboarded to ELR and 
developed under and in 
accordance w

ith Exhibit B 
(Statem

ent of W
ork). 

 .  

BID 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

132 
VPH 

IRIS shall enable functionality that w
ill facilitate 

docum
entation and tracking of Prophylaxis (PEP) treatm

ent 
recom

m
endation for exposure cases. 

N
ot a Gap 

Som
e functionality already 

exists in W
orldCare Suite.  

O
ther functionality can be 

accom
plished via U

DFs. 

BC 
Task 26 U

DFs for 
U

pgraded System
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T 
TYPE: 

133 
VPH/CHS 

IRIS shall enable functionality that w
ill facilitate electronic 

consultation and referral of exposure case to ACDC or 
Com

m
unity Health Services (CHS) for Prophylaxis (PEP) 

treatm
ent and enable electronic notification to the 

Veterinarian w
hen PEP treatm

ent is com
pleted by CHS to 

facilitate closure of exposure case.  
 IRIS shall incorporate CM

aP functionality as it relates to the 
docum

entation and tracking of "case/event notes", including 
com

m
unity outreach events and facilitate the electronic 

notification of PEP treatm
ent from

 CH
S to VPH based on 

process activity (e.g. ACD supervisor review
, Close by CHS, 

etc.). 

N
ot a Gap 

Som
e functionality already 

exists in W
orldCare Suite.  

O
ther functionality can be 

accom
plished via U

DFs, 
w

orkflow
, and creation of 

appropriate process 
statuses. 

PB/BC 
Task 26 U

DFs for 
U

pgraded System
 

134 
VPH 

IRIS shall support electronic recording of lab specim
en results 

directly by DPH lab or provider and allow
 VPH the ability to 

obtain lab results real-tim
e. 

Gap (ELR) 

ELR for anim
al diseases 

needs to be im
plem

ented 
w

ith DPH labs to facilitate. 
Vet labs need to be 
onboarded to ELR, and 
U

DFs w
ill be developed to 

capture the data 
transm

itted developed 
under and in accordance 
w

ith Exhibit B (Statem
ent of 

W
ork). Sim

ilar to Item
 # 

131. 

BID 
Task 26 U

DFs for 
U

pgraded System
 

135 
VPH 

IRIS shall support electronic docum
entation for "Im

pounds" 
cases to enable the VPH staff/inspector the ability to 
docum

ent fieldw
ork such site visit encounters - testing the 

anim
als during the quarantine period at the shelter w

here the 
anim

al is im
pounded, case m

anagem
ent docum

entation - 

Gap 
Current functionality not in 
W

orldCare Suite. 
BM

 
Task 26 U

DFs for 
U

pgraded System
 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 
 

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 46 of 86 
 

  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
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 REQ
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IREM
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reporting on how
 the anim

als are doing through the entire 
quarantine period. 

136 
VPDC - 
Perinatal 
Hep B 

Special Project:  
IRIS shall support identification of "pregnancy status" at initial 
lab order requisition.  The program

 is currently w
orking w

ith 
providers and the labs to define w

orkflow
 w

here "pregnancy 
status" w

ill be captured and identified.  Program
 has identified 

CDPH process for EHR w
ith the four (4) labs w

here pregnancy 
status indicator (test code) is identified through the lab order, 
w

hich m
ay be used to support the program

 needs.   

N
ot a Gap 

W
orldCare Suite currently 

contains a pregnancy field 
but not " at initial lab order 
requisition". Enhancem

ents 
to som

e com
ponents of 

pregnancy w
ill be 

addressed in W
orldCare 

Suite version 17 via a 
Change O

rder requested by 
CalREDIE Team

.   

PB 
W

orldCare Suite 
version 17 
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137 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall create "Delivery Report" U

DF w
ith pre-defined fields 

and business rule, and have the U
DF attach to the Com

m
unity 

Reporting m
odule to enable access of the U

DF/form
 w

ith the 
providers w

ho w
ill be participating in the pilot project and 

w
ith existing users of the Com

m
unity Reporting m

odule.  The 
U

DF/form
 shall include data inform

ation, w
ithout lim

itation: 
M

om
's dem

ographic, to ensure that test order is for current 
pregnancy and if m

other's record exist. 
- 

Testing that has been ordered/done.  The Delivery 
Report U

DF/form
 m

ust support docum
entation for 

m
ultiple testing for all test types, including Hep B 

Core Anti-body test, HBsAg, H
BV DN

A, and additional 
HBsAg lab tests done during the current pregnancy. 

- 
Inform

ation regarding the PEP of the infant, including 
the reason w

hy PEP w
as not given to the infant if 

"PEP Error" is identified, the program
 w

ill need to 
know

 to follow
-up w

ith State, m
om

 and pediatrician. 
- 

Pediatrician inform
ation (e.g. nam

e of the on-call 
w

hen the baby w
as born), the actual pediatrician that 

the infant w
ill be seeing on an on-going basis. 

- 
Hospital/Facility inform

ation w
here the m

other 
delivered. 

N
ot a Gap 

W
orldCare Suite’s 

Com
m

unity Reporting 
M

odule already allow
s 

U
DFs to be attached and 

view
 by m

edical providers. 
Delivery Report U

DF w
ill be 

developed under Exhibit B 
(Statem

ent of W
ork). 

PB/BC 
Task 26 U

DFs for 
U

pgraded System
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138 
VPDC - 
Perinatal 
Hep B 

Reports:  Dashboard/SSRS 
IRIS shall enable tracking of all positive (HBsAg+) lab reports in 
IRIS through the auto-generation of the follow

ing reports.  The 
reports shall have pre-defined fields/colum

ns and business 
rules that allow

s filtering of data param
eter based on the data 

criteria used.   
- 

positive labs of fem
ale of 14 through 46 years of age  

- 
labs of all m

ales and fem
ales 0 through 2 years of 

age. 
IRIS shall auto-generate the aforem

entioned reports in a 
lined-list report form

at by "Create Date" (oldest date) and 
shall be generated on a w

eekly basis - every M
onday to 

facilitate tracking and follow
-up of patient.  The report shall 

be generated, w
ithout lim

itation the follow
ing data output: 

Date Lab Report Received 
- 

Date Collected 
- 

N
am

e of patient 
- 

DO
B 

- 
Date Lab report w

as assigned  
- 

Case m
anager assigned 

- 
Source (e.g. laboratory nam

e, collection date, type of 
lab) 

- 
EDD 

- 
Pregnancy Status 

- 
Disease Incident N

um
ber 

In addition to the aforem
entioned reports, IRIS shall create 

the follow
ing reports w

ith pre-defined fields and business 
rules that w

ould allow
 drill-dow

ns based on data param
eters.  

Such reports include w
ithout lim

itation: 

Gap 
Dashboards and SSRS 
Reports: 205932:  1) 
HBsAg+ Lab Reports  

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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** REQ
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SO
W

 REQ
U

IREM
EN

T 
TYPE: 

Infants vaccine doses (e.g. 1st, 2nd and 3rd, 4th if necessary) 
based on due date. 

- 
PVS testing based on due dates. 

- 
Pregnancy status report. 

- 
U

nable to locate lined-list  
- 

Supervisor level reports including w
ithout lim

itation: 
• 

Infants > 12 m
onths of age w

ho have not 
com

pleted their vaccination    
• 

series 
• 

Infants > 18 m
onths age w

ho have not 
com

pleted their PVS testing 
• 

Average num
ber of days of open case by 

case m
anager w

ith drill-dow
n  

• 
for the follow

ing criteria: case assigned per 
m

onth, case opened per 
m

onth, # of cases w
ith HPBAG status unknow

n delivery 
reports received. 

139 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall create standard letters/notices to facilitate the 
form

al notification to hospital of m
other's delivery date and 

for PEP rem
inder to ensure vaccination is com

pleted on a 
tim

ely m
anner.  The letter to be created are: 

-Expected Delivery Date (EDD) letter  
- Rem

inder for PEP letter 
- Schedule for vaccination (schedule tim

eline) 
- Rem

inder for testing after all vaccinations are given. (Post - 
vaccination serology [PVS] letter). 
 IRIS shall enable electronic printing of the aforem

entioned 

Gap 

Som
e functionality exists in 

W
orldCare Suite others w

ill 
need to be developed 
under Exhibit B (Statem

ent 
of W

ork).   

BID 
Task 26 U

DFs for 
U

pgraded System
 

(Letter Repository) 
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 REQ
U

IREM
EN

T 
TYPE: 

letters to allow
 program

s to print letters and feed into 
RightFax to send out to the hospital/providers. Slide# 38 
show

s exam
ple of the letters. 

 IRIS shall incorporate features that w
ill support w

orkflow
 for 

tracking type of letter sent, to w
hom

 (e.g. hospital, provider, 
m

om
, etc.) the letter is sent, and the date w

hen the letter is 
sent. 

140 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall support data transfer (FTP file) to State through data 
export to facilitate transm

ission of case data required for 
State reporting.   

Gap 

CDPH CalREDIE/LACDPH 
Data Exchange to be 
developed under and in 
accordance w

ith Exhibit B 
(Statem

ent of W
ork). 

BID 
Task 22 CalREDIE 
Baseline Interface for 
U

pgraded System
 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 
 

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 51 of 86 
 

  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
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141 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall enable functionality to capture and generate the 
State m

andated "case num
ber" form

at:  LA County code-M
M

-
DD-Seq N

um
ber (e.g. 19-11-17-002).  The case num

ber is a 
State m

andated num
ber that is used to track the case by the 

program
 and State. 

Gap 

CDPH CalREDIE/LACDPH 
Data Exchange to be 
developed under and in 
accordance w

ith Exhibit B 
(Statem

ent of W
ork). 

BID 
Task 22 CalREDIE 
Baseline Interface for 
U

pgraded System
 

142 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall support em

ail encryption of data from
 IRIS to allow

 
m

essage distribution via em
ail to provider or parent.  Current 

W
orldCare Suite only allow

s sending of m
essages w

ithin the 
system

 (w
ithout PHI data). 

Gap 

U
nder current County 

policy, PHI data cannot be 
sent via em

ail.  If there is a 
change in County policy, 
then Parties w

ill determ
ine 

w
hether in Tasks 1-26 or 

Task 30 of the Statem
ent of 

W
ork.   

TBD 
TBD 
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143 
VPDC - 
Perinatal 
Hep B 

Special Project: 
IRIS shall enable feature for "restriction of VIP file" based on 
jurisdiction (district) and disease. Data for restriction m

ay 
include w

ithout lim
itation PHI legal orders and those 

docum
ents related to under age child, w

hich can only be seen 
by certain DHSP users. 

Gap  
IRIS Locking/prevent access 
to specific files in EFC.    

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 
(EFC Locking 
Functionality) 

144 
VPDC - 
Perinatal 
Hep B 

Data Related Specifications: 
IRIS shall support seven (7) years of data retention based on 
program

s’ needs, and shall ensure quality of data is 
appropriate for retention.  Process m

ust be defined in IRIS for 
those existing records to elim

inate duplication: 
- Find w

here there's a m
atch w

ith existing data from
 legacy 

database and IRIS. 
- Create those that do not have m

atch in IRIS. 
- Add additional inform

ation for those that are in the system
. 

N
ot a Gap 

VPDC Perinatal Hep B unit 
are current users of the 
IRIS. How

ever, data from
 

legacy databases are 
m

aintained outside of IRIS.  

BM
 

Task 13 Data 
Conversion and 
M

igration (EPI) 

145 
VPDC - 
Perinatal 
Hep B 

Data Related Specifications: 
IRIS shall m

igrate seven (7) years’ w
orth of data from

 Table 
Case and M

om
 Case com

bined w
ith approxim

ately 400 fields 
and 10-20 thousand records from

 each legacy database.  VPDC 
Perinatal Hep B program

 m
ust have the ability to access all 

records and available regardless of record aging to support 
CDC case studies. 

Gap 

VPDC Perinatal Hep B unit 
are current users of the 
IRIS. U

DFs w
ill be developed 

to capture data from
 Table 

Case and M
om

 Case 
databases under and in 
accordance w

ith Exhibit B 
(Statem

ent of W
ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System
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146 
VPDC - 
Perinatal 
Hep B 

Data Related Specifications: 
IRIS shall create one set of U

DF (based on existing CDPH U
DF 

form
s) and add few

 pre-defined fields to support and 
accom

m
odate som

e of the changes from
 State.  U

DF shall 
include the follow

ing data fields w
ithout lim

itation: 
- O

utreach 
- O

ut of State 

Gap 
CDPH U

DFs are already 
exist in W

orldCare Suite.  
BC 

Task 26 U
DFs for 

U
pgraded System

 

147 
VPDC - EPI 

Special Projects: 
IRIS shall incorporate an algorithm

 for determ
ining threshold 

for certain num
ber of diseases for an individual geographic 

area, and allow
 linkage to the facility m

odule.  The algorithm
 

shall include logic for alerting program
 w

hen threshold is 
reached for the individual disease based on data param

eters 
and geographic area (facility), and allow

 search program
 the 

ability to search by facility nam
e and/or type. 

N
ot a Gap 

(Threshold 
Analysis) 

Threshold Analysis and 
alerting functionality are 
currently in W

orldCare 
Suite and w

ill be configured 
to address this requirem

ent 
under Exhibit B (Statem

ent 
of W

ork).   

BC 
Task 26 U

DFs for 
U

pgraded System
 

148 
VPDC - EPI 

Special Projects: 
IRIS shall support bi-directional data exchange (interface) from

 
other facilities for high-risk inform

ation - update of case 
investigation reporting. 

Gap (Bi-
directional 
exchange 
of data) 

TBD  
TBD 

TBD 

149 
VPDC - EPI 

Special Projects: 
IRIS shall enable an auto-dial/auto-call feature to allow

 
com

m
unication w

ith health services and allow
 the program

 to 
leave m

essages to the provider (e.g. AO
D, AHO

, AM
D, CH

S, 
etc.) for high-profile incident/case that require im

m
ediate 

attention/action. 

Gap 
TBD 

TBD 
TBD 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 
 

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 54 of 86 
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# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

150 
VPDC - EPI 

Special Projects: 
IRIS shall support bi-directional interface w

ith California 
Im

m
unization Registry (CAIR) to allow

 tracking of patient’s 
vaccination records.   

Gap  
TBD 

TBD 
TBD 

151 
VPDC - EPI 

Special Projects: 
IRIS shall enable direct interface w

ith "RightFax" server to 
allow

 electronic transm
ission of reports, letters and notices 

from
 program

s, health agency providers directly w
ithin IRIS. 

Gap 
RightFax 

BID 
Task 8 Specified 
Baseline Interfaces 
for U

pgraded System
 

152 
VPDC - EPI 

Special Projects: 
IRIS shall generate a report of all patients that are unable to 
locate and support the program

 in the facilitating of the 
request for ACCU

RIN
T search to the State. 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

153 
VPDC - EPI 

Special Projects: 
IRIS shall enable feature that w

ill auto-generate surveillance 
calendar w

ith the individual staff schedule, and create a 
business rule/logic for an algorithm

 that w
ill auto-calculate 

the num
ber of days individual staff w

as on for the m
onth (e.g. 

days off for the m
onth and the average num

ber of off days for 
equitable distribution of cases to investigator during high-
volum

e days, etc.), and auto-assign case to an individual 
investigator based param

eters defined through the algorithm
.  

Data param
eters for defining the algorithm

 shall include 
w

ithout lim
itation: 

- 
Average num

ber of days each staff has been on-duty 
schedule each m

onth, w
ithin five-m

onth period. 
- 

Individual staff "out-of-office" schedule for the 
upcom

ing m
onth. 

Gap 

N
eed to enhance calendar 

functionality already in 
W

orldCare Suite.  If desired 
by County, w

ill be acquired 
as Additional W

ork under 
and in accordance w

ith 
Exhibit B (Statem

ent of 
W

ork). 

TBD 
TBD 
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RAM
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TS 
G
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PO
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

154 
VPDC - EPI 

Special Projects: 
IRIS shall add "due date" variable into the Task List to 
stream

line process to com
ply w

ith program
 standards. 

Gap 

N
eed to add due date to 

task functionality in 
W

orldCare Suite under 
Exhibit B (Statem

ent of 
W

ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

155 
VPDC - EPI 

Special Projects: 
IRIS shall generate an EPI Curve m

ap w
ith "Bubble Plot" for 

tracking outbreaks. 
Gap 

Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

156 
VPDC - EPI 

Data Related Specifications: 
15 years’ w

orth of data shall be m
igrated into IRIS and shall 

retain 15 years prior of historical data archived in data 
w

arehouse; and shall allow
 easy access of archived data by 

the program
.   Data volum

e for storage shall include com
plete 

data from
 1997 w

ith m
ore than 10-20 years of data w

ith 
approxim

ately 5-10 thousand records w
ith m

ass data. 

N
ot a Gap 

VPDC Access databases w
ill 

be m
igrated.  

BM
 

Task 13 Data 
Conversion and 
M

igration 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

157 
VPDC - EPI 

Reports: Dashboard/SSRS 
IRIS shall create VPDC EPI related case m

anagem
ent reports 

w
ith pre-defined filter param

eters (e.g. drill-dow
n) and 

business logic to run and display report.  These reports shall 
include w

ithout lim
itation the follow

ing: 
1. 

Line list of all VPCD specific disease incidents w
ith 

drill-dow
n param

eters (e.g. pending for certain # of 
days, not routed to CHS, pending VPDC lab tests from

 
PHL, VRDL, or com

m
ercial lab, etc.) 

2. 
Line List of case counts w

ith key param
eters for drill-

dow
n to display case by: 
a. 

Facility 
b. 

Counts by year (based on date 
received/created?) 

c. 
Disease 

d. 
Status/Disposition 

3. 
Line list of all VPDC specific outbreak incidents w

ith 
drill-dow

n param
eters. 

4. 
Dashboard/SSRS case counts of VPDC specific 
disease, (w

ith filter param
eter to select disease) and 

auto-generate pie chart for the current year based on 
disease. 

5. 
Dashboard show

ing all VPDC cases by SPA, 
Supervisorial District and Health District. 

6. 
Dashboard show

ing all Contact Investigation 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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PRO
G

RAM
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IREM
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TS 
G
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U

IREM
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TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

158 
TBCP 

Special Project: 
IRIS shall enable functionality to facilitate im

port of electronic 
data output file from

 EDM
 for B4/B3 notification of Refugee 

Class 1 and 2 cases (w
hich are approxim

ately 1,500 received a 
year) from

 CDC through the Com
m

unity Reporting m
odule.  

Im
port process shall include data im

portation of genotype 
data. 

Gap 

U
DFs and Com

m
unity 

Reporting M
odule can be 

used, but need m
ore 

specifications regarding 
how

 genotype data w
ill be 

acquired to be com
pleted 

under Exhibit B (Statem
ent 

of W
ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

159 
TBCP 

Special Project: 
IRIS shall enable functionality to facilitate im

port from
 

genotype m
anagem

ent system
 to support genotyping of TBCP 

related investigations and enable m
apping to appropriate 

Geno-type cluster.   
 

Gap 

N
eed to develop U

DF to 
capture the fields being 
im

ported from
 genotype 

m
anagem

ent system
. 

BC 
Task 26 U

DFs for 
U

pgraded System
 

160 
TBCP 

Special Project: 
IRIS shall incorporate functionality that allow

s electronic 
activity update of TB suspect from

 provider (e.g. private 
provider at health facilities) w

hich shall trigger a task to 
com

ply w
ith the 7-day period update criteria for case 

com
pletion and/or closure. 

Gap 

Som
e electronic activity and 

task capabilities already 
exist in W

orldCare Suite.  
M

ay need to enhance 
W

orldCare Suite to facilitate 
com

pliance w
ith the 7-day 

period criteria.   

TBD 
TBD 

161 
TBCP 

Special Project: 
IRIS shall incorporate "gatew

ay" functionality that w
ill allow

 
direct interface of O

RCHID clinical encounter data required for 
program

 reporting, case m
anagem

ent and disease 
surveillance. 
 

Gap 
O

RCHID Interface 
BID 

Task 23 O
RCHID 

Baseline Interface for 
U

pgraded System
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PRO
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RAM
 

REQ
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TS 
G

AP 
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PO
SED SO

LU
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N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

162 
TBCP 

Special Project: 
IRIS shall enable feature for "Red Flagging" high incident cases 
and suspects by enabling autom

atic alert and/or em
ail 

notification to specific user group for im
m

ediate evaluation or 
follow

-up and enable an SSRS report that w
ould define those 

high related incident cases based on disease related 
significance. 

Gap 
SSRS Reports 

BM
 

Task 21 Reports for 
U

pgraded System
 

163 
TBCP 

Special Projects: 
IRIS shall enable functionality that allow

s the program
 to send 

em
ail to AHO

, AM
D or other nursing staff for questions.  The 

system
 m

ust allow
 posting of questions for a particular case 

via em
ail notification to alert the individual AHO

, AM
D, 

nursing staff that a m
essage/question has been sent/posted 

for their review
 and evaluation. 

N
ot a Gap 

In W
orldCare Suite version 

16 requires configuration 
included in Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

164 
TBCP 

Special Projects: 
IRIS shall enable functionality that allow

s the program
 to 

facilitate hom
e assessm

ent through enabling tasks that w
ill 

trigger em
ail notification and dashboard based on hospital 

reporting of H-300 to ensure com
pletion of task is 

accom
plished w

ithin a specific tim
e period, (e.g. protocol for 

24/48-hour rule for discharge). 

Gap 

Som
e functionality exists in 

W
orldCare Suite others w

ill 
need to be developed 
under Exhibit B (Statem

ent 
of W

ork).   

BM
 

Task 26 U
DFs for 

U
pgraded System

 

165 
TBCP 

Special Project: 
IRIS shall incorporate direct transm

ission of RVCT report from
 

IRIS to CDPH CalREDIE, and create an RVCT form
/U

DF that w
ill 

facilitate the transm
ission of RVCT data for reporting.  The 

system
 shall enable auto-population of data from

 the disease 
incident form

/U
DF into the RVCT form

/U
DF autom

atically. 

Gap 
RVCT via U

DF or SSRS 
Report possible solutions 

BC 

Task 26 U
DFs for 

U
pgraded System

 
Task 21 Reports for 
U

pgraded System
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

166 
TBCP 

Report: Dashboard/SSRS 
IRIS shall generate a report that w

ill allow
 AM

D and PHN
 to 

facilitate quarterly "Cohort Review
" of all com

pleted TB 
related contacts investigations from

 prior quarter and 
incorporate a hyperlink w

ithin the lined list report to allow
 the 

program
 to access the individual patient's contact/case 

investigation for review
 via form

 or U
DF. 

 IRIS shall enable an alert functionality to notify Area M
edical 

Director (AM
D) and CHS N

ursing w
hen status is "Ready for 

CO
HO

RT Review
". 

Gap 
U

DF and SSRS Reports 
BM

 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

167 
TBCP 

Special Project: 
IRIS shall incorporate inbound and outbound jurisdictional 
referral and notification in order to facilitate the "jurisdictional 
transfer" of patient, and enable auto-population of data onto 
the outbound jurisdiction notification for delivery. 

Gap 

Inbound and outbound 
m

essaging functionality 
exists in W

orldCare Suite.  
Jurisdictional referral m

ay 
need to be enhanced to 
m

eet this specific need.  

TBD 
TBD 

168 
TBCP 

Special Project: 
IRIS shall enable functionality that allow

s program
 the ability 

to identify exposure site for contact investigation, including 
ability to identify secondary level setting associated to the 
contact site (e.g. classroom

, dorm
 room

, band room
, 12A, 

etc.) to support the facilitation of contact investigation. 

N
ot a Gap 

Functionality currently in 
W

orldCare Suite.  Requires 
Configuration. 

BC 
Task 26 U

DFs for 
U

pgraded System
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PRO
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REQ
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TS 
G

AP 
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** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
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T 
TYPE: 

169 
TBCP 

Report: Dashboard/SSRS 
IRIS shall generate dashboard including SSRS report and drill-
dow

n for the follow
ing w

ithout lim
itation: 

- 
Ready Cohort Review

 
- 

Red Flag list 
- 

Tasks List 
- 

Case/Suspect line list (productivity report) 
- 

Clusters Listing 

Gap (drill 
dow

n) 

Dashboards and SSRS 
reports and creating U

DFs. 
Specifications for drill dow

n 
w

ill need to be provided. 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

170 
TBCP 

Data Related Specifications: 
IRIS m

ust support the m
igration of approxim

ately 600-700 
thousand records from

 TRIM
S legacy system

 into IRIS and 
allow

 accessing of historical data w
ithout lim

iting retention 
period.   
 Program

 has proposed having its ow
n data w

arehouse 
inclusive of historical data and upload new

 data from
 IRIS into 

the data w
arehouse to facilitate m

onitoring and reporting of 
data to State, and allow

 querying of data on-dem
and as 

needed. 

Gap  
Data Conversion and 
M

igration  
DCM

 
Task 13 Data 
Conversion and 
M

igration 

171 
DHSP  

Special Project: 
IRIS shall enable Com

m
unity Reporting m

odule to support 
electronic case reporting capability for HIV and STD, and 
enable functionality that allow

s the program
 to access and 

query SQ
L data for surveillance. 

N
ot a Gap 

ATLAS EHR Gatew
ay 

PB 
Task 25 Electronic 
Health Record 
Gatew

ay Application  

172 
DHSP  

Special Project: 
IRIS shall support direct subm

ission of case data to State by 
enabling feature for autom

ating the validation process of 
data. 

Gap 
CDPH CalREDIE LACDPH 
Data Exchange.  

BID/BM
 

Task 22 CalREDIE 
Baseline Interface for 
U

pgraded System
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173 
DHSP 

Special Project: 
IRIS shall enable restriction of access for certain data 
inform

ation w
ithin the patient's chart and allow

 only specific 
user group the ability to access/view

 that inform
ation.  

Inform
ation requiring restriction include w

ithout lim
itation: 

- 
Booking num

ber (any relevant custody data 
inform

ation) 
- 

M
ental Health  

- 
Substance Abuse 

- 
Social Services (for Perinatal Hep B) 

- 
H-455 U

DF 

Gap 

EFC currently in W
orldCare 

Suite, but this specific 
functionality does not exist. 
Locking/prevent access to 
specific files in EFC w

ill be 
developed under Exhibit B 
(Statem

ent of W
ork). 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 

174 
DHSP 

Special Project: 
IRIS shall enable functionality that allow

s the individual 
discipline (e.g. PHN

, PHI, etc.) the capability to search by 
specific notes based on job function param

eters; and, system
 

shall generate list of notes chronologically.  For exam
ple, user 

select PHI notes on search and system
 w

ill generate only the 
PHI notes based on chronological event. 

Gap 
Som

e functionality exists in 
W

orldCare Suite others m
ay 

need to be developed.   
TBD 

TBD 

175 
DHSP 

Special Project: 
IRIS shall enable "cloning" of incident inform

ation for m
ultiple 

disease incidents for one m
orbidity.  For exam

ple, STD 
incident case is created for Chlam

ydia for an individual 
patient, and another incident case created for gonorrhea.  The 
inform

ation from
 initial incident should be copied or 

transm
itted to the other incident to elim

inate entering the 
sam

e data inform
ation. 

Gap 

Som
e functionality exists in 

W
orldCare Suite others w

ill 
need to be developed 
under Exhibit B (Statem

ent 
of W

ork). 

BM
 

Task 26 U
DFs for 

U
pgraded System
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PRO
G

RAM
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G
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TRACEABILITY 
M
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W

 REQ
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T 
TYPE: 

176 
DHSP  

Special Project: 
IRIS shall enable functionality that w

ill facilitate "ELR 
m

essaging" w
hen ELR data inform

ation is updated and enable 
an alert that w

ill notify the program
 w

hen a revised ELR is 
received in the system

. 

N
ot a Gap 

This functionality already 
exists in W

orldCare Suite 
via W

orldCare Alert.  
Requires configuration 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

177 
DHSP  

Report:  Dashboard/SSRS 
IRIS shall create the follow

ing dashboard, w
ithout lim

itation, 
w

hich m
ay include line-list and drill-dow

n filter param
eter: 

- 
Task list (any assigned tasks) 

- 
Lab results (e.g. lab confirm

ation, negative results 
w

ith configured tim
e period) and confirm

ation 
assigned to "m

y cases" w
ithin the last <date TBD> 

view
s/dashboard. 

- 
Dashboard view

s sim
ilar to CM

aP dashboard view
s 

m
ust be incorporated into IRIS and have each 

dashboard view
s specific to user roles, (e.g. M

y Case 
Load-based on process status, w

hat has been 
assigned, closed, pending, overview

 of all caseloads 
for other staff, how

 m
any cases are beyond the 

closure criteria, how
 m

any cases are w
ith PHI, AM

D, 
Supervisor, etc.) 

- 
Dashboard notification for audit or updated 
inform

ation by staff (e.g. clinic staff adding treatm
ent 

inform
ation, m

edical record#, etc.). 
- 

W
orkflow

 M
onitoring (IssueTrak created for this and 

process status) 
- 

Perform
ance M

easures reports 
- 

Social netw
ork dashboard 

- 
Sexual netw

ork dashboard 

Gap 
Dashboards and SSRS 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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 REQ
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T 
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178 
DHSP 

Special Project: 
IRIS shall refine advance search feature to include the 
follow

ing search param
eters w

ithout lim
itation, and allow

 
program

 to search by m
ultiple/com

bo criteria (sam
e 

requirem
ent as VPDC Epi): 

- 
Specim

en ID 
- 

Age 
And enable displays of data w

ith the m
ost recent record 

created on the top (ascending order). 

N
ot a Gap 

Advance Search currently in 
W

orldCare Suite. 
M

ultiple search options 
added to W

orldCare Suite 
version 17 by CalREDIE. 

PB 
Product Baseline and 
W

orldCare Suite 
version 17 

179 
DHSP  

Data Related Specifications: 
IRIS shall support m

igration of seven (7) years of non-syphilis 
data and enable link w

ithin IRIS that allow
 the program

 access 
to historical data for the additional years.   

Gap  
Data Conversion and 
M

igration  
DCM

 
Task 13 Data 
Conversion and 
M

igration 

180 
ACDC  

Special Project: 
IRIS security shall be enhanced to restrict user from

 selecting 
the "back button" w

hen in the Foodborne Illness (FBI) tab to 
prevent the user from

 getting locked-out from
 the system

.   
Gap  

M
ay need to enhance 

existing FBI in W
orldCare 

Suite.   
TBD 

TBD 

181 
ACDC  

Special Project: 
Program

 request a correction of defects to current IRIS to 
have the user return to previous page and prevent the user 
from

 returning to the m
ain search page w

hen clicking cancel 
or back button. 

Gap 

System
 defect. W

ill be 
corrected in a future 
release in accordance w

ith 
Exhibit F (Service Level 
Requirem

ents). 

Provide SLR 
Task 27 Provide 
M

aintenance 
Services  

182 
ACDC 

Special Project: 
IRIS shall configure the system

 to support m
onitoring and 

perform
ance w

ith "M
ost Recent View

ed" records to prevent 
users from

 being locked-out of the system
.   

Gap 

W
ill be corrected in a future 

release in accordance w
ith 

Exhibit F (Service Level 
Requirem

ents). 

Provide SLR 
Task 27 Provide 
M

aintenance 
Services  
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

183 
ACDC 

Special Project: 
Program

 request an enhancem
ent to current IRIS, to add 

"Search" variables and m
odify the display results to include 

w
ithout lim

itation: 
- 

Food Source (alphabetical order) 
- 

Create Date (date w
hen FBI com

plaint is entered) 
- 

Site# (m
ove colum

n to display to the right value is 
not used by ACDC, but m

ay be used by Environm
ental 

program
.) 

- 
Diagnosis 

IRIS shall add "Create Date" (before Site#) to the header 
colum

n (grid). 

Gap 

W
ill be corrected in a future 

release in accordance w
ith 

Exhibit F (Service Level 
Requirem

ents). 

Provide SLR 
Task 27 Provide 
M

aintenance 
Services 

184 
ACDC 

Special Project: 
Program

 request an enhancem
ent to current IRIS to rem

ove 
logic for adding "other sym

ptom
s" to the dictionary to lim

it 
the search values w

hen scrolling through the list for selection. 
Gap 

W
ill be corrected in a future 

release in accordance w
ith 

Exhibit F (Service Level 
Requirem

ents). 

Provide SLR 
Task 27 Provide 
M

aintenance 
Services 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

185 
ACDC 

Special Project: 
IRIS shall enable "alert" feature w

hen disease category is 
changed or updated to notify program

 w
hen disease is 

changed for the individual patient record and shall 
incorporate the follow

ing logic and configuration to facilitate 
the change request: 

- 
 M

odify logic for sending out an alert w
hen a N

ew
 

Record is created and w
hen disease is changed for an 

individual record. 
- 

Add logic to determ
ine w

hen alert is triggered for a 
disease change (e.g. if logic is set to "False", then 
current logic w

ith N
O

 Alert is executed.) 
- 

Disease change alerts to be applied for Disease 
Incidents, O

utbreaks and Anim
al Reports. 

N
ot a Gap 

Alert functionality currently 
in W

orldCare Suite version 
16.  How

ever, requires 
W

orldCare Alert 
configuration under Exhibit 
B (Statem

ent of W
ork). 

BC 
Product Baseline and 
Configuration 

186 
ACDC 

Special Project: 
Program

 request an enhancem
ent to m

odify the "District 
Review

" view
s and add additional variables such as "city" (for 

look-up) in the District Review
 grid to allow

 users the ability to 
filter their view

s based on variables selected. 

Gap 

W
ill be addressed in a 

future release yet TBD. This 
is hard-coding so it m

ay 
require m

odifications.  

TBD 
TBD 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

187 
ACDC  

Report:  Dashboard/SSRS 
IRIS shall create CHS related case m

anagem
ent reports w

ith 
pre-defined filter param

eters (e.g. drill-dow
n) and business 

logic to run and display reports.  These reports shall include 
w

ithout lim
itation the follow

ing: 
- 

Caseload report (m
onth w

orth of the "specific 
disease") w

ith date range from
 current date. 

- 
EPI curve for ACD Enteric group and Vector borne 
disease w

ith user pre-defined filter. 
- 

Diseases w
ith increased incidents based on current 

w
eek. 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

188 
ACDC 

Data Related Specifications: 
Program

 requested to have data upload and have 
corresponding U

DF for m
atch into IRIS. 

N
ot a Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Statem
ent of W

ork.  

BC 
Task 26 U

DFs for 
U

pgraded System
 

189 
VPH 

Special Project: 
IRIS shall create VPH specific U

DFs for Anim
al Bite and Anim

al 
Disease w

ith pre-defined fields and business rules. 
N

ot a Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Statem
ent of W

ork.  

BC 
Task 26 U

DFs for 
U

pgraded System
 

190 
VPH 

Special Project: 
IRIS shall support the facilitation of three (3) VPH reports from

 
the Electronic Laboratory Reporting (ELR) and enable m

anual 
extraction and entry of data. 

Gap (ELR) 
Requires establishing an 
ELR connection w

ith labs.  
TBD 

TBD 

191 
VPH 

Special Project: 
IRIS shall generate lab results and anim

al reporting based on 
subm

ission through the staging and enable review
 of lab data 

for parsing. 

Gap (ELR) 
Requires establishing an 
ELR connection w

ith labs. 
TBD 

TBD 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

192 
VPH 

Special Project: 
IRIS shall support 50 disease reports. 

N
ot a Gap 

Can add new
 diseases 

including anim
al disease to 

W
orldCare Suite’s disease 

dictionary.  This requires 
configuration under the 
Statem

ent of W
ork. 

BC/PB 

Product Baseline  
Baseline 
Configuration 
(Disease Dictionary) 

193 
VPH 

Special Project: 
IRIS shall enable functionality that allow

s the program
 to 

generate bite report form
s w

ithout lim
itation: 

- 
Anim

al Control Bite Report form
 

- 
M

edical Bite Report form
 

- 
Veterinarian Bite Report form

 
- 

W
ild Anim

al vs. Dom
estic Bite Report form

 
- 

LACDPH O
nline Portal - Bite Report form

 

N
ot a Gap 

U
DFs and SSRS Report 

BC 

Task 26 U
DFs for 

U
pgraded System

 
Task 21 Reports for 
U

pgraded System
 

194 
VPH 

Special Project: 
IRIS shall support case assignm

ent based on geography 
coding. 

N
ot a Gap 

In W
orldCare Suite version 

16 (Supervisorial District 
only).  How

ever, this m
ust 

be configured under 
Statem

ent of W
ork. 

BC/PB 
Product Baseline 
(Geocoding) 

195 
VPH 

Special Project: 
IRIS support tw

o levels of review
 and approval process. 

Gap 

E-signature 
Proposed functionality 
includes: 
• Create new

 feature for 
user to upload ow

n 
signature for their profile.  
Im

age of signature. 
• O

nly specific form
s can be 

signed, and w
ho can be 

assigned as w
ell as can be 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 (e-
signature) 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

designated to sign for 
specific users. 
• Enter passw

ord to apply 
signature 
• Certain designated users 
can sign on behalf of others. 
Configuration w

ill be 
allow

ed to specify w
hich 

user can be assigned as a 
designee and w

hich users 
the designee w

ill be 
allow

ed to sign for.  U
se 

case exam
ple: Area health 

officers, and other positions 
w

here signatures are 
difficult to obtain and 
som

etim
es hold up 

signatures.   

196 
VPH 

Special Project: 
IRIS shall enable functionality that allow

s extracting of data 
from

 em
ail reports to reduce m

anual entry. 
Gap 

Som
e functionality already 

in W
orldCare Suite. O

ther 
functionality m

ay need 
developm

ent.  

TBD 
TBD 

197 
VPH 

Special Project: 
IRIS shall support anim

al-to-anim
al(s) linkage - sim

ilar to TB 
Index to Contacts. 

N
ot a Gap 

Som
e functionality already 

in W
orldCare Suite. O

ther 
functionality w

ill need 
developm

ent under 
Statem

ent of W
ork. 

BM
 

Task 26 U
DFs for 

U
pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

198 
VPH 

Special Project: 
IRIS shall support VPH specific O

utbreak/Anim
al w

orkflow
 and 

enable functionalities that allow
 VPH program

 to facilitate 
O

utbreak case investigation and m
anagem

ent: 
- 

Enabling users the ability to create anim
al O

B and link 
to m

ultiple victim
s (hum

ans or anim
als). 

- 
Enabling auto-population of O

utbreak inform
ation 

onto each victim
 (anim

al or hum
an). 

- 
Add "O

ther" (or Veterinary) to Facility Type and auto-
generation of O

utbreak ID num
bers. 

Gap 

Som
e functionality already 

exists in W
orldCare Suite. 

O
ther functionality w

ill 
need developm

ent under 
Statem

ent of W
ork. 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

199 
VPH 

Special Project: 
IRIS shall enable feature that w

ill support anim
al linkage to 

group event. 
Gap 

Som
e functionality already 

in W
orldCare Suite. O

ther 
functionality w

ill need 
developm

ent under 
Statem

ent of W
ork. 

BM
 

Task 26 U
DFs for 

U
pgraded System

 

200 
VPH 

Special Project: 
IRIS shall provide an online portal for Vet shelters and Vet 
clinics to enable them

 to report and view
 their records (there 

are about 28 Veterinary shelters across LA City and County). 

N
ot a Gap 

Exists in W
orldCare Suite via 

Com
m

unity Reporting 
M

odule and U
DFs.   

BC 
Task 26 U

DFs for 
U

pgraded System
 

201 
VPH 

Special Project:  
IRIS shall enable an "alert” feature that w

ill facilitate 
notification to VPH program

 of rabies positive specim
en and 

any related update corresponding to results. 
N

ot a Gap 

In W
orldCare Suite version 

16. 
Requires W

orldCare Alert 
Configuration under Exhibit 
B (Statem

ent of W
ork). 

BC/PB 

Product Baseline  
Baseline 
Configuration 
(Alerting) 

202 
VPH 

Special Project: 
IRIS shall have case definition pop-up w

indow
 to display 

instructions/inform
ation based on user-defined rule. 

N
ot a Gap 

Pop-ups in W
orldCare Suite.  

VPH needs to provide 
language for case definition 
pop-up w

indow
s.  

BC 
Task 26 U

DFs for 
U

pgraded System
 / 

Business Rule 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

203 
VPH 

Special Project: 
IRIS shall provide an online portal that allow

s the public to 
subm

it online bite report (sim
ilar to FBI public page) and 

enable auto-population of data onto appropriate U
ser Defined 

Form
s (U

DFs). 

Gap (N
o 

on-line 
portal for 
public 
reporting) 

O
n-line portal that allow

s 
the public to subm

it bite 
reports m

ay need to be 
developed.  SSRS reports 
m

ay also need to be 
developed.  

TBD 
TBD 

204 
VPH 

Special Project: 
IRIS shall enable feature that w

ill support geocode m
apping to 

locate the ow
ner/person w

ho is in charge of the anim
als. 

Gap 

Som
e geocoding/m

apping 
capability in W

orldCare 
Suite (Enhanced 
Geographical M

apping). 
O

ther functionality m
ay 

need to be developed.  

TBD 
TBD 

205 
VPH 

Special Project: 
IRIS shall enable feature that allow

 VPH program
 the ability to 

search distinct variables, w
ithout lim

itation: 
- 

Victim
 

- 
O

w
ner 

- 
Location 

- 
Im

pound num
ber 

N
ot a Gap 

Functionality in W
orldCare 

Suite version 16 
PB 

Product Baseline 
(Search Ability) 

206 
VPH 

Special Project: 
IRIS shall incorporate Anim

al reports to Custom
 Exports. 

N
ot a Gap 

Custom
 Export functionality 

in W
orldCare Suite version 

17  
PB 

W
orldCare Suite 

version 17 

207 
VPH 

Special Project: 
IRIS shall enable auto-generation of letters and notices to 
support the electronic delivery.  Letters and notices includes, 
w

ithout lim
itation: 

- 
Hom

e quarantine 
- 

Shelter quarantine 

N
ot a Gap 

Som
e functionality in 

W
orldCare Suite via letter 

repository and U
DFs. 

BM
 

Task 26 U
DFs for 

U
pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

208 
VPH 

Special Project: 
Program

 request enhancem
ent to current IRIS to disable the 

Vector tab since the m
odule is not being utilized by the 

program
. 

N
ot a Gap 

Vector is hardcoded and 
m

ay be needed by other 
DPH Program

s.  How
ever, 

w
e w

ill explore hiding this 
tab. 

TBD 
TBD 

209 
VPH 

Special Project: 
IRIS shall enable m

onitoring feature that enables case quality 
control for incom

plete reports and error detection. 
Gap  

W
orldCare Suite has som

e 
of this capability. O

ther 
functionality m

ay need to 
be developed.  

TBD 
TBD 

210 
VPH 

Reports:  Dashboard/SSRS 
IRIS shall create the follow

ing dashboard, w
ithout lim

itation, 
w

hich m
ay include line-list and drill-dow

n filter param
eter: 

- View
 of case volum

e based on O
pen and Closed cases per 

investigator 
- Daily m

onitoring/audit activity and case m
anagem

ent 

N
ot a Gap 

Dashboards and SSRS 
Report. 
Gap (drill-dow

n). 
BM

 
Task 7 Dashboards 
for U

pgraded System
 

212 
CHS 
PHN

/PHI 

Data Related Specifications: 
IRIS shall m

igrate all of data including attachm
ents from

 CM
aP 

legacy system
 to IRIS.  

Gap 
Data Conversion and 
M

igration  
DCM

 
Task 13 Data 
Conversion and 
M

igration 

213 
CHS PHN

 

Reports: Dashboard/SSRS: 
IRIS shall create CHS related case m

anagem
ent reports w

ith 
pre-defined filter param

eters (e.g. drill-dow
n) and business 

logic to run and display report.  These reports shall include 
w

ithout lim
itation the follow

ing: 
Active Cases by SPA 

- 
Case Status 

- 
Closed Case 

- 
Active Case by Program

 
- 

Active Cases vs. O
utbreaks/TB Exposure Site 

- 
Active Cases by Priority 

Gap 
Dashboards and SSRS 
Reports 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

214 
CHS 
PHN

/PHI 

Special Project: 
IRIS shall support the capture and reporting of all the users 
that contributed to the com

pletion of the investigation.  For 
exam

ple, w
hen case is transferred by the CHS PHN

 to PHI for 
locate or com

pliance.  The PH
I efforts are not noted on the 

case assignm
ent/w

orkload w
hen the case is returned to the 

CHS PHN
 after location and com

pliance com
pleted by the PHI. 

N
ot a Gap 

CHS nurses and nurse 
investigators use W

orldCare 
Suite to access ACDC and 
VPDC case reports. They 
use W

orldCare Suite to view
 

and print STD lab results. 
Also, w

orkflow
 is in 

W
orldCare Suite, but needs 

to be expanded for CHS and 
PHI for each program

.  This 
w

ill be defined as each 
program

 is onboarded 
under Exhibit B (Statem

ent 
of W

ork) 

BC 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

Task 26 U
DFs for 

U
pgraded System

 

215 
CHS PHN

  

Data Related Specifications: 
IRIS shall capture and report both Initial TB Category and 
Confirm

ed TB Category for TB investigations and provide an 
audit history of the changes to these fields.   

N
ot a Gap 

Audit history already exists 
in W

orldCare Suite.  Atlas 
w

ill w
ork w

ith program
s to 

gather specs under Exhibit 
B (Statem

ent of W
ork). 

BC 
Task 21 Reports for 
U

pgraded System
 

216 
CHS PHN

 

Data Related Specifications: 
IRIS shall capture and report both Initial Diagnosis and 
Confirm

ed Diagnosis on the sam
e view

. 
Gap 

In W
orldCare Suite, but not 

on sam
e view

.  M
ore details 

m
ay be needed related to 

"sam
e view

".  

TBD 
TBD 

217 
CHS PHN

 

Data Related Specifications: 
IRIS shall allow

 the user w
ith Supervisor security role to return 

the investigation w
hen the investigation status is "N

ew
 

PHN
/PHI (assigned)" to allow

 the investigation to be 
reassigned w

hen PHN
 is out. 

N
ot a Gap 

In W
orldCare Suite, but 

need to configure to m
eet 

CHS and PHI needs under 
Exhibit B (Statem

ent of 
W

ork). 

BC/PB 
Product Baseline 
(W

orkflow
) 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

218 
CHS 
PHN

/PHI 

Special Project: 
IRIS shall m

ake available to the CHS PHN
/PHI the EHR Gatew

ay 
routing system

 for the capture of O
RCHID inform

ation into 
IRIS.     

N
ot a Gap 

ATLAS EHR Gatew
ay 

PB 
Task 25 Electronic 
Health Record 
Gatew

ay Application 

219 
CHS 
PHN

/PHI 

Data Related Specifications: 
IRIS shall allow

 the user w
ith AM

D security role w
ithin a 

specific M
egaSPA to sign for and cover for AM

D in other 
M

egaSPA. 
N

ot a Gap 

Som
e ability in W

orldCare 
Suite, but w

ill need to be 
enhanced to m

eet the 
needs for M

egaSPA under 
Exhibit B (Statem

ent of 
W

ork). E-signature w
ill be 

used to accom
plish som

e 
requirem

ents. 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 

220 
CHS 
PHN

/PHI 

Special Project: 
IRIS shall enable functionality that w

ill capture user's (e.g. 
physician and/or designee) electronic signature on form

s, 
letters, em

ail correspondence for legal docum
ents requiring 

AM
D, AN

M
, PHN

S, PHN
, SPHI and PHI signatures w

hen 
initiating certain disease and outbreaks investigation. 

Gap 

U
sers w

ill configure their 
eSignature by uploading an 
im

age of their signature 
script to their W

orldCare 
account.  The user w

ill then 
reuse the eSignature im

age 
to sign "form

s". The user 
can create an im

age of their 
signature script by 
physically  
signing a paper and 
scanning it; or by creating 
an im

age of their signature 
script on a tablet (such as a 
M

S Surface device or iPad) 
using an appropriate 
program

 such as M
S Paint 

or equivalent.   

BM
 

Task 9 O
ther Baseline 

M
odifications 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

221 
CHS 
PHN

/PHI 

Special Project: 
IRIS shall have the ability to generate the user 
schedule/itinerary and produce a m

ap of the appointm
ent 

locations is needed. 

Gap 
N

eed m
ore details related 

to generating users’ 
schedule and itinerary.  

TBD 
TBD 

222 
CHS 
PHN

/PHI 

Reports: Dashboard/SSRS: 
IRIS shall be able to generate all reports that currently exists in 
CM

aP legacy system
 as the program

 report functionality is 
very valuable to the program

.   
 IRIS shall capture and generate reports for com

m
unity 

outreach events, including but not lim
ited to door to door 

outreach, health fair, hom
eless outreach and outbreak 

education.   
 IRIS system

 shall capture and generate perform
ance m

easures 
reports including but not lim

ited to by Program
s and Diseases.   

Gap 
Dashboards and SSRS 
Report 

BM
 

Task 7 Dashboards 
for U

pgraded System
 

Task 21 Reports for 
U

pgraded System
 

223 
CHS PHN

 

IRIS shall support and enforce requirem
ents related to PHN

 
providing docum

entations related to the investigation 
including attachm

ents.    
Gap 

In W
orldCare Suite.  

Attachm
ents can be added 

to the Electronic Filing 
Cabinet (EFC).  

TBD 
TBD 

224 
CHS 
PHN

/PHI 
IRIS shall support the pre-population of dem

ographic 
inform

ation on form
s and letters. 

N
ot a Gap 

 In W
orldCare Suite 

PB 
Product Baseline  

225 
CHS 
PHN

/PHI 

IRIS shall support the linking of the index case to the contacts 
and outbreak locations.  The CHS PHN

 should be able to see all 
contacts and locations linked to the index case w

ithout 
navigation out of the index case.   

N
ot a Gap 

 In W
orldCare Suite 

PB 
Product Baseline  

226 
CHS 
PHN

/PHI 

IRIS shall support receiving of update alerts for nam
e and 

address update via the ELR m
essage so that duplicate 

investigations are not created.  
N

ot a Gap 
 In W

orldCare Suite 
PB 

Product Baseline  
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

227 
CHS 
PHN

/PHI 
IRIS shall support the printing of the investigation if necessary 
by the PHN

 or PHI to take out on the field. 
N

ot a Gap 
 In W

orldCare Suite 
PB 

Product Baseline  

228 
CHS 

IRIS shall support "offline data capture" using laptop device 
that enable CHS nurse to use the check-in/check-out feature 
w

hen there is no internet connectivity on the sam
e laptop 

that is used to access IRIS. After uploading the data that w
as 

collected offline, the data should be rem
oved from

 the laptop 
device. 

Gap 

Atlas w
ill verify w

ith their 
developm

ent team
 on the 

fit of the proposed solution 
w

ith LAC requirem
ents 

under and in accordance 
w

ith Exhibit B (Statem
ent of 

W
ork). 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 

229 
ACDC 

W
hen a new

 O
utbreak is opened, if the Location w

here the 
O

utbreak occurred is not already in IRIS a new
 Location m

ust 
be created.  O

nce the new
 Location is created and saved, the 

District and Census tract shall autom
atically be assigned and 

the fields are auto-populated based on the geocoded address 
of the selected location. 

Gap 

Configuration for 
W

orldCare Suite version 17 
under Exhibit B (Statem

ent 
of W

ork). 

BM
 

Task 9 O
ther Baseline 

M
odifications for 

U
pgraded System

 

230 
DHSP 

A m
ethod for doctors to subm

it a request for lab results over 
the Internet and have that request auto populate IRIS as w

ell 
as send that request to the Public Health Lab.  

N
ot a Gap 

Atlas Physician Portal 
PB 

Task 24 Physician 
Portal Application 

231 
ACDC 

IRIS ACDC N
ew

 Syndrom
ic Surveillance Connections 

Gap 
Syndrom

ic Surveillance 
Connections 

BID 
Task 8 Specified 
Baseline Interfaces 
for U

pgraded System
 

232 
ACDC 

Reports: SSRS (non-dashboard) 
IRIS shall create periodic high-level m

apping of aggregate data 
reports in response to a new

 disease outbreak or em
erging 

disease. 

Gap 
Dashboards and SSRS 
Report 

BM
 

Task 21 Reports for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

234 
VPH 

IRIS shall create VPH specific U
ser Defined Form

s (U
DFs) w

ith 
pre-defined fields and business rules that w

ill facilitate Anim
al 

Bite surveillance and case m
anagem

ent w
orkflow

s and shall 
incorporate the follow

ing U
DF/Tab into IRIS to support data 

reporting of anim
al bite and disease: 

- 
Anim

al Bite Surveillance U
DF/Tab 

- 
Anim

al Disease Surveillance U
DF/Tab 

 
IRIS shall develop and configure the aforem

entioned U
DFs and 

have them
 available in the Com

m
unity Reporting M

odule to 
allow

 U
DFs to be attached and view

ed by Veterinary user(s) 
for case investigation, surveillance and case m

anagem
ent.  

Gap 

W
ill require developm

ent of 
U

DFs and configuration of 
U

DFs in the Com
m

unity 
Reporting M

odule, all under 
Exhibit B (Statem

ent of 
W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

235 
TBCP 

IRIS Shall create TBCP specific U
DF w

ith pre-defined fields and 
business rules that w

ill support the TB surveillance and data 
reporting of the TBCP Liaison N

urse and shall incorporate 
TBCP Liaison N

urse W
orksheet form

 U
DF m

ade available from
 

the electronic filing cabinet. 

Gap 

W
ill require developm

ent of 
U

DFs and configuration of 
U

DFs in the electronic filing 
cabinet, all under Exhibit B 
(Statem

ent of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

236 
DHSP 

IRIS shall create DHSP specific U
ser Defined Form

s w
ith pre-

defined fields and business rules that w
ill support the DHSP 

surveillance and data reporting of diseases Syphilis Infection, 
the system

 shall include the follow
ing Form

/Tab: 
- 

Syphilis Infection Clinical Form
 /Tab 

- 
Syphilis Infection Laboratory Form

/Tab 
- 

Syphilis Infection Health Dept. Follow
-up 

- 
Syphilis Infection STD Contacts   

- 
Syphilis Patient Interview

 form
 (in electronic filing 

cabinet) 
- 

CGSS Patient Interview
 (in filing cabinet) 

Gap  

W
ill require developm

ent of 
U

DFs and configuration of 
U

DFs in the tabs and 
electronic filing cabinet, all 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

237 
DHSP 

IRIS shall create DHSP specific U
ser Defined Form

s w
ith pre-

defined fields and business rules that w
ill support the DHSP 

surveillance and data reporting of diseases Gonococcal 
Infection, the system

 shall include the follow
ing Form

/Tab: 
- 

Gonococcal Infection Clinical Form
 /Tab 

- 
Gonococcal Infection Laboratory Form

/Tab 
- 

Gonococcal Infection Health Dept. Follow
-up 

- 
Gonococcal Infection STD Contacts   

Gap 

W
ill require developm

ent of 
U

DFs and configuration of 
U

DFs in the tabs and 
electronic filing cabinet, all 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

238 
DHSP 

IRIS shall create DHSP specific U
ser Defined Form

s w
ith pre-

defined fields and business rules that w
ill support the DHSP 

surveillance and data reporting of diseases Chlam
ydial 

Infection, the system
 shall include the follow

ing Form
/Tab: 

- 
Chlam

ydial Infection Clinical Form
 /Tab 

- 
Chlam

ydial Infection Laboratory Form
/Tab 

- 
Chlam

ydial Infection Health Dept. Follow
-up 

- 
Chlam

ydial Infection STD Contacts   

Gap 

W
ill require developm

ent of 
U

DFs and configuration of 
U

DFs in the tabs and 
electronic filing cabinet, all 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

239 
TBCP 

IRIS shall configure the fields and sections of the baseline 
features of the CDPH "Clinical Info" U

DF/Tab for disease type 
Tuberculosis.  The baseline configuration of existing Clinical 
Info U

DF/Tab w
ill enable TBCP to fully capture the inform

ation 
needed for the m

andated reporting requirem
ents.  Changes to 

the follow
ing sections and fields includes w

ithout lim
itation 

to: 
Status section m

odification needed: 
- 

Single status for TB - m
ost likely checkboxes for ATS 

classification (for exam
ple, there's no option for TB4) 

Gap 
W

ill require m
odifications 

to the Clinical Info. Tab 
sections and fields, all 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

- 
TB 3 or 5 w

ould need designation of pulm
onary, extra 

pulm
onary, or both as w

ell as the ability to add 
anatom

ical sites. 
- 

Anatom
ical sites selections need to be in alignm

ent 
w

ith the RVCT 
- 

Anatom
ical site entry cannot be free-text field. 

 Skin Test and IGRA section m
odification needed: 

- 
N

eed separate section for TST and IGRA 
- 

N
eed field "Date Reported" 

- 
N

eed field "Type of IGRA" 
- 

Dropdow
n m

enu for IG
RA result m

ust contain 
"borderline" option  

- 
M

odify functionality so that the user can add 
additional TST and IRGA sections 

- 
Rem

ove Chest x-ray from
 this section, since it is 

redundant w
ith the next section below

 
- 

Create fields/section that captures prior history of 
TST/IG

RA testing. 
 Chest Im

aging section m
odification needed: 

- 
Result value set w

ill be am
ended. N

eed to include 
"M

ilitary" selection. 
- 

N
eed com

parison field for m
ultiple CXRs: if CXR 

im
provem

ent, then could be reason for TB clinical 
case diagnosis 

O
ther Im

aging section m
odification needed: 

- 
N

eed new
 section to capture other im

aging studies 
not of the chest that m

ay be conducted for diagnosis. 
- 

Bacteriology, N
AA/PCR Tests section m

odification: 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

- 
N

eed to add field "Date Reported" 
- 

Field "Sm
ear Result", add selection value "Doubtful"  

- 
Field "Source" should not be free-text 

- 
Field "N

AA/PCR Result", add selection values 
"Detected" and "N

ot Detected" 
- 

Field "Culture Result" add selection value 
"O

vergrow
n" 

- 
Add field "Sm

ear Grade"  
- 

N
eed the ability to assign an identification num

ber 
for tests done on the sam

e specim
en w

hen different 
labs assign different accession num

bers 
 TB Treatm

ent Inform
ation section m

odifications: 
- 

Require w
holescale rew

orking 
- 

N
eed section for "Initial Regim

en" w
here there are 

checkboxes for drugs part of the initial regim
en and 

accom
panying date of initiation. 

- 
Elim

inate individual drug dates 
- 

Drugs should not be entered as free-text fields 
- 

Treatm
ent inform

ation to include a repeating section 
to capture any changes to treatm

ent 
- 

N
eed section for "O

utcom
e of Treatm

ent" 
- 

N
eed section for "Directly O

bserved Therapy" 
- 

Date entry logic for som
e of the categories do not 

prevent inconsistencies: e.g. can check both "unable 
to contact patient" and refused treatm

ent" at the 
sam

e tim
e. 

 Drug Resistance section m
odification needed: 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

- 
N

eed replication of the RVCT follow
 up 1, w

hich 
show

s the initial 
- 

N
eed addition of the RVCT follow

 up 2 w
hich show

s 
the final, if applicable 

- 
N

eed dates of drug resistance reported 
 Prim

ary Provider Contact inform
ation section m

odification 
needed: 

- 
Section needs to provide a w

ay to m
anage continuity 

of care betw
een m

ultiple providers. 
- 

Field needs to specify this as "Prim
ary TB Provider 

Contact Inform
ation (if PM

D) 
- 

Section needs to allow
 the user add m

ultiple Prim
ary 

TB Provider Contact Inform
ation" to track if the 

patient m
oves betw

een m
ultiple providers 

- 
N

eed field that identifies "District of Assignm
ent"  

- 
N

eed field that identifies "DPHN
 Case M

anager"  
- 

N
eed fields to capture private provider inform

ation if 
private provider patient 

 O
ther Provider Contact Inform

ation section m
odification 

needed: 
- 

Can include inform
ation on prim

ary care physician 
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

240 
TBCP 

IRIS shall configure the fields and sections of the baseline 
features of the CDPH "Epidem

iologic Info." U
DF/Tab for 

disease type Tuberculosis.  The baseline configuration of 
existing Epidem

iologic Info U
DF/Tab w

ill enable TBCP to fully 
capture the inform

ation needed for the m
andated reporting 

requirem
ents.  Changes to the follow

ing sections and fields 
includes w

ithout lim
itation to: 

 Index Case / Suspect Inform
ation section m

odification 
needed: 

- 
N

eed to rem
ove the interview

 fields and replace 
section as a repeating section to capture m

ultiple 
interview

s w
ithout lim

its. 
- 

N
eed to capture inform

ation on w
hether the patient 

is sym
ptom

atic 
- 

N
eed field to capture "Sm

ear Grade" inform
ation 

- 
N

eed field to capture "CXR result" inform
ation  

- 
N

eed field to capture "Culture result" inform
ation 

- 
N

eed field to capture "N
AAT result" inform

ation  
 

Tim
e Spent During Infection Period section m

odifications: 
- 

N
eed to differentiate dow

n to the to the setting level 
to assure CI 

- 
Relocate field "Date the infectious case first spent 
tim

e in the location" display before the field "Date 
the infectious case last spent tim

e in the location" 
 

Contact (system
) section m

odifications needed: 

Gap 

W
ill require m

odifications 
to the Epidem

iologic Info. 
Tab sections and fields, all 
under Exhibit B (Statem

ent 
of W

ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
U

IREM
EN

T 
TYPE: 

- 
 Contacts need to associate w

ith setting and not one 
m

aster list of all, in order to be able to assess 
infection rates per setting. 

- 
Field "Type of Contact" should have only one 
selection value "O

ther". 
- 

Field "Type of Contact" option/selection values needs 
to be updated. 

- 
Field "Priority" need to include selection value 
"M

edium
"  

- 
Field "Date of Contact" should be renam

ed to 
"Exposure Period" 

- 
Field "M

edication used" should not be a free-text 
field 

- 
N

eed field Exposure Period inform
ation for each 

contact since that period w
ill be different from

 the 
index's exposure period 

- 
Status needs to include TB values 

Add new
 section "Report of H

om
e Situation" - (fields TBD) at 

the top of the Epidem
iological Info tab U

DF to facilitate the 
health facility discharge process 
Add new

 section "Household Contact Investigation" - (fields 
TBD) w

hich could be associated w
ith a Report of Hom

e 
Situation. 
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# 
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G
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U
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TS 
G

AP 
* PRO

PO
SED SO
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M

ATRIX:  
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U
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T 
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241 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of Vector-borne.  The baseline 
configuration of existing ACDC U

DFs w
ill enable ACD to fully 

capture the inform
ation needed for the m

andated reporting 
requirem

ents. The follow
ing diseases under the Vector-borne 

category includes w
ithout lim

itation to: 
i. 

Acute Flaccid M
yelitis: Patient Case Sum

m
ary Form

 
CDPH-CDC-O

M
B N

o. 0920-0009 
ii. 

Chikungunya Case Report CDPH 8618 
iii. 

W
est N

ile Virus Infection Case Report CDPH 8687 
iv. 

ACDC W
est N

ile Virus – Positive Blood Donor to CDPH 
Report and Guidelines  

v. 
Dengue Case Report CDPH 8670 

vi. 
Lym

e Disease Case Report CDPH 8470 
vii. 

M
alaria Case Report CDPH 8657 

viii. 
M

eningococcal Disease Case Report CDPH 8469 
ix. 

M
eningococcal Case Sum

m
ary Form

 ACDC 
x. 

 Typhus and O
ther N

on-Spotted Fever Rickettsioses 
Case Report 

xi. 
 Ehrlichiosis/Anaplasm

osis Case Report CDPH 8573 
xii. 

Babesiosis Case Report CDPH 8270 
xiii. 

Ehrlichiosis/Anaplasm
osis Case Report CDPH 8573 

xiv. 
 Hantavirus Infection Case Report CDPH 9077 

xv. 
Leptospirosis Case Report CDPH 8577 

xvi. 
Plague (Hum

an) Case Report CDPH 8549 
xvii. 

Relapsing Fever Case Report CDPH 8561 
xviii. 

Spotted Fever Rickettsioses Case Report CDPH 8561 
xix. 

Yellow
 Fever Case Report CDPH 8584 

xx. 
Zika Case Report 

N
ot a Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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242 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of Foodborne.  The baseline configuration 
of existing ACDC U

DFs w
ill enable ACD to fully capture the 

inform
ation needed for the m

andated reporting 
requirem

ents. The follow
ing diseases under the Foodborne 

category includes w
ithout lim

itation to: 
 

i. 
 E. coli 0157, O

ther STEC, Shiga Toxin Positive Feces, 
and/ or HU

S Case Report CDPH 8555 (CDPH w
ill change 

form
 in early 2018) 

ii. 
*Yersinosis (M

arifi w
ould like to see w

hat CalREDIE has.  
M

ay use theirs) 
iii. 

*Brucellosis 
iv. 

*Salm
onellosis Epi Form

 and Contact Roster 
v. 

 Listeriosis CDPH 8296 
vi. 

Listeriosis U
DFs in IRIS currently 

vii. 
Vibrio CDPH 8587 

viii. 
CA_oystersupplem

ental_V4_fillable 
ix. 

CDC CO
VIS_Section5_2017_Fillable 

Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

243 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of O
utbreaks.  The baseline configuration 

of existing ACDC U
DFs w

ill enable ACD to fully capture the 
inform

ation needed for the m
andated reporting 

requirem
ents. The follow

ing diseases under the O
utbreaks 

category includes w
ithout lim

itation to: 
 

i. 
Sm

allpox Evaluation W
orksheet  

ii. 
 Sm

allpox Post-Event Surveillance Instructions  
iii. 

*Ebola Virus Disease Viral H
em

orrhagic Fevers (Ebola) 

Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
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iv. 
O

utbreaks (acute care health facility) 
v. 

Atypical Scabies – Com
m

unity CDPH 8554 
vi. 

*Atypical Scabies O
utbreak – Healthcare 

Facility/Hospital  
vii. 

Anthrax Hum
an Case Report CDPH 8578 

viii. 
Botulism

 Case Report CDPH 8547 

244 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of Hepatitis, Arbovirus and Influenza.  The 
baseline configuration of existing ACDC U

DFs w
ill enable ACD 

to fully capture the inform
ation needed for the m

andated 
reporting requirem

ents. The follow
ing diseases under the 

Hepatitis, Arbovirus and Influenza category includes w
ithout 

lim
itation to: 
i. 

 N
on-SN

F CRE  
ii. 

*Viral Hep A Case Report 
iii. 

*Viral Hep B or C Case Report  
iv. 

Hep E CDPH 8701 (revised 02/17) 

Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork).  

BC 
Task 26 U

DFs for 
U

pgraded System
 



ATTACHM
EN

T D.1  
SYSTEM

 REQ
U

IREM
EN

TS FO
R U

PG
RADED SYSTEM

 
 

 

CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
ENT CO

RPO
RATIO

N 
SO

FTW
ARE AN

D SERVICES AGREEM
EN

T 
ATTACHM

ENT D.1 (SYSTEM
 REQ

UIREM
EN

TS FO
R U

PGRADED SYSTEM
) 

PAGE 86 of 86 
 

  ITEM
# 

PRO
G

RAM
 

REQ
U

IREM
EN

TS 
G

AP 
* PRO

PO
SED SO

LU
TIO

N
 

** REQ
U

IREM
EN

TS 
TRACEABILITY 
M

ATRIX:  

SO
W

 REQ
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TYPE: 

245 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of Hospital O
utreach U

nit (HO
U

).  The 
baseline configuration of existing ACDC U

DFs w
ill enable ACD 

to fully capture the inform
ation needed for the m

andated 
reporting requirem

ents. The follow
ing diseases under the 

Hospital O
utreach U

nit (HO
U

) category includes w
ithout 

lim
itation to: 

xxi. 
*Cocci Form

 
xxii. 

Legionella Case Report CDPH 8588 
xxiii. 

Hospital-Acquired Infection O
utbreak – Acute Care 

xxiv. 
Hospital-Acquired Infection O

utbreak – Sub-Acute 
Facility  

xxv. 
Hospital-Acquired Infection O

utbreak – O
utpatient 

Healthcare Setting 

Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork). 

BC 
Task 26 U

DFs for 
U

pgraded System
 

246 
ACDC 

IRIS shall configure baseline ACDC CDPH U
DFs for diseases 

under the category of Policy.  The baseline configuration of 
existing ACDC U

DFs w
ill enable ACD to fully capture the 

inform
ation needed for the m

andated reporting 
requirem

ents. The follow
ing diseases under the Policy 

includes w
ithout lim

itation to: 

i. 
Tularem

ia Case Report CDPH 8559 
ii. 

Q
-Fever Case Report CDPH 8548 

Gap 

Functionality and U
DFs 

exists in W
orldCare Suite.  

N
eed to be configured 

under Exhibit B (Statem
ent 

of W
ork).  

BC 
Task 26 U

DFs for 
U

pgraded System
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ATTACHMENT D.3  

 List of Reports  

System Requirements and Specifications for Baseline Modifications constituting reports will be 
gathered and documented pursuant to Task 21 (Reports for Upgraded System) of Exhibit B 
(Statement of Work).  For the avoidance of doubt, once delivered under the Statement of Work, 
Baseline Modifications constituting reports are available for use by all Users. 

 

1.0 DEPARTMENT OF PUBLIC HEALTH (DPH) PROGRAMS – LIST OF SQL SERVER 
REPORTING SERVICE (SSRS) REPORTS 
 

1.1 Acute Communicable Disease Control Program (ACDC) 
 Quarterly report using vCMR data for ACDC Diseases and Outbreaks  
 Annual report using vCMR data 
 Weekly Outbreak Log/Public Health Investigations 
 Combined-CDCP Programs Monthly Automated Communicable Disease Reports 
 Combined Disease Report for ACDC Director 

 
 
1.2 Division of HIV and STD Programs (DHSP)  
 Workflow Performance Summary  
 High-morbidity Providers 
 Quality Control Report 
 Partner Services Quarterly Report  
  HIV Partner Services Report 

 
 

1.3 Community Health Services (CHS) 

 List of cases pending referrals 
 Overdue cases (cases not opened by staff in 24 hours) 
 
 

1.4 Public Health Investigation (PHI) Administration  
 Case Assignment Summary Reports -- listed by disease (tuberculosis, communicable 

diseases, Syphilis, HIV, Gonorrhea, Chlamydia) 
   Total Number of open cases  
   Total Number of assigned cases to date 
   Total Number of cases assigned per a month 
   Total Number of cases closed per a month 
   Total Number of cases opened 15 -30 days 
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1.5 Tuberculosis (TB) Control Program – (5 from the following) 
 TB Surveillance Nursing Dashboard 
 TB Liaison Nursing Dashboard 
 Report of Verified Case of Tuberculosis (RVCT) Quality Assurance Review Dashboard 
 Health Officer’s Log Report Dashboard 
 Provider Portal Dashboard 
 Cohort Review Dashboard 
 Legal Intervention Dashboard 
 Laboratory Error Investigation Dashboard 
 B-Notification Dashboard 
 Targeted Testing Dashboard 
 Incentive & Enabler Dashboard 

 
 
1.6 Vaccine Preventable Disease Control (VPDC) Program – Perinatal Hepatitis B 
 Case Managers Reports 
 Supervisor Summary report 
 Supervisor Infant Report (weekly) 
 Perinatal Hepatitis B Workload and Morbidity Report 
 ACDC Annual Report 

 
 
1.7 Vaccine Preventable Disease Control Program – Epidemiology 
 Specimen Management Tracking Report 
 Facility Line List of Cases 
 Case and High Suspect Line List 
 Report Quality Assurance Spreadsheets 
 IRIS Auto-population of VPDC Case Report Forms 

 
 
1.8 Veterinary Public Health (VPH) Program 
 5 VPH SSRS Reports (TBD) 
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ATTACHMENT D.4  

List of Dashboards  
System Requirements and Specifications for Baseline Modifications constituting dashboards will 
be gathered and documented pursuant to Task 7 (Dashboards for Upgraded System) of Exhibit 
B (Statement of Work).  For the avoidance of doubt, once delivered under the Statement of 
Work, Baseline Modifications constituting dashboards are available for use by all Users. 

 

1.0 DEPARTMENT OF PUBLIC HEALTH (DPH) PROGRAMS – LIST OF DASHBOARDS 
 
 

1.1 Acute Communicable Disease Control Program  
 Outbreak Volume by Disease Group Report  
 Threshold Analysis for Disease with Increased Incidents this Week 
 
 

1.2 Division of HIV and STD Programs 
 Caseload summary (with different results based on user group) 
 
 

1.3 Community Health Services, Public Health Investigation Administration 
 Case Status 
 Tuberculosis Contact investigation  
 Performance Measures 
 Case by Program 

 
 
1.4 Vaccine Preventable Disease Control (VPDC) Program – Epidemiology 
 VPDC Pertussis Morbidity Report  
 VPDC Non-Pertussis Morbidity Report  

 
 

1.5 Vaccine Preventable Disease Control Program – Perinatal Hepatitis B 
 HBsAg Lab Reports/Confirmed Lab/Unknown Pregnancy Status 
 
 

1.6 Tuberculosis (TB) Control Program 
 TB Contact Investigation Dashboard (Priority) 
 Genotype Cluster Investigation Dashboard (Priority) 
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ATTACHMENT D.5  

Baseline Interface Requirements 

Additional System Requirements and Specifications for Baseline Interfaces will be gathered and 
documented pursuant to Task 8 (Specified Baseline Interfaces for Upgraded System) of Exhibit 
B (Statement of Work). 

1.0 BASELINE INTERFACES FOR UPGRADED SYSTEM 
 

1.1 IRIS16 - RightFax Integration 
RightFax is a centralized fax server solution that will allow faxes to be sent and received 
from users’ desktops. This task consists of configuring IRIS to work with RightFax to 
enable direct faxing of letters from the System.  
 
Proposed Solution Summary:  
 
1. Provide an integration with RightFax that will allow Users to directly fax letters from 
the Letter Repository, images from an Image Album, and files in PDF format stored in an 
Image Album. 
 
While User Defined (UD) Tabs, Case Reports, Lab/Electronic Health Record/Web 
Reports, Word/Excel documents, and the Print All output are excluded, note that these 
items can be printed as PDFs, saved in an Album, and then faxed. 

 
2. In the Print Preview for the Letter/Image/PDF, and/or for each applicable file type in 
the Album Viewer, add a Fax icon.  County may rename the Print buttons (generating 
the Print Preview) to "Print/Fax". 

 
3. Pressing the Fax icon opens a dialog with the Fax number for the Report Source pre-
populated. The User may change the telephone number. 
 
4. The Fax action will be audited within Surveillance. 
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1.2 Syndromic Surveillance – Three New Hospital Connections 
The Syndromic Surveillance project is an early event detection system developed by the 
Acute Communicable Disease Control Program utilizing chief complaint data from 
emergency departments.  This project was developed to aid in detection of emerging 
infectious disease and potential bioterrorism events. Funding is requested to add an 
additional 25 emergency departments to expand to include all emergency departments 
in Los Angeles County.  Under Exhibit B (Statement of Work), Contractor will be 
responsible for the three initial connections to the emergency departments as well as 
Maintenance Services with respect to these connections.  In addition, the data will be 
stored in Contractor servers.  Any further connections County desires to implement will 
require a Change Order or Amendment in accordance with the Agreement.  
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ATTACHMENT D.6 

List of Other Baseline Modifications for Upgraded System 

Additional System Requirements and Specifications for the Baseline Modifications identified 
below will be gathered and documented pursuant to Task 9 (Other Baseline Modifications for 
Upgraded System) of Exhibit B (Statement of Work). 
 
1.0 OTHER BASELINE MODIFICATIONS FOR UPGRADED SYSTEM 

 
1.1 Electronic Filing Cabinet File Locking Functionality 
 Data for restriction may include without limitation Public Health Investigation (PHI) legal 

orders and those documents related to under age children, which can only be seen by 
certain Division of HIV and STD Program Users. 

 IRIS shall enable restriction of access for certain data information within the patient's 
chart and allow only specific User groups the ability to access/view information.  
Information requiring restriction include without limitation: 
 

1. Performance Measures 
2. Booking number (any relevant custody data information) 
3. Mental Health  
4. Substance Abuse 
5. Social Services (for Perinatal Hep B) 
6. H-455 User Defined Form 

 
1.2 Mobile Accessibility of IRIS System 
 Use Case: The nurses will have the tablets in the field, connected to their County-issued 

iPhones for a mobile hotspot when needed. When staff are in the field, access to the 
IRIS system may be necessary to both acquire case information and enter collected 
data. For this purpose, the IRIS system will be configured for mobile accessibility 
through the use of internet-connected field devices, such as tablets and notebooks. 
However, in the event of poor internet connectivity, Atlas will develop a solution to 
enable field work to continue within the IRIS system despite the possible lack of internet 
connectivity. 

 Proposed Solution: Create mobile application for capturing data in mobile device and 
upload information into appropriate section(s) within IRIS system using Import Web API 
workflow. 
 

1.3 CMR15 Outbreak Module - Additional Functionality: Location and District 
 District and Census Tract information are not displayed in the current Outbreak Grid. 

When a new Outbreak is opened, if the Location of the Outbreak is not already in the 
System, a new location will need to be created. Once the new Location is created and 
saved, the District and Census Tract will need to automatically be assigned so all fields 
auto-populate on the Location grid. 

 Use Case: A public health investigator is notified of a suspected outbreak associated 
with a facility (e.g. a nursing home). The User creates an Outbreak record and selects 
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the facility from (or enters the facility into) the Location Dictionary. The user verifies that 
the correct facility address is included in the Location Dictionary entry and the address is 
geocoded to a census tract and census block associated with a valid Los Angeles 
County District. Upon population of the Location field on the Outbreak record, the District 
field is auto-populated with the same District present in the Location dictionary for the 
facility's address. 
 

 Proposed Solution: 

1. Add a configuration to enable the Auto-assignment of District/Jurisdiction for 
Outbreaks. Perhaps "OutbreakAutoJurisdictionOn" or 
"OutbreakAutoJurisdictionAssignment". 

2. Use the existing configuration to enable a District/Jurisdiction change alert in an 
Outbreak if a District/Jurisdiction has already been populated/saved (as per the 
DI/CI workflow). 

3. When a Location is selected for an Outbreak, auto-populate the Jurisdiction 
saved for the Location to the Jurisdiction field of the Outbreak, if it is blank. If it is 
not blank, employ logic as per point 2 above. 
 Ensure that if the Auto-Assignment is enabled, that the Auto-Assignment 

is executed when Outbreaks are created via: 
Import Utility (if a Location is provided) 

 Group Event conversion (if a Location is provided). 
 Auto-Creation Rules.   

 
1.4 IRIS Integration with Web Services (WS) Federation 
 Increase log-in security by utilization of WS-Federation for the Active Directory 

Federation Services (ADFS) connection 
 Proposed Solution: 

1. System user clicks on shortcut on desktop or goes to URL: 
https://IRIS.ph.lacounty.gov.  
 System redirects user to authenticate with the County’s ADFS servers.  

User must use their County Active Directory (AD) account (e.g., 
username@ph.lacounty.gov for employees and 
C123456@ph.lacounty.gov for contractors) and password. 

2. County’s ADFS servers then prompt the user for Multi-factor Authentication 
(MFA). 
 User must answer a challenge question from the County’s MFA (user can 

select to remember device and the MFA prompt will not come up in future 
logins).  

 Once MFA check is complete ADFS redirects user to System application. 
3. User now has access to the application. 

 
1.5 Electronic Signature 
 Will be used for signing of Legal Orders, Health Officer Orders, and by Area Health 

Officer (AHO) when initiating certain disease and outbreaks investigation.  Proposed 
Solution: Users will configure their eSignature by uploading an image of their signature 
script to their System account. The User will then reuse the eSignature image to sign 
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"forms". The User can create an image of their signature script by physically signing a 
paper and scanning it; or by creating an image of their signature script on a tablet (such 
as a MS Surface device or iPad) using an appropriate program such as Microsoft Paint 
or equivalent. 

 



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.7 (CalREDIE INTERFACE REQUIREMENTS)  

1 
 

ATTACHMENT D.7  

Design Specifications for the CalREDIE Interface 

System Requirements and Specifications to be finalized as described in Section 5 (Agreement 
Regarding the Interface with the State of California’s CalREDIE System) of Amendment Number 
11, dated as of _______________ ___, 2018, to County Contract No. PH-001629. For the 
avoidance of doubt, once delivered under the Statement of Work, the Interface with the State’s 
CalREDIE system is available for use by all Users.  
 
1.0 CalREDIE Interface System Requirements 

 
1.1 Acute Communicable Disease Control Program (ACDC) 
 
 Continue to send core data variables (demographics), lab info (name, specimen 

collection date, and specimen type) and risk factor variables for closed confirmed cases. 
ACDC is currently sending several vCMR data fields to California Department of Public 
Health’s (CDPH) Statistical Branch electronically (aka Weekly Place Report) and on a 
weekly basis. However, risk factor, or epi data (from the Case Management and 
Processing (CMaP) System), are printed out and sent manually. All are performed by the 
ACDC-Morbidity Unit. 
 

1.2 Division of HIV and STD Programs (DHSP)  
 
 See Attachment D.7.1, Screenshots of CalREDIE Data Fields 

 
1.3 Tuberculosis Control Program (TBCP) 

 
 For Report of Verified Case of Tuberculosis (RVCT) Reporting: Contractor must develop 

a process to migrate Disease Incident tab data elements and the RVCT in the Disease 
Incident record between IRIS and CalREDIE without intervention required by the TBCP.  
This migration process should occur no less than once per week, and account for all 
new or updated RVCT reports within IRIS. 

 For transferred patients (Moved Patients): The IRIS will be able to transfer the data 
within a Disease Incident or Contact Investigation record between a local health 
jurisdiction using CalREDIE and a local health jurisdiction using IRIS.  This is a bi-
directional data transfer requirement. The TBCP will collaborate with Contractor and the 
CDPH to define the requirements for the exchange of data between CalREDIE and IRIS. 

 Interjurisdictional TB Notifications: The IRIS will be able to transfer the data contained in 
an Interjurisdictional TB Notification record between a local health jurisdiction using 
CalREDIE and a local health jurisdiction using IRIS.  This is a bi-directional data transfer 
requirement. The TBCP will collaborate with Contractor and the CDPH to define the 
requirements for the exchange of data between CalREDIE and IRIS. 

 Interjurisdictional TB Notification Follow Ups: The IRIS will be able to transfer the data 
contained in an Interjurisdictional TB Notification Follow-up record between a local 
health jurisdiction using CalREDIE and a local health jurisdiction using IRIS.  This is a bi-
directional data transfer requirement. 
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1.4 Vaccine Preventable Disease Control (VPDC) Program – Epidemiology 
 
All IRIS data fields in the following disease-specific CDPH Case Report forms need to be 
transferred to CDPH via this Interface (see Attachment D.7.1, Screenshots of CalREDIE Data 
Fields): 

 
 Pertussis 
 Measles 
 Mumps 
 Tetanus 
 Diphtheria 
 Haemophilus Influenzae 
 Rubella 
 Congenital Rubella 
 Polio 
 Varicella hospitalization and death 
 

1.5 Vaccine Preventable Disease Control (VPDC) Program – Perinatal Hepatitis B 
 
All IRIS data fields in the following CDPH forms need to be transferred to CDPH via this 
Interface (see Attachment D.7.1, Screenshots of CalREDIE Data Fields): 

 
 Perinatal Hepatitis B: 
 Case Report 
 In-State Transfer 
 Out-of-State Transfer 
 Prevention Program Confidential HBsAg+ Case/Household Management Report 
 Perinatal Post-Exposure Prophylaxis (PEP) Errors 

 
 



Report Name: HIV Case Report

Data Gathering Notes Removed Field

DATA FIELDS (Required 

Column) FIELD DEFINITION (Data Element)

Field Object (Values) 

Refer to the Adult HIV/AIDS Case Form

Date of HIV Case Report Date of HIV Case Report

Physician Name Physician Name

Physician Phone Number Physician Phone Number

Did this report initiate a new 

case investigation

Values are as follows:

‐ Yes

‐ No 

‐ Unknown

Surveillance Method  Surveillance Method 

Values are as follows: 

‐  Active

‐ Passive

‐ Followup

‐ Reabtraction

‐ Unknown

‐ Yes

‐ No 

‐ Unknown

Registration Patient Last Name Patient Last Name

Registration Patient Middle Name Patient Middle Name

Registration Patient First Name Patient First Name

Registration Patient Address Type Patient Address Type

Values are as follows:
‐ Residential
‐ Homeless

Registration Patient Street Patient Street
Registration Patient City Patient City

Patient County Patient County
Registration Patient State Patient State
Registration Patient Zip Code Patient Zip Code
Registration Patient Home Phone Patient Home Phone xxx‐xxx‐xxxx is the format
Registration Patient Cell Phone Patient Cell Phone xxx‐xxx‐xxxx is the format
Registration Patient Social Security  Patient Social Security Number xxx‐xx‐xxxx is the format

DL/Other Id Number DL/Other Id Number Patient Other ID Type #1
Registration Booking Number Patient Other ID Type #2
Registration ‐‐ biological gender Gender (Sex) Gender (Sex) code value display
Registration Patient Country of Birth Patient Country of Birth
Registration Patient Date of Birth Patient Date of Birth mm/dd/yyyy

person table Patient Vital Status: Patient Vital Status:

Values are as follows:
‐ 1 ‐ Alive
‐ 2 ‐ Dead

person table Patient Date of Death: Patient Date of Death:
Diagnosis ‐ Mike to provide list of ICD10 

Codes ICD10 1 ICD10 1

Values are as follows:

ICD10 Code

Diagnosis ‐ Mike to provide list of ICD10 

Codes ICD10 2 ICD10 2

Values are as follows:

ICD10 Code

Diagnosis ‐ Mike to provide list of ICD10 

Codes ICD10 3 ICD10 3

Values are as follows:

ICD10 Code

Diagnosis ‐ Mike to provide list of ICD10 

Codes ICD10 4 ICD10 4

Values are as follows:

ICD10 Code

Diagnosis ‐ Mike to provide list of ICD10 

Codes ICD10 5 ICD10 5

Values are as follows:

ICD10 Code

Social History ‐ SOGI
SHX Gender Identity ‐ 
SHXGENDERIDENTITY Current Gender Identity Current Gender Identity

Current Gender:Male/Female/Transgender 
(M‐F)/Transgender (F‐M)/Unknown/Other

Registration Ethnic Group Ethnic Group code value display
Registration Race  Race  code value display

Deb to follow‐up

Residence at Diagnosis: Address 

Type

Residence at Diagnosis: Address 

Type

Values are as follows:

‐ Residence at HIV Diagnosis

‐ Residence at AIDS Diagnosis

Deb to follow‐up

Patient Address at HIV Diagnosis: 

House Number

Patient Address at HIV Diagnosis: 

House Number

Attachment D.7.1
Screenshots of CalREDIE Data Fields

Business Requirement: To comply with State and Federal mandated a report is required 

for HIV surveillance grant funding from CDC.  It is mission critical to ensure that HIV‐

positive individuals receive appropriate treatment and preventative care that includes 

partner services and treatment verification.
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Deb to follow‐up

Address of Residence at HIV 

Diagnosis: Street

Address of Residence at HIV 

Diagnosis: Street

Deb to follow‐up

Address of Residence at HIV 

Diagnosis: City

Address of Residence at HIV 

Diagnosis: City

Deb to follow‐up

Address of Residence at HIV 

Diagnosis: County

Address of Residence at HIV 

Diagnosis: County

Deb to follow‐up

Address of Residence at HIV 

Diagnosis: State

Address of Residence at HIV 

Diagnosis: State/Country

Deb to follow‐up

Address of Residence at HIV 

Diagnosis: Country

Address of Residence at HIV 

Diagnosis: Country

Deb to follow‐up

Address of Residence at HIV 

Diagnosis: Zip Code

Address of Residence at HIV 

Diagnosis: Zip Code

Deb to follow‐up

Patient Address at AIDS 

Diagnosis: House Number

Patient Address at AIDS Diagnosis: 

House Number

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: Street

Address of Residence at AIDS 

Diagnosis: Street

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: City

Address of Residence at AIDS 

Diagnosis: City

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: County

Address of Residence at AIDS 

Diagnosis: County

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: State

Address of Residence at AIDS 

Diagnosis: State

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: Country

Address of Residence at AIDS 

Diagnosis: Country

Deb to follow‐up

Address of Residence at AIDS 

Diagnosis: Zip Code

Address of Residence at AIDS 

Diagnosis: Zip Code

Org/Facility Facility Name Facility Name

Org/Facility Facility: Phone Number Facility: Phone Number

Org/Facility Facility: Street Address  Facility: Street Address 
Org/Facility Facility: City  Facility: City 

Org/Facility ‐‐ County not captured Facility: State/County Facility: State/County
Org/Facility Facility: Zip Code Facility: Zip Code

Social History  Sex with a male Sex with a male

Values are as follows:
‐ Yes
‐ No
‐ Unknown

Social History  Sex with a female Sex with a female

Values are as follows:
‐ Yes
‐ No
‐ Unknown

Have you ever used injected drugs? ‐‐
HAVEYOUEVERUSEDINJECTEDDRUG

S

Injected non‐prescription 
drugs  Injected non‐prescription drugs 

Values are as follows:
‐ Yes
‐ No
‐ Unknown

Deb to follow‐up

Contact with 

intravenous/injection drug user 

(IDU)

Contact with intravenous/injection 

drug user (IDU)

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb to follow‐up Contact with a bisexual male Contact with a bisexual male

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb to follow‐up

Contact with a person with AIDS 

or documented HIV infection, 

risk not specified:

Contact with a person with AIDS or 

documented HIV infection, risk not 

specified:

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb to follow‐up

Contact with transplant 

recipient with documented HIV:

Contact with transplant recipient 

with documented HIV:

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb to follow‐up

Contact with transfusion 

recipient with documented HIV:

Contact with transfusion recipient 

with documented HIV:

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb to follow‐up

Received clotting factor for 

hemophilia/coagulation disorder

Received clotting factor for 

hemophilia/coagulation disorder

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Have you received a blood 
transfusion ‐‐ 
HAVEYOURECEIVEDABLOODTRANSF

USION

Received transfusion of 
blood/blood components 
(non‐clotting)

Received transfusion of 
blood/blood components (non‐
clotting)

Values are as follows:
‐ Yes
‐ No
‐ Unknown
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Were you prenatally infected? ‐‐ 
WEREYOUPRENATALLYINFECTED

Perinatally infected (please 
enter in comments and 
local/optional fields section)

Perinatally infected (please 
enter in comments and 
local/optional fields section)

Values are as follows:
‐ Yes
‐ No
‐ Unknown

Deb/Mike to determine which field to 

use

Other documented risk (if yes, 

specify)

Other documented risk (if yes, 

specify)

Values are as follows:

‐ Yes

‐ No

‐ Unknown

Deb/Mike to determine which field to 

use

Other documented risk yes, 

specify Other documented risk yes, specify

Lab Orders ‐ use same format as STD 
case report orderable name

grouping of lab orders/results repeat 5 
times; Need most recent on given 
encounter;  Mike to provide a list of 
orderables.  Work with the Lab Team on 
orderable names.

Lab Orders ‐ use same format as STD 
case report site grouping of lab orders/results repeat 5 times
Lab Orders ‐ use same format as STD 
case report specimen type grouping of lab orders/results repeat 5 times
Lab Orders ‐ use same format as STD 
case report result grouping of lab orders/results repeat 5 times
Lab Orders ‐ use same format as STD 
case report Specimen Collection Date grouping of lab orders/results repeat 5 times
First CD4 (T‐cell) Count ‐‐ 
FIRSTCD4TCELLCOUNT

First CD4 result < 200 cells/ul 
or < 14%: CD4 count

First CD4 result < 200 cells/ul or 
< 14%: CD4 count

Deb to confirm location

Did documented laboratory test 

results meet approval HIV 

diagnostic algorithm?

Did documented laboratory test 

results meet approval HIV 

diagnostic algorithm?

Values are as follows:

‐ Yes 

‐ No

‐ Unknown

Deb to confirm location

If yes, provide date (specimen 

collection date if Known) of 

eariliest positive test for this 

If yes, provide date (specimen 

collection date if Known) of 

eariliest positive test for this 

Deb to confirm location

If HIV laboratory tests were not 

documented, is HIV diagnosis 

documented by a physician

If HIV laboratory tests were not 

documented, is HIV diagnosis 

documented by a physician

Values are as follows:

‐ Yes 

‐ No

‐ Unknown

Deb to confirm location

If yes, provide date of 

documentation by physician: 

If yes, provide date of 

documentation by physician: 

Mike to provide list ‐ cross encounter ‐ most recent result Candiadiasis, esophageal Candiadiasis, esophageal ICD10

Candiadiasis, esophageal:  Candiadiasis, esophageal: Date
Mike to provide list ‐ cross encounter ‐ most recent result Crytococcosis, extrapulmonary Crytococcosis, extrapulmonary ICD10

Crytococcosis, 
extrapulmonary: Date

Crytococcosis, extrapulmonary: 
Date

Mike to provide list ‐ cross encounter ‐ most recent result

Cytomegalovirus disease (other 

than in liver, spleen or nodes)

Cytomegalovirus disease (other 

than in liver, spleen or nodes) ICD10

Cytomegalovirus disease 
(other than in liver, spleen or 
nodes): Date

Cytomegalovirus disease (other 
than in liver, spleen or nodes): 
Date

Mike to provide list ‐ cross encounter ‐ most recent result

Herpes simple: chronic ulcer(s) 

(>1 mo. duration), bronchitis, 

pneumonitis or esophagitis

Herpes simple: chronic ulcer(s) (>1 

mo. duration), bronchitis, 

pneumonitis or esophagitis ICD10

Herpes simple: chronic 
ulcer(s) (>1 mo. duration), 
bronchitis, pneumonitis or 
esophagitis: Date

Herpes simple: chronic ulcer(s) 
(>1 mo. duration), bronchitis, 
pneumonitis or esophagitis: 
Date

Mike to provide list ‐ cross encounter ‐ most recent result Kaposi's sarcoma Kaposi's sarcoma ICD10

Kaposi's sarcoma: Date Kaposi's sarcoma: Date
Mike to provide list ‐ cross encounter ‐ most recent result Pneumocystis Pneumocystis ICD10

Pneumocystis: Date Pneumocystis: Date
Mike to provide list ‐ cross encounter ‐ most recent result Wasting syndrome due to HIV Wasting syndrome due to HIV ICD10

Wasting syndrome due to 
HIV: Date

Wasting syndrome due to HIV: 
Date

What past opportunistic 

Infections Have you had?

What past opportunistic Infections 

Have you had?

Have you been told you have AIDS ‐‐ 
HAVEYOUBEENTOLDYOUHAVEAIDS

Has This Patient been 
Informed of His/Her HIV 
Infection?

Has This Patient been Informed 
of His/Her HIV Infection?

Values are as follows:
‐ Yes 
‐ No
‐ Unknown
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Primary Insurance Plan Name

Patient 's Medical Treatment 
is Primary Reimbursed by:

Patient 's Medical Treatment is 
Primary Reimbursed by:

Values are as follows:
‐ 1‐Medicaid

‐2‐Private Insurance/HMO

‐3‐ No Coverage
‐ 4‐Other Public Funding
‐ 9 ‐ Unknown

problem list ‐‐ SNOMED CT = 
"Pregnant"  = 191073013 (actual 
snomed ct code)  Nomenclature_id = 
7777483.00

Active status follow same logic as 
STD Case Report

Is This Patient Currently 
Pregnant?

Is This Patient Currently 
Pregnant?

Values are as follows:
‐ Yes 
‐ No
‐ Unknown

NEONATEOUTCOME ‐ note there are 
2, one with a colon (:) and one 
without

Has This Patient Delivered 
Live ‐Born Infants?

Has This Patient Delivered Live ‐
Born Infants?

Values are as follows:
‐ Yes 
‐ No
‐ Unknown

Deb to follow‐up Patient's Live Born Child First  Patient's Live Born Child First Name

Deb to follow‐up

Patient's Live Born Child Middle 

Name

Patient's Live Born Child Middle 

Name

Deb to follow‐up Patient's Live Born Child Last  Patient's Live Born Child Last Name

Deb to follow‐up Child's Date of Birth Child's Date of Birth

Deb to follow‐up

Patient's Live Born Child Hospital 

of Birth: Name

Patient's Live Born Child Hospital of 

Birth: Name

Deb to follow‐up Hospital of Birth: Phone Number Hospital of Birth: Phone Number

Deb to follow‐up

Hospital of Chid Birth: Street 

Address

Hospital of Chid Birth: Street 

Address

Deb to follow‐up Hospital of Child Birth: City Hospital of Child Birth: City

Deb to follow‐up Hospital of Child Birth: County Hospital of Child Birth: County

Deb to follow‐up

Hospital of Child Birth: 

State/County

Hospital of Child Birth: 

State/County

Deb to follow‐up Hospital of Child Birth: Zip Code Hospital of Child Birth: Zip Code

Not currently captured on PowerForms Ever Had a Positive HIV Test? Ever Had a Positive HIV Test?

Values are as follows:

‐ Yes 

‐ No

‐ Refused

‐ Don't Know/Unknown

Not currently captured on PowerForms Date of First Positive HIV Test Date of First Positive HIV Test

Ever Had a Negative HIV Test?

Values are as follows:

‐ Yes 

‐ No

‐ Refused

‐ Don't Know/Unknown

Last negative HIV test result ‐‐ 
LASTNEGATIVEHIVTESTRESULT

Date of Last Negative HIV 
Test.  Date of Last Negative HIV Test.

Number of HIV tests in past 2 years ‐‐ 
NUMBEROFHIVTESTSINPAST2YEARS

Number of Negative HIV 
Tests Within 24 Months 
Before First Positive Test (#)

ON HAART?
Ever Taken Any 
Antiretrovirals (ARVs)?

Values are as follows:
‐ Yes 
‐ No
‐ Refused
‐ Don't Know/Unknown

Mike to provide List of ARV medications ARV Medication 1

ARV Medication 1 Last 

Documented

ARV Medication 2

ARV Medication 2 Last 

Documented

ARV Medication 3

ARV Medication 3 Last 

Documented

COUNTY OF LOS ANGELES
ATLAS DEVELOPMENT CORPORATION
SOFTWARE AND SERVICES AGREEMENT

ATTACHMENT D.7.1 (SCREENSHOTS OF CalREDIE DATA FIELDS) 

4



REPORT NAME BUSINESS REQUIREMENT DATA FIELDS (Required Column) FIELD DEFINITION (Data Element)

Field Object (Values) 
Refer to the STD Confidential Morbidity 
Report Form

STD Case Report

State mandated report and is required for STD 
cooperative agreement grant from the CDC. The same 
fields are used for STD surveillance, partner services, 
and case management activities which are critical to 
STD control.
Ordering physician Clinician who diagnosed STD case Report done by
Facility the encounter is registered to Facility Name Facility Name
Org/Facility Facility Street street address
Org/Facility Facility City
Org/Facility Facility State
Org/Facility Facility Zip Code City/State/Zip code
Org/Facility Facility Phone xxx-xxx-xxxx is the format
Org/Facility -- not currently in the system, but could be 
added if needed for report;  Cerner Core Team will 
need to build if needed on report. Facility Fax Tel/Fax

leave blank

Registration Patient Last name Patient Last Name
Registration Patient First name First name
Registration Patient Middle Initial MI
Registration Medical Record number Medical Record number
Registration Birthdate Birthdate mm/dd/yyyy
Registration Patient Street Address 1 Patient Street Address 1
Registration Patient Street Address 2 Patient Street Address 2
Registration Patient City Patient City
Registration Patient State Patient State
Registration Patient Zip Code Patient Zip Code
Registration Patient Home Phone Patient Home Phone xxx-xxx-xxxx is the format
Registration Patient Work Phone Patient Work Phone xxx-xxx-xxxx is the format
Registration Patient Cell Phone Patient Cell Phone xxx-xxx-xxxx is the format
Registration Patient Social Security Number Patient Social Security Number xxx-xx-xxxx is the format
Registration Patient Email Address Email Address
problem list -- SNOMED CT = "Pregnant"  = 191073013 
(actual snomed ct code)  Nomenclature_id =      
7777483.00
Active status Patient Pregnant? Patient Pregnant?

No/Yes/Unk

Last Menstrual Period - LASTMENSTRUALPERIOD Date of Last Menstrual Period LMP date
Partner pregnant - PARTNERPREGNANT Partner Pregnant? Partner Pregnant? No/Yes/Unk
Social History - SOGI
SHX Gender Identity - SHXGENDERIDENTITY Current Gender:

Current Gender:Male/Female/Transgender (M-
F)/Transgender (F-M)/Unknown/Other code value display

add Registration Biological Gender: code value display

Registration Marital Status

Marital Status:Single/Married-Domestic 
Partner/Separated/Divorced/Widowed/Living 
with Partner

code value display

Registration Race Race code value display

Registration Ethnicity:
Ethnicity:Hispanic-Latino/Non-hispanic-Non 
Latino code value display

Registration Primary Language: Primary Language: English/Spanish/Other code value display

Sex Partner(s) Gender: 3 months  - 
SEXPARTNERSGENDER3MONTHS Gender of Sex Partner(s) - 3 months

Gender of Sex 
Partner(s):Male/Female/Transgender (M-
F)/Transgender (F-
M)/Unknown/Other/Refused

code value display

add
Sex Partner(s) Gender: 12 months  - 
SEXPARTNERSGENDER12MONTHS Gender of Sex Partner(s) - 12 months code value display

Diagnosis Disease(s) being reported: 
Disease(s) being reported: 
Chlamydia/Gonorrhea/Syphilis

ICD-10  (if multiple on a given encounter, 
output 1 row for each ICD-10)

Lab Orders orderable name

grouping of lab orders/results repeat 5 
times; Need most recent on given 
encounter;  Mike to provide a list of 
orderables.  Work with the Lab Team on 
orderable names.

site
grouping of lab orders/results repeat 5 
times

specimen type
grouping of lab orders/results repeat 5 
times

result
grouping of lab orders/results repeat 5 
times

Specimen Collection Date
grouping of lab orders/results repeat 5 
times

Allergy Allergic to: Allergic to:Pencilllin/Cephalosporins separate by semi-colon

Medication Orders medication  

Medication(s) and dose: 
ceftriaxone 250mg IM
Azithromycin 1g PO
Azithromycin 2g PO
Doxycyline 100mg BIDx7day
Cefixime 400mg PO
Benzathine Penicillin G 2.4MU IM once
Doxycyline 100 bid x 14 d
Doxycycline 100 bid x 28d

grouping of medication and treatment 
date repeat 3 times; Mike to provide a 
list of medication orderables working 
with the Pharmacy Team.  

Treatment Date order date     
grouping of medication and treatment 
date repeat 3 times

Number of Partners (60 Days) - 
NUMBEROFPARTNERS60DAYS Number of Partners (60 Days) GC & CT
Number of Partners (12 Months) - 
NUMBEROFPARTNERS12MONTHS Number of Partners (12 Months) SY
Number of Partners Treated (60 days)    - 
NUMBEROFPARTNERSTREATED60DAYS Number partners (60 days):Number Treated GC & CT Number partners (60 days):Number Treated
Number of Partners Treated (12 Months)  - 
NUMBEROFPARTNERSTREATED12MONTHS

Partner Information: Numbers partners(last 12 months): 
number treated SY

Partner Information: Numbers partners(last 12 
months): number treated

NEONATEOUTCOME - note there are 2, one with a 
colon (:) and one without Infants only:Live Birth/Still birth Infants only:Live Birth/Still birth

Gestational Age at Time of Syphilis Treatment (weeks) - 
GESTATIONALAGEATSYPHILLISTREATMENT Gestation Gestation

PREGNANCY1INFANTWEIGHT or WEIGHTMEASURED Weight Infant Weight
if <= 1 year old, report weight, otherwise 
blank.

Infant's Serum RPR tier 4x mother's - 
INFANTSSERUMRPRTIER4XMOTHERS Infant's serum RPR tier 4x mothers? Yes/no Infant's serum RPR tier 4x mothers? Yes/no
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g yp
CONGENITALSYPHILISMOTHERSLASTNAME

Congenital syphilis mother's first name - 
CONGENITALSYPHILISMOTHERSFIRSTNAME

Congenital syphilis mother's middle initial - 
CONGENITALSYPHILISMOTHERSMI

Congenital syphilis mother's MRN - 
CONGENITALSYPHILISMOTHERSMRN

Congenital syphilis mother's birthdate - 
CONGENITALSYPHILISMOTHERSBIRTHDATE

Congenital Syphilis: provide mother's info:Last name/First 
name/MI/MRN/Birthdate

Congenital Syphilis: provide mother's info:Last 
name/First name/MI/MRN/Birthdate display in 5 separate columns
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COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.8 (ORCHID INTERFACE REQUIREMENTS) 

1 

ATTACHMENT D.8 

Design Specifications for the ORCHID Interface
System Requirements and Specifications for the Interface with the County’s ORCHID system to 
be finalized as described in Section 6 (Agreement Regarding Interface with County’s ORCHID 
System) of Amendment Number 11, dated as of _____________ __, 2018, to County Contract 
No. PH-001629.  For the avoidance of doubt, once delivered under the Statement of Work, the 
Interface with the County’s ORCHID system is available for use by all Users. 

1.0 ORCHID Interface Requirements 

1.1 Division of HIV and STD Programs (DHSP) 
 See Attachment D.8.1

1.2 Tuberculosis Control Program (TBCP) 
 See Attachment D.8.1

1.3 Vaccine Preventable Disease Control (VPDC) Program – Epidemiology 
 ORCHID Patient Medical Record Number

1.4 Vaccine Preventable Disease Control (VPDC) Program – Perinatal Hepatitis B 
 Pregnancy Status (when available)



REPORT NAME STD Case Report

BUSINESS REQUIREMENT

DATA FIELDS (Required 
Column)

FIELD DEFINITION (Data 
Element)

Field Object (Values) 
Refer to the STD Confidential Morbidity 
Report Form

TABLE FROM WHICH DATA IS 
PULLED

SPECIFIC FIELD WITHIN TABLE 
FROM WHICH DATA IS PULLED

Data entry/ view 
location

Clinician who diagnosed STD 
case Report done by

Demographics; Disease(s) 
Reported; Blood test info; Patient 
Rx - Meds & Doses and treatment 
date info

Dept/Clinic Dept/Clinic
Powerchart

Patient 
Information 
Demographic

Facility Name Facility Name
Powerchart

Patient 
Information 
Demographic

Facility House Number Address
Powerchart

Patient 
Information 
Demographic

Facility Street
Facility City
Facility State

Facility Zip Code City/State/Zip code
Powerchart

Patient 
Information 
Demographic

Facility Phone

Facility Fax Tel/Fax
Powerchart

Patient 
Information 
Demographic

Patient Last name Patient Last Name
Powerchart

Patient 
Information 
Demographic

Patient First name First name
Powerchart

Patient 
Information 
Demographic

Patient Middle Initial MI
Powerchart

Patient 
Information 
Demographic

Medical Record number Medical Record number
Powerchart

Patient 
Information 
Demographic

Birthdate Birthdate
Powerchart

Patient 
Information 
Demographic

Patient House Number Patient House Number
Powerchart

Patient 
Information 
Demographic

Patient Street Patient Street

Patient Apartment Number Patient Apartment Number
Powerchart

Patient 
Information 
Demographic

Patient City Patient City
Powerchart

Patient 
Information 
Demographic

Patient State Patient State
Powerchart

Patient 
Information 
Demographic

Patient Zip Code Patient Zip Code
Powerchart

Patient 
Information 
Demographic

Patient Home Phone Patient Home Phone
Powerchart

Patient 
Information 
Demographic

Patient Work Phone Patient Work Phone
Powerchart

Patient 
Information 
Demographic

Patient Cell Phone Patient Cell Phone
Powerchart

Patient 
Information 
Demographic

Patient Social Security 
Number Patient Social Security Number

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

DCP_ACTIVE_FO
RM 
(clinical_event) 
PowerForm

Patient Email Address Email Address
Powerchart

Patient 
Information 
Demographic

Patient Pregnant? Patient Pregnant?
No/Yes/Unk

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

State mandated report and is required for STD cooperative agreement grant from 
the CDC. The same fields are used for STD surveillance, partner services, and case 
management activities which are critical to STD control.

ATTACHMENT D.8.1  
ORCHID List of Data Fields

COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.8.1 (ORCHID LIST OF DATA FIELDS)

1



Date of Last Menstrual 
Period LMP

date
DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Partner Pregnant? Partner Pregnant?
No/Yes/Unk

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Current Gender:

Current 
Gender:Male/Female/Transgender (M-
F)/Transgender (F-M)/Unknown/Other

Male/Female/Transgender (M-F)/Transgender 
(F-M)/Unknown/Other

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Marital Status

Marital Status:Single/Married-Domestic 
Partner/Separated/Divorced/Widowed/
Living with Partner

Code_Set 38 --IF Living With Partner is Added
Single/Married-Domestic 
Partner/Separated/Divorced/Widowed/Living 
with Partner

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Race Race
Code_Set 282

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Ethnicity:
Ethnicity:Hispanic-Latino/Non-hispanic-
Non Latino

Hispanic-Latino/Non-hispanic-Non Latino
DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Primary Language:
Primary Language: 
English/Spanish/Other

 English/Spanish/Other
DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Gender of Sex Partner(s)

Gender of Sex 
Partner(s):Male/Female/Transgender 
(M-F)/Transgender (F-
M)/Unknown/Other/Refused

Male/Female/Transgender (M-F)/Transgender 
(F-M)/Unknown/Other/Refused DCP_ACTIVE_FORM 

(clinical_event) PowerForm

Disease(s) being reported: 

Disease(s) being reported: 
Chlamydia/Gonorrhea/Syphilis/PID/Cha
ncroid

Chlamydia/Gonorrhea/Syphilis/PID/Chancroid DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Chlamydia Site/specimen 
with positive result:

Site/specimen with positive 
result:Chlamydia:Urine/Cervix/Vagi
na/Urethra/Rectum/Pharyngeal/Ot
her

Chlamydia:Urine/Cervix/Vagina/Urethra/Rect
um/Pharyngeal/Other DCP_ACTIVE_FORM 

(clinical_event) PowerForm

Gonorrhea Site/specimen 
with positive result:

Site/specimen with positive 
result:Gonorrhea:Urine/Cervix/Vagi
na/Urethra/Rectum/Pharyngeal/Ot
her

Gonorrhea:Urine/Cervix/Vagina/Urethra/Rect
um/Pharyngeal/Other DCP_ACTIVE_FORM 

(clinical_event) PowerForm
Specimen Collection Date Specimen Collection Date date Powerchart Order
Treatment Date Treatment Date date Powerchart Order eMar

Allergic to: Allergic to:Pencilllin/Cephalosporins Pencilllin/Cephalosporins Powerchart Allergy
Medication(s) and dose: 
Not treated/ceftriaxone 
250mg IM/Azithromycin 
1g PO/Azithromycin 2g 
PO/Doxycyline 100mg 
BIDx7day/Cefixime 400mg 
PO/Other meds

Medication(s) and dose: Not 
treated/ceftriaxone 250mg 
IM/Azithromycin 1g 
PO/Azithromycin 2g PO/Doxycyline 
100mg BIDx7day/Cefixime 400mg 
PO/Other meds Powerchart

Order
eMAR

Chlamydia/Gonorrhea 
Diagnosis:Asymptomatic/S
ymptomatic-
uncomplicated/PID-due to 
gonorrhea or 
chlamydia/Eye 
infection/Disseminated 
gonorrhea/Lymphogranul
oma venereum/Other

Chlamydia/Gonorrhea 
Diagnosis:Asymptomatic/Symptoma
tic-uncomplicated/PID-due to 
gonorrhea or chlamydia/Eye 
infection/Disseminated 
gonorrhea/Lymphogranuloma 
venereum/Other Powerchart

Order
Lab

Number partners (60 
days):Number Treated

Number partners (60 days):Number 
Treated

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Syphilis 
Stage:Primary/Secondary/
Early Latent/Late 
Latent/Probable 
Congenital syphilis

Syphilis 
Stage:Primary/Secondary/Early 
Latent/Late Latent/Probable 
Congenital syphilis Powerchart

Order
Lab

Syphilis-signs & 
symptoms:None/Genital 
ulcer/rectal-perianal 
ulcer/Oral 
ulcer/Rash/Alopecia/Cond
yloma lata/Neurological 
symptoms/Other:Onset 
date

Syphilis-signs & 
symptoms:None/Genital 
ulcer/rectal-perianal ulcer/Oral 
ulcer/Rash/Alopecia/Condyloma 
lata/Neurological 
symptoms/Other:Onset date Powerchart

Order
Lab

Neurosyphilis?:Yes/No/Un
known Neurosyphilis?:Yes/No/Unknown Powerchart

Order
Lab

Blood Test-collection date Blood Test-collection date Powerchart
Order
Lab

RPR:Neg/Pos:Tier RPR:Neg/Pos:Tier Powerchart
Order
Lab

VDRL: Neg/Pos:Tier VDRL: Neg/Pos:Tier Powerchart
Order
Lab

FTA-ABS:Neg/Pos FTA-ABS:Neg/Pos Powerchart
Order
Lab

TP-PA:Neg/Pos TP-PA:Neg/Pos Powerchart
Order
Lab

EIA/CIA:Neg/Pos EIA/CIA:Neg/Pos Powerchart
Order
Lab

Other test Other test Powerchart
Order
Lab

COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.8.1 (ORCHID LIST OF DATA FIELDS)
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CSF Collection date CSF Collection date Powerchart
Order
Lab

CSF-VDRL:Neg/Pos:Teir CSF-VDRL:Neg/Pos:Teir Powerchart
Order
Lab

CSF WBC: CSF WBC: Powerchart
Order
Lab

CSF protein CSF protein Powerchart
Order
Lab

Infants only:Live Birth/Still 
birth Infants only:Live Birth/Still birth

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Gestation Gestation
DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Weight Infant Weight
DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Long Bone x-rays 
consistent with congenital 
syphilis?: 
No/Yes/Unknown/Not 
done

Long Bone x-rays consistent with 
congenital syphilis?: 
No/Yes/Unknown/Not done

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Infant's serum RPR tier 4x 
mothers? Yes/no

Infant's serum RPR tier 4x mothers? 
Yes/no

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Mother Only: Syphilis 
Stage Mother Only: Syphilis Stage

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Serology (at delivery): 
RPR/VDRL:Tier

Serology (at delivery): 
RPR/VDRL:Tier

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Partner Information: 
Numbers partners(last 12 
months): number treated

Partner Information: Numbers 
partners(last 12 months): number 
treated

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Patient 
Rx(medication,dose,date):
Benzathine Penicillin G 
2.4MU IM 
once/Benzathine Penicillin 
G 2.4MU IM 
once/Benzathine Penicillin 
G 2.4MU IM 
once/Doxycyline 100 bid x 
14 d/Doxycycline 100 bid 
x 28d/Other meds/Not 
treated

Patient 
Rx(medication,dose,date):Benzathin
e Penicillin G 2.4MU IM 
once/Benzathine Penicillin G 2.4MU 
IM once/Benzathine Penicillin G 
2.4MU IM once/Doxycyline 100 bid 
x 14 d/Doxycycline 100 bid x 
28d/Other meds/Not treated

DCP_ACTIVE_FORM 
(clinical_event) PowerForm

Congenital Syphilis: 
provide mother's info:Last 
name/First 
name/MI/MRN/Birthdate

Congenital Syphilis: provide 
mother's info:Last name/First 
name/MI/MRN/Birthdate

DCP_ACTIVE_FORM 
(clinical_event) PowerForm
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REPORT NAME HIV Case Report

BUSINESS REQUIREMENT

To comply with State and Federal 
mandated a report is required for HIV 
surveillance grant funding from CDC.  It is 
mission critical to ensure that HIV-positive 
individuals receive appropriate treatment 
and preventative care that includes 
partner services and treatment 
verification.

DATA FIELDS (Required Column) FIELD DEFINITION (Data Element)

Field Object (Values) 
Refer to the Adult HIV/AIDS Case 
Form TABLE FROM WHICH DATA IS PULLED

SPECIFIC FIELD WITHIN TABLE FROM WHICH 
DATA IS PULLED Data entry/ view location

Physician Name Physician Name Powerchart
Physician Phone Number Physician Phone Number Powerchart

Did this report initiate a new case 
investigation

Values are as follows:
- Yes
- No 
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Surveillance Method Surveillance Method 

Values are as follows: 
- Active
- Passive
- Followup
- Reabtraction
- Unknown
- Yes
- No 
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Last Name Patient Last Name Powerchart Person Information Demographic
Patient Middle Name Patient Middle Name Powerchart Person Information Demographic
Patient First Name Patient First Name Powerchart Person Information Demographic
Patient Alias Last Name Patient Alias Last Name Powerchart Person Information Demographic
Patient Alias Middle Name Patient Alias Middle Name Powerchart Person Information Demographic
Patient Alias First Name Patient Alias First Name Powerchart Person Information Demographic

Patient Address Type Patient Address Type

Values are as follows:
- Residential
- Bad Address
- Correctional Facility
- Foster home
- Homeless
- Postal
- Shelter
- Temporary

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient House Number Patient House Number
Patient Street Patient Street

Patient City Patient City
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Apartment Patient Apartment

Patient County Patient County
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient State Patient State
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Zip Code Patient Zip Code
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Home Phone Patient Home Phone
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Cell Phone Patient Cell Phone

Patient Social Security Number Patient Social Security Number
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Other ID Type #1 Patient Other ID Type #1
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Other ID Type  #1 Number Patient Other ID Type  #1 Number
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Other ID Type #2 Patient Other ID Type #2
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Other ID Type #2 Number Patient Other ID Type #2 Number
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Gender (Sex) Gender (Sex) Code_Set 57
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Country of Birth Patient Country of Birth Code_Set 15
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Date of Birth Patient Date of Birth
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Alias Date of Birth Patient Alias Date of Birth
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Vital Status: Patient Vital Status:

Values are as follows:
- 1 - Alive
- 2 - Dead Powerchart

Patient Date of Death: Patient Date of Death: Powerchart
Patient State of Death: Patient State of Death: Values: CA, AZ, ….. Powerchart

Patient HIV Status: Patient HIV Status:

Values are as follows:
- HIV
- AIDS Powerchart

Current Gender Identity Current Gender Identity
Current Gender:Male/Female/Transgender (M-
F)/Transgender (F-M)/Unknown/Other Powerchart

Ethnic Group Ethnic Group Code_Set 27 Powerchart
Race Race Code_Set 282 Powerchart

Residence at Diagnosis: Address Type Residence at Diagnosis: Address Type

Values are as follows:
- Residence at HIV Diagnosis
- Residence at AIDS Diagnosis

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Address at HIV Diagnosis: House 
Number

Patient Address at HIV Diagnosis: House 
Number

Address of Residence at HIV Diagnosis: 
Street

Address of Residence at HIV Diagnosis: 
Street

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at HIV Diagnosis: 
City

Address of Residence at HIV Diagnosis: 
City

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at HIV Diagnosis: 
County

Address of Residence at HIV Diagnosis: 
County

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at HIV Diagnosis: 
State

Address of Residence at HIV Diagnosis: 
State/Country

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at HIV Diagnosis: 
Country

Address of Residence at HIV Diagnosis: 
Country

Address of Residence at HIV Diagnosis: Zip 
Code

Address of Residence at HIV Diagnosis: Zip 
Code

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Address at AIDS Diagnosis: House 
Number

Patient Address at AIDS Diagnosis: House 
Number

Address of Residence at AIDS Diagnosis: 
Street

Address of Residence at AIDS Diagnosis: 
Street

DCP_ACTIVE_FORM (clinical_event) 
PowerForm
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Address of Residence at AIDS Diagnosis: 
City

Address of Residence at AIDS Diagnosis: 
City

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at AIDS Diagnosis: 
County

Address of Residence at AIDS Diagnosis: 
County

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at AIDS Diagnosis: 
State

Address of Residence at AIDS Diagnosis: 
State

Address of Residence at AIDS Diagnosis: 
Country

Address of Residence at AIDS Diagnosis: 
Country

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Address of Residence at AIDS Diagnosis: 
Zip Code

Address of Residence at AIDS Diagnosis: 
Zip Code

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Diagnosis Type Diagnosis Type 

Values are as follows:
- HIV Diagnosis
- AIDS Diagnosis Powerchart Diagnosis and Problem history

Facility Name Facility Name Powerchart
Facility: Phone Number Facility: Phone Number Powerchart
Facility: House Number Facility: House Number
Facility: Street Address Facility: Street Address Powerchart
Facility: City Facility: City Powerchart
Facility: County Facility: County Powerchart
Facility: State/County Facility: State/County Powerchart
Facility: Zip Code Facility: Zip Code Powerchart

Sex with a male Sex with a male

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Sex with a female Sex with a female

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Injected non-prescription drugs Injected non-prescription drugs 

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Contact with intravenous/injection drug 
user (IDU)

Contact with intravenous/injection drug 
user (IDU)

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Contact with a bisexual male Contact with a bisexual male

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Contact with a person with AIDS or 
documented HIV infection, risk not 
specified:

Contact with a person with AIDS or 
documented HIV infection, risk not 
specified:

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Contact with transplant recipient with 
documented HIV:

Contact with transplant recipient with 
documented HIV:

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Contact with transfusion recipient with 
documented HIV:

Contact with transfusion recipient with 
documented HIV:

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Received clotting factor for 
hemophilia/coagulation disorder

Received clotting factor for 
hemophilia/coagulation disorder

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Received transfusion of blood/blood 
components (non-clotting)

Received transfusion of blood/blood 
components (non-clotting)

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Perinatally infected (please enter in 
comments and local/optional fields 
section)

Perinatally infected (please enter in 
comments and local/optional fields 
section)

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Other documented risk (if yes, specify) Other documented risk (if yes, specify)

Values are as follows:
- Yes
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Other documented risk yes, specify Other documented risk yes, specify
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating) Test 1 (Non-Type Differentiating)

Values are as follows:
- HIV-1 EIA
- HIV-1/2 EIA 
- HIV-1/2 Ag/Ab
- HIV-1 WB
- HIV-1 IFA
- HIV-2 EIA
- HIV-2 WB
- Other (specify test)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating): Other 
specify test

Test 1 (Non-Type Differentiating): Other 
specify test

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating): Result: Test 1 (Non-Type Differentiating): Result:

Values are as follows:
- Positive/Reactive
- Negative/Nonreactive
- Indeterminate

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating): 
Manufacturer

Test 1 (Non-Type Differentiating): 
Manufacturer

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating): Rapid 
Test 

Test 1 (Non-Type Differentiating): Rapid 
Test 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 (Non-Type Differentiating): 
Collection Date

Test 1 (Non-Type Differentiating): 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 (Non-Type Differentiating) Test 2 (Non-Type Differentiating)

Values are as follows:
- HIV-1 EIA
- HIV-1/2 EIA 
- HIV-1/2 Ag/Ab
- HIV-1 WB
- HIV-1 IFA
- HIV-2 EIA
- HIV-2 WB
- Other (specify test)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 (Non-Type Differentiating): Other 
specify test

Test 2 (Non-Type Differentiating): Other 
specify test

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 (Non-Type Differentiating): Result: Test 2 (Non-Type Differentiating): Result:

Values are as follows:
- Positive/Reactive
- Negative/Nonreactive
- Indeterminate

DCP_ACTIVE_FORM (clinical_event) 
PowerForm
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Test 2 (Non-Type Differentiating): 
Manufacturer

Test 2 (Non-Type Differentiating): 
Manufacturer

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 (Non-Type Differentiating): Rapid 
Test 

Test 2 (Non-Type Differentiating): Rapid 
Test 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 (Non-Type Differentiating): 
Collection Date

Test 2 (Non-Type Differentiating): 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating) Test 3 (Non-Type Differentiating)

Values are as follows:
- HIV-1 EIA
- HIV-1/2 EIA 
- HIV-1/2 Ag/Ab
- HIV-1 WB
- HIV-1 IFA
- HIV-2 EIA
- HIV-2 WB
- Other (specify test)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating): Other 
specify test

Test 3 (Non-Type Differentiating): Other 
specify test

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating): Result: Test 3 (Non-Type Differentiating): Result:

Values are as follows:
- Positive/Reactive
- Negative/Nonreactive
- Indeterminate

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating): 
Manufacturer

Test 3 (Non-Type Differentiating): 
Manufacturer

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating): Rapid 
Test 

Test 3 (Non-Type Differentiating): Rapid 
Test 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 3 (Non-Type Differentiating): 
Collection Date

Test 3 (Non-Type Differentiating): 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test:  HIV-1/2 Differentialting (e.g. 
Multispot)

Test:  HIV-1/2 Differentialting (e.g. 
Multispot)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test:  HIV-1/2 Differentialting (e.g. 
Multispot): Result

Test:  HIV-1/2 Differentialting (e.g. 
Multispot): Result

Values are as follows:
- HIV -1
- HIV - 2
- Both (undifferentiated)
- Neither (negative)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test:  HIV-1/2 Differentialting (e.g. 
Multispot): Collection Date

Test:  HIV-1/2 Differentialting (e.g. 
Multispot): Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests (Qualitative): Test 1 HIV Detection Tests (Qualitative): 

Values are as follows:
- HIV-1 RNA/DNA NAAT (Qual)
- HIV-1 P24 Antigen
- HIV-1 Culture
- HIV-2 RNA/DNA NAAT (Qual)
- HIV -2 Culture

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests (Qualitative) : 
Result

Test 1 HIV Detection Tests (Qualitative) : 
Result

Values are as follows:
- Positive/Reactive
- Negative/Nonreactive
- Indeterminate

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests (Qualitative): 
Collection Date

Test 1 HIV Detection Tests (Qualitative): 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests (Qualitative): Test 2 HIV Detection Tests (Qualitative): 

Values are as follows:
- HIV-1 RNA/DNA NAAT (Qual)
- HIV-1 P24 Antigen
- HIV-1 Culture
- HIV-2 RNA/DNA NAAT (Qual)
- HIV -2 Culture

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests (Qualitative): 
Result

Test 2 HIV Detection Tests (Qualitative): 
Result

Values are as follows:
- Positive/Reactive
- Negative/Nonreactive
- Indeterminate

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests (Qualitative): 
Collection Date

Test 2 HIV Detection Tests (Qualitative): 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests (Quantitiative 
Viral Load): 

Test 1 HIV Detection Tests (Quantitiative 
Viral Load): 

Values are as follows:
- HIV-1 RNA/DNA NAAT  (Quantitiative
Viral Load)
- RT-PCR
- bDNA
- Other (specify test)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests (Quantitiative 
Viral Load): Other specify

Test 1 HIV Detection Tests (Quantitiative 
Viral Load): Other specify

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Result

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Result

Values are as follows:
- Detectable
- Undetectable

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Copies/ml

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Copies/ml

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Log

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load) : Log

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load): Collection Date

Test 1 HIV Detection Tests  (Quantitiative 
Viral Load): Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests (Quantitiative 
Viral Load): 

Test 2 HIV Detection Tests (Quantitiative 
Viral Load): 

Values are as follows:
- HIV-1 RNA/DNA NAAT  (Quantitiative
Viral Load)
- RT-PCR
- bDNA
- Other (specify test)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests (Quantitiative 
Viral Load): Other specify

Test 2 HIV Detection Tests (Quantitiative 
Viral Load): Other specify

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Result

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Result

Values are as follows:
- Detectable
- Undetectable

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Copies/ml

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Copies/ml

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Log

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load) : Log

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load): Collection Date

Test 2 HIV Detection Tests  (Quantitiative 
Viral Load): Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

CD4 at or closest to current diagnosis 
status: CD4 count

CD4 at or closest to current diagnosis 
status: CD4 count

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

CD4 at or closest to current diagnosis 
status: CD4 percentage

CD4 at or closest to current diagnosis 
status: CD4 percentage

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

CD4 at or closest to current diagnosis 
status: Collection Date

CD4 at or closest to current diagnosis 
status: Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

First CD4 result < 200 cells/ul or < 14%: 
CD4 count

First CD4 result < 200 cells/ul or < 14%: 
CD4 count

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

First CD4 result < 200 cells/ul or < 14%: 
CD4 percentage:

First CD4 result < 200 cells/ul or < 14%: 
CD4 percentage:

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

First CD4 result < 200 cells/ul or < 14%: 
Collection Date

First CD4 result < 200 cells/ul or < 14%: 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Other CD4 result < 200 cells/ul or < 14%: 
CD4 count

Other CD4 result < 200 cells/ul or < 14%: 
CD4 count

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.8.1 (ORCHID LIST OF DATA FIELDS)

6



Other CD4 result < 200 cells/ul or < 14%: 
CD4 percentage:

Other CD4 result < 200 cells/ul or < 14%: 
CD4 percentage:

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Other CD4 result < 200 cells/ul or < 14%: 
Collection Date

Other CD4 result < 200 cells/ul or < 14%: 
Collection Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Did documented laboratory test results 
meet approval HIV diagnostic algorithm?

Did documented laboratory test results 
meet approval HIV diagnostic algorithm?

Values are as follows:
- Yes 
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If yes, provide date (specimen collection 
date if Known) of eariliest positive test for 
this algorithm: 

If yes, provide date (specimen collection 
date if Known) of eariliest positive test for 
this algorithm: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If HIV laboratory tests were not 
documented, is HIV diagnosis 
documented by a physician

If HIV laboratory tests were not 
documented, is HIV diagnosis 
documented by a physician

Values are as follows:
- Yes 
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If yes, provide date of documentation by 
physician: 

If yes, provide date of documentation by 
physician: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Candiadiasis, esophageal Candiadiasis, esophageal ICD10
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Candiadiasis, esophageal: Date Candiadiasis, esophageal: Date
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Crytococcosis, extrapulmonary Crytococcosis, extrapulmonary ICD10
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Crytococcosis, extrapulmonary: Date Crytococcosis, extrapulmonary: Date
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Cytomegalovirus disease (other than in 
liver, spleen or nodes)

Cytomegalovirus disease (other than in 
liver, spleen or nodes) ICD10

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Cytomegalovirus disease (other than in 
liver, spleen or nodes): Date

Cytomegalovirus disease (other than in 
liver, spleen or nodes): Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Herpes simple: chronic ulcer(s) (>1 mo. 
duration), bronchitis, pneumonitis or 
esophagitis

Herpes simple: chronic ulcer(s) (>1 mo. 
duration), bronchitis, pneumonitis or 
esophagitis ICD10

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Herpes simple: chronic ulcer(s) (>1 mo. 
duration), bronchitis, pneumonitis or 
esophagitis: Date

Herpes simple: chronic ulcer(s) (>1 mo. 
duration), bronchitis, pneumonitis or 
esophagitis: Date

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Kaposi's sarcoma Kaposi's sarcoma ICD10
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Kaposi's sarcoma: Date Kaposi's sarcoma: Date
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Pneumocystis Pneumocystis ICD10
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Pneumocystis: Date Pneumocystis: Date
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Wasting syndrome due to HIV Wasting syndrome due to HIV ICD10
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Wasting syndrome due to HIV: Date Wasting syndrome due to HIV: Date
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Has This Patient been Informed of His/Her 
HIV Infection?

Has This Patient been Informed of His/Her 
HIV Infection?

Values are as follows:
- Yes 
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient 's Medical Treatment is Primary 
Reimbursed by:

Patient 's Medical Treatment is Primary 
Reimbursed by:

Values are as follows:
- 1-Medicaid
-2-Private Insurance/HMO
-3- No Coverage
- 4-Other Public Funding
- 9 - Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Is This Patient Currently Pregnant? Is This Patient Currently Pregnant?

Values are as follows:
- Yes 
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Has This Patient Delivered Live -Born 
Infants?

Has This Patient Delivered Live -Born 
Infants?

Values are as follows:
- Yes 
- No
- Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient's Live Born Child First Name Patient's Live Born Child First Name
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient's Live Born Child Middle Name Patient's Live Born Child Middle Name
Patient's Live Born Child Last Name Patient's Live Born Child Last Name

Child Soundex Child Soundex
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Child's Date of Birth Child's Date of Birth
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Child's Coded ID: Child's Coded ID:
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Child's STATENO: Child's STATENO:
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient's Live Born Child Hospital of Birth: 
Name

Patient's Live Born Child Hospital of Birth: 
Name

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Birth: Phone Number Hospital of Birth: Phone Number
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Chid Birth: Street Address Hospital of Chid Birth: Street Address
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Child Birth: City Hospital of Child Birth: City
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Child Birth: County Hospital of Child Birth: County
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Child Birth: State/County Hospital of Child Birth: State/County
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Hospital of Child Birth: Zip Code Hospital of Child Birth: Zip Code
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Main Source of Testing and Treatment 
History Information (select one)

Main Source of Testing and Treatment 
History Information (select one)

Value are as follows:
- Patient Interview
- Medical Record Review
- Provider Report
- NHM&E/PEMS
- Others (specify)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Main Source of Testing and Treatment 
History Information (select one): Other 
(specify)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Ever Had a Positive HIV Test? Ever Had a Positive HIV Test?

Values are as follows:
- Yes 
- No
- Refused
- Don't Know/Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date of First Positive HIV Test Date of First Positive HIV Test
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT D.8.1 (ORCHID LIST OF DATA FIELDS)

7



Ever Had a Negative HIV Test?

Values are as follows:
- Yes 
- No
- Refused
- Don't Know/Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date of Last Negative HIV Test. Date of Last Negative HIV Test.
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Number of Negative HIV Tests Within 24 
Months Before First Positive Test (#)

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Number of Negative HIV Tests Within 24 
Months Before First Positive Test (#): 
Refused

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Number of Negative HIV Tests Within 24 
Months Before First Positive Test (#): 
Don't Know/Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Ever Taken Any Antiretrovirals (ARVs)?

Values are as follows:
- Yes 
- No
- Refused
- Don't Know/Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If Yes, What ARV Medications?
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date ARVs First Taken
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date ARVs Last Taken
DCP_ACTIVE_FORM (clinical_event) 
PowerForm
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REPORT NAME TB Registry/Report

REPORT REQUIREMENT

This report will be used by DPH 
TBCP to identify and monitor 
patients evaluated for TB infection 
and TB disease.  This report must 
contain data pertaining to the 
patient's overarching current and 
historical data over the course of 
perhaps many clinical encounters to 
complete the TB evaluation and 
associated treatment of TB infection 
or TB disease.

DATA FIELDS (Required Data)
FIELD DEFINITION (Data 
Element)

Field Object (Values) TABLE FROM WHICH DATA IS PULLED
SPECIFIC FIELD WITHIN TABLE FROM 
WHICH DATA IS PULLED

Data entry/ view location Notes

Last Name Last Name Powerchart last_name
Patient Information
Demographic

First Name First Name Powerchart first_name
Patient Information
Demographic

Middle Initial Middle Name Powerchart middle_name
Patient Information
Demographic

DOB Date of Birth Patient Information
Demographic

MRN Medical Record Number Powerchart mrn = alias
Patient Information
Demographic

Sex Gender at Birth Powerchart sex_cd
Patient Information
Demographic

SSN Social Security Number Powerchart ssn
Patient Information
Demographic

Race Race as indicated by the patient Powerchart race_cd
Patient Information
Demographic

Ethnicity
Ethinicity as indicated by the 
patient

Powerchart ethnic_cd
Patient Information
Demographic

Marital Status Marital Status Powerchart marital_cd
Patient Information
Demographic

Address (city, state, zip code) Home Address Patient Information
Demographic

Census Tract Census Tract
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Is Census Tract not captured 
along with the Address at 
Registration, or in the 
Powerchart?  If NOT, then add 
to Patient Information Tab

Telephone Number - Landline Patient phone number (999) 999-9999 Powerchart home_phone
Patient Information
Demographic

Telephone Number - Mobile

SSN Social Security Number 999-99-9999 Powerchart ssn
Patient Information
Demographic

Country of Birth Patient's birthplace Powerchart birth_place
Patient Information
Demographic

Is Patient Living with Spouse or 
Partner

Refer to the Patient Information 
Tab: Single response allowed!

Name of Spouse or Partner
Refer to the Patient Information 
Tab: Single response allowed!

Age of Spouse or Partner
Refer to the Patient Information 
Tab: Single response allowed!

Child under five (5 years of age) 
living in the household?

Refer to the Patient Information 
Tab: Single response allowed!

Patient is less than fifteen (15) years 
old?

Refer to the Patient Information 
Tab: Single response allowed!

Patient lived Outside U.S. greater 
than 2 months

Refer to the Patient Information 
Tab: Single response allowed!

Is Patient living in a Homeless 
Shelter

Refer to the Patient Information 
Tab: Single response allowed!

Name of Homeless Shelter
Refer to the Patient Information 
Tab: Single response allowed!

Homeless Service Provider ID | Los 
Angeles Homeless Services 
Authority ID

Refer to the Patient Information 
Tab: 

Resident of Correctional Facility at 
time of diagnosis

Resident of Correctional Facility 
at time of diagnosis

Refer to the Patient Information 
Tab: Single response allowed!

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Type of Correctional Facility
Refer to the Patient Information 
Tab: Single response allowed!

Resident of Long Term Care Facility 
at time of diagnosis

Resident of Long Term Care 
Facility

Refer to the Patient Information 
Tab: Single response allowed!

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Primary Occupation in last 12 
months Primary Occupation past year

Refer to the Patient Information 
Tab: Single response allowed!

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Date Arrived in USA Date Arrival in USA
Refer to the Patient Information 
Tab: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Immigration Status at first entry
Immigration status at entry to 
USA

Refer to the Patient Information 
Tab: Single response allowed!

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Alien Number Assigned by US State 
Dept. to Immigrants, Refugees, 
Parolees…

Alien Number assigned to 
immigrants

Refer to the Patient Information 
Tab: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

DPH-CHS Medical Record Number
Refer to the Patient Information 
Tab: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

TRIMS DP Number
Refer to the Patient Information 
Tab: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

California Immunization Registry ID
Refer to the Patient Information 
Tab: 

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

TB Screening Center - Facility Code 
& Name

TB Screening Center - Facility Code 
& Name

Facility where patient was 
registered when screened

Patient Information
Ad-Hoc

Date Screened Date Screened
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Reason for Screening
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Contact (all that apply) Type of Contact
Refer to the Reason for Screening 
Tab: Multiple responses allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Detail for Reasons = Contact

Reason for Screening
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Contact Priority
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Contact Investigation Indicated
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Pre-immigration X-ray available for 
comparison?

Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Detail for Reasons = Class B1; 
and Class B2 or B3.

U.S. Interpretation of Pre-
immigration X-ray

Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Other Pre-immigration CXR 
abnormalities (all that apply)

Refer to the Reason for Screening 
Tab: Multiple responses allowed!

DCP_FORM_ACTIVITY (clinical 
event)

U.S. Domestic CXR Done?
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Date of U.S. CXR
DCP_FORM_ACTIVITY (clinical 
event)

Interpretation of U.S. Domestic CXR
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Other U.S. Domestic CXR 
abnormalities

Refer to the Reason for Screening 
Tab: Multiple responses allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Comparison of U.S. CXR to Pre-
immigration CXR

Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Treatment Received Overseas
DCP_FORM_ACTIVITY (clinical 
event)

Completed Treatment Pre-
immigration

Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Treatment Dates Known?
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Treatment Start Date
DCP_FORM_ACTIVITY (clinical 
event)

Treatment End Date
DCP_FORM_ACTIVITY (clinical 
event)

Standard Treatment
DCP_FORM_ACTIVITY (clinical 
event)

Treatment Reported by?
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Arrived on Treatment?
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Treatment Start Date (arrived on 
treatment)

DCP_FORM_ACTIVITY (clinical 
event)

Pre-immigration concerns
Refer to the Reason for Screening 
Tab: Single response allowed!

DCP_FORM_ACTIVITY (clinical 
event)

Symptom Screening
Refer to Symptom Screening Tab: 
Multiple responses allowed!

Risk Factor Screening
Refer to the Risk Factor Screening 
Tab: Multiple responses allowed!

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Year of Prior TB Disease Diagnosis

Year of Prior LTBI Diagnosis

HIV/AIDS Status HIV/AIDS Status
Refer to the HIV Status Tab: 
Single response allowed!

Powerchart
DCP_FORMS_ACTIVITY (clinical 
event)

View Request Information
Order 
Laboratory
Results

Date of HIV Test for HIV/AIDS Status Test Date for HIV Powerchart

View Request Information
Order 
Laboratory
Results

IGRA Test Performed? Values: Yes; No
IGRA Test Order Number
IGRA Test Type Value: QFT; T-SPOT

IGRA Specimen Collection Date

IGRA Accession Number
IGRA Test Result: Qualitative
IGRA Test Result: Quantitative
IGRA Test Result Report Date

Sputum Smear & Culture Ordered? Values: Yes; No
Sputum Smear & Culture Order 
Number

Sputum Specimen Collection Date

Sputum Smear & Culture Accession 
Number
Sputum Smear Result

Sputum Smear Result Report Date

Sputum Culture Result

Sputum Culture Result Report Date

Other Specimen Type Smear & 
Culture Ordered?

Values: Yes; No
Other Specimen Type Smear & 
Culture Order Number
Other Specimen Type
Other Specimen Type Specimen 
Collection Date
Other Specimen Type  Smear & 
Culture Accession Number

Other Specimen Type Smear Result

Other Specimen Type Smear Result 
Report Date
Other Specimen Type  Culture 
Result
Other Specimen Type Culture Result 
Report Date

TB EVALUATION: Laboratory Tests Ordered|Results:  Need to 
determine whether laboratory test(s) ordered during an 
clinical encounter, and obtain an identifier in order to track 
laboratory diagnostic results.

TB Symptom & Risk Factor Screening
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NAA Test Ordered? Values: Yes; No
NAA Test Order Number

NAA Test Specimen Collection Date

NAA Test Accession Number
NAA Test Result
NAA Test Result Report Date
Initial Drug Susceptiblity Testing 
Done?

Value: Yes; No; Unknown
Date First Isolate Collected for Drug 
Susceptiblity Testing

Specimen Type for First Isolate 
Collected for DST

Value: Sputum; 2-digit Anatomic 
Code - See Site of Disease Tab

Initial Drug Susceptiblity Testing 
Results

Date of Documented Prior IGRA Test

Type of Documented Prior IGRA Test Value: QFT; T-SPOT

Documented Prior IGRA Test: 
Qualitative Result

Value: Positive; Negative; 
Indeterminant; Borderline

Date of Documented Prior Mantoux 
Tuberculin Skin Test
Documented Prior Mantoux 
Tuberculin Skin Test: Qualitative 
Result

Value: Positive; Negative

Documented Prior Mantoux 
Tuberculin Skin Test: Quantitative 
Result

Value: MM

Mantoux Tuberculin Skin Test 
Placed?

Values: Yes; No DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date Mantoux Tuberculin Skin Test 
Placed

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date Mantoux Tuberculin Skin Test 
Read

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Mantoux Tuberculin Skin Test 
Reading MM

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Mantoux Tuberculin Skin Test 
Interpretation

Values: Positive; Negative; 
Unknown

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Chest X-ray Ordered this Encounter? Values: Yes; No DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Chest X-ray Reviewed Values: Yes; No DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Date Chest X-ray Performed
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Interpretation of Chest X-ray

Values: Normal; Abnormal - 
Cavitary; Abnormal - Non-
Cavitary; Abnormal-Miliary; 
Abnormal-Other Pathology

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Abnormal Finding Chest X-ray
Values: TB Suspect Routine; TB 
Suspect Urgent; Other Pathology

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Comparison to Prior CXR?
Values: No; Yes - Stable; Yes - 
Improving; Yes - Worsening

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Date Prior CXR Performed
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Chest CT Scan Ordered this 
Encounter?

Values: Yes; No DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Chest CT Scan Reviewed Values: Yes; No DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Date Chest CT Scan Performed
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Interpretation of ChestCT Scan

Values: Normal; Abnormal - 
Cavitary; Abnormal - Non-
Cavitary; Abnormal-Miliary; 
Abnormal-Other Pathology

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Abnormal Finding CT Scan
Values: TB Suspect Routine; TB 
Suspect Urgent; Other Pathology

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

TB Evaluation Complete TB Evaluation Complete
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Final or Interim ATS Classification
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Site of Disease See TB-III-Site-of-Disease Tab
DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If ATS Classification = TB III

Treatment Recommended
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Recommended Treatment 
Administration Method Treatment Administration

SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Is Patient on ART Therapy?
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

LTBI Treatment Priority
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

If ATS Classification = TB II

Source of Supervision for Treatment Source of Supervision for Treatment
Values are as follows:
- DPH
- Other

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Recommended LTBI Treatment 
Regimen

SEE TB-Eval-Summary-Treatment 
Tab

LTBI Treatment Initiated LTBI Treatment Initiated
SEE TB-Eval-Summary-Treatment 
Tab

DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

LTBI Treatment Initiation Date

Completed Treatment Completed Treatment DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

TB Treatment Center - Facility Code 
& Name

TB Treatment Center - Facility Code 
& Name

Facility where patient was 
registered when receiving 
treatment

Patient Information
Ad-Hoc

Date of Closure Date Closed DCP_ACTIVE_FORM (clinical_event) 
PowerForm

Patient Information
Ad-Hoc

Date Therapy Stopped

Reason Therapy Stopped SEE Closure Information Tab

Directly Observed Therapy Status SEE Closure Information Tab

Number of Weeks on DOT
Reason Therapy Extended Greater 
than 12 Months SEE Closure Information Tab

Documented Sputum Conversion SEE Closure Information Tab

Final Drug Susceptiblity Testing 
Done? SEE Closure Information Tab

Date Isolate Collected for Final Drug 
Susceptiblity Testing

TB EVALUATION: Clinical Test Performed|Test Results 
Reviewed:  Need to capture whether clinical test(s) were 
performed during an clinical encounter, and obtain the 
diagnostic result(s).  Also need to capture the review of specific 
test results reviewed, such as Chest X-ray and Chest CT Scan 
reviews.
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Specimen Type for Final Isolate 
Collected for DST

Value: Sputum; 2-digit Anatomic 
Code - See Site of Disease Tab

Final Drug Susceptiblity Testing 
Results
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ATTACHMENT D.9 

LIST OF USER DEFINED FORMS (UDFs) 
System Requirements and Specifications for UDFs will be gathered and documented pursuant 
to Task 26 (User Defined Forms for Upgraded System) of Exhibit B (Statement of Work).  For 
the avoidance of doubt, once delivered under the Statement of Work, UDFs are available for 
use by all Users. 

1) Veterinary Public Health
• Animal Bite Surveillance UDF Tab
• Animal Disease Surveillance UDF Tab
• Animal Bite Surveillance UDF available in Community Reporting Module
• Animal Disease Surveillance UDF available in Community Reporting Module

2) Vaccine Preventable Disease Control Program – Perinatal Hepatitis B
• Table Case Database Information UDF/Tab
• Laboratory Reports Tracking information as UDF/Tab
• Mom Database information as UDF/Tab
• Hospital Delivery Reports UDF (for Community Reporting Module)
• PEP Error UDF
• Transfer Forms UDFs:

i. In-State
ii. Out-of-State

• Accurint Request Form/UDF

3) Vaccine Preventable Disease (VPD) Control Program (VPDCP) – Epi Unit
• 10 CalREDIE VPD UDFs for pertussis, measles, mumps, rubella, congenital
rubella, diphtheria, tetanus, varicella (hospitalized and fatal), Haemophilus influenza,
polio

i. CalREDIE UDFs should auto populate based on data entry from 6 tabs
ii. Form is saved as a UDF in IRIS electronic filing cabinet (EFC)

• 10 VPDCP Initial Assessment Forms (IAF) for pertussis, measles, mumps,
rubella, congenital rubella, diphtheria, tetanus, varicella (hospitalized and fatal),
Haemophilus influenza, polio

i. The forms were provided in the Zip file to Contractor via its IssueTrack
system in December 2017

ii. IAF UDFs should auto populate based on data entry from 6 tabs
iii. Form is saved as a UDF in IRIS EFC

• Measles Exposure Interview Form
i. The form was provided in the Zip file to Contractor via its IssueTrack

system in December 2017
ii. Incorporate all questions in form into contact investigation record & auto

populate form
iii. Form is saved as a UDF in IRIS EFC
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• County’s Public Health Laboratory (PHL) and California Department of Public
Health (CDPH) Viral and Rickettsial Disease Laboratory (VRDL) Requisition Forms

i. The forms were provided in the Zip file to Contractor via its IssueTrack
system in December 2017

ii. Auto populate fields in the forms with data in Laboratory tab
iii. Accompanying email notification templates

• Measles Screening Form for VPDCP Nurses
i. The form was provided to Contractor via its IssueTrack system in

December 2017
ii. Auto populate as many fields as possible from the tabs
iii. Form is saved as a UDF in IRIS EFC

• Facility Involvement Tab

• Create VPDCP measles activity log in the IRIS EFC to verify exposure source
and sites/contacts exposed during infectious period

i. The form was provided to Contractor via its IssueTrack system in
December 2017

ii. Activity Log will auto populate dates based on rash onset date
iii. Form is saved as a UDF in IRIS EFC

4) Acute Communicable Disease Control Program (*forms developed by ACDC)
• Hospital Outreach Unit (HOU)

i. *Cocci Form
ii. Legionella Case Report CDPH 8588
iii. Hospital-Acquired Infection Outbreak – Acute Care
iv. Hospital-Acquired Infection Outbreak – Sub-Acute Facility
v. Hospital-Acquired Infection Outbreak – Outpatient Healthcare Setting

• Vector-borne
i. Acute Flaccid Myelitis: Patient Case Summary Form CDPH-CDC-OMB

No. 0920-0009
ii. Chikungunya Case Report CDPH 8618

iii. West Nile Virus Infection Case Report CDPH 8687 (priority)
iv. *ACDC West Nile Virus – Positive Blood Donor to CDPH Report and

Guidelines (priority)
v. Dengue Case Report CDPH 8670
vi. Lyme Disease Case Report CDPH 8470
vii. Malaria Case Report CDPH 8657

viii. Meningococcal Disease Case Report CDPH 8469 (priority)
ix. *Meningococcal Case Summary Form ACDC (priority)
x. Typhus and Other Non-Spotted Fever Rickettsioses Case Report
xi. Ehrlichiosis/Anaplasmosis Case Report CDPH 8573
xii. Babesiosis Case Report CDPH 8270
xiii. Ehrlichiosis/Anaplasmosis Case Report CDPH 8573
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xiv. Hantavirus Infection Case Report CDPH 9077
xv. Leptospirosis Case Report CDPH 8577
xvi. Plague (Human) Case Report CDPH 8549
xvii. Relapsing Fever Case Report CDPH 8561
xviii. Spotted Fever Rickettsioses Case Report CDPH 8561
xix. Yellow Fever Case Report CDPH 8584
xx. Zika Case Report

• Foodborne
i. E. coli 0157, Other STEC, Shiga Toxin Positive Feces, and/ or HUS Case

Report CDPH 8555 (CDPH will change form in early 2018; new form to
be made into UDF)

ii. *Yersinosis
iii. *Brucellosis
iv. *Salmonellosis Epi Form and Contact Roster
v. Listeriosis CDPH 8296
vi. Listeriosis UDFs in System currently
vii. Vibrio CDPH 8587

a. CA_oystersupplemental_V4_fillable
b. CDC COVIS_Section5_2017_Fillable

• Outbreaks
i. Smallpox Evaluation Worksheet
ii. Smallpox Post-Event Surveillance Instructions
iii. *Ebola Virus Disease Viral Hemorrhagic Fevers (Ebola)
iv. Outbreaks (acute care health facility)
v. Atypical Scabies – Community CDPH 8554
vi. *Atypical Scabies Outbreak – Healthcare Facility/Hospital
vii. Anthrax Human Case Report CDPH 8578
viii. Botulism Case Report CDPH 8547

• Hepatitis, Arbovirus, Influenza
i. Non-Skilled Nursing Facility (SNF) Carbapenem-Resistant

Enterobacteriaceae (CRE)
ii. *Viral Hepatitis A Case Report
iii. *Viral Hepatitis B or C Case Report
iv. Hep E CDPH 8701 (revised 02/17)

• Policy
i. Tularemia Case Report CDPH 8559
ii. Q-Fever Case Report CDPH 8548

5. Tuberculosis (TB) Control Program (TBCP)

• Tuberculosis Control Program
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i. Clinical Information UDF
ii. Laboratory UDF
iii. TB Contact Investigation UDF
iv. TBCP Contact Investigation Data Management and Summary of Contact

Investigations UDF
v. Home Evaluation Task Assignment UDF (section to be included in TB

Contact Investigation UDF)

• Filing Cabinet UDFs
i. Health Officer Log Report UDF
ii. Class B TB Notification UDF
iii. Center for Disease Control Electronic Disease Notification Worksheet

UDF (or report)
iv. TB Isolate Data Form UDF
v. TB Genotyping Results Form UDF
vi. Patient Interview Services UDF (homeless and other targeted

populations)
vii. TBCP Surveillance Nurse Worksheet UDF
viii. Atypical Lab Result Patient UDF
ix. TBCP Liaison Nurse Worksheet UDF
x. H-455 Request for Legal Intervention UDF (Related Form Template list

below)
xi. Legal Order of Examination
xii. Legal Order of Directly Observed Therapy
xiii. Interventions Attempted to Promote Patient Adherence with Prescribed

Therapy
xiv. Checklist in Support of a Request for A Civil Order of Detention
xv. Civil Order of Detention for Tuberculosis
xvi. Advisement of Rights
xvii. Individualized Assessments
xviii. Civil Order for Exclusion of Attendance at the Workplace
xix. Order of Home Isolation for Infectious Tuberculosis
xx. Notice of Termination of the Order for Civil Detention in a Health Facility
xxi. Cohort Review Case Presentation UDF
xxii. Cohort Review Contact Investigation Presentation UDF
xxiii. Incentive & Enabler Project Service Request (application) UDF
xxiv. Incentive & Enabler Service Usage UDF
xxv. Food, Shelter, Incentives and Enablers (FSIE) Invoice UDF (or report)
xxvi. Laboratory Error Investigation UDF
xxvii. 2020 Report of Verified Case of Tuberculosis (RVCT), Follow Up One,

Follow Up Two (must be consistent with CalREDIE)
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xxviii. 2020 Multi-Drug resistant (MDR)/Extensively Drug Resistant (XDR) TB
Supplemental Surveillance Form (must be consistent with CalREDIE)

xxix. Inter-jurisdictional Referral UDF
xxx. Inter-jurisdictional Follow-Up UDF

• Outbreak or Special Investigations
i. Genotype Cluster Investigation UDF
ii. Genotype Cluster Contact Investigation Analysis UDF
iii. Genotype Cluster Recent Transmission UDF
iv. TBCP Community Screening Services UDF (example HIV-Ambulatory

Outpatient Medical (AOM) providers, scalable to other population provider
types)

• Provider Portal UDFs
i. Private Provider Portal Dashboard UDF
ii. TBCP Community Provider Screening UDF (example HIV-AOM

providers, scalable to other population provider types)
iii. H-803 Hospital Admission Initial Report UDF
iv. H-803 Hospital Admission 7-Day Follow-up Report UDF
v. H-804 Hospital Discharge Approval Request UDF
vi. Private Provider Confidential Morbidity Report (CMR) UDF
vii. Private Provider 30-Day Follow-up Report UDF

6. Division of HIV and STD Programs

• Sexually Transmitted Disease UDFs

i. Syphilis Infection Clinical Form/Tab
ii. Syphilis Infection Laboratory Form/Tab
iii. Syphilis Infection Health Department Follow-up
iv. Syphilis Infection STD Contacts
v. Syphilis Patient Interview (in filing cabinet)
vi. California Gonococcal Surveillance System (CGSS) Patient Interview (in

filing cabinet)
vii. Gonococcal Infection Clinical Form/Tab
viii. Gonococcal Infection Laboratory Form/Tab
ix. Gonococcal Infection Health Department Follow-up
x. Gonococcal Infection STD Contacts
xi. Chlamydial Infection Clinical Form/Tab
xii. Chlamydial Infection Clinical Form/Tab
xiii. Chlamydial Infection Laboratory Form/Tab
xiv. Chlamydial Infection Health Department Follow-up
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7. Community Health Services

• Comprehensive Assessment
• Public Health Nurse (PHN) Monthly TB Class 3/5 Follow-up Form
• Establishing an Infectious Period
• List of Possible Exposure Site(s)
• Individualized Service Plan/Care Plan
• Report of Home Situation

8. Public Health Investigation

• Request for Legal Intervention
• Legal Notice for Examination for Communicable Disease
• Investigative Report
• Legal Order of Directly Observed Therapy
• Civil Order of Detention for Tuberculosis

o Advisement of Rights
o Individualized Assessments
o Individualized Assessments MDR-TB

• Order of Isolation in a Hospital or Institution for the Control of Severe Acute
Respiratory Syndrome (SARS)
o Declaration of Service

• Order of Isolation in a Private Residence for the Control of Severe Acute
Respiratory Syndrome (SARS)

o Addendum
o Declaration of Service

• Order of Quarantine for the Control of Severe Acute Respiratory Syndrome
(SARS)

o Addendum
o Declaration of Service

• Order of Isolation in a Hospital or Institution for the Control of Smallpox (Variola
virus)

o Declaration of Service
• Order of Modified Isolation and Fever Surveillance for the Control of Smallpox
(Variola virus)

o Declaration of Service
• Order of Modified Isolation in a Private Residence for the Control of Smallpox
(Variola virus)

o Addendum
o Declaration of Service

• Order of Modified Isolation in an Alternative Residential Facility for the Control of
Smallpox (Variola virus)

o Addendum
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o Declaration of Service
• Order of Quarantine for the Control of Smallpox (Variola virus)

o Addendum
o Declaration of Service

• Order of Isolation in a Hospital or Institution for the Control of Influenza
o Declaration of Service

• Order of Isolation in a Private Residence for the Control of Influenza
o Addendum
o Declaration of Service

• Order of Quarantine for the Control of Influenza
o Addendum
o Declaration of Service

• Human Immunodeficiency Virus (HIV) Carrier Agreement
• Order of Modified Isolation for Human Immunodeficiency Virus (HIV)
• Legal Notice to Produce Animal for Observation
• Legal Notice to Produce Animal for Fluorescent Rabies Antibody Testing
• Isolation or Quarantine Release Notice
• Tuberculosis Control Program - Complaint Request Letters:

o Failure to Complete Medical Evaluation
o Failure to Complete Medical Treatment after Positive Diagnosis

• Public Health Investigation – Complaint Request Letters:
o Failure to Complete a Medical Evaluation after Positive Diagnosis with

Disease
o Probable Severe Acute Respiratory Syndrome (SARS) – Isolation Order
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EXHIBIT E  

Minimum System Requirements

1.0 BROWSER WORKSTATION 

1.1 County Staff 
 High speed internet connection*
 Windows 10 Pro/Mac OS
 Intel Core i5 3rd Generation
 4GB RAM
 90 GB available disk space, 7200 RPM drive
 IE 11/Chrome/Firefox/Edge/Safari***

1.2 Community Reporters 
 High speed internet connection*
 Windows 10 Pro/Mac OS**
 Intel Core 2 Duo @ 2.8 GHz
 4GB RAM
 90 GB available disk space, 7200 RPM drive
 IE 11/Chrome/Firefox/Edge/Safari***

*High speed internet means Broadband internet. The Federal Communications Commission
recommends minimum broadband speed should be 25 Mbps. Contractor recommends a
minimum of at least 4 Mbps internet speed.

**Community Reporters with Windows 8 are supported as long as they are using the supported 
browsers. 

***Supported Browsers for Contractor’s WorldCare Product Suite version 16: 
IE v11 on Windows or macOS 
Chrome v64 on Windows or macOS 
Edge v16 
Safari v11 on macOS or iOS  
Firefox v58 on Windows OS for Community Reporting Module only 

Many browsers (Chrome, Firefox, etc.) provide updates monthly and increment versions. 
Contractor provides a configuration file, so County may change these to the latest version. This 
is documented with each new version upgrade in Contractor’s Installation Guide. 
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EXHIBIT F  
SERVICE LEVEL REQUIREMENTS 

1. GENERAL
This Exhibit F (Service Level Requirements) and all Attachments hereto (collectively,
"Exhibit F") sets forth the scope of, and Contractor’s service level commitments
regarding, the maintenance, support, hosting and monitoring of the System Software,
under County Agreement No. PH-001629 dated May 10, 2011 (together with all Exhibits
and Attachments, the "Agreement"), by and between the County of Los Angeles, for its
Department of Public Health ("County"), and Atlas Database Software Corp. d/b/a Atlas
Development Corporation ("Contractor").  Capitalized terms used in this Exhibit F
without definition shall have the meanings given to such terms in the Base Agreement.

The following Attachments are attached to and form a part of this Exhibit F:

Attachment F.1 – Guide to Customer Support Services

Attachment F.2 –Electronic Lab Reporting (ELR) Maintenance and Support Guide

Attachment F.3 – Disaster Recovery Plan

2. SCOPE OF SERVICES; DEFINITIONS
2.1 Contractor shall provide Maintenance Services, Support Services and Hosting Services

as specified in this Exhibit F and otherwise in the Agreement.  Contractor's provision of 
such services shall commence on the Effective Date and shall continue throughout the 
Term. 

2.2 As used herein, the following terms have the following meanings: 
1. "Critical" shall have the meaning set forth in Attachment F.1 (Guide to Customer

Support Services).
2. "Deficiency" and "Deficiencies", whether singular or plural, shall mean any of

the following: any defect in design, development, implementation, materials,
and/or workmanship; error(s); deviation(s) from applicable published industry
standards and/or mutually agreed upon standards; and/or deviation(s) from any
of the requirements or any County approved Deliverables or Specifications;
and/or other problems, in the case of each of the foregoing, which result in the
System, or any System component, not performing in compliance with the
provisions of the Agreement, including but not limited to System Requirements
and other Specifications, attributable to Contractor or the System or otherwise
under Contractor's control.  Notwithstanding the foregoing, Deficiencies shall not
include any such defects, errors and/or deviations to the extent they are caused
by County or other third parties that are beyond Contractor's reasonable control.
Deficiency shall be specifically associated with a Severity Level as further defined
in Attachment F.1 (Guide to Customer Support Services).

3. "Deficiency Period" shall have the meaning set forth in Section 4.8 of this
Exhibit F.
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4. “Disaster” shall mean a catastrophic event that results in significant or
potentially significant System Downtime or disruption of the Production
Environment rendering the primary Production Environment incapable of being
recovered within the timeframe set forth in Attachment F.1 (Guide to Customer
Support Services) for Severity Level Critical.

5. "Disaster Recovery Plan" shall mean the Disaster Recovery Plan attached
hereto as Attachment F.3, as the same may be amended and supplemented from
time to time in accordance with the Statement of Work and/or this Exhibit F.

6. "Disaster Recovery Services" shall have the meaning set forth in Section 5.5 of
this Exhibit F.

7. "DPH Partners" shall mean (a) Users of the System other than employees of
DPH and (b) other persons and entities that interface with the System in the
normal course of County business.

8. "Final Resolution" shall have the meaning set forth in Attachment F.1 (Guide to
Customer Support Services).

9. "Interim Solution" shall have the meaning set forth in Attachment F.1 (Guide to
Customer Support Services).

10. "Response Time" shall have the meaning set forth in Section 7.2 of this Exhibit
F, which shall be separate and apart from the timeframes set forth in chart entitled
"Severity Level Response/Resolution Tiers" in Attachment F.1 (Guide to
Customer Support Services).

11. "Service Request" shall have the meaning set forth in Attachment F.1 (Guide to
Customer Support Services).

12. “Scheduled Downtime” shall mean System Downtime that has been scheduled
as described in Section 6 of this Exhibit F, including, but not limited to, preventive
maintenance, updates, upgrades, scheduled reboots, restarts, etc.

13. “System Availability” shall mean, with respect to any particular calendar month,
the percentage obtained by subtracting Un-Scheduled Downtime during such
month from the Total Monthly Time for such month and thereafter dividing the
difference so obtained by the Total Monthly Time, with the result multiplied by
100.

14. "System Downtime" shall mean any time the System is not performing in
accordance with the System Requirements or other Specifications.

15. “Total Monthly Time” shall mean all minutes in the relevant calendar month,
excluding Scheduled Downtime.

16. "Un-Scheduled Downtime" shall mean all minutes of System Downtime other
than Scheduled Downtime, as determined in accordance with the applicable of
Sections 4.7, 4.8, and/or 5.6 of this Exhibit F.
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3. MAINTENANCE SERVICES

3.1 Contractor shall provide Maintenance Services for the System as described in this 
Section 3 and otherwise in this Exhibit F and the Agreement. 

3.2 Contractor shall provide Updates and Version Releases to the System Software to keep 
current with Contractor’s hosting technology standards, industry standards, Third Party 
Software upgrades, enhancements, updates, patches, bug fixes, etc., and as provided 
to Contractor's general customer base in accordance with this Exhibit F, as coordinated 
with County Project Manager.   

3.3 Upon release of a new Version Release, County shall have the option to continue to use 
its then-current Version Release, rather than implement the new Version Release, until 
the occurrence of both of the following: (a) Contractor has issued two (2) additional 
Version Releases beyond what County is then using; and (b) twenty-four (24) months 
have passed.  The level of maintenance and support provided by Contractor with respect 
to the Version Release required to be used by County under this Section 3.3 shall not 
degrade throughout the Term. 

3.4 Contractor shall provide Updates that add significant functionality at least once every 
eighteen (18) months, unless otherwise agreed to by DPH's Chief Information Officer.   

3.5 Contractor shall notify County Project Manager of all Updates and Version Releases 
prior to the anticipated installation date thereof and, subject to Sections 3.3, 3.6 and 3.7 
of this Exhibit F, installation thereof shall be subject to the prior approval of County 
Project Manager.  Contractor's provision of all Updates and Version Releases shall be 
at no additional cost to County beyond the Maintenance Fees.  Contractor’s 
implementation and associated training services with respect to (a) all Updates shall not 
exceed one hundred (100) hours and (b) all Version Releases shall not exceed four 
hundred (400) hours, such implementation and associated training services to be 
provided by Contractor and paid for by County as Additional Work under the applicable 
provisions of this Agreement.  Any necessary efforts expended beyond one hundred 
(100) hours for all Updates and four hundred (400) hours for all Version Releases shall
be at no additional cost to County, unless mutually agreed by the Parties under a
Change Order or Amendment in advance of Contractor expending such efforts.  Prior to
the implementation of any Update or Version Release, Contractor shall test and ensure
such Update or Version Release is Compatible with the other System components, as
well as with the County Environment.

3.6 If Contractor provides written notice to County Project Manager that a particular Update 
(a) is necessary for the System Software to continue to perform in accordance with the
System Requirements and other Specifications, (b) requires no change in County's
business practice, except to the extent that the Update is being provided in order to
maintain the System Software's full compliance with the CDC Public Health Information
Network, National Electronic Disease Surveillance System requirements and/or other
related federal or state laws, rules regulations, and standards, (c) requires no change in
the minimum hardware, software, and/or network configurations then set forth on Exhibit
E (Minimum System Requirements), and (d) requires no additional cost on behalf of the
County to implement, and County Project Manager does not authorize installation
thereof, then any experienced Downtime and/or Deficiency as a result of the non-
implementation of said Update shall not be counted as Unscheduled Downtime and/or
a Deficiency as applicable.
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3.7 In addition to Contractor's other obligations regarding security set forth in the 
Agreement, any updates, upgrades, enhancements, patches, bug fixes, etc., including 
Updates, necessary to remedy a potential security vulnerability in the System (e.g., 
security breach, closing "back doors" or other intrusion-related problems) shall be 
provided in such time following Contractor's knowledge of such problem as is 
commensurate with the risk posed by such problem.  The Parties agree that for all 
purposes under these Service Level Requirements, security vulnerabilities having a risk 
level of critical/high shall be treated as Deficiencies having a Severity Level of Critical, 
and security vulnerabilities having a risk level of medium shall be treated as Deficiencies 
having a Severity Level of Medium.  Contractor may provide such Update without County 
Project Manager's prior approval where Contractor has deemed in its reasonable 
judgment the risk warrants proceeding without delay.  In such a case, Contractor shall 
notify County Project Manager as soon as reasonably practical.  Contractor shall notify 
County in accordance with Exhibit G (Business Associate Agreement Under Health 
Insurance Portability and Accountability Act of 1996 (HIPAA)) of the existence of any 
such problems.  Contractor’s actions will include, as appropriate: 

a. Confirmation of the security problem/threat;
b. Denial of access from the source of the attack;
c. Investigation of the extent of the damage, if any;
d. Back-up the affected systems and those suspected to be affected;
e. Strengthening of defenses everywhere, not just the suspected path used by the

attacker;
f. Contacting the Internet Service Provider where the threat or attack originated

and/or law enforcement to work with Contractor’s security team;
g. Production of an error report within twenty-four (24) hours detailing Contractor’s

findings; and
h. Continuous monitoring of traffic from the source until risk of further attacks is

deemed to be minimized.

3.8 Notwithstanding anything to the contrary herein, any Third-Party Software that may be 
incorporated by Contractor shall become part of the Application Software, shall be 
subject to the same Maintenance Services obligations and requirements and the 
Application Software components that are proprietary to Contractor. 

3.9 Contractor shall deliver to County Project Manager revised Documentation that reflects 
each Update, Version Release, Additional Modification, Additional Interface and/or 
Additional Products provided by Contractor under the Agreement, promptly after 
installation of such Update, Version Release, Additional Modification, Additional 
Interface or Additional Products, as the case may be.  Contractor shall also ensure that 
all technical staff performing Work under the Agreement are familiar with the updated 
configuration of the System after installation of such Update, Version Release, 
Additional Modification, Additional Interface or Additional Product, as the case may be. 
Contractor shall additionally revise the Disaster Recovery Plan as necessary in 
connection with each Update, Version Release, Additional Modification, Additional 
Interface and/or Additional Product.  Upon County Project Manager's approval of such 
revised Disaster Recovery Plan, such revised Disaster Recovery Plan shall be deemed 
to update the Disaster Recovery Plan attached as Attachment F.3 for all purposes under 
the Agreement.   
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4. SUPPORT SERVICES
4.1 Contractor shall provide Support Services for the System as described in this Section 4,

Attachment F.1 (Guide to Customer Support Services), Attachment F.2 (Electronic Lab 
Reporting (ELR) Maintenance and Support), and otherwise in this Exhibit F and the 
Agreement. 

4.2 Support Services include (a) providing a help desk, (b) responding to and analyzing 
Service Requests, and (c) correcting any and all Deficiencies with the System resulting 
in the failure of the System to perform in accordance with the System Requirements and 
Specifications, including required Response Times, System Availability, and 
Compatibility.   

4.3 Contractor shall respond to and analyze Service Requests and remedy all Deficiencies, 
in each case, in accordance with the applicable timeframes set forth in Attachment F.1 
(Guide to Customer Support Services) based upon assigned Severity Level.  Without 
limiting Contractor's obligations under this Exhibit F and Attachment F.1 (Guide to 
Customer Support Services) to respond to and analyze Service Requests and to 
perform Disaster Recovery Services, it is understood and agreed that the timeframes 
set forth in Attachment F.1 (Guide to Customer Support Services) to provide Interim 
Solution and Final Resolution do not apply to any support issue that is not a Deficiency. 

4.4 With respect to Compatibility with the County Environment, Contractor shall support 
version 8.1 Microsoft operating systems, version 11 of Internet Explorer, version 64 of 
Chrome, version 58 of Firefox, and version 11 Safari, and shall support later versions of 
Microsoft operating systems, Internet Explorer, Chrome, Firefox, and Safari within the 
later of: (a) six (6) months of release thereof to the retail public; and (b) six (6) months 
from County's written notice to Contractor of an intention to implement the later version 
of a Microsoft operating system and/or specified Internet browser; unless the Parties 
mutually agree on a different time period.   

4.5 Additionally with respect to Compatibility with the County Environment, subject to 
County Project Manager's written approval thereof, Contractor may revise the minimum 
hardware, software and/or network configuration requirements then specified (or then 
deemed to be specified) on Exhibit E (Minimum System Requirements) as required to 
ensure Compatibility with new Version Releases.   
1. Such minimum hardware, software and network configuration requirements shall

be limited to those that are (a) required to ensure Compatibility with the new
Version Release, and (b) consistent with mainstream personal computer
hardware and software (i) in the case of hardware, widely available from a variety
of manufacturers no sooner than two (2) years prior to the date of
recommendation and capable of running the then-current version of Microsoft
Windows, and (ii) in the case of software, widely available from a variety of
manufacturers no sooner than one (1) year prior to the date of recommendation,
in each case, unless otherwise approved in writing by County Project Manager,
such approval not to be unreasonably withheld.

2. Upon County Project Manager's written approval of any revised minimum
hardware, software and/or network configuration requirements under this Section
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4.5, such revised minimum hardware, software and network configuration 
requirements shall be deemed to update Exhibit E (Minimum System 
Requirements) for all purposes under the Agreement.   

3. For the sake of clarity, County shall bear the cost of purchasing any minimum
hardware, software and/or network configuration requirements required to ensure
Compatibility with a new Version Release, as such minimum requirements are
revised by Contractor in accordance with this Section 4.5.

4.6 In the event Contractor is not able to remedy a Deficiency relating to Compatibility with 
respect to a Contractor-recommended County Environment component, Contractor 
shall reimburse County for the price County paid to acquire such County Environment 
component.   

4.7 For each Deficiency, the System shall be deemed to be experiencing Un-Scheduled 
Downtime from (a) Contractor's failure to provide an Interim Solution for such Deficiency 
in accordance with the applicable timeframes set forth in Attachment F.1 (Guide to 
Customer Support Services) until (b) Contractor's provision of an Interim Solution for 
such Deficiency, provided that (i) County thereafter approves the Interim Solution and 
(ii) Contractor thereafter provides a Final Resolution within the applicable timeframes
set forth in Attachment F.1 (Guide to Customer Support Services).

4.8 Notwithstanding Section 4.7 of this Exhibit F, with respect to each six (6) calendar month 
period during the Term (each a "Deficiency Period"), if the System experiences either 
(a) more than two (2) Deficiencies having a Severity Level of Critical in any single
calendar month during the Deficiency Period, or (b) more than three (3) Deficiencies
having a Severity Level of Critical during the Deficiency Period, then commencing with
the next Deficiency having a Severity Level of Critical occurring during the Deficiency
Period and for each such Deficiency occurring thereafter during the Deficiency Period,
the System shall be deemed to be experiencing Un-Scheduled Downtime as follows:

1. From the earlier of (A) County's report of such Deficiency in accordance
with the applicable of Attachment F.1 (Guide to Customer Support
Services) or Attachment F.2 (Electronic Lab Reporting (ELR) Maintenance
and Support), and (B) Contractor's other knowledge of such Deficiency;

2. Until Contractor's provision of an Interim Solution for such Deficiency,
provided that (1) County thereafter approves the Interim Solution and (2)
Contractor thereafter provides a Final Resolution within the applicable
timeframes set forth in Attachment F.1 (Guide to Customer Support
Services).

3. The foregoing is subject to the Deficiency reclassification process set forth
in Attachment F.1 (Guide to Customer Support Services), Response and
Resolution Times, for incorrectly classified Deficiencies.

4.9 Contractor shall additionally: 
1. Detect, troubleshoot, correct, and retrieve missing data from connections

between hospitals/Labs/ELR gateways and the System Environments;
2. Update VPN and other connections as requested by DPH Partners;
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3. Troubleshoot and reinstall ELR gateway servers and mini-LabAware
applications/databases when necessary; and

4. Assist with troubleshooting access issues between DPH Partners and
County pertaining to DPH Partners' use of the System Software.

5. HOSTING SERVICES
5.1 Contractor shall provide Hosting Services as described in this Section 5 and otherwise 

in this Exhibit F and the Agreement. 
5.2 Contractor shall operate and maintain the System Environment, including the System 

Hardware, System Network and System Operating Software.  Contractor shall locate all 
System Environments within the United States of America. 

5.3 Contractor shall repair, upgrade or replace these System Environment components 
during the Term as is necessary for the System to perform in accordance with the 
System Requirements and other Specifications and to support and be compatible with 
any Updates, Version Releases, Additional Modifications and/or Additional Interfaces 
provided by Contractor under the Agreement. 

5.4 Contractor shall continually monitor the System Environment in order to detect and 
prevent issues causing the System to perform other than in accordance with the System 
Requirements and other Specifications.  Contractor shall either deliver monthly 
monitoring reports or shall provide County with access to a method by which to generate 
such reports. 

5.5 Contractor shall provide the services described in the Disaster Recovery Plan 
(Attachment F.3) for the System, including (a) ensuring Contractor's readiness to 
respond to and recover from a Disaster in accordance with the Disaster Recovery Plan, 
and (b) responding to and recovering from each Disaster occurring during the Term in 
accordance with the Disaster Recovery Plan (collectively "Disaster Recovery 
Services").   

5.6 Notwithstanding anything to the contrary in the Service Level Requirements, with 
respect to any Disaster which constitutes a force majeure event under Paragraph 16.0 
(Force Majeure) of Exhibit A (Additional Terms and Conditions), the System shall be 
deemed to be experiencing Un-Scheduled Downtime from (a) Contractor's failure to 
invoke the Disaster Recovery Services and/or to comply with any applicable timeframe 
set forth in the Disaster Recovery Plan until (b) Contractor's provision of an Interim 
Solution for the Downtime resulting from the Disaster, provided that (i) County thereafter 
approves the Interim Solution and (ii) Contractor thereafter provides a Final Resolution 
within the applicable timeframes set forth in Attachment F.1 (Guide to Customer Support 
Services).  Also notwithstanding anything to the contrary in the Service Level 
Requirements, with respect to any other Disaster, such Disaster shall be treated as a 
Deficiency having a Severity Level of Critical under the applicable of Sections 4.7 and 
4.8 of this Exhibit F for purposes of determining Un-Scheduled Downtime.   

5.7 In addition to revisions made to the Disaster Recovery Plan under Section 3.9 of this 
Exhibit F, upon County's request, Contractor and County shall jointly review the Disaster 
Recovery Plan to determine whether any revisions are reasonably necessary based 
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upon any changes to County policies and procedures affecting the System.  If the 
Parties determine revisions are necessary, Contractor shall make such revisions to the 
Disaster Recovery Plan.  Upon County Project Manager's approval of the revised 
Disaster Recovery Plan, such revised Disaster Recovery Plan shall be deemed to 
update the Disaster Recovery Plan attached as Attachment F.3 for all purposes under 
the Agreement. 

5.8 Contractor shall additionally: 
1. Provide County staff access to databases and resources that contain

County data (e.g., archives for ELR data feeds for various hospitals and
folders representing various transformation of ELR data feeds); and

2. Ensure that the System continues to satisfy security requirements of this
Agreement.

6. SCHEDULED DOWNTIME
6.1 Unless agreed to otherwise in advance by County and Contractor, Contractor shall

perform installation of all Updates and Version Releases and maintenance of all System 
Environments, in each case, that require System Downtime during Scheduled 
Downtime, except as otherwise specified in Section 3.7 of this Exhibit F. 

6.2 For the purpose of this Exhibit F, Scheduled Downtime shall occur daily (Mondays-
Sundays) between the hours of 11:00 PM. and 3:00 AM Pacific Time (PT), unless 
County (through County Project Manager or otherwise) and Contractor Project Manager 
mutually agree in writing on a different time.  Contractor may change the Scheduled 
Downtime window by notifying County at least three (3) calendar days’ notice prior to 
modifying the Scheduled Downtime, subject to written approval by County Project 
Manager.  Any System Downtime outside of the above window of time without such prior 
notice and County Project Manager's approval shall be considered Un-Scheduled 
Downtime for the duration of such System Downtime.   

7. WARRANTIES
7.1 In addition to the other warranties set forth in the Agreement, Contractor represents,

warrants, covenants and agrees that the System shall meet the performance warranties 
set forth in this Section 7.  

7.2 The System shall perform in accordance with the following warranties: 

System Performance 
Category 

System Performance Requirement 

System Availability The System shall be accessible and shall 
perform in accordance with the System 
Requirements and other Specifications 99.9% 
of the time, as calculated under Section 7.3.1 
below. 

Response Time The elapsed time to complete (a) ninety-nine 
percent (99%) of transactions processed in 
the Production Environment by all Hard-
Coded Components of the System and all 
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System Performance 
Category 

System Performance Requirement 

other components of the System in their Out 
of the Box Configuration, shall not exceed one 
(1) second, and (b) the remaining one percent
(1%) of transactions shall not exceed five (5)
seconds.
As used in this Section 7.2, “Hard-Coded 
Components” means those components of 
the System that are not able to be customized 
by the User, such as the Patient Tab, Case 
Investigation Tab, Supplemental Tab, 
Outbreak Tab, Foodborne Illness Tab, Group 
Event Tab, and Animal Reports Tab; and “Out 
of the Box Configuration” means the basic 
functionality of each component of the System 
as provided by Contractor when it is initially 
installed. 
This Response Time warranty shall not 
include (i) transactions that consist of running 
reports, viewing lab reports and web reports 
via the staging area; (ii) any time delays to the 
extent attributable to the County Environment, 
DPH Partners' networks, and the Internet, 
beyond the point at which Contractor's 
Internet service provider connects to the 
infrastructure of the Internet, and (iii) logging 
on to the System. The Response Time 
warranty shall be measured during times 
other than Scheduled Downtime.  

7.3 The following criteria shall be applied with regards to System performance warranties: 
1. System Availability shall be calculated as follows:

System Availability = [(Total Monthly Time – Un-Scheduled Downtime) ÷ Total
Monthly Time] x 100 

2. System Response Times shall be measured from the time at which the User's
transaction is received by the System Environment and the System Environment
provides the response up to the point at which Contractor's Internet service
provider connects to the infrastructure of the Internet.

3. County from time to time may request that Contractor evaluate and report
System performance relating to the agreed upon System Performance
Warranties set forth in Section 7 (Warranties) of this Exhibit F (Service Level
Requirements). Contractor shall so evaluate and report on the performance of
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the System in accordance with a monitoring plan mutually agreed upon 
between County’s Project Manager and Contractor’s Project Manager. Any 
identified Deficiencies impacting the performance or operational integrity of the 
System or System environment will be logged within the Contractor’s issue 
tracking system and all necessary corrective action taken to correct the 
performance problems in accordance with the applicable time frames required 
by this Exhibit F (Service Level Requirements).  

4. Failure to comply with the Response Time warranty shall be considered a
Deficiency under this Exhibit F, which Contractor shall remedy in accordance
with Support Services.

8. CREDITS
8.1 With respect to any calendar month, in the event that Contractor is not able to maintain

the required System Availability performance warranty outside Scheduled Downtime 
within such month, County shall be entitled to credits in the following amounts 
(expressed as a percentage of the Hosting Fees and Maintenance Fees for such month), 
which may be imposed at County Project Director's discretion:  

System Availability Percentage Credit 
> 99.9% and > 99.0% No Credits 
> 97.0% and < 99.0% 10% of monthly Hosting Fees and 

Maintenance Fees 
> 96.5% and < 97.0% 20% of monthly Hosting Fees and 

Maintenance Fees 
> 96.0% and < 96.5% 40% of monthly Hosting Fees and 

Maintenance Fees 
> 95.5% and < 96.0% 60% of monthly Hosting Fees and 

Maintenance Fees 
> 95.0% and < 95.5% 70% of monthly Hosting Fees and 

Maintenance Fees 
< 95.0% 80% of monthly Hosting Fees and 

Maintenance Fees 
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Once County has approved Deliverable 4.5 (Implemented Amazon Web Services 
Infrastructure for Upgraded System) of the Statement of Work in accordance with the 
Agreement, the chart shown above shall be deemed to be replaced with the following: 

System Availability Percentage Credit 
> 99.9% and > 99.0% No Credits 
> 98.0% and < 99.0% 50% of monthly Hosting Fees and 

Maintenance Fees 
< 98.0% 100% of monthly Hosting Fees and 

Maintenance Fees 

8.2 UNLESS AND UNTIL COUNTY TERMINATES THIS AGREEMENT FOR DEFAULT IN 
ACCORDANCE WITH THE TERMS OF THIS AGREEMENT, COUNTY'S RIGHTS TO 
CREDITS UNDER THIS SECTION 8, TOGETHER WITH THE OTHER RIGHTS 
EXPRESSLY PROVIDED FOR IN THIS AGREEMENT, SHALL CONSTITUTE 
COUNTY'S SOLE AND EXCLUSIVE REMEDY TO ENFORCE CONTRACTOR'S 
OBLIGATIONS WITH RESPECT TO THE SYSTEM AVAILABILITY PERFORMANCE 
WARRANTY. 

9. SERVICE LEVEL AUDITS

9.1  County will have the right to audit Contractor’s measurement, monitoring, and reporting 
on all Service Levels, including providing County with access to the complete data used 
by Contractor to calculate its performance against the Service Levels and the 
measurement and monitoring procedures utilized by Contractor to generate such data 
for purposes of audit and verification. 
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ATTACHMENT F.1 
GUIDE TO CUSTOMER SUPPORT SERVICES

Attachment F.1 (Guide to Customer Support Services) is attached Exhibit F (Service Level 
Requirements) to County Agreement No. PH-0011629 dated as of May 10, 2011 (together with 
all Exhibits and Attachments, the "Agreement"), by and between the County of Los Angeles, for 
its Department of Public Health ("County"), and Atlas Database Software Corp. d/b/a Atlas 
Development Corporation ("Contractor"), as amended by Amendment Number 11 dated as of 
________________, 2018.  Capitalized terms used in this Attachment F.1 without definition 
have the meanings given to such terms in Exhibit F (Service Level Requirements).  "Atlas" and 
"Contractor" are interchangeable in this Attachment F.1. 

Welcome 
From the Technical Support Team 

Atlas is dedicated to providing you and your customers with the highest level of satisfaction in 
our products and services.  
Included in this manual is detailed information on the way our Technical Support Department 
assists you in optimizing usage of the Atlas products.  Our goal is to facilitate communication 
and provide industry leading Customer Support Services. 

This provides such details as: what is available, how to access it, and what levels of 
responsiveness Atlas shall provide.  
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Support Service Options 

The County has elected to obtain the Standard Support, Extended Support and Holiday Support 
Options. 

Standard Support Option 
We recommend this option if you expect to submit Service Requests during regular business 
hours, Monday – Friday, 5:00 a.m. – 6:00 p.m. Pacific Time (PT). 

Extended Support Option 
We recommend this option if your site operates beyond the boundaries of the Standard Support 
coverage.  The Extended Support plan includes after-hours and weekend support for critical 
issues.   

Holiday Support Option 
We recommend this option if your site operates on Holidays.  The Holiday Support plan includes 
24 hour support for critical issues for the following Holidays: New Year's Day, Presidents' Day, 
Memorial Day, Independence Day, Labor Day, Thanksgiving, the day after Thanksgiving, 
Christmas Day. 

Hours of Operation 
Number of Calls Support Hours 

Standard Support Unlimited within 
range of normal 
business hours. 

5:00 am – 6:00 pm PT, 
Monday thru Friday, excluding 
the above listed Holidays. 

Extended Support Unlimited Critical 
Service Requests (as 
defined below)1, 
outside of Standard 
Support hours. 

Includes after-hours and 
weekend critical Service 
Requests. 

Holiday Support Unlimited Critical 
Service Requests. 

12:00 am – 11:59 pm PT, on 
the above listed Holidays. 

1 See Severity Level Response/Resolution Tiers table in the Response and Resolution Times Section of 
this document for an understanding of Critical Severity Levels. 
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Guidelines 

A Technical Support Specialist will troubleshoot each request for assistance under this 
Attachment F.1 with respect to the System (each a "Service Request") and provide solutions for 
issues related to the System.  In the event that the Service Requests are not System related, 
you will be informed of the known or suspected problem.   
Before submitting a Service Request, you may consider reviewing the following application 
product references: 

 Current versions of product release notes
 Product user guides
 Installation manuals

Required Information 
If you have reviewed the above references and the issue remains, be ready to provide the 
following information when submitting a Service Request:  

• Your name, organization, site name and number.

• Any IssueTrak identification number previously assigned to, or associated with this issue.

• The product(s) and version number(s) being used.

• The error messages and the error message numbers.  It may be helpful to include a screen
shot of the error if possible.

o The Severity Level of the problem underlying the Service Request based upon the
business impact. The Technical Support Specialist can assist you with this
assessment, but you are entitled to characterize the Severity Level.  Severity Level
characteristics are set forth in the Response and Resolution Times section of this
Attachment F.1.

• If the problem is reproducible, have ready the steps required to reproduce it.

Optional Information 
Optionally, you may wish to provide: 

• Whether this Service Request is time sensitive?

• Whether your dial-in modem is set up and ready for use?

• If you will be away from your office during the day, and if so, is there an
alternative contact person familiar with the problem underlying the Service
Request?
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Contacting Customer Support 

Service Requests should be submitted through Atlas’s Customer Support Services web based 
application, IssueTrak. IssueTrak will allow you to submit Service Requests to Technical 
Support, be updated on progress of the investigation and resolution, and produce service ticket 
reports for your site.  Technical Support will provide you with an individual account as well as 
IssueTrak functionality training. 
Due to the nature of Critical and High Severity Level Service Requests it is recommended that 
after entering the Service Request into IssueTrak you should telephone the Support team with 
your request.   
Below are the Customer Support Services telephone number, fax number, and Web addresses. 

Contact Information 

Telephone Fax Numbers Email Address IssueTrak 

818.340.7080 818.340.7079 support@atlasdev.com support.atlasdev.com 
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Reporting a Problem 

Service Requests may be reported to Customer Support Services using any of the following 
methods. 

Reporting Methods 
1. IssueTrak: You can report Service Requests using your web browser at this web

address: https://support.atlasdev.com. This is the preferred method of reporting most
issues and requests. However, issues of a High or Critical Severity Level issues should
also be telephoned in after entering the request in IssueTrak.

2. Telephone:  When you call Customer Support Services at 818.340.7080, you will be
directed to the first available Technical Support Specialist.  In the event a Technical
Support Specialist is not available, your call will be recorded by the Technical Support
voice mail box and returned by the next available Specialist.

3. E-mail: You can send in Service Requests to support@atlasdev.com using your e-mail
system. Please be sure to include your name, organization, a phone number where you
can be reached and a complete description of the problem. Your request will be
assigned an IssueTrak incident number and you will be contacted to determine the
appropriate Severity Level if you have not indicated one in the e-mail request.

4. Fax: You can fax Service Requests to Support at 818.340.7079.  Please be sure to
include your name, organization, a phone number where you can be reached and a
complete description of the problem. Your request will be assigned an IssueTrak incident
number and you will be contacted to determine the appropriate Severity Level if you
have not indicated one in the fax request.

Guide to Telephone Reporting 
Each Service Request is logged into the incident tracking system (IssueTrak) and is assigned 
an incident number. Please record your incident number for future reference.  
Before ending the call, please ensure that you either provide, or are aware of the Severity Level 
assigned to your request.  The Severity Level assigned will allow the Technical Support 
Specialist to appropriately prioritize the problem underlying the Service Request.  
If you have reported a Service Request by telephone, be sure to review the checklist below with 
the Technical Support Specialist before you hang up. 

1. Review the Severity Level
2. Review action items for Atlas Technical Support
3. Review action items for which you are responsible
4. Confirm who is responsible for the call back and when
5. Confirm the incident number
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IssueTrak 

The IssueTrak product is intended to maintain all Support Service Requests, as well as patient 
data exchange requests.   

Once a Service Request is submitted in the IssueTrak system, an email is generated to the 
Atlas Support team for investigation.  A Technical Support Specialist will input the details of the 
incident and resolution into the original IssueTrak item to memorialize the actions taken and 
communicate the status.   

Signing In to IssueTrak 
IssueTrak can be accessed at https://support.atlasdev.com/. IssueTrak is a secure site. 

In the event that IssueTrak is unavailable, use the alternate URL https://support2.atlasdev.com/ 

A user name and password are required to access IssueTrak.  Your assigned Username is as 
follows: first initial + last name (lower case, no spaces). Please call a Technical Support 
Specialist for the initial password, after which you will be able to change it on succeeding logins. 

Enter your user name and password and click the Sign On button on the IssueTrak sign in 
screen. 

Menu Options 
Once you are logged in there will be several menu options you can choose from on the left-hand 
side of the page. This will serve as a navigation bar and will always be present throughout your 
IssueTrak session.  

• Home
• Submit an Issue
• Search Issues
• Lookup Issue #
• Reports
• New Sign In

Each menu option will be discussed in further detail. 

Home 
The home page will, by default, allow you to click on the Show Open Issues Submitted By Me 
link. This link will display all open Service Requests that you have submitted. Take note, closed 
requests will not appear in this search. 

This page will also display the custom reports you have created. Custom reports can be created 
in the Search Issue page. 

Submit an Issue 
The Submit an Issue page will allow you to fill out the required fields and submit a new Service 
Request. These are the steps for submitting a request: 
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1. Choose a brief line to describe the incident and enter it into the Subject field.
2. Enter the details of the incident into the Full Description field. Please put as much

information as possible here to avoid callbacks from the support staff requesting further
information.
Relevant information would include the nature of the problem, when and where the
problem occurs, the frequency of the occurrence, connection information, descriptions or
screen-shots of error messages, pertinent site or patient information, etc.

3. Select an Issue Type from the drop-down menu to indicate the type of Service Request
you are making. Issue types are as follows:
• Problem Report (describes any unexpected behavior. This includes undesired

behavior, error messages)
• Support Request (refers to any request in the normal course of business. Examples

would be data change requests, maintenance requests)
• Question or "How To?"
• Patient Data Dump (refers to one-time patient or demographic downloads that need

to be loaded to a machine or site)
• Documentation Request
• Change Order or Enhancement (request for new enhancements or change in

product behavior)
• New Release Issue (describes problems or unexpected behavior encountered in

testing a new release)
• Off Hours Support (used to track support that is conducted off-hours, weekends, and

holidays)
• Internal Request (used to track issues originating from an Atlas employee)

4. Use the Priority drop-down to select the priority of the Service Request you are
submitting. The default is Medium (Standard).  Make another selection if necessary.

a. Critical
b. High
c. Medium
d. Low

5. Development Issue Number and Issue Status are used for internal tracking purposes
and will be filled out by the support analyst assigned to the issue. Issue Status will give
you a general idea of where in the incident life cycle your issue stands.

6. Select the Include Attachment button for screen shots, data files, documents, or
anything else that may need to be included with the Service Request.

7. Click the Submit Issue button.  The incident number assigned to the Service Request
will be then be displayed. This option will take you to the Add Attachments form upon
submission of the request.

Search Issues 
The Search Issues link will take you to a search page that allows you to enter filter criteria by 
which you can search your Service Requests. Enter values in these fields to narrow your 
search, or leave them blank to view all incidents (open and closed) ever submitted for your 
organization. Click the Search button to trigger the search. 
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The Output method can be changed towards the bottom of the page, and an Excel sheet can 
be generated based on the search. Likewise, the Sort Order can be manipulated to better 
format your report. 
Searches can be saved as custom reports by choosing a Report Title, and clicking Save as 
New Report. 

Lookup Issue # 
Lookup Issue # option can be used when you know the exact incident number. This will take 
you to the Issue Detail – View Issue page. 

Issue Detail 
When an issue is pulled up, additional options will appear in your navigation bar. 

• View Issue – brings up all the incident details.
• Add Note to Issue – allows you to add notes to the incident.
• Attachments – allows you to view and add new attachments
• Lookup Issue by # - sends you back to the Lookup Issue by # page.

Reports  
The Reports page contains a listing of all custom reports you have created and saved. Custom 
reports can be created in the Search Issue page.  If you would like assistance creating reports 
specific to your day to day needs please contact a Technical Support Specialist for guidance. 

New Sign In  
Allows you to log out of IssueTrak, and takes you back to the Sign-In page. 

Additional Information 
Support staff will periodically add notes to this incident to memorialize the actions taken. You 
also have this ability, and it is recommended that this functionality be used freely and often in 
order to properly build an incident history. 

You will able to search and view incidents other people in your organization have submitted. 
You will be notified of changes and updates to any incidents you have submitted via email. 
Contact the support staff if you would like to be set up with additional automated email 
notifications, for incidents that were not submitted by you. 
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Enhancement Requests 

You may use IssueTrak or any of the methods mentioned above to submit enhancement or 
change requests. Each enhancement request is forwarded to the Development Department for 
analysis. Upon completion of the analysis, a the applicable of a Change Order or Amendment 
may be prepared in accordance with the Base Agreement.  The Change Order or Amendment 
will be provided to you for review and approval in accordance with the Base Agreement. An 
example of the Change Order Form follows. 

Change Order Form (follows) 
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CHANGE ORDER 
Atlas C.O. #   

Atlas Product:    Client:  Los Angeles County 

Change Order Title:   
Change Order Edit History     (record any changes to this document by making an entry for each new version) 

Date Author(s) Revision Comments 
   
  . 

Requirements / Business Need     (what is needed & why; include relevant workflow and UI implications) 
 
Needs thick client deployment?       Yes        No 

Proposed Solution     (description of solution that would be provided) 
 
Solution Prerequisites/Dependencies:   

Anticipated Delivery     (how and when would the solution be delivered) 

     Delivery Via Retrofit / Patch or  Interface 
      If Yes, Specify Version: _____   
 
     Delivery Via Future Version / Upgrade 

Signature Timeframe: ___________  Delivery Timeframe: __________ 
 
Signature Timeframe: ___________  Delivery Timeframe: __________ 
 
Signature Timeframe: ___________  Delivery Timeframe:  _________                                         

Fixed Price for Completion 

Quoted Price:  
(#of hour @ $___) 
__ Fixed Price or __ Not to Exceed Time and Materials 
Approved1: _____________________________ 

Includes the following: 
     Investigation / Analysis 
     Design / Development 
    Quality Assurance Testing 

     Implementation 
     Project Management 

Payment Terms  
If on a fixed price basis, payment terms are as follows: 
Twenty-five percent (25%) of the fixed price payable upon County's approval of the System Requirements and other 
Specifications in accordance with this Agreement; 
 
Fifty percent (50%) of the fixed price payable after Contractor's delivery of a version of the software and/or system to be 
developed pursuant to the Additional Work deemed ready by Contractor for all associated testing; and 
 
Twenty-five percent (25%) of the fixed price payable after County's approval in accordance with this Agreement of 
successful completion of all associated testing of the software and/or system developed pursuant to the Additional 
Work and the software and/or system is migrated to the Production Environment, unless County delays migration to the 
Production Environment for greater than sixty (60) days from the date on which Contractor notifies County in writing of 
the successful completion of all associated testing of the software and/or system developed pursuant to the Additional 
Work and the software and/or system is ready to be migrated to the Production Environment, in which case such 
payment shall then become payable by County.  County shall thereafter be entitled to reverse the payment (including 
through credit to other payments owed to Contractor under this Agreement) if once County is ready to migrate such 
Additional Work to the Production Environment, such Additional Work is not able to successfully complete County 
testing.  

Client Authorization – Please Sign and FAX to 818.337.0323 
I hereby authorize Atlas Development Corporation to proceed as outlined in this Change Order.  I have read and agree with the estimate for 

completion and payment terms.  I understand that when this Change Order is signed it shall become part of the existing Agreement with Atlas and 
shall be governed by the terms and conditions of that Agreement. 
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CHANGE ORDER 
Atlas C.O. # 

Atlas Product: Client:  Los Angeles County 

Change Order Title: 

Name / Title 
(printed): 

County Project Director 

Signature: Date:

Name / Title 
(printed): 

DPH Chief Information Officer 

Signature: Date:

1 Manager signature required for N/C or amounts less than $950. 
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Diagnosing Issues 

To thoroughly investigate a Service Request, the Technical Support Specialist may request 
permission to dial in to your system. Please be prepared to provide the necessary modem 
numbers and passwords to accomplish this task.  

You may also be asked to provide the Technical Support Specialist with copies of the programs, 
relevant screen shots, and data files as may be reasonably requested, as well as sufficient 
support and test time on your computer system. If the problem cannot be reproduced, the 
Technical Support Specialist will make a good faith effort to identify a workaround until the 
problem can be reproduced and ultimately corrected. 

Deficiency Resolution 
If a Service Request is determined to be a Deficiency during the diagnostic process, it will be 
sent to the Development Department for further analysis and correction. The Technical Support 
Specialist will check for an existing software correction and will make arrangements with you to 
install it.  
All Deficiencies shall be resolved within the applicable timeframes set forth in the Response and 
Resolution Times section of this Attachment F.1.  You will also be provided with details on when 
the Deficiency will be permanently addressed by Development.   

You may call Technical Support at any time, reference the incident number, and ask for the 
current status of the Deficiency resolution. 

Escalating an Incident 
You may escalate a Service Request whenever you feel that Atlas Technical Support is not 
providing the level of attention you believe is warranted. When escalating a Service Request, be 
sure to reference the incident number in all communication.  
To escalate Service Request, please call and ask to speak with the Technical Support Manager.  
If the manager is unavailable, please leave a message and he or she will respond as soon as 
possible to discuss the situation and work with you to create a plan to resolve the incident.   
If you have not received a timely response from the Technical Support Manager, please contact 
the Director of Customer Services or the Vice President of Client Services. 
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Response and Resolution Times 

When you assign a Severity Level for a Service Request, you are also agreeing to the specified 
response and, if applicable, resolution times that coincide with the incident.  The grid below 
summarized the relationship between each Severity Level and the response/resolution times.  

The response time and Interim Solution resolution time starts tolling from the earlier of (a) 
County's report of the Service Request in accordance with this Attachment F.1 and (b) Atlas' 
other knowledge of the Deficiency (referred to in this Attachment F.1 as "Report").  The 
methodology for the calculation of Un-Scheduled Downtime is set forth in Exhibit F.   

County may escalate or downgrade a Severity Level of a Deficiency if the Deficiency meets the 
definition of the Severity Level as escalated or downgraded.  A Deficiency may also be 
escalated by County if the Deficiency persists or re-occurs to warrant an escalated Severity 
Level, as determined by County Project Manager.  Notwithstanding anything to the contrary 
contained in this Attachment F.1 or the Agreement, County and Contractor may, upon 
Contractor's request, downgrade the Severity Level of a Deficiency if such Deficiency was 
incorrectly classified or if following the provision of a workaround or other action of Contractor 
such Deficiency warrants a downgraded Severity Level.  At the time a Deficiency is escalated or 
downgraded, an appropriate timeline will be applied for resolution of such Deficiency in 
accordance with this Attachment F.1. 

As used in this Attachment F.1, the following terms have the following meanings: 

Final Resolution means a correction or modification of the System that corrects the Deficiency 
or resolves the Support Issue. 

Holiday means New Year's Day, Presidents’ Day, Memorial Day, Independence Day, Labor 
Day, Thanksgiving, the day after Thanksgiving, and Christmas Day. 

Interim Solution means Atlas: (a) reinitiates or restarts, as applicable, the System, if the 
reported Deficiency caused the System to be inoperative; (b) enables the client to access the 
System, if the reported Deficiency caused client to be unable to access the System; or (c) 
provides client with an acceptable workaround that solves or mitigates a reported Deficiency, 
which workaround can be provided with minimal client inconvenience. 

Problem Analysis means a fax, e-mail or telephone call from Atlas (1) acknowledging that a 
Service Request has been received and that appropriate technical personnel have been 
assigned to work on underlying problem, (2) providing details on what Atlas has learned about 
the problem as of the time of communication, and (3) detailing Atlas' initial analysis of and, if 
applicable, action plan for resolving the reported Deficiency. 

Response means a fax, e-mail or telephone call from Atlas to a support client acknowledging 
that an incident has been reported. 

Support Day means (a) with respect to Service Requests with a Severity Level of Critical, each 
day of the week including Holidays; and (b) with respect to all other Service Requests, Monday 
through Friday other than Holidays. 
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Support Hour means (a) with respect to Service Requests with a Severity Level of Critical, 
each hour of a Support Day; and (b) with respect to all other Service Requests, each hour 
between 5 AM and 6 PM Pacific Time of a Support Day. 

Support Issue means any problem that is not a Deficiency. 

Support Minute means a minute of a Support Hour. 

The chart follows on next page. 
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Severity Level Response/Resolution Tiers 
Sever-
ity 
Level 

Contact 
Method 

Service Request 
Definition 

Response Problem 
Analysis 

Interim 
Solution 

Final 
Resolution 

Critical IssueTrak 
followed by 
Telephone 

Includes any Deficiency 
that renders the System or 
System functionality, the 
loss of which causes 
significant business impact 
to the client, completely 
inoperative due to a failure 
to operate in accordance 
with the applicable System 
Requirements and other 
Specifications. Examples of 
System functionality, the 
loss of which causes 
significant business impact 
to the client, are that the 
User is unable: (a) to create 
a new incident or outbreak 
report;  (b) to import 
disease incident information 
from the staging area; (c) to 
import food borne illness 
complaints form the web; or 
(d) to modify, update, or
save a record.

Immediate if 
received 
during 
Standard 
Support 
hours.  
Thirty (30) 
minutes 
following 
Report for 
Extended 
Support and 
Holiday 
Support 
hours. 

Two (2) 
hours 
following 
Report. 

Four (4) 
hours 
following 
Report. 

Within two (2) 
calendar 
days 
following 
Interim 
Solution. 

High IssueTrak 
followed by 
Telephone 

Includes any Deficiency 
that significantly impacts 
client’s ability to use the 
System or any System 
functionality, the loss of 
which causes significant 
business impact to the 
client, because of 
operational, functional or 
informational Deficiencies 
that arise from the System 
Software’s failure to 
operate in accordance with 
the applicable System 
Requirements and other 
Specifications. 

Immediate if 
received 
during 
Standard 
Support 
hours.  Thirty 
(30) minutes
following
Report for
Extended
Support and
Holiday
Support
hours.

Four (4) 
hours 
following 
Report. 

Within 
twenty-four 
(24) hours
following
Report.

Within ten 
(10) calendar
days
following
Interim
Solution.

Med-
ium 

IssueTrak, 
telephone, 
e-mail, or
fax

Includes any Deficiency 
that adversely affects the 
System such that the 
System is prevented from 
operating in accordance 
with the applicable System 
Requirements and other 
Specifications. 

One (1) hour 
of Report, if 
received 
during 
Standard 
Support 
hours. 

Five (5) 
business 
days 
following 
Report. 

Within ten 
(10) 
business 
days 
following 
Report. 

Next 
scheduled 
Update/Versi
on Release. 
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Sever-
ity 
Level 

Contact 
Method 

Service Request 
Definition 

Response Problem 
Analysis 

Interim 
Solution 

Final 
Resolution 

Low IssueTrak, 
telephone, 
e-mail, or
fax

Includes any Deficiency 
that minimally affects the 
System. 

One (1) hour 
of Report if 
received 
during 
Standard 
Support 
hours. 

Within 
ten (10) 
business 
days 
following 
Report. 

Within 
twenty (20) 
business 
days 
following 
Report. 

Next 
scheduled 
Update/Versi
on Release. 
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ATTACHMENT F.2 

ELECTRONIC LABORATORY REPORTING (ELR) 
Maintenance and Support Guide

Guideline that will help you to determine “who to call” or “where to qo” in case any problems are 
encountered during production related to your ELR.  

Three (3) Levels of support exist for L.A. County hospitals participating in the Los Angeles 
County Department of Public Health’s (LACDPH) ELR program 

Level I Support: LACDPH Public Health Laboratory (PHL) 

The first level of support is a local hospital or lab staff member who has been trained in using tools that 
manage the ELR network. The components of that toolset include ELR Gateway server and the software 
it runs. Among the software and functions are as follows: (1) The Atlas LabAware engine (formerly known 
as Public Health Interface Link) that standardizes your outbound lab results messages to the Public 
Health Information Network (PHIN) compliant HL7 format, (2) determines first level of reporting to decide 
which results to send to public health, (3) sends you alerts for submitted results which may have errors, 
(4) provides automated ways to correct those errors, and (5) provides a full audit trail (repository of all
results received) to use for local infection control efforts or other purposes as you your facility may wish.
Other software products on the ELR Gateway provide for automated communication management (Atlas
Connect). Atlas Connect is a communication engine that can rapidly redirect messaging in the event of
failure of the central site.

Name   Title Phone Email
Joan Sturgeon Microbiology 562-658-1354 jsturgeon@ph.lacounty.gov 

 Robert Tyler Med Technologist, Lab info 562-658-1346 rotyler@ph.lacounty.gov 
 Sheena Chu PH Micro Sup I 562-658-1310 schu@ph.lacounty.gov 
 David Jensen PH Micro Sup II 562-658-1488 djensen@ph.laocunty.gov 
 Nicole (Nikki) 

  
PH Lab Director 562-658-1352 nicgreen@ph.lacounty.gov 

 
Level II Support: Los Angeles County (LAC) ELR Support Teams: 

The second level of support is the professional staff at LACPH.   LACPH subject matter experts (SME) 
from Acute Communicable Disease Control (ACDC), Division of HIV and STD Programs (DHSP), 
Tuberculosis Control Program (TBCP), Vaccine Preventable Disease Control (VPDC), and Veterinary 
Public Health (VPH) can help with any issue that can't be resolved by your local support staff.  They can 
answer questions regarding reporting practices, results encoding whether Logical Observation Identifiers 
Names and Codes (LOINC) or Systematized Nomenclature of Medicine (SNOMED) codes and other 
issues related to coding. They can also answer questions regarding the operation of your ELR Gateway 
and its various software components as well as assist with communication and other technical issues. 
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Name        Title                Phone      Email        Specialty 
 Hyung-Suk 
“Sue” Lee 

ACDC Laboratory 
Data Analyst  

213 989-7206 hylee@ph.lacounty.gov ELR Project 
Management, Results 
analysis, ELR 
Validation, SME, 
HL7/LOINC/SNOME
D, Atlas IssueTrak 
Submitter   
 Kelly Chung ACDC Laboratory 

Data Analyst  
213-989-7218 kchung@ph.lacounty.gov Results analysis, ELR 

Validation, SME, 
HL7/LOINC/SNOME
D, Atlas IssueTrak 
Submitter   
 Keilina Lu ACDC Laboratory 

Data Analyst 
213-288-7176 Kl@ph.lacounty.gov Results analysis, ELR 

Validation, SME, 
HL7/LOINC/SNOME
D, Atlas IssueTrak 
Submitter   

Irene Culver ACDC IRIS 
Technical Lead 

213-250-8680 iculver@ph.lacounty.gov Project Management, 
Administrative, Policy, 
Financial and related 
issues (contracts), 
Atlas IssueTrak 
Submitter   

Crystal Boateng ACDC IRIS 
Technical Support 

213-288-7040 Cboateng2@ph.lacounty
.gov 

Results analysis, ELR 
Validation, Login 
Problems, Atlas 
IssueTrak Submitter   

Yushan Tong ACDC Admin 
Support 

213-989-7208 ytong@ph.lacounty.gov Administrative, 
Financial and related 
issues (contracts) 

Ben Tech ACDC Admin 
Support 

213-989-7201 btech@ph.lacounty.gov Administrative, 
Financial and related 
issues (contracts) 

Mike Janson DHSP Project 
Management  

213-351-8189 Mjanson@ph.lacounty.g
ov 

Administrative, 
Financial and related 
issues (contracts) 

Amy Chen DHSP (STD) 213-639-4313 Amychen@ph.lacounty.g
ov 

 

ELR Validation, UDF 
development, Atlas 
IssueTrak Submitter  

Julius Lim DHSP (STD) 213-639-4317 Jlim@ph.lacounty.gov ELR Validation 
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Name        Title                Phone      Email        Specialty 
 Cizao Ren DHSP (HIV) 213-368-7420 camagana@ph.lacounty.

gov 
ELR Validation, 
Results Analysis, 
Atlas IssueTrak 
Submitter   

Kai-Jen Cheng TBCP 213-745-0837 kcheng@ph.lacounty.gov TB Project 
Management, Results 
analysis, IssueTrak 
Submitter, SME  

Edward Lan TBCP 213-745-0800 elan@ph.lacounty.gov Results analysis, 
SME, UDF 
development, Atlas 
IssueTrak Submitter  

Melanie Barr VPDC 213-351-7427 mbarr@ph.lacounty.gov Results analysis, 
SME  

Emmanuel 
Mendoza 

VPDC 213-351-7489 Emmendoza@ph.lacount
y.gov

Results analysis, 
SME, Atlas IssueTrak 
Submitter   

Dulmini Wilson VPDC 213-351-7482 duwilson@ph.lacounty.g
ov 

Results analysis, 
SME, Atlas IssueTrak 
Submitter   

Jamie Middleton VPH 213-989-7060 jmiddleton@ph.lacounty.
gov 

VPH Project 
Management, SME 

Askari Addison VPH 213-989-7060 Aaddison@ph.lacounty.g
ov 

Results analysis, ELR 
Validation  

Level III Support: Atlas Development ELR Support Team 
(Please Note Level 3 Support must be initiated by LAC) 

The third level of support occurs when LACPH is unable to move a problem readily to resolution. If a 
problem cannot be solved by LACPH staff, LACPH will open an issue in Atlas Development's issue-
tracking system. Atlas Development is the software vendor that developed and supports LabAware ELR 
Gateway and Atlas Connect. LACPH can open an issue online and/or directly contact support staff within 
Atlas to address the problems. Problems range from low priority to highly critical.  Once the issue is 
opened, you may receive a call from technical support to diagnose the issue, run some tests, or perform 
other actions. Once an issue is opened, it remains open until a solution or workaround is provided.  For 
ELR support, Atlas must be brought into the support cycle by LACPH staff. 
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1 Document Revision History 

Version Date Author Revision Notes 
1.1 2/1/2018 Gwen Bell Initial edits to existing doc 

2 Document Distribution List 

This document is to be distributed to the following stakeholders as: 

I – Information only 

R – Reviews content and provides input 

A – Reviews and approves document 

Name & Role Type Review Purpose 
David Cardenas A 

Irene Culver A 

Gwen Bell R 

Russell von Blank R 

James Corlew R 

John Titus R 
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3 Purpose 

The purpose of this Disaster Recovery Plan is to provide business continuity for the Los 
Angeles County Department of Public Health IRIS system in the event of a disaster which 
stops all Production activities in the Calabasas data center. 

4 Overview 

This document briefly describes and defines an Adverse Operation (AOS) event and the 
corresponding service level agreement for restoring services in the event of an unrecoverable 
disaster at the Primary Atlas Data Center in Calabasas, CA. 

AOS event has the same meaning given to the term “Disaster” in Exhibit F (Service Level 
Requirements). “AOS event” and “Disaster” are interchangeable in this Disaster Recovery 
Plan. 

5 Roles and Responsibilities 

Resource Role Contact Information 
James Corlew Atlas Technical Coordinator 818-224-6233

jcorlew@atlasdev.com

Gwen Bell Atlas Communication Coordinator 818-224-6202, 818-402-8308
gbell@atlasdev.com

John Titus Atlas Support 818-224-6291, 805-340-8212
jtitus@atlasdev.com

Irene Culver LAC Communication Coordinator 213-288-8680, 213-840-9068
iculver@ph.lacounty.gov

Patricia Araki LAC Communication Coordinator 213-288-7267, 323-236-6096
paraki@ph.lacounty.gov

6 Service Level Agreement 

It is understood that certain functional modules within the System Software are required for 
the System Environment to be minimally operational. Other functional modules, while 
necessary for complete System Environment functionality, are not necessary to render the 
basic System Environment minimally operational.  



-5-
COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
ATTACHMENT F.3 (DISASTER RECOVERY PLAN) 

6.1 Core Functional Modules 
The following functional modules are considered necessary for the System Environment to be 
minimally operational (collectively the “Core Functional Modules”): 

 WorldCare Product Suite

6.2 Non-Core Functional Modules 
The following functional modules are not necessary for the System Environment to be 
minimally operational, but are nonetheless part of the System Environment and are required 
for the system environment to be fully operational (collectively the “Non-Core Functional 
Modules”): 

 Atlas Connect/SFTP

 Syndromic

 VPN Connections

6.3 Recovery Points 

6.3.1 Core Functional Modules 

All Core Functional Modules shall have a successful “snapshot” taken and updated no less 
frequently than every four (4) hours such that all Core Functional Modules shall have no more 
potential data loss than the last four (4) hours. This represents the Core Functional Module 
Recovery Point. 

6.3.2 Non-Core Functional Modules 

Atlas Connect/SFTP shall have a successful “snapshot” taken and updated no less frequently 
than every twenty-four (24) hours. These timeframes represent the Non-Core Functional 
Module Recovery Points. Other Non-Core Functional Modules not mentioned in this paragraph 
do not have an applicable Recovery Point. 

The Recovery Point for Atlas Connect/SFTP will comprise solely of configuration data 
pertaining to a new laboratory and shall not include transactional data. Moreover, the 
Recovery Time pertains only to having an operational Functional Module and does not cover 
the ability of the laboratory to redirect their traffic to a new facility. 

VPN Connections require the engagement of third party trading partners that have no 
obligation under this Disaster Recovery Plan and shall be independently negotiated.  
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6.4 Recovery Time 
With the exception of VPN Connections, Contractor shall bring all Core Functional Modules and 
Non-Core Functional Modules of the System Environment back to an operational state within 
eight (8) hours from the time when a Disaster is declared (the “Recovery Time”). 

6.5 Service Level Matrix 
Based on the foregoing, the following Service Level Matrix shall apply to restoration and 
business continuity efforts in the event of an AOS. 

Functional Module Is 
Core1

Recovery 
Point (hrs)2

Recovery 
Time (hrs)3

WorldCare Product Suite Yes 4 8 

Atlas Connect/SFTP4 No 24 8 

Syndromic5 No N/A 8 

VPN Connections6 No N/A N/A 

1 Is Core represents whether this Functional Module is required to be operational in order to provide a 
minimal operational state of the System Environment. 

2 Recovery Point represents the hours of potential data loss since the last successful “snapshot.” 

3 Recovery Time represents the hours required to fully bring the Functional Module back to an operational 
state from the time when a disaster is declared. 

4 The Recovery Point for Atlas Connect/SFTP will comprise solely of configuration data pertaining to a 
new laboratory and shall not include transactional data. Moreover, the Recovery Time pertains only to 
having an operational Functional Module and does not cover the ability of the laboratory to redirect their 
traffic to a new facility. 

5 All data that resides on the Syndromic Servers within the Calabasas data center is downloaded by DPH 
personnel and stored upon a server within DPH.  

6 VPN Connections require the engagement of third party trading partners that have no obligation under 
this Disaster Recovery Plan and shall be independently negotiated.  

Under Task 4 - (Migration to System Environments in Amazon Web Services Infrastructure) of Exhibit B 
(Statement of Work), this Disaster Recovery Plan will be updated by the Parties to reflect the migration 
of IRIS to new System Environments within the Amazon Web Services hosting infrastructure.  Among 
the changes to be made to this Disaster Recovery Plan is to update the Service Level Matrix in this 
Section 6.5 as follows: 

   Functional Module Is 
Core1

Recovery 
Point (hrs)2

Recovery 
Time (hrs)3

WorldCare Product Suite Yes 2 4 

Atlas Connect/SFTP No 4 8 

Syndromic No N/A 8 
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VPN Connections No N/A N/A 

7 Disaster Recovery Readiness 
The following section describes the System components as well as the processes and 
procedures that will be put in place in order to maintain redundant and failover capabilities 
and ensure business continuity in the event of a Disaster. 

7.1 Hardware Configuration 
The following hardware components will be installed and configured at the Disaster Recovery 
(DR) site: 

 Web Server: this server will act as the web server for WorldCare Product Suite.

 Database Server: this server will act as the database server for WorldCare Product
Suite.

 Communication Server: this server will receive live data from ELR clients while the
DR site is operational after the laboratories redirect their traffic to the DR facility.

 Syndromic File Server: this server will receive files from hospitals that participated
in the Syndromic project after the hospitals redirect their traffic to the DR facility.

7.2 Software Configuration 
The following software components will be installed and configured at the DR site: 

 WorldCare Product Suite Websites: The Web Server in the DR site will host copies
of the most current websites for WorldCare Product Suite. These websites will be
upgraded manually whenever there is a change in the Production site. A URL will be
assigned to the WorldCare Product Suite sites in the DR site.

 LabAware Database: The LabAware database will be mirrored to the Las Vegas DR
site as changes occur.  Atlas will maintain a connection that will allow the mirroring to
remain within the 4-hour recovery point agreed on.

 AtlasConnect/SFTP: The AtlasConnect and SFTP Server components will be installed
on the Communication Server in the DR site and configured to receive data.

 AtlasConnect Client: The AtlasConnect Client will be installed on the Database Server
in the DR site and configured to pull data from the Communication Server.

 WorldCare Product Suite database: The WorldCare Product Suite database will be
mirrored to the Las Vegas DR site as changes occur.  Atlas will maintain a connection
that will allow the mirroring to remain within the 4-hour recovery point agreed on.
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 Botmanager: The database server in the DR site will host copies of the most current
Botmanager configuration in Production. The Bot Manager configuration will be copied
manually whenever there is a change in the Production site.

 Syndromic Server: The Syndromic server in the DR site will have an identical SFTP
Server and socket connections as the live Syndromic Server. A Web Server will be
available at the DR site for LA County to upload its Syndromic data.

7.3 System Diagram 

7.4 System Monitoring 

 All servers at the Las Vegas DR site will be monitored by an automated system that
sends real-time email alerts in the event of critical issues such as hard drive failures
and disc space issues.

 Database replication service between the live Database Server and the DR Database
Server will be monitored hourly.

 Atlas will verify once every three (3) months that the WorldCare Product Suite website
versions and configurations in the DR site are consistent with the Production site.
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 Atlas will verify once every three (3) months that the configuration and data in GASA,
AtlasConnect, Bot Manager, and SFTP in the DR site matches the Production site.

 Atlas will verify once every three (3) months that the SFTP and socket configuration
on the Syndromic Server in the DR site is consistent with the Production site.

 Antivirus software on all Las Vegas servers will be consistently monitored by an
automated system.

8 Response Plan 

The following section describes the response plan steps that must be followed in the event 
of a Disaster. 

8.1 Transition of WorldCare Product Suite activities to DR 
site 

Task 
# 

Responsible Person Task Description Time (hrs)

1 LA County (LAC) and 
Atlas Communication 
Coordinators 

In the event of a Disaster, the Atlas and 
LAC Communication Coordinators will 
attempt to establish contact over any 
means available (phone, email) in order to 
discuss whether the response plan must 
be put into effect.   

1 

2 Atlas Communication 
Coordinators 

In the event that communication cannot 
be established with LA County, Atlas will 
move forward with the response plan as it 
deems necessary based on expected 
System downtime.   

3 Atlas Technical 
Coordinator 

Firewall check list: 

1. Ensure that ports 443, 1433, 1972,
and ICMP are open for the live Web
Server to access the Database Server.

2. Ensure that the public IP addresses
assigned to the live Web Server and
Communication server are working
properly.

3. Verify that the client VPN works
normally for the LA County users to
establish the SSL VPN to access the
data in the live Database Server.

0.5 
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4 Atlas Technical 
Coordinator 

Communication Server check list: 

1. Verify that the AtlasConnect Server
can receive data.

2. Verify that the SFTP server can receive
data.

3. Verify that HyperSend is working.

4. Verify that the antivirus program is
functional and up to date.

0.5 

5 Atlas Technical 
Coordinator 

Web Server check list: 

1. WorldCare Product Suite website –
ensure that the software version is
current.

2. SMTP server – send a test email to
confirm the SMTP server works.

3. Verify that the Antivirus program is
functional and up to date.

0.5 

6 Atlas Technical 
Coordinator 

Database Server check list: 

1. AtlasConnect client – verify that the
client can pull data.

2. LabAware – ensure that the software
version is current.

3. Verify that the file monitoring script is
set in Windows scheduled tasks.

4. Verify that the antivirus program is
functional and up to date.

0.5 

7 Atlas Technical 
Coordinator 

Update the Domain Name System (DNS) 
entry to redirect www.visualcmr.net and 
integration.visualcmr.net to the Web 
Server and ELRCom Server in the Las 
Vegas DR site. 

1 (DNS 
propagation 
may take 24 
hours to 
complete) 

8 Atlas Technical 
Coordinator 

Copy and restore the Shadow Database 
Servers in the Las Vegas DR site to 
function as a fully operational Database 
Server for WorldCare Product Suite. 

1 

9 Atlas Technical 
Coordinator or Atlas 
Support 

Test access to WorldCare Product Suite in 
the DR site by logging in and reviewing the 
message monitor. 

0.5 
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10 LA County User 1. Test access to WorldCare Product
Suite in the DR site by logging in and
reviewing the message monitor.

2. FTP server. LA County users will
establish the SSL VPN to test if they
have access to the FTP server of the
database server for accessing the
archived ELR data.

0.5 

8.2 Transition of Syndromic activities to DR site 

Task 
# 

Responsible Person Task Description Time (hrs)

1 LA County and Atlas 
Communication 
Coordinators 

In the event of a Disaster, the Atlas and 
LAC Communication Coordinators will 
attempt to establish contact over any 
means available (phone, email) in order 
to discuss whether the response plan 
must be put into effect. 

1 

2 Atlas Technical 
Coordinator 

Firewall Checklist: 

1. Ensure that port 443 is open for
users to access the Syndromic
website.

2. Ensure that the public IP address
assigned to the Syndromic
server is working properly.

0.25 

3 Atlas Technical 
Coordinator 

Syndromic Web Server Checklist: 

1. SFTP server – test if the server
can receive data.

2. Socket Connection – test if the
socket connections are ready to
receive data.

3. Webserver – make sure that
IIS7 is installed.

4. Verify that the antivirus program
is functional and up to date.

0.25 

4 Atlas Technical 
Coordinator 

Update the DNS entry which redirects 
the URL for lasyndromic.visualcmr.net 

0.5 (DNS 
propagation 
may take 24 
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to use the IP address of the Syndromic 
Server in DR site. 

hours to 
complete) 

5 Atlas Technical 
Coordinator 

Notify LA County when the server is 
ready and accessible via email or 
phone. 

0.5 

5 LA County User Upload the content of the Syndromic 
website to the DR server. 

1 

6 Atlas Technical 
Coordinator 

Contact all hospitals that participate in 
Syndromic project to rebuild the VPNs 
and reconfigure the socket connections 
to send the data to the DR site. 

n/a 

9 Readiness Testing 

In addition to the regular monitoring activities, Atlas will perform Readiness Testing of the 
DR site every six (6) months. Readiness Testing is the process by which the Atlas Technical 
Coordinator tests all components (servers and software) of the DR site and verifies that 
they are synchronized with the live site and ready for Production use in the event of a 
Disaster. 

The following tasks will be performed during each Readiness Testing cycle: 

Task 
# 

Responsible Person Task Description

1 Atlas Technical 
Coordinators 

Verify that the message monitor in the WorldCare Product 
Suite displays data that is no older than four hours from 
the live system. 

2 Atlas Technical 
Coordinators 

Verify that the GASA address update is current. 

3 Atlas Technical 
Coordinators 

Test AtlasConnect software on the Communication Server 
and Database Server in the Disaster Recovery Site. 

4 Atlas Technical 
Coordinators 

Verify that the Food Borne Illness (FBI) webpage on the 
DR site is accessible to users. 

5 Atlas Technical 
Coordinators 

Test upload of data through SFTP to the Communication 
Server in Disaster Recovery Site. 

6 Atlas Technical 
Coordinators 

Test upload of data through SFTP to the Syndromic 
Server in Disaster Recovery Site. 
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10 Disaster Recovery Approval 

[FOLLOWS] 
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(Contractor Name and Address) 
Atlas Development Corporation 

26679 West Agoura Road, Suite 200, Calabasas, CA 91302 

TRANSMITTAL DATE 

DELIVERABLE ACCEPTANCE FORM 
AGREEMENT NAME 

Software and Services 
Agreement 

COUNTY CONTRACT 
NUMBER 

PH-0001629 
FROM: Contractor Project Director 

Name: Gwen Bell 

____________________________________ 
(Signature Required) 

TO: County Project Director 

Name: David Cardenas 

Contractor hereby certifies to County that as of the date of this Deliverable Acceptance Form, it has satisfied all 
conditions precedent in the above Agreement (including the Exhibits and Attachments thereto and any executed 
Change Orders or Amendments) to the completion of the Work described below, including satisfaction of all 
completion criteria applicable to such Work (including obtaining County's approval of any other Work which is a 
prerequisite to obtaining County's approval of the Work described below). Contractor further represents and 
warrants that the Work described below has been completed in accordance with the Agreement, including the 
Exhibits and Attachments thereto and any executed Change Orders and Amendments.  County’s approval and 
signature constitutes an acceptance of the Work described below.  Capitalized terms used in this Deliverable 
Acceptance Form without definition have the meanings given to such terms in the Agreement. 

TASK DESCRIPTION 

Exhibit B - Statement of Work 
Task 4 –  Updated Disaster Recovery 

Plan and Assessments for the 
Upgraded System 

DELIVERABLE DESCRIPTION 

Updated Disaster Recovery Plan and 
Assessments 

Subtask 4.6 –  Updated Disaster 
Recovery Plan and Assessments for 

the Upgraded System on the Amazon 
Web Services Infrastructure 

OTHER WORK DESCRIPTION 

Comments: 

Attached hereto is a copy of all supporting documentation required pursuant to the Agreement, including the 
Exhibits and Attachments thereto, and any executed Change Orders and Amendments, and including any 
additional documentation reasonably requested by County. 
COUNTY  APPROVAL OR  DISAPPROVAL 
IF DISAPPROVAL, CORRECTIVE ACTION REQUIRED: ___________________________________________ 
_________________________________________________________________________________________ 
_________________________________________________________________________________________ 
_________________________________________________________________________________________ 
_________________________________________________________________________________________ 

NAME:  ________________________________ 

TITLE:  County Project Director 

SIGNATURE:  ___________________________ 

DATE:  _________________________________ 
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EXHIBIT Q 
INFORMATION SECURITY REQUIREMENTS 

This Exhibit Q (Information Security Requirements) is an attachment to that certain Software and 
Services Agreement, County Agreement No. PH-001629, dated as of May 10, 2011 (together with 
all Exhibits and Attachments, all as amended in accordance with the terms thereof, the 
"Agreement"),  by and between the County of Los Angeles, for its Department of Public Health 
("County"), and Atlas Database Software Corp. d/b/a Atlas Development Corporation 
("Contractor") and is incorporated into the Agreement by reference hereof.    

This Exhibit Q sets forth information security procedures established by Contractor and 
maintained throughout the term of the Agreement. These procedures are in addition to the 
requirements of the Agreement, including Exhibit G (Business Associate Agreement Under the 
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”)) thereto.   The County in no 
way warrants the requirements set forth in this Exhibit Q are appropriate for Contractor to secure 
its systems and data and to address ongoing threats and risks.  It is Contractor’s obligation to: (i) 
implement appropriate measures to secure its systems and data, including Personally Identifiable 
Information (as further defined in this Exhibit, hereinafter “PII”), Protected Health Information (as 
further defined in this Exhibit, hereinafter “PHI”), Medical Information (as further defined in this 
Exhibit, hereinafter “MI”) and County's other Confidential Information, against internal and 
external threats and risks; and (ii) continuously review and revise those measures to address 
ongoing threats and risks.  

Failure to comply with this Exhibit Q will constitute a material breach of the Agreement by 
Contractor upon which County shall be entitled   in addition to and cumulative of all other 
remedies available to it at law, in equity, or under the Agreement, to terminate the Agreement in 
accordance with Paragraph 5.1 (Event of Default – Contractor) of Exhibit A (Additional Terms and 
Conditions) to the Agreement.  Unless specifically defined in this Exhibit Q, capitalized terms shall 
have the meanings set forth in the Agreement. 

1. SECURITY PROGRAM
Contractor shall establish and maintain a formal, documented, mandated, company-wide
Information Security Program, including security policies, standards and procedures and
security controls. The Information Security Program will be communicated to all Contractor
personnel in a relevant, accessible, and understandable form and will be regularly reviewed
and evaluated to ensure its operational effectiveness, compliance with all applicable laws and
regulations, and to address new threats and risks.

2. CONTRACTOR PROTECTIONS
All agreements with third parties involving access to Contractor’s systems and data, including
all outsourcing arrangements and maintenance and support agreements (including facilities
maintenance), shall specifically address security risks, controls, and procedures for
information systems. Contractor shall supply each of its personnel with appropriate, ongoing
training regarding information security policies, procedures, risks, and threats. Contractor shall
have an established set of procedures to ensure Contractor personnel promptly report actual
and/or suspected breaches of security.

3. PROTECTION  OF  ELECTRONIC  COUNTY  INFORMATION  – DATA  ENCRYPTION
STANDARDS



COUNTY OF LOS ANGELES 
ATLAS DEVELOPMENT CORPORATION 
SOFTWARE AND SERVICES AGREEMENT 
EXHIBIT Q (INFORMATION SECURITY REQUIREMENTS) 

Page 2 of 7 

Contractor that electronically transmits or stores PII, PHI o r  MI shall comply with the 
encryption standards set forth below, as required by the Board of Supervisors Policy 
Number 5.200 (hereinafter “Policy”). For purposes of this Paragraph, “PII” is defined as 
Personal Information in California Civil Code Section 1798.29(g); “PHI” is defined in Health 
Insurance Portability and Accountability Act of 1996 (HIPAA) and implementing regulations; 
and “MI” is defined in California Civil Code Section 56.05(j). 

3.1. ENCRYPTION STANDARDS – STORED DATA 
Contractors' and subcontractors' workstations and portable devices that are used to 
access, store, receive, and/or transmit County PII, PHI or MI (e.g., mobile, wearables, 
tablets, thumb drives, external hard drives) require encryption (i.e. software and/or 
hardware) in accordance with: (a) Federal Information Processing Standard Publication 
(FIPS) 140-2; (b) National Institute of Standards and Technology (NIST) Special 
Publication 800-57 Recommendation for Key Management – Part 1: General (Revision 
3); (c) NIST Special Publication 800-57. Recommendation for Key Management – Part 
2: Best Practices for Key Management Organization; and (d) NIST Special Publication 
800-111 Guide to Storage Encryption Technologies for End User Devices (collectively,
“Required Stored Data Standards”).  Advanced Encryption Standard (AES) with cipher
strength of 256-bit is minimally required.  Contractors' and subcontractors' use of remote
servers (e.g. cloud storage, Software-as-a-Service or SaaS) for storage of County PII,
PHI and/or MI shall be subject to written pre-approval by County's Chief Executive Office.

Contractor shall ensure that data at rest are encrypted for all devices and media on which 
ePHI is maintained, received, created or transmitted, including all employee workstations. 
Contractor’s policies strictly prohibit storing ePHI on workstations or any systems located 
outside of Contractor’s data center. Employee workstations are encrypted using Microsoft 
BitLocker with a FIPS 140-2 approved cryptographic module (AES-256). 

Upon County’s approval in accordance with the Agreement of all Deliverables under Task 4 
(Migration to System Environments in Amazon Web Services Infrastructure) of the Statement 
of Work, the System Environments will be located in the Amazon Web Services (“AWS”) 
hosting infrastructure. Thereafter, for all volumes that store or process ePHI, PII or MI 
Contractor  will utilize AWS EBS (Elastic Block Store) volume encryption to protect all data 
at rest.  This service utilizes AWS KMS (Key Management Service) for management of 
encryption keys.  AWS KMS uses FIPS 140-2 validated hardware security modules to 
protect the security of encryption keys and is also integrated with AWS CloudTrail to provide 
logs of all key usage to help meet regulatory and compliance needs.  

3.2. ENCRYPTION STANDARDS – TRANSMITTED DATA 
All transmitted (e.g. network) County PII, PHI and/or MI require encryption in accordance 
with: (a) NIST Special Publication 800-52 Guidelines for the Selection and Use of Transport 
Layer Security Implementations; and (b) NIST Special Publication 800-57 Recommendation 
for Key Management – Part 3: Application- Specific Key Management Guidance 
(collectively, “Required Transmitted Data Standards”). Secure Sockets Layer (SSL) is 
minimally required with minimum cipher strength of 128-bit. 

All data in motion to and from the System Environments in the AWS hosting infrastructure to 
Contractor’s hosted applications will be encrypted using FIPS 140-2 approved cryptographic 
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modules.  This includes all movement of PHI (file flow) using several interface methods 
(Atlas Connect, SFTP, VPNs). 

Data transmission between the County end user web browsers and Contractor’s application 
hosted web servers will also use FIPS 140-2 approved cryptographic modules (currently 
TLS 1.1 and above in accordance with NIST publication 800-52). Contractor will use a digital 
certificate to sign this traffic using a RSA 2,048 bit SSL Certificate issued by a trusted third-
party Certification Authority with an expiration date of no more than two (2) years in 
accordance with NIST 800-57.  

3.3. UPDATES TO REFERENCED FIPS AND NIST PUBLICATIONS 

In the event one or more updates to the Required Stored Data Standards or the Required 
Transmitted Data Standards are published following the Amendment 11 Effective Date 
(each a “Security Update”), Contractor shall implement all such Security Updates to align 
with the updated FIPS and NIST guidelines as part of its Maintenance Services, Support 
Services, and Hosting Services if Contractor is obligated to implement such Security Update 
(i) under the provisions of this Exhibit Q (other than this Section 3) and/or its Attachments,
(ii) as an Update under this Agreement, (iii) as part of its obligations under Exhibit G
(Business Associate Agreement Under the Health Insurance Portability and Accountability
Act of 1996 (“HIPPA”)) to the Agreement and/or the Health Information Technology for
Economic and Clinical Health Act of 2009, or (iv) otherwise by its confidentiality obligations
under this Agreement.

For each Security Update for which Contractor is not obligated to provide the Security 
Update pursuant to the first paragraph of this Section 3.3, the Parties shall assess and 
mutually determine whether implementing the Security Update is outside of the realm of 
commercially reasonable practices or best practices in the information technology industry 
by considering factors such as (A) whether the Security Update has been or is anticipated to 
be incorporated into CVE – Common Vulnerabilities Exposure; (B) to what degree 
Contractor is required to implement such Security Update under any of its other contracts; 
(C) the cost of implementing the Security Update and the perceived benefit of the added
security of such Security Update; and (D) any enhanced marketability to Contractor of
having implemented such Security Update.  Contractor shall implement as part of its
Maintenance Services, Support Services, and Hosting Services, all Security Updates that
are so determined to be a commercially reasonable practice or a best practice in the
information technology industry.

In the event the Parties agree such a Security Update is outside of the realm of 
commercially reasonable practices or best practices in the information technology industry 
as described, Contractor shall develop and price in accordance with the Additional Work 
provisions of the Agreement, a level of effort required to remediate the System such that it 
complies with the Security Update and the remediated System performs in accordance with 
the Agreement (“Remediation Work”).  It is understood and agreed that such level of effort 
shall only include the level of effort required to perform the Remediation Work and shall not 
include, for example, any time Contractor spent researching the Security Update, 
determining what would be required to remediate the System, or assessing whether the 
Security Update is a commercial reasonable practice or best practice in the information 
technology industry as described in this Section 3.3.   
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With respect to each annual period of the Term, upon prior written authorization by County’s 
Project Director, Contractor shall provide as part of its Maintenance Services, Support 
Services, and Hosting Services (at no additional cost to County) up to 175 personnel hours 
in Remediation Work regarding Security Updates that are determined in accordance with 
this Section 3.3 to be outside of the realm of commercially reasonable practices or best 
practices in the information technology industry.  With respect to each annual period of the 
Term, in the event County determines to implement any Remediation Work beyond the 
aforementioned 175 personnel hours, then the Parties shall do so as Additional Work 
pursuant to the applicable of a Change Order or Amendment. 

4. DESTRUCTION OF COUNTY PII, PHI AND MI
If County's Confidential Information is no longer required to be retained by Contractor under
the Agreement  and applicable law, Contractor shall destroy such information by: (a)
shredding or otherwise destroying paper, film, or other hard copy media so that the
information cannot be read or otherwise cannot be reconstructed; and (b) clearing, purging, or
destroying electronic media containing PII, PHI, and MI consistent with NIST Special
Publication 800-88, Guidelines for Media Sanitization such that the PII, PHI, and MI cannot be
retrieved.

5. SECURITY OF SYSTEMS AND DEVICES
Contractor will use, as a minimum standard, manufacturer recommended hardware and
software-hardening settings to minimize the system risk exposure on all servers, workstations,
PCs, and mobile devices. These systems will maintain the latest security patches, and have
the latest virus definitions.  Virus scans should be run daily and logged. All mobile devices
storing County's Confidential Information (including PII, PHI, and MI) will be managed by a
Mobile Device Management system.

6. REMOVABLE MEDIA
Except in the context of Contractor’s routine back-ups or as otherwise specifically authorized
by County in writing, Contractor shall institute strict security controls, including encryption of
Removable Media (as defined below), to prevent transfer of PII, PHI and MI to any form of
Removable Media. For purposes of this Schedule, “Removable Media” means portable or
removable hard disks, floppy disks, USB memory drives, zip disks, optical disks, CDs, DVDs,
digital film, digital cameras, memory cards (e.g., Secure Digital (SD), Memory Sticks (MS),
CompactFlash (CF), SmartMedia (SM), MultiMediaCard (MMC), and xD-Picture Card (xD)),
magnetic tape, and all other removable data storage media.

7. DATA CONTROL; MEDIA DISPOSAL AND SERVICING
Subject to and without limiting the requirements under Section 3.1 (Encryption Standards –
Stored Data) and Section 3.2 (Encryption Standards – Transmitted Data), PII, PHI, MI and
County's other Confidential Information: (i) may only be made available and accessible to
those parties explicitly authorized under the Agreement or otherwise expressly approved by
County in writing; (ii) if transferred across the Internet, any wireless network (e.g., cellular,
802.11x, or similar technology), or other public or shared networks, must be protected using
appropriate encryption technology as designated or approved by County in writing; and (iii) if
transferred using Removable Media (as defined above) must be sent via a bonded courier or
protected using encryption technology designated by Contractor and approved by County in
writing.  The foregoing requirements shall apply to back-up data stored by Contractor at off-
site facilities. In the event any hardware, storage media, or Removable Media must be
disposed of or sent off-site for servicing, Contractor shall ensure all County's Confidential
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Information, including PII, PHI, and MI has been cleared, purged, or scrubbed from such 
hardware and/or media using industry best practices (e.g., NIST Special Publication 800-88, 
Guidelines for Media Sanitization). 

8. HARDWARE RETURN
Upon termination or expiration of the Agreement or at any time upon County’s request,
Contractor shall return all hardware, if any, provided by County containing PII, PHI, MI and/or
County's other Confidential Information to County.  The PII, PHI, MI  and/or County's other
Confidential Information shall not be removed or altered in any way. The hardware should be
physically sealed and returned via a bonded courier or as otherwise directed by County.  In
the event the hardware containing PII, PHI, MI and/or County's other Confidential Information
is owned by Contractor or a third party, a notarized statement, detailing the destruction
method used and the data sets involved, the date of destruction, and the company or
individual who performed the destruction will be sent to a designated County security
representative within fifteen (15) days of termination or expiration of the Agreement or at any
time upon County’s request.  Contractor’s destruction or erasure of PII, PHI, MI and/or
County’s other Confidential Information pursuant to this Section shall be in compliance with
industry best practices (e.g., NIST Special Publication 800-88, Guidelines for Media
Sanitization).

9. PHYSICAL AND ENVIRONMENTAL SECURITY
Contractor facilities that process PII, PHI, MI, and/or County's other Confidential Information
will be housed in secure areas and protected by perimeter security such as barrier access
controls (e.g., the use of guards and entry badges) that provide a physically secure
environment from unauthorized access, damage, and interference.

10. COMMUNICATIONS AND OPERATIONAL MANAGEMENT
Contractor shall: (i) monitor and manage all of its information processing facilities, including,
without limitation, implementing operational procedures, change management and incident
response procedures; and (ii) deploy adequate anti-viral software and adequate back-up
facilities to ensure essential business information can be promptly recovered in the event of a
disaster or media failure; and (iii) ensure its operating procedures will be adequately
documented and designed to protect information, computer media, and data from theft and
unauthorized access.

11. ACCESS CONTROL
Contractor shall implement formal procedures to control access to its systems, services, and
data, including, but not limited to, user account management procedures and the following
controls:
11.1. Network access to both internal and external networked services shall be controlled,

including, but not limited to, the use of properly configured firewalls;
11.2. Operating systems will be used to enforce access controls to computer resources

including, but not limited to, authentication, authorization, and event logging;
11.3. Applications will include access control to limit user access to information and

application system functions; and
11.4. All systems will be monitored to detect deviation from access control policies and

identify suspicious activity. Contractor shall record, review and act upon all events in 
accordance with incident response policies set forth below. 
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11.5. Upon County’s approval in accordance with the Agreement of all Deliverables under 
Task 14 (Integration with Active Directory and Multi-Factor Authentication), any access 
to data in the application will be via a multi-factor authentication (MFA)  solution. 

12. SECURITY INCIDENT
12.1. Contractor will promptly notify (but in no event more than twenty-four (24) hours after

the detection of a Security Incident) the designated County security contact by 
telephone and subsequently via written letter of any potential or actual security attacks 
or Security Incidents.  

12.2. The notice shall include the approximate date and time of the occurrence and a 
summary of the relevant facts, including a description of measures being taken to 
address the occurrence.  A Security Incident includes instances in which internal 
personnel access systems in excess of their user rights or use the systems 
inappropriately.  

12.3. Contractor will provide a monthly report of all Security Incidents noting the actions 
taken. This will be provided via a written letter to the County security representative on 
or before the first (1st) week of each calendar month. County or its third-party 
designee may, but is not obligated, perform audits and security tests of Contractor’s 
environment that may include, but are not limited to, interviews of relevant personnel, 
review of documentation, or technical inspection of systems, as they relate to the 
receipt, maintenance, use, retention and/or authorized destruction of PII, PHI, MI 
and/or County's other Confidential Information.  

12.4. County reserves the right to view, upon request, summary results (i.e., the number of 
high, medium and low vulnerabilities) and related corrective action schedule for which 
Contractor has undertaken on its behalf to assess Contractor’s own network security. If 
requested, copies of these summary results and corrective action schedule will be sent 
to the County security contact.  

12.5. As used herein, “Security Incident” has the meaning given to such term in Exhibit G 
(Business Associate Agreement Under the Health Insurance Portability and 
Accountability Act of 1996 (“HIPAA”)). 

13. CONTRACTOR SECURITY AUDITS
Contractor shall conduct annual security audits listed below in subsections 13.1 and 13.2.
Contractor shall provide to County a summary of:  (1) the results of the security audits and (2)
the corrective actions or modifications, if any, Contractor will implement in response to such
audits.
13.1. One of the following: HITRUST Common Security Framework (CSF), ISO 27001:2013

(Information Security Management), Service Organization Control (SOC) 2 or other 
audit(s) as approved by the Public Health Information Security Officer or designee. – 
Contractor-wide.  A full recertification is conducted every three (3) years with 
surveillance audits annually. 
13.1.1. External Audit – Audit conducted by non-Contractor personnel, to assess 

Contractor’s level of compliance to applicable regulations, standards, and 
contractual requirements. 

13.1.2. Internal Audit – Audit conducted by qualified Contractor Personnel (or 
contracted designee) not responsible for the area of review, of Contractor 
organizations, operations, processes, and procedures, to assess compliance to 
and effectiveness of Contractor’s Quality System (“CQS”) in support of 
applicable regulations, standards, and requirements. 
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13.1.3. Supplier Audit – Quality audit conducted by qualified Contractor Personnel (or 
contracted designee) of product and service suppliers contracted by Contractor 
for internal or Contractor client use. 

13.1.4. Detailed findings – are not published externally, but a summary of the report 
findings, and corrective actions, if any, will be made available to County as 
provided above and the ISO certificate is published on Buck Consultants LLC. 

13.2. SSAE-16 (formerly known as SAS -70 II) or other audit(s) as approved by the Public 
Health Information Security Officer or designee – As to the Hosting Services only: 
13.2.1. Audit spans a full twelve (12) months of operation and is produced annually. 
13.2.2. The resulting detailed report is available to County. 
13.2.3. Detailed findings are not published externally, but a summary of the report 

findings, and corrective actions, if any, will be made available to County as 
provided above. 

14. SECURITY AUDITS AND PENETRATION TESTING
In addition to the audits described in Section 13 (Contractor Security Audits), during the term
of this Agreement, County or its third-party designee may annually, or more frequently as
agreed in writing by the parties, request a security audit or penetration test of Contractor's
data center and systems.  The audit or penetration test  will take place at a time mutually
agreed to by the parties, but in no event on a date more than ninety (90) days from the date of
the request by County.  County's request for security audit will specify the areas (e.g.,
Administrative, Physical and Technical) that are subject to the audit and may include but not
limited to physical controls inspection, process reviews, policy reviews evidence of external
and internal vulnerability scans, penetration tests results, evidence of code reviews, and
evidence of system configuration and audit log reviews.  Such audit may also include requiring
Contractor to provide written responses to this Exhibit Q (Information Security Requirements)
and/or its Attachments, including any update or replacement of such Attachment. County shall
pay for all third-party costs associated with the audit or penetration test .  It is understood that
summary data of the results may filtered to remove the specific information of other Contractor
customers such as IP address, server names, etc..  Contractor shall cooperate with County in
the development of the scope and methodology for the audit or penetration test , and their
timing and implementation.  Any of County's regulators shall have the same right upon
request, to request an audit as described above.  Contractor agrees to comply with all
reasonable recommendations that result from such inspections, tests and audits within
reasonable timeframes.
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ATTACHMENT Q.1 

Authentication Requirements
This Attachment Q.1 (Authentication Requirements) is attached to Exhibit Q (Information 
Security Requirements) to that certain Software and Services Agreement, County Agreement 
No. PH-001629, dated as of May 10, 2011 (together with all Exhibits and Attachments, all as 
amended in accordance with the terms thereof, the "Agreement"), by and between the County 
of Los Angeles, for its Department of Public Health ("County"), and Atlas Database Software 
Corp. d/b/a Atlas Development Corporation ("Contractor").  Capitalized terms used herein 
without definition have the meanings given to such terms in the Agreement.  As used herein, the 
term IRIS has the same meaning given to the term System in the Agreement. 

Contractor shall implement one of the following approaches for identity and access 
management in the System.  The web application must be Security Assertion Markup Language 
(SAML) compliant. The County will not support native client application in Microsoft Azure. All 
users that require access to the System will require a County Active Directory (AD) account.   

• Option 1 – Web application integrated with Microsoft Azure AD and using conditional
access policy to secure access to the application on two conditions:

o 1.1 User accessing the application is using a County-issued and domain joined
device.

o 1.2 Vendor/Provider accessing the application requires Microsoft Intune
enrollment of their device and meets minimum security requirements connecting
to the System in a fully federated model.

• Option 2 – Web application integrated with the County’s Microsoft Active Directory
Federation Services (ADFS) infrastructure and using the County’s implementation of
Multi-Factor Authentication (MFA):

o 2.1 User accessing the application uses existing County MFA.

System Option Profile Authorized Devices Implementation 
Policy 

Option 1 1.1 Profile User accessing System 
with a County-issued 
device joined to the 
County’s Hosted Active 
Directory and Windows 8.1 
or above 

Microsoft Azure 
Conditional Access 
Policy: Hybrid 
Domain Join. 

1.2 Profile User accessing System 
with a vendor/provider, 
NON-County issued, 
Windows 8.1 or above 
desktop/laptop 

Microsoft Azure 
Conditional Access 
Policy: Device must 
be Intune enrolled. 
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System Option Profile Authorized Devices Implementation 
Policy 

Option 2 (Public 
Health - 
Information 
Security 
Recommended) 

2.1 Profile User accessing System 
with any Windows 8.1 or 
above desktop/laptop 

County’s Multi-
Factor 
Authentication 

For Profile 1.1, County users will rely on the County’s existing device security controls.  County 
users will be allowed to access the system only through the County-issued device that is joined 
to the County’s AD, encrypted, and has security management tools in place. 

For Profile 1.2, Contractors/Providers/Vendors will be connecting to the application from devices 
that meet minimum security requirements. Microsoft Enterprise Mobility Suite and Azure AD will 
run two security checks. First check will ensure the device connecting has been enrolled with 
Intune and is authorized to connect to the System. Second check will require the device 
connecting to have up-to-date anti-virus, anti-malware software/definitions, and Windows 
security patches. 

For Profile 2.1, Any user connecting to the application will require to enroll with the County’s 
Multi-Factor Authentication environment prior to granting access. 
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1.0 Authentication Flow 
Option 1: 

1. System user clicks on shortcut on desktop or goes to URL: https://IRIS.ph.lacounty.gov.
1.1. System redirects user to Microsoft Open Authorization (OAuth) login page.

2. User connects to Microsoft OAuth login page and enters Hosted AD account (e.g.,
username@ph.lacounty.gov for employees and C123456@ph.lacounty.gov for contractors).
2.1. Microsoft OAuth Login Page redirects user to the County’s ADFS servers.

3. County ADFS servers then prompt the user for a password and MFA.
3.1. User must answer a challenge question from the County’s MFA (user can select to

remember device and MFA prompt will not come up in future logins). Microsoft Azure 
AD then completes a security check to ensure device is a member of a known domain 
(hosted.lac.com) or, if a contractor, Azure AD ensures the device is enrolled with 
Microsoft Intune.  

3.2. Once security check is complete, ADFS redirects user to System application. 
4. User now has access to the application.

IRIS Application
(SAML )

IRIS User

MS Oauth Login Page

LA County 
OnPrem ADFS 

Servers

1 & 4

2

3

1.1

2.1

3.1
3.2

User’s browser connects 
directly to the site.

User is redirected to the 
site.
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Option 2: 

1. System user clicks on shortcut on desktop or goes to URL: https://IRIS.ph.lacounty.gov.
1.1. System redirects user to authenticate with the County’s ADFS servers.  User must use

their County AD account (e.g., username@ph.lacounty.gov for employees and 
C123456@ph.lacounty.gov for contractors) and password. 

2. County’s ADFS servers prompts the user for MFA.
2.1. User must answer a challenge question from the County’s MFA (user can select to

remember device and MFA prompt will not come up in future logins).
2.2. Once MFA check is complete, ADFS redirects user to System application

3. User now has access to the application.

IRIS Application
(SAML)

IRIS User

1 & 32

2.1

User’s browser connects 
directly to the site.

User is redirected to the 
site.

1.1  & 
2.2

LA County 
OnPrem ADFS 

Servers
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Introduction 
Security R

equirem
ents G

oals and O
bjectives: 

The Application Security R
equirem

ents outline the overall security requirem
ents that need to be addressed for every softw

are 
application deployed and/or used by the C

ounty of Los Angeles. These requirem
ents w

ould apply to all C
ounty and externally hosted 

applications: C
ounty developed, third-party developed applications. 

These requirem
ents include the overall security capabilities needed to support the business processes for C

ounty departm
ents and 

agencies. At a m
inim

um
, these requirem

ents w
ill be used to track, test and m

onitor the overall System
’s security capabilities that shall 

consistently be m
et throughout the term

s of the resultant agreem
ent. 

R
equests for exceptions to any specific requirem

ents w
ithin this requirem

ent m
ust be review

ed by D
P

H
 IT Security and approved 

by the D
epartm

ental m
anagem

ent. The request should specifically state the scope of the exception along w
ith justification for granting 

the exception, the potential im
pact or risk attendant upon granting the exception, and risk m

itigation m
easures to be undertaken by 

the project. The departm
ental m

anagem
ent w

ill review
 such requests, confer w

ith the requesting project team
 and approve as appropriate. 

N
am

e of Application: 
_ 

Application O
w

ner N
am

e 
Application O

w
ner Signature 

D
epartm

ental Inform
ation Security O

fficer (DISO
) Nam

e: 
D

ISO
 Signature 



CO
U

N
TY O

F LO
S AN

GELES 
ATLAS DEVELO

PM
EN

T CO
RPO

RATIO
N

 
SO

FTW
AER AN

D SERVICES AGREEM
EN

T 
ATTACHM

EN
T Q

.2 (APPLICATIO
N

 SECU
RITY REQ

U
IREM

EN
TS) 

Page 3 of 7 

 
Section 
N

um
ber 

Security R
equirem

ents 
M

eets 
RQ

M
TS 

(Y/N) 

C
om

m
ents / 

Indicate Any C
om

pensating C
ontrols if 

R
equirem

ents Not M
et 

1.0 
Com

ply w
ith County W

eb Application Secure Coding Standards 

2.0 
Authentication (Login/Sign-on) 

2.1 
Authentication m

echanism
 uses passw

ord that m
eets the County Passw

ord 
Security Standard 

2.2 
Authentication m

ust take place over a secured/encrypted transport protocol 
(e.g., HTTPS) 

2.3 
Application login m

ust be integrated w
ith a central departm

ent and/or county 
authentication m

echanism
 (e.g., AD) 

2.4 
System

 encrypts passw
ords before transm

ission 

2.5 
Ensure passw

ords are hashed and salted before storage 
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2.6 
For public facing applications, im

plem
ent m

ulti-factor authentication for 
applications w

ith sensitive (e.g., passw
ord) and/or confidential inform

ation 
(e.g., PII, PHI) 

3.0 
Authorization (Perm

issions) 

3.1 
U

sers are associated w
ith a w

ell-defined set of roles and privileges 

3.2 

U
sers accessing resources hold valid credentials to do so, for exam

ple: 
•

U
ser interface (U

I) only show
s navigation to authorized functions

•
Server side authorization checks for every function

•
Server side checks do not solely rely on inform

ation provided by user

3.3 

Role and perm
ission m

etadata is protected from
 replay or tam

pering by using 
one of the follow

ing: 
•

Tokens/tickets expires after a single use or after a brief period
•

Standard authorization/authentication protocol (e.g., SAM
L, O

Auth)
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Section 
N

um
ber 

Security R
equirem

ents 
M

eets 
RQ

M
TS 

(Y/N) 

C
om

m
ents / 

Indicate Any C
om

pensating C
ontrols if 

R
equirem

ents Not M
et 

4.0 
Configuration M

anagem
ent (Database and Application Configuration Security) 

4.1 
Database Security: System

 restricts users from
 directly accessing the database 

4.2 
Application Configuration stores (e.g., w

eb.config, httpd.conf) are secured from
 

unauthorized access and tam
pering (secure file access perm

issions) 

4.3 
Application/database connection credentials need to be encrypted in transit 
and in storage 

4.4 
Application/database connection and service accounts m

ust com
ply w

ith least 
privilege principle (m

ust not be database adm
in account) 

5.0 
Data Security 

5.1 
Sensitive (e.g., passw

ord) and/or confidential data (e.g., PII, PHI) at rest and in 
transit m

ust be in an encrypted form
at (i.e., Board of Supervisors Policy N

o. 
5.200) 

5.2 
Provide database/file encryption for protection of sensitive data fields w

hile 
the data is at rest (e.g., stored data) 

6.0 
Audit logging and reporting 

6.1 

Auditing and logging an event in the system
 m

ust include, at a m
inim

um
: 

•
Successful and unsuccessful logons to application

•
Security Configuration changes (add, delete users, change roles/group
perm

issions, etc) 
•

Sensitive business transaction/functions (e.g., override approvals)
•

All logged inform
ation is handled securely and protected as per its data

classification
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Section 
N

um
ber 

M
eets 

RQ
M

TS 
(Y/N) 

C
om

m
ents / 

Indicate Any C
om

pensating C
ontrols if 

R
equirem

ents Not M
et 

Security R
equirem

ents 

6.2 

The event param
eters logged m

ust include: 
•

U
ser or system

 account ID
•

Date/tim
e stam

p
•

IP address
•

Error/event code and type
•

Type of transaction
•

U
ser device or peripheral device involved in transactions

•
O

utcom
e (success or failure) of the event

6.3 
Application provides audit reports such as configuration, user accounts, roles 
and privileges 

6.4 
Audit logs m

ust be com
pliant w

ith applicable regulatory requirem
ents and 

retention schedules 

6.5 
Reports containing sensitive inform

ation m
ust contain a “Confidential” 

header 

7.0 
References 

7.1 
County W

eb Application Secure Coding Standards 

7.2 
County Passw

ord Security Standard 

7.3 
Database Security Standard 

7.4 
County W

indow
s Server Baseline Security Standard 
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7.5 
Risk M

anagem
ent Analysis Standard (CIS Top 20 – Control 18) 

7.6 
Board of Supervisors Policy N

o. 5.200 - Contractor Protection of Electronic County Inform
ation 

7.7 
O

W
ASP Application Security Verification Standard v3 

7.8 
O

W
ASP Top 10 Guidelines 



C
O

U
N

TY O
F LO

S AN
G

ELES 
ATLAS D

EVELO
PM

EN
T C

O
R

PO
R

ATIO
N

 
SO

FTW
AR

E AN
D

 SER
VIC

ES AG
R

EEM
EN

T 
ATTAC

H
M

EN
T Q

.3 (SAAS VEN
D

O
R

 SEC
U

R
ITY AN

D
 PR

IVAC
Y ASSESSM

EN
T) 

      Page 1 of 7 

A
TTA

C
H

M
EN

T Q
.3 

SaaS Vendor Security and Privacy A
ssessm

ent 
Version 1.2 

R
eferences:  6.100 – Inform

ation Technology and Security Policy 
6.107 – Inform

ation Technology R
isk Assessm

ent 
6.108 – Auditing and C

om
pliance 

C
ountyw

ide Inform
ation Security Strategic Plan 

D
eveloped by: C

ountyw
ide Application Security Engineering Team
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N
am

e of C
om

pany: ______________________________________________ 

C
om

pleted by (N
am

e): ____________________________________________ 

Sig nature: ______________________________________________________ 

D
ate:  ___________________ 
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1.0 Purpose 

This docum
ent w

ill be used to evaluate and com
pare the vendors’ security and privacy postures to assist in the aw

ard of the 
contract.  

2.0 Scope 

This docum
ent w

ill provide a baseline for the evaluation of a vendor hosted and m
aintained application and to determ

ine the 
vendor’s overall security and privacy posture.   

3.0 D
efinitions 

Softw
are as a Service (SaaS) is a softw

are distribution m
odel in w

hich applications are hosted by a vendor or service provider 
and m

ade available to custom
ers over the Internet. 

SSAE 16, or Statem
ent on Standards for Attestation Engagem

ents 16, is a reporting standard for all service auditors’ reports.  It 
is a regulation created by the Auditing Standards Board (ASB) of the Am

erican Institute of Certified Public Accountants (AICPA) 
for redefining and updating how

 service com
panies report on com

pliance controls.  SSAE 16 consists of SO
C1, SO

C2, and SO
C3 

reports. 
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 4.0 SaaS Vendor Security &
 Privacy Assessm

ent 
 

 
 

 

# 
SaaS Security &

 Privacy Assessm
ent 

 
Vendor R

esponse 
Acceptable, m

ore 
inform

ation 
needed, or N

/A 
4.1 

SaaS Provider General Inform
ation 

 
 

4.1.1 
Are all services (e.g., application hosting, data repository, data backup) provided 
w

ithin the contiguous U
nited States?   W

here? 
 

 
 

4.1.2 
Do you require crim

inal background checks for all personnel w
ith access to IT 

resources (e.g., hardw
are, softw

are, data) 
 

 
 

4.1.3 
Are you covered by Cyber Security Liability Insurance?   

 
 

 
4.1.4 

Is there one person assigned to lead, m
anage and be accountable for security?  Is 

that person at least at a director level? 
 

 
 

4.1.5 
Does your com

pany have a com
prehensive set of security policies and procedures 

m
odeled after ISO

 27001? 
 

 
 

4.1.6 
Is there a security training and aw

areness program
 in place for all em

ployees?   
Describe the program

 and frequency of re-certification or re-education. 
 

 
 

4.2 
H

osting Environm
ent 

 
 

4.2.1 
Do you separate your environm

ents from
 each other, physically and logically (e.g., 

developm
ent, quality assurance, user acceptance testing, staging, production, 

training environm
ents)? 

 
 

4.2.2 
Is there a Host Intrusion Prevention (HIPS) or Detection (HIDS) system

 
im

plem
ented on your servers? If so, w

hich is in place? 
 

 

4.2.3 
Is there a N

etw
ork Intrusion Prevention (N

IPS) or Detection (N
IDS) system

 
im

plem
ented for your internal netw

ork? If so, w
hich is in place? 

 
 

4.2.4 
Is there a perim

eter firew
all in place w

ith an access policy? 
 

 

4.2.5 
Is there a w

eb application firew
all (W

AF) in place? Is it in blocking m
ode? 

 
 

4.2.6 
Is there a security event and inform

ation m
anagem

ent (SEIM
) system

 in place? 
 

 

4.2.7 
Are form

alized change m
anagem

ent procedures in place, including adequate 
separation of duties? 
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# 
SaaS Security &

 Privacy Assessm
ent 

Vendor R
esponse 

Acceptable, m
ore 

inform
ation 

needed, or N
/A 

4.2.8 
Are role-based access controls in place for appropriate authentication and 
authorization w

ithin the hosted environm
ent? 

4.2.9 
Are physical access controls in place to ensure appropriate access to IT resources 
in the hosted environm

ent? 
4.3 

Audit and Com
pliance 

4.3.1 
Are you required to com

ply w
ith any regulations and legislations?  W

hich one? 

4.3.2 
Do you possess one or m

ore third-party certifications/attestations, such as: 
1)

HIPAA
2)

PCI
3)

SSAE16
4)

Service O
rganization Control (SO

C) 2 Type 2 attestation
5)

TRU
STe certification

6)
U

S-EU
 Safe Harbor com

pliance

Please provide a copy. 
4.3.3 

How
 often are IT security audits done? 

4.3.4 
W

hat types of audit (e.g., penetration and vulnerability) are perform
ed? 

Please provide a copy of the latest report. 
4.3.5 

W
ho perform

s these audits (e.g., third-party, internal, or both)? 

4.4 
 D

ata Access, Security, Segregation, Encryption &
 D

estruction 

4.4.1 
Is AES-256 encryption or stronger used for all data in storage?  

4.4.2 
Is AES-128 encryption or stronger used for all data in transit? 

4.4.3 
Is backup m

edia encrypted? 
4.4.4 

Are encryption keys centrally m
anaged? 

4.4.5 
Is a dedicated environm

ent available for storage of custom
er data? 

4.4.6 
If it is a shared environm

ent, how
 is the custom

er data segregated from
 other 

shared environm
ents?  

4.4.7 
Are role-based access controls defined for the infrastructure, hardw

are, softw
are, 

and data? 
4.4.8 

Do you have a docum
ented m

ethodology for data backup? 
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# 
SaaS Security &

 Privacy Assessm
ent 

Vendor R
esponse 

Acceptable, m
ore 

inform
ation 

needed, or N
/A 

 4.4.9 
Do you have a docum

ented data destruction process for custom
er data, including 

storage m
edia? 

4.5 
Application Security 

4.5.1 
Describe your application’s architecture and the different tiers. 

4.5.2 
Describe your coding practices.   Do you incorporate the best practices and 
recom

m
endations provided in the O

W
ASP Developer’s Guide and O

W
ASP Cheat 

Sheet Series to im
plem

ent and enhance your secure softw
are engineering? 

4.5.3 
Do you perform

 w
eb application vulnerability testing/scanning (e.g., static, 

dynam
ic)?  Please describe. 

4.5.4 
If no, is it being perform

ed by a third-party vendor? 
4.5.5 

Do you have docum
ented procedures for the scanning (e.g., frequency, by w

hom
, 

rem
ediation)? 

4.5.6 
Is Single Sign-O

n (SSO
) provided? W

hat types of SSO
 options are available? SAM

L, 
HTTP-Fed, O

pen Auth, etc? 
4.5.7 

Can the SaaS application be integrated w
ith an existing Identity M

anagem
ent 

System
? 

4.5.8 
Is tw

o-factor authentication supported? 
4.5.9 

W
hat Type of cookies are used (i.e., persistent or non-persistent)? 

4.5.10 
Is there any confidential inform

ation stored in the cookie? 
4.5.11 

Do you have user audit trail capabilities? 
4.5.12 

Does the application or service provide appropriate role-based access? 
4.5.13 

Does the application or service provide adequate m
onitoring and escalation via 

dashboard alerts, em
ail or other auditable system

 of com
m

unication? 
4.5.14 

Do you offer API access?  Are API unit calls authenticated (O
Auth) and encrypted 

(128-bit or greater)?  
4.6 

Com
puter Incident Response 

4.6.1 
Do you have a docum

ented Incident Response Plan? 

4.6.2 
Do you have an established com

puter incident response team
? 

4.6.3 
Is the Incident Response Plan tested?  How

 often? 
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# 
SaaS Security &

 Privacy Assessm
ent 

Vendor R
esponse 

Acceptable, m
ore 

inform
ation 

needed, or N
/A 

4.6.4 
Do the incident response team

 m
em

bers have clearly defined roles and 
responsibilities? 

4.6.5 
W

ill your response team
 be open to enhance the Service Level Agreem

ent in case 
of a potential data breach/data com

prom
ise? 

4.6.6 
Is there a form

al process/procedure in place for notifying custom
ers w

hen a 
suspected or actual breach occurs? 

4.6.7 
Do you provide investigative support in case of a breach?  W

hat type? 

4.6.8 
Do you provide periodic updates on the application status if a breach occurs?   
How

 often? 

4.6.9 
After the incident is resolved, is a post-m

ortem
 conducted?   Are procedures 

updated accordingly? 
4.7 

Business Continuity &
 D

isaster Recovery 
4.7.1 

Are there disaster recovery and business continuity plans in place?   
1)

Are they tested?
2)

Are the plans available for review
?

3)
Is this part of the standard services?   If not, w

hat are available non-standard
services provided?

4)
Is up-tim

e SLAs defined?
4.7.2 

Do you have a DR/BCP Audit Program
 in com

pliance w
ith an industry standard 

(e.g., ISO
, N

IST)? 
4.7.3 

How
 m

any outages or failures have you experienced in the past 12 m
onths?  

4.7.4 
For each outage or failure in the past 12 m

onths, provide the follow
ing: 

1)
Type of outage or failure

2)
Tim

e of occurrence?
3)

Duration
4)

Tim
e to recover

5)
N

um
ber of custom

ers im
pacted



EXHIBIT II





ATTAC
H

M
EN

T A

D
escription

Statem
ent of W

ork 
Tasks and D

eliverables
Am

ount
Tasks and D

eliverables (one-tim
e cost)

1-26
3,210,960

$                 
M

aintenance Fees (O
ngoing License Fees, and Subscription Fees)

27
1,794,152

$                 
Support Services Fees

28
719,815

$                    
H

osting Services Fees
29

2,893,490
$                 8,618,417
$                 

IR
IS Electronic Lab R

eporting Function
400,000

$                    
IR

IS Electronic Initial C
ase R

eport Function
1,200,000

$                 
IR

IS Syndrom
ic Surveillance Function

432,000
$                    

All other IR
IS Functions

800,000
$                    2,832,000
$                 

C
O

U
N

TY O
F LO

S AN
G

ELES - D
EPAR

TM
EN

T O
F PU

B
LIC

 H
EALTH

C
O

N
TR

AC
T N

U
M

B
ER

:  PH
-001629 W

ITH
 ATLAS D

ATATAB
ASE SO

FTW
AR

E C
O

R
PO

R
ATIO

N
 dba 

PR
IC

IN
G

 SU
M

M
AR

Y

TER
M

:  D
ATE O

F B
O

AR
D

 APPO
R

VAL TH
R

O
U

G
H

 M
AY 9, 2026

Total Fees for Statem
ent of W

ork Task and D
eliverables 1-29

As-N
eeded Additional W

ork D
ollars Includes:

30

Total As-N
eeded Additional W

ork D
ollar for Statem

ent of W
ork Task and D

eliverable 30

TO
TAL C

O
ST FO

R
 AD

D
ITIO

N
AL EIG

H
T YEAR

S
11,450,417

$               











SOLE SOURCE CHECKLIST

Department Name: Public Health

❑ New Sole Source Contact
~ Existing Sole Source Contract Date Sole Source Contract Approved: May 10, 2011

ATLAS DATABASE SOFTWARE CORPORATION DBA ATLAS DEVELOPMENT CORPORATION

Chec JUSTIFICATION FOR SOLE SOURCE CONTRACTS
(✓) Identify applicable justification and provide documentation for each checked item.

➢ Only one bona fide source (monopoly) for the service exists; performance and price competition are
not available. Monopoly is an "Exclusive control of fhe supply of any service in a given market. If
more than one source in a iven market exists, a mono of does not exist ."

➢ Compliance with applicable statutory and/or regulatory provisions.

Compliance with State and/or federal programmatic requirements.

~ Services provided by other public or County-related entities.

➢ Services are needed to address an emergent or related time-sensitive need.

The service providers) is required under the provisions of a grant or regulatory requirement.

➢ Additional services are needed to complete an ongoing task and it would be prohibitively costly in
time and money to seek a new service provider.

➢ Services are needed during the time period required to complete a solicitation for replacement
services; provided services are needed for no more than 12 months from the expiration of an
existin contract with has no available o tion eriods.

➢ Maintenance and support services are needed for an existing solution/system during the time to
complete a solicitation for a new replacement solution/system; provided the services are needed fo
no more than 24 months from the expiration of an existing maintenance and support contract which
has no available o tions eriods.

➢ Maintenance and service agreements exist on equipment which must be serviced by the original
equipment manufacturer or an authorized service representative.

➢ It is more cost-effective to obtain services by exercising an option under an existing contract.

It is in the best economic interest of the County (e.g., significant costs to replace an existing system
or infrastructure, administrative cost savings and excessive learning curve for a new service
provider, etc.) In such cases, departments must demonstrate due diligence in qualifying the cost-
savings orcost-avoidance associated with the best economic interest of the County.

✓ ➢ Other Reason: In 2011, the Department of Public Health (DPH) entered into a sole source Software
and Services Agreement with Atlas for the provision of the Visual Confidential Morbidity Reporting
(vCMR) software, an electronic communicable disease reporting system. The vCMR software, now
known as IRIS, is a proprietary product, developed in accordance with DPH's specifications. As such,
there are no other vendors that can provide this software or maintenance and support of it.

Under the current agreement, vCMR software has been enhanced to support specific DPH processes
related to management of incoming communicable disease reports, outbreak investigations, foodborne
illness reports, and electronic lab reports. The new sole source amendment will expand IRIS to serve
as a single integrated reporting, case management, and surveillance system for DPH programs. It will
add services to onboard several other DPH programs, which will integrate all disease surveillance
operations within DPH, and further enhance the vCMR software to provide expanded case management,
contact investigation, monitoring, and notification features. Additionally, the amendment will provide for
the development of data exchange capability with Health Agency and State systems.

As this product was specifically designed for DPH in accordance with DPH's requirements and has been
enhanced to meet program reporting needs, this sole source amendment will allow DPH to leverage the
existing investment in the product as well as allow for a more expeditious implementation cycle as less
developme d con ~ uration of the s stem will be required.
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