Los Angeles County Registrar-Recorder/County Clerk

e a
A0 g BB

DEAM C. LOGAM

W ol ADOPTED

June 14, 2016 BOARD OF SUPERVISORS
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The Honorable Board of Supervisors 33  June 14, 2016

County of Los Angeles P

383 Kenneth Hahn Hall of Administration o, %{W@W

500 West Temple Street LORI GLASGOW

Los Angeles, California 90012 EXECUTIVE OFFICER

Dear Supervisors:

RECOMMENDATION TO APPROVE REVISED BOARD POLICY NO.3.040, REGARDING
COUNTY RECORDS MANAGEMENT AND ARCHIVE AND CREATE NEW BOARD POLICY NO.
3.041 REGARDING THE PROTECTION OF RECORDS CONTAINING PERSONAL AND
CONFIDENTIAL INFORMATION
(ALL SUPERVISORIAL DISTRICTS) (4 VOTES)

SUBJECT

The Los Angeles County Registrar-Recorder/County Clerk ("RR/CC") seeks approval of revised
Board Policy No. 3.040 which involves the approval of the County General Records Retention
Schedule and 36 Departmental Records Retention Schedules. Such approval will establish
minimum retention periods for Official County records. Upon approval, these schedules will serve as
the record retention schedules for each County department/agency and will supersede any other
retention schedule currently in use.

IT IS RECOMMENDED THAT THE BOARD:

1. Approve revised Board Policy No. 3.040 (Attachment I) General Records Retention and Protection
of Records Containing Personal and Confidential Information by changing title to "Records
Management and Archive of County Records" in order to support application of the record retention
schedules.

2. Approve new Board Policy No. 3.041 (Attachment Il) Protection of Records Containing Personal
and Confidential Information.

3. Approve the County General Records Retention Schedule ("GRRS") (Attachment III).
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4. Approve the Departmental Records Retention Schedules ("DRRS") (Attachment IV) for the
following departments/agencies: Agricultural Commissioner/Weights and Measures; Alternate Public
Defender; Animal Care and Control; Arts Commission; Assessor; Auditor-Controller; Beaches and
Harbors; Chief Executive Office; Child Support Services; Children and Family Services; Community
and Senior Services; Consumer Affairs; Medical Examiner-Coroner; County Counsel; District
Attorney; Executive Office of Board of Supervisors; Fire; Health Services; Human Resources;
Internal Services; Mental Health; Military and Veteran Affairs; Museum of Art; Museum of Natural
History; Parks and Recreation; Probation; Public Defender; Public Health; Public Library; Public
Social Services; Public Works; Regional Planning; Registrar-Recorder/County Clerk; Sheriff; and
Treasurer and Tax Collector (Attachment 1V).

5. Approve Resolution (Attachment V) authorizing County departments to use the County record
retention schedules and to destroy old, duplicate or reproduced Official Public Records.

PURPOSE/JUSTIFICATION OF RECOMMENDED ACTION

On October 3, 2006, your Board approved revised Policy No. 3.040 General Record Retention and
Protection of Records Containing Personal and Confidential Information to establish guidelines for
retaining Official Public Records, describe personal and confidential information and steps to protect
such data, and mandate safeguards for the destruction of confidential records. These record
retention guidelines were intended to remain in place until your Board approved the general retention
schedules for common administrative Official Public Records applicable to all County departments,
as well as retention schedules specific to the Official Public Records maintained by individual
departments.

In April of 2013, Section 2.32.370 of the County Code was amended to direct the RR/CC to develop
and administer a comprehensive county-wide records management program. As part of this
directive, the RR/CC has consulted with County departments to develop a general as well as
department specific record retention and disposition schedules for your Board's approval. Revised
Board Policy No. 3.040, Records Management and Archive of County Records, sets forth these new
record retention guidelines and how the retention schedules are to be used.

Record Retention Schedules

The GRRS relates to the retention and destruction of Official Public Records that are commonly
produced county-wide. In order to produce a comprehensive general schedule, the RR/CC engaged
all 36 County departments for their perspective and expertise. Through a focused and deliberative
process, the RR/CC considered the feedback of all departments in authoring a schedule that
provides an operationally appropriate retention period for County Official Public Record which is
consistent with law.

The RR/CC has also coordinated the review and update of all Departmental Records Retention
Schedules (DRRS). These schedules are meant to provide the authority for retention and disposition
of Official Public Records unique to each department. Each schedule has been reviewed and
approved by the respective Department Head.

These retention schedules are applicable to all Official Public Records regardless of the medium in
which they are created or stored. Any future amendments to these schedules must be approved by
the RR/CC under the authority provided for in Title 2, Administration, Section 2.32.370 of the County
Code.
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Recommended Revisions to Board Policy No. 3.040

To support the application of these retention schedules, the RR/CC recommends revisions to Board
Policy No. 3.040. Additional materials are currently in development to further support, educate, and
train County departments in efficient records management and archiving practices.

All proposed revisions are the culmination of a multi-departmental collaboration with the purpose of
enhancing the overall effectiveness of Board Policy No. 3.040 through the formalized adoption of the
County’s first record retention schedules. Additionally, in concurrence with the County's Chief
Information Security Officer, it is recommended that the existing Board Policy No. 3.040 be bifurcated
so that the subject matter relating to the management of County records and archive be separated
from those relating to the protection of personal and confidential information. Therefore, this
bifurcation has resulted in the recommended creation of Board Policy No. 3.041 Protection of
Records Containing Personal and Confidential Information. The substance of this policy remains
identical to that encompassed in the original Board Policy No. 3.040.

Implementation of Strategic Plan Goals

This request supports the County Strategic Plan Goal No. 1: Operational Effectiveness/Fiscal
Sustainability, “Maximize the effectiveness of processes, structure, operations and strong fiscal
management to support timely delivery of customer-oriented and efficient public services.”

Upon approval of these schedules and policy revisions, departments will be required to follow a
universal standard in the discharge of their records management and archives responsibilities,
including the retention and disposition of Official Public Records.

FISCAL IMPACT/FINANCING

Financial relief to the County is expected as routine disposal of redundant, obsolete Official Public
Records and non-records (transitory communications) will reduce the County’s physical and digital
storage demands required under inconsistent and/or non-existent disposition practices in the digital
age. Furthermore, enhanced/streamlined management of electronic transitory communications will
also reduce the costs associated with unnecessary or excessive digital storage and maintenance.

FACTS AND PROVISIONS/LEGAL REQUIREMENTS

Pursuant to Government Code section 26202, the Board of Supervisors may, by four-fifths vote,
authorize the destruction of County Official Public Records, regardless of medium, where those
Official Public Records have been maintained for the minimum period of time and prepared/received
pursuant to State statute or County Charter. Upon your Board's approval of the attached resolution,
the record retention schedules will serve as guidelines for departments to retain their respective
Official Public Records and destroy them at the appropriate time. Additionally, approval of the
resolution will also authorize departments, where appropriate and permissible, to reproduce (e.g.,
digitize) their Official Public Records, for County or public use, with any medium that is a trusted
system which accurately reproduces the original; does not permit additions, deletions, or changes to
the original, and complies with Government Code section 12168.7. Properly reproduced Official
Public Records may be destroyed after a trustworthy digital surrogate is created and maintained per
the County’s record retention schedules.

In October 2014, an Official Public Records and Trusted Systems committee comprised of key
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departments was formed by the RR/CC to advocate/publish trusted system standards and establish
a compliance process to certify trusted systems throughout the County.

These standards will guide individual departments who desire to reproduce their Official Public
Records through a trusted system that complies with Government Code section 12168.7. Upon the
Board's approval of the referenced drafted policies, this committee will continue to provide oversight
of the Program and supporting the departments’ efforts.

IMPACT ON CURRENT SERVICES (OR PROJECTYS)

As County departments improve the organization of Official Public Records, several enhancements
to County efficiency and service will result, specifically in the records management areas of
information security, preservation, and customer service.

CONCLUSION

Approve revised Board Policy No. 3.040 (Attachment I) General Records Retention Approval of
Attachment | - Revised Board Policy No. 3.040, Attachment Il - new Board Policy No. 3.041,
Attachment Ill - General Records Retention Schedule, Attachment IV - 36 Departmental Records
Retention Schedules, and Attachment V - Resolution (Attachment V) authorizing County
departments to use the County record retention schedules and to destroy old, duplicate or
reproduced Official Public Records, will support the County’s responsibility in the creation/receipt,
use, retention, and disposition of Official County records in an efficient, cost-effective and legally
compliant manner.

Respectfully submitted,

Qean C. l-—béu¥

DEAN C. LOGAN
Registrar-Recorder/County Clerk

DCL:DM:TLS:es
Enclosures

Cc: Chief Executive Office
County Counsel
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Policy #: Title: Effective Date:

3.040

05/13/58
Containing P | | Confidential Inf .
Records Management and

Archive of County Records

PURPOSE

Provide departments with general records management and archiving guidelines in the
creation/receipt, use, retention, and disposition of official County records.

REFERENCE

May 13, 1958 Board Order, Synopsis 46
Eebruary28-2006-Doarc Orcer Mo 28-A
May-2,2006 Board Order No-3

Government Code Sections 26201; 26202; 26205; 26205.1;:and 12168.7

October 3, 2006 Board Order No. 16




Policy No. 6.112: Secure Disposition for Computing Devices

April 30, 2013; Board Order No. 71
Los Angeles County Code, Chapter 2.32 - Registrar-Recorder/County Clerk

POLICY







County Records Management and Archives Program

The Reqistrar-Recorder/County Clerk’s Records Management and Archives (RMA) is

responsible for developing and administering records management and archiving
protocols and guidelines. The RMA shall take steps to publish and disseminate record

retention schedules and other records management protocols and guidelines to assist
County departments in discharging their records management and archives

responsibilities.

Definition of Official Public Record

An official public record is a thing, based on its content and regardless of its medium,
which constitutes an objective lasting indication of a writing, event, or other information,
which is in the custody of a County officer and is kept either (1) because a law requires it
to be kept or (2) because it is necessary or convenient to the discharge of the County

officer's duties and was made or retained for the purpose of preserving its informational
content for future reference. (64 Ops.Cal.Atty.Gen 317.)

An official public record, as defined herein, relates to record retention and destruction

purposes and differs from the definition of a public record under the California Public
Records Act (Govt. Code § 6250 et seq.)in that the latter is construed broadly.

The definition of official public record may include all records maintained in County and

applicable County contractor offices, storage areas, electronic systems, and electronic
storage devices. These storage devices include networked servers, mainframes, data
warehouses, storage area networks, electronic data interchanges, imaging and document




management systems, personal computers, laptops, internal or external hard drives,

magnetic tapes, optical disks, and any other system or device used to perform County
business.

As a general rule, official public records are County property regardless of how or where

they are stored, and they will remain the property of the County until their eventual
disposition. Employees and third-party contractors shall not donate, sell, nor take sole
physical control or possession of County records produced by the County. This includes
records that have already met their retention period and are set for disposition. However,

certain exceptions may exist. Thus, when any questions arise relating to this subject
matter, County Counsel should be consulted.

The following examples are not considered to be official public records (i.e. non-records):

1) Duplicates of an official record made solely for convenience or reference

2) Working papers, notes and drafts

3) Transitory and informal communications used to develop an official record, unless they
are specifically required to be retained by the RMA, law or regulation

4) Stocks of publications and blank forms

5) Material intended solely for reference or exhibition

6) Material with no requirement for retention under the RMA

Non-records have no retention period and thus may be disposed of at any time unless
they are responsive to a Litigation Hold or a Public Records Request.

Record Retention and Disposition

The Board of Supervisors has authorized the RMA to develop and administer a
comprehensive records management program. As part of this program, record retention

schedules and disposition guidelines have been established. Record retention schedules
must be initially approved by the Board of Supervisors and may be modified periodically
thereafter upon approval by the RMA pursuant to County Code Section 2.32.370(B).

Record Retention

There are two types of records retention schedules— (1) General Records Retention

Schedule and (2) Departmental Records Retention Schedule. Both schedules provide

minimum retention periods for maintaining official County records. Once an official public
record has met its minimum retention period, the process of disposition should begin.

(1) General Records Retention Schedule (GRRS)

The GRRS provides retention periods for official public records most commonly found
throughout County departments. The GRRS does not cover program specific records
produced by departments. The GRRS may be modified periodically by the RMA in

conjunction with the affected departments, if necessary. Any subsequent modification to
the GRRS must be approved by the RMA.




(2) Departmental Records Retention Schedule (DRRS)
A DRRS is issued by each individual County department and sets forth retention periods

for official public records exclusive to each department. Any modification to a DRRS must
be approved by the Department Head, County Counsel, and the RMA before the revised

schedule goes into effect.

Records Not Included in a Retention Schedule

If a department identifies a document that may qualify as an official public record but is not
found in the GRRS or a DRRS, it should consult with the RMA to determine whether that
document type should be incorporated into the appropriate records retention schedule.

Record Disposition

Disposition refers to the final stage in the management of a record, where an official public
record has met its retention period and may be destroyed.

Prior to the destruction of an official public record, the following criteria shall be
considered:

» _Is the record subject to a Litigation Hold or a Public Records Request?

» Does the record have a specific administrative or fiscal function?
» Does the record have a specific historical/archival value?

Departments are to review their official public records periodically, including those stored
with County contractors, and dispose of them in adherence to the applicable schedules
provided that the record is not subject to any of the considerations stated above.

Litigation Hold and Public Records Request

Departments must not destroy any official public record where a litigation hold is issued by
County Counsel or the record is the subject of a Public Records Request. All inquiries

regarding legal hold policies/procedures as well as Public Records Request responses
should be directed to County Counsel.

Administrative and Fiscal, Value

A department may retain an official public record past its minimum retention period for
operational purposes where it can demonstrate the record meets an extraordinary
administrative or fiscal need.




Historical/Archival Value

Official public records with archival value are to be preserved because they contain
information of continuing and enduring value to the County, provide valuable research
data, or document the history and development of the County and its departments.
Archival records may be in any format and media, including paper, electronic,
photographs, motion pictures film, videos, and sound recordings.

Departments should appraise their official public records periodically, prior to destruction,
to determine if the records possess any archival value that warrants permanent retention.

Archival record guidelines shall be provided by the RMA.

Retention of Vital Records

Departments will assist the RMA in identifying Vital Records. A Vital Record is essential
for the ongoing operation of county business.

Vital Records are those records that contain information critical to the operation of the

County and require immediate recovery and access during or immediately following a
natural disaster or other event disrupting normal operations. Such records include those

that contain information protecting the County’s legal/financial interests and status.

Departments should identify records specifically designated as Vital Records and include
them as part of each department’s disaster recovery and business continuity planning.
Necessary steps should be taken to protect and safeguard those records to ensure
availability.

Contracted Services that Store Official County Records and Non-Records

The County retention schedules apply to all records, regardless of medium, data and/or

information that may be stored on purchased, leased, or rented electronic storage
equipment and devices that are geographically located within the County, or external to

the County's boundaries.
Departments will include prescriptive language in dealings/agreements with contractor(s)

that maintain, process, and/or store records of the County to ensure that the data and

information is appropriately destroyed in accordance with the County’s record retention
schedules and guidelines.

Contractor(s) must dispose of non-records as instructed by each individual department.

Policy Exceptions

There are no exceptions to this policy.
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DATE ISSUED/SUNSET DATE

Issue Date: May 13, 1958 Sunset Review Date: May 13, 2003

Review Date: July 22, 2004 Sunset Review Date: May 13, 2006

Review Date: October 3, 2006 Sunset Review Date: October 3, 2010

Review Date: July 23, 2010 Sunset Review Date: October 3, 2014

Review Date: October 15. 2014 Sunset Review Date: October 3. 2018




ATTACHMENT II
Board Policy No. 3.041




' 2 Los Angeles County
7 BOARD OF SUPERVISORS POLICY MANUAL

nfidential Information

PURPOSE

Provides general guidelines to be followed by departments regarding the protection of
records containing personal and confidential information.

REFERENCE

May 13, 1958 Board Order, Synopsis 46

February 28, 2006 Board Order No. 23-A

May 2, 2006 Board Order No. 3

Government Code Section 26202

October 3, 2006 Board Order No. 16

Policy No. 6.100: Information Technology and Security

Policy No. 6.101: Use of County Information Technology and Security

Policy No. 6.106: Information Technology Physical Security

Policy No. 6.107: Information Technology Risk Assessment

May 8, 2007, Board Order No. 26

Policy No. 6.109: Security Incident Reporting

Policy No. 6.110: Protection of Information on Portable Computing Devises

Policy No. 6.111: Information Security Awareness Training

Policy No. 6.112: Secure Disposition for Computing Devices

POLICY




County departments are to comply with the following general guidelines pertaining to
protection of records containing personal or confidential information.

Pr ion of R r ntaining Personal or nfidential Information

County departments shall secure and appropriately dispose of all records, papers or
documents with personal or confidential information.

Confidential information is information that is sensitive, proprietary or personal to which
access must be restricted and whose unauthorized disclosure could be harmful to a
person, process or to an organization.

Personal information is any information maintained by a department that identifies or
describes an individual including, but not limited to, his or her name, social security
number, physical description, home address, telephone number, education, financial

matters, and medical or employment history.

Paper documents that contain personal or confidential information such as social security
numbers, health-related information, or financial information must be properly stored and
secured from view by unauthorized persons.

Secure measures must also be employed by all departments to safequard personal or
confidential data contained on all County information technology resources.

Departments must ensure that only authorized personnel may hold and have access to
such information.

(See also Board of Supervisors Policies 6.100 Information Technology and Security,
6.101 Use of County Information Technology Resources, 6.106 Information Technology
Physical Security, 6.107 Information Technology Risk Assessment, and 6.110 Protection
of Information on Portable Computing Devices.)

D ion of R ini idential Inform

When records containing personal or confidential information are ready for destruction
departments shall destroy the information completely to ensure that the information
cannot be recognized or reconstructed. In addition, any personal or confidential data

contained on computer media must be obliterated and/or made indecipherable before
disposing of the tape, diskette, CD-ROM, zip disk, or other type of medium.

Each department must provide appropriate methods and equipment to routinely destroy
personal or confidential information. The safeguards listed are in priority order with the
most highly recommended safeguard listed first. At the minimum, one of the following

safequards must be implemented:

+ Conduct due diligence and hire a document destruction contractor to dispose of
material either offsite or onsite.

o Require that the disposal company be certified by a recognized trade
association.

o Require and validate that the disposal company disk sanitizing software and/or




equipment is approved by the United States Department of Defense.

o Review and evaluate the disposal company's information security policies and
procedures.

o Review an independent audit of a disposal company's operations and/or its
compliance with operations.

» Secure and utilize shredding equipment that performs cross-cut or confetti patterns.

» Secure and utilize disk sanitizing (i.e., erasing) software program approved by the
United States Department of Defense.

 Secure and utilize disk erasing equipment (e.g., degausser) approved by the

Department of Defense or the National Security Agency.

» Modify the information to make it unreadable, unusable or indecipherable through
any means.

(See also Board of Supervisors Policy 6.112 Secure Disposition of Computing Devices.)

nfidential Information Incident R in

Each department must disclose to the department's management including the
Departmental Information Security Officer any actual or suspected incident in which
confidential information is disclosed to, or obtained by, an unauthorized person.
Notification of the security incident must be made in the most prompt and expedient
manner _after the incident has been discovered. In addition, any such incident must be
reported to the Fraud Hotline at 800.544.6861 or the Auditor-Controller's Office of County

Investigations website at www.lacountyfraud.org where protocols are in place to respond
to the incident.

Within ten days, a letter notifying affected individuals of actual or suspected loss or
disclosure of personal or confidential information must be sent by the impacted County
department describing the types of information lost and recommended actions to be taken
to mitigate the potential misuse of their information.

The Chief Information Security Officer must also be promptly informed of the security
breach associated with electronic data in _order to communicate with other County

departments and identify appropriate measures and safeguards.

At each sunset review of this policy, the Chief Information Security Officer shall submit a

report detailing all County security breaches associated with the unauthorized release or
theft of confidential information.

(See also Board of Supervisors Policy 6.109 Security Incident Reporting, and 6.111
Information Security Awareness Training.)

Policy Exceptions

There are no exceptions to this policy.
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ATTACHMENT V
RESOLUTION




RESOLUTION OF THE BOARD OF SUPERVISORS OF THE COUNTY OF
LOS ANGELES APPROVING THE COUNTY'S RECORD RETENTION SCHEDULES
AND AUTHORIZING THE DESTRUCTION OF COUNTY RECORDS

WHEREAS, Los Angeles County Board of Supervisors ("Board") previously
approved the County of Los Angeles' records retention/destruction policy; and

WHEREAS, the County of Los Angeles ("County") needs to insure the preservation
and availability of historical documents and other official papers and artifacts of the
County; and

WHEREAS, the purpose of a retention schedule is to establish a pattern for the
orderly transfer, maintenance, and destruction of records on a continuing basis; and

WHEREAS, the County has an on-going obligation to maintain County records in
accordance with applicable laws and regulations and accepted records management
practices; and

WHEREAS, Government Code section 26200 et seq. provides the relevant
procedures for destroying records that do not have to be filed or preserved; and

WHEREAS, pursuant to Government Code section 26201 the Board may authorize
destruction of duplicate records, papers, or documents of originals or permanent
reproductions which are on file with any officer or department of the
County; and

WHEREAS, pursuant to Government Code section 26202, the Board may
authorize, by a majority vote, the destruction of records after two years which are not
prepared or received pursuant to State statute or County Charter; and

WHEREAS, pursuant to Government Code section 26202 the Board may authorize,

by four-fifths vote, the destruction of records after two years which are prepared or
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received pursuant to State statute or County Charter and the Board has determined the
retention of those records are no longer necessary or required for County purposes; and

WHEREAS, pursuant to Government Code sections 26205 and 26205.1 the Board
may delegate to County officers the authority to destroy any record, paper, or document if
the record, paper, or document is photographed, micro photographed, microfilmed, or
otherwise reproduced in accordance with Government Code section 12168.7; and

WHEREAS, the County's retention schedules will be reviewed regularly by the
respective County department head, in consultation with County Counsel, and approved
by the Registrar-Recorder/County Clerk ("RR/CC"); and

NOW, THEREFORE, BE IT RESOLVED, the Board of Supervisors of the County of
Los Angeles approves the revised record retention/destruction policy, known as Board
Policy No. 3.040 Records Management and Archive of County Records, and the County
General Records Retention Schedule as well as the Department Records Retention
Schedules and authorizes:

(1) County departments to destroy duplicate records, papers, or documents of
originals or permanent reproductions which are on file with any office or department of the
County;

(2) County departments to destroy any record, paper, or document, including
originals or permanent reproductions, which do not have to be filed or preserved, once
they have been retained for the total period set forth under the applicable records retention
schedule, and those records are no longer necessary or required for County purposes;

(3) County departments to destroy any record, paper, or document, which is not
required by law to be preserved in its original format, if the record, paper, or document is

reproduced, for County or public use, with the use of photographic or micro-photographic
2



film, optical disks, an electronic data processing system, or any other medium that is a
trusted system which accurately reproduces the original, does not permit additions,
deletions, or changes to the original, and complies with Government Code section 12168.7
and Title 2 of the California Code of Regulations, sections 22620.1 through 22620.8;

(4) Department heads to amend their respective departments' record retention
schedules, in consultation with County Counsel and approval by RR/CC, so long as the
amendment complies with State and federal law; and

(5) The RR/CC to preserve historically valuable materials which document the
origins, activities, and achievements of the County.

The foregoing resolution was on the L day of Tb{ n¢ 2016, adopted by
the Board of Supervisors of the County of Los Angeles and ex officio the governing body of
all other special assessment and taxing districts, agencies and authorities for which said
Board so acts.

LORI GLASGOW

Executive Officer
Board of Supervisors

. Al e o i

Deputy

APPROVED AS TO FORM:

MARY C! WICKHAM
County unsel x

VICKI K®ZIKOUJEKIAN
Printipal Deputy County Counsel
Board Liaison Division






